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Thank you for purchasing Enterprise Risk Manager from riskHive or one of our resellers. We value your
business as an Enterprise Risk Manager customer, and we are here to help.

If you need help you can use any of the following options:

Q Call us on +44 1275 54 58 74

@ Email us at support@riskhive.com

N/
/N

User our ‘Instant Answers’ from our online interactive support solution

Refer to our FAQ, Feedback and Support, which is available to you from the help
T:J' menu in the application

The riskHive ERM is a fully featured, online Enterprise Risk Management and Risk Register Handling
solution. As a web-based tool it is constantly being updated with the latest and best functionality to
support evolving needs of high-end risk managers and senior executives in large, complex businesses.

The central risk repository is used for collating and storing risk registers with essential risk reports and
quickly and effectively centralises and maintains your risk registers whilst not changing the way you work by
allowing the export of registers back to your native format.

The core system is designed to manage risk treatment information; produce management reports and
information dashboards; manage asset and insurance information; and produce bowtie diagrams and
graphics for better risk articulation. The riskHive ERM is aligned to both the ISO 31000 and COSO
frameworks' and is highly configurable by the User-administrator. The system can be configured to be
multilingual and to display your own risk terminology. Multiple currencies can be managed for assessment
and reporting and are User-switchable.

You can run cost and schedule analysis; manage information security risks in line with ISO 27001; and
manage control assurance information.

This guide covers functionality available in the system for Users, Risk Managers and Administrators. One of
the many advantages of this system is its configurable nature. This means that each Company can request
different configurable features or even have features removed. Due to this, this manual may not display
the same functionality as you experience in the tool. Contact your administrator for a list of their
configuration changes.

We hope you find Enterprise Risk Manager useful and easy to operate. We are eager to hear your feedback
- either positive or critical - and ideas. Our contact information is provided above.

We hope you have an enjoyable and productive experience!

" Appendix 1 — ERM functionality link to ISO 31000 & the COSO frameworks
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The installation of Enterprise Risk Manager varies dependent on whether riskHive or your organisation is to
host the system. If your company hosts the webserver and ERM data, then there may be additional
requirements to access the system.

All that is required to use the application is a standard modern Internet browser. The application supports
all platforms (not just Microsoft-centric systems) on multiple devices that can run a browser such as PC,
Mac, Smart phone, Tablet, eBook, etc.

All browsers are supported but those we certify to work correctly are MS Edge, Firefox, Chrome, Safari, iOS
Safari and Opera browsers.

The application itself must be delivered to the users using a physical server. This can be an actual ‘server’
or a PC or even a laptop configured with some server components.

Recommended minimum system in Bold.

Operating System:

Windows Server 2012 r2, 2016 or Windows 10
Microsoft .Net 4.2.5

[1IS7.5 or above

Database:
SQLExpress or SQLServer (2012 / 2016 / 2019)

Internet browser:
MS Edge, Chrome, Firefox, Safari, Opera,

The software includes “factory set” terminology that relates to ISO 31000, it also has pre-set dropdown lists
for risk reporting, however, all pre-settings can be User adjusted to meet your requirements.

You are advised to check your organisation’s procedures and policies to ensure that the terminology is
appropriate.
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The following are common terms used when carrying out Risk Management. Not all terms are used in the
riskHive ERM but all of them should help the User gain a better understanding of how to identify, collect,
manage, analyse, and report risk. Terms used in riskHive ERM are in bold.

An assumption is a presumption or supposition with a degree of uncertainty. In the
system Assumptions are input items with a high degree of pre-supposed dependent
factors that have a degree of uncertainty.

A Broad-Brush Risk Assessment (BBRA) is a facilitated risk assessment that endeavours
to identify all the significant hazards that may impact upon the organisation, including

Health and Safety and Environmental aspects, but not necessarily every instance of the
hazard manifesting itself as a risk.

Directly precipitates an event.

Necessity. A cause must be necessary, i.e., without it, the event would not have
happened.

Sufficiency. A cause must be sufficient, i.e., sufficient to precipitate the event alone.

Conditions. A cause usually has conditions, i.e., other elements which are necessary for
the adverse event/change of state but not in and of themselves sufficient to cause it.

Often used legalistically it describes a series of events/events and conditions which are
directly linked to each other, i.e., one caused the other. Causal chains are usually
necessary to prove fault.

The Corporate Cost Score shows corporate scores by cost only. Corporate scores are
global scores and are defined in the Global Heatmap.

Outcome of an event affecting objectives.
Measure to modify

The Corporate Worst Score, i.e., the worst score of each of the configured impacts (cost,
time etc.). NOTE: Corporate scores are defined in the Global Heatmap whereas Project
scores are defined by the administration of each project Heatmap.

The set of direct and indirect causal implications from the realisation of the risk.

Occurrence or change of a set of circumstances (an event can lead to a range of
).
Extent to which an organisation is subject to an

External environment in which the organisation seeks to achieve its objectives.

The direct and immediate financial effect that a business will feel because of the
realisation of a risk.

Measure of the of an expressed as several events or outcomes per
defined unit of time.

A source of potential harm to a person, or a situation that has the potential to cause
damage or loss to the business, its plant and infrastructure or its people.

The direct and immediate outcome of the risk being realised.

Used in the context of ‘key risk indicator’. The state of an object or relationship which
suggest that something is at risk.

The state/condition of an object or relationship which may influence another object or
relationship.
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The system manages more than just Risks. For example, it can handle such items as
Trends, Assumptions, and Issues. These things can have different metadata assigned to
them and have different workflows. We refer to these inputs as

Internal environment in which the organisation seeks to achieve its objectives.

A strategy or series of activities which are designed to reduce the impact felt by the
realisation of a

Continual checking, supervising, critically observing or determining the status in order
to identify change from the performance level required or expected.

One of riskHive’s’ ERM . A possible action that that can be taken that could
have a positive effect on objectives.

The direct event and set of conditions which result from the realisation of a risk
event/change of state.

Defined within this document as a set of tolerable values, e.g., lowest tolerable value,
and highest tolerable value.

Project Cost Score. The Project scorings for cost only.

Chance of something happening (AKA: Likelihood or Frequency). Measure of the
change of occurrence expressed as a number between 0 and 1, where 0 is impossibility
and 1 is absolute certainty.

Project Worst Score. The worst risk score of each of the configured impacts (cost, time
etc.).

Risk remaining after risk treatments (AKA retained risk). Residual risks can contain
unidentified

Capacity to resist being affected by an

Activity undertaken to determine the suitability, adequacy, and effectiveness of the
subject matter to achieve established objectives (this can be applied to the
) ora

There are several definitions for ‘Risk’. We use the 1ISO3100 definition — A negative
effect on the uncertainty of objectives. (Some organisations refer to risks as ‘Threats’).

Informed decision to take a particular
Process to combine individual to obtain a more complete understanding of

Systematic process to understand the nature of and to determine the level of risk.
Amount and type of an organisation is prepared to pursue to take.

Overall process of risk identification, risk analysis and risk evaluation.
Organisation’s approach to access and eventually pursue, take, or refuse
Attitude to turn away from

Decision not to be involved in, or to withdraw from, an activity based on the level of

The goals, objectives, strategies, scope and parameters of the activity, or part of the
organisation to which the risk management process affects.

Criteria against which risk is evaluated in association with organisation’s internal
policies, goals and objectives and the interests of stakeholders.
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Process of comparing the level of risk against the criteria.

Form of involving contingent arrangements for the provision of funds to
meet the financial should they occur.

Process of finding and describing sources of risk.

Coordinated activities to direct and control an organisation regarding risk.

Set of components that provide the foundations and organisational arrangements for
designing, reviewing, and continually improving risk management processes throughout
the organisation.

Tool for ranking and displaying by defining ranges for and

Position holder who is delegated the responsibility for ensuring that the mitigation
treatment and associated actions to minimise the impact of the risk to the business are
effectively actioned.

A register of assessed business risk which is maintained and reviewed for purposes of
reference, assurance, and continual improvement.

Acceptance of the benefit of gain, or burden of loss, from a particular

Form of involving the agreed distribution of with other parties.
Organisation’s readiness to bear the after in order to achieve its
objectives.

Process of selection and implementation measures ( ) to eliminate or modify the

existing risk to zero or a lower risk level.

Effect of uncertainty on objectives (Alternative to the use of word ‘Risk’ for some
organisations).

The application of some form of action or behaviour towards a risk or its indicators or
impacts. Risks can be treated by either reducing the probability that they will occur or
by reducing their impact.

A trigger is an event or the presence of a set of pre-conditions which gives rise to the
cause of a risk.

State, even partial, of deficiency of information related to or understanding or
knowledge of an , its ,or

Intrinsic properties of something that create susceptibility to a source of risk that can
lead to a
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General Functions for Users
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As Enterprise Risk Manager is a web-based system the only software required to access the system is a web
browser such as Microsoft Edge, Chrome, Firefox, or Safari. To access the system simply open your chosen
web browser and enter the provided web address to access the system.

In this latest addition of the Help Manual, we have included:

and dotted lines

Item Section Description Page

1 5.3.7.1.1- | Different methods to converting quantitative 3-point estimates to 57-58
5.3.7.1.3 | qualitative scores.

2 5.8.1.2 Strategic Risk Report — Updated to provide explanation of the solid 84
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4 Getting started
4.1 Logginginvia ERM

When first connecting to the system, you will be presented with a login dialog box. You will need to enter
the Username and password that have been assigned to you, then press Login. This will take you to the
system main screen.

Login x|
g:g riskHive [

( ) Software Solutions

Username |Username... |

Password | Password... ‘

User Manual

Figure 1 - ERM Login Dialogue
4.2 Logging in using SSO

If you are using Single Sign On (SSO), you will either be directed to the ERM system via your company
website / intranet, in which case your log in screen may look something more like the log in screen below.

4 N\

ERM - Live ERM - Dev ERM - Training

L J/

Figure 2 — Customer Specific SSO Login Dialogue

Alternatively, you may see the ERM screen, but with the option to sign in using SSO. If this is the case, just
select the Login using SSO Gateway.

- riskHive [
@ Software Solutions

Username [Usernarne... ]

Password [ Password... ‘

User Manual

Login using SSO Gateway

Login

Figure 3 - ERM Login Dialogue - SSO
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Once logged into the system you will be taken directly to the main screen. The main screen is split into
three key areas:

The EPS (sometimes referred to as the tree or node structure) is a list of
all the project risk registers. When you select a risk register, the risks
within this register will appear in the Summary Information section and
information relating to the project will appear in the Project Information
section.

The path of the node is displayed. When the path is too long, rest the
mouse cursor over the node to view the full path details.

The central part of the screen shows the main risk information related to
the selected risk register.

Enterprise Project Structure (EPS)

Company wide
Comtrol_ Type = 3 Py =
Un-controlled isks OfBE Fl+|o O8I~ FlCl+ @

Code Node Info Risk Title Risk Start Date Risk Finish Datz  Risk Phase Raised by Risk Owner Curr_Score Mitigation Plan Mitigation Owner Tar_Score | Value

Apply policy 067 - subcontractor

cooo1 Companywide @IS Material de 1410 Superuser02 10 £50,000
management

e e ©  amses x| SUMMary Information 2 :

Figure 4 - The ERM User Interface

On the bottom left of the screen the system will indicate the number of risks being displayed
and provide options on how many the User would like to see per page.

Viewing 1-30 of 40 30 v|

Figure 5 — Risk number

On the bottom right of the screen are the page navigation buttons to move through the screens.

12> =

Figure 6 — Page navigation buttons
If All risks are selected for display on the bottom left, the page navigator on the right will become inactive
and default to showing ‘1’ page. The scroll bar on the right-hand side of the screen can be used to move
through the risks.

By selecting the column headings, the data beneath will be re-ordered by prioritising based on the Users
selection.

Users may order the lists of risks in ascending or descending value based on their column selection. For
instance, if a User wants to view risks by Class, by Location or by Owner etc. then they simply need only
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click on the column headers. Multiple sorts can be conducted by selecting the first column, holding down
the Shift key and selecting the next column (small arrows will appear to show the direction of the sorting).

Code M... |Info Watch Group Node 5‘- Level |Risk A55‘-"""!:'“ Cat. Alloca
Nor

Corparate delivery dates.

“ O'E iR ~ I A . Levell- There is a risk that current company infrastructure Queen Elizabeth e
o008 & = n strategic Corporate ’;:T"EEE“:;; " Corporate  is not sufficient for Praduct X development. 1 Change £8,955
. . North Lyl There is a risk that USA customer is well
coon2 @ 9= I Operational Corporate  America - R established and has a mature ordering system Helen Mirren Change £8,955
¥ orporate . N - .
Chicago which is not aligned to our UK ordering system.
. i1 There is a risk that Several core suppliers could — _
coooy L :Oz'ﬁ n Operational Corporate Asia - China Levell struggle to produce key products and meet Helen Mirren Ienf\adtluctul £8,955
=

Figure 7 - Selection by column headings

At the top right side of the main screen are the search and filter options.

NOTE: Searches will be conducted on the risks displayed on the screen, therefore it is important to select all
nodes/risks that are to be searched first and display these on the main screen before running the search
functions.

22 23 24 25
Search Y | %

Figure 8 — The Search facility

22 Search Allows for a free text search of the risks displayed on screen
- which is instant and will show entries matching the search
criteria as they are entered.

Multiple criteria can be entered at one time to reduce the
number of results returned e.g., ‘resource hr’ could be entered
to find all risks containing the words ‘resource’ and ‘HR’. The
search will include any such text held in ‘hidden’ fields that could
be assigned to the grid.

23 x Clear All Filters removes any search filters you may have added.
24 The Advanced Search filter allows filtering of on-screen risks by
Y classification, group, status, owner, project, category, and the

custom fields.

25 The Manage Filters and Settings Sets button enables the saving
R and reusing of your favourite search options. Type your search
requirements into the Search section and select the button.
Select Create.

Type the name in Set Name, make your selection and select
Create. This search is now saved.
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To select an individual risk, click once with the left mouse button on the risk row on the main screen.

To select a range of risks that are in consecutive order, select the first risk, hold down the Shift key then
select the last risk.

To select risks randomly, select the first risk, hold down the Control key the select the next risk. Keep the
control key held down until all risks are selected.

As you begin creating and editing risks, you will notice symbols appear. Here are the common symbols
(providing these columns are displayed on screen):

Info column Emoticons Monitor
Quarantined risk (the risk is i Great #®  This risk is being
not yet approved) monitored

@  Active risk (The risk is & Good
approved)
Attested risk (The risk has = OK
been challenged)
Retired (the risk is no @ Bad
longer a threat)

& This risk belongs to a G} Terrible

Group Parent
*£  This risk can display a
Bowtie graph
i=  This risk has Actions
7 Risk is restricted

Before we learn about individual buttons and panels, there is common functionality within most panels to
enable searching and editing of either an individual risk or several risks.

On the top right of most panels is a search option:
To search for a function, type the name i.e., type ‘qualitative’ and the Qualitative options will appear.

Not only will the system try to find an exact match to what is in the filter, but also other words associated
with what you are looking for i.e., type “Actions’ and the Treatment panel will appear.

Classification: Internal Page 21 of 186



If you have previously selected several risks you can decide to apply the same changes to all the risks or,
edit the risks individually.

Panel Multi Select View Mode: Single Merged v

[ Single Merged

Multiple Individual
Figure 9 — The Single or Multiple Changes Options

By selected Single Merged, any changes you make will be applied to all the risks you have selected. So, for
example, if you change the Next Review date, it will apply your changes to all the risks.

Equally, you can decide to edit the risks individually. By selecting Multiple Individual, if you wanted to edit
the qualitative data, you would select Assessment, then Qualitative and a panel will appear showing all the
gualitative assessments of the risks:

Risk C0349 Risk C0334
Threat Threat

Threat level (3D) Exposure Type Threat level (3D) Exposure Type
| | significant v v v v v v

Qualitative Qualitative
Pre-mitigated Scenario # Current Scenario # Pre-mitigated Scenario? Current Scenario ¢

prob VEH M L N Prob VEH ML N prob VEH ML N Prob VEH ML N
| & VEH ML N Cost BVinmn  Cost @ .HMLN Cost. "..HMLN
| Time B+ s @1 Time 54321 = Bl : 2|1 Time S ERA

Performance VeH M L n Performance ViH ML N Performance Viu ML N Performance W mliln
Reputation VWeH m L N Reputation WHM LN Reputation Vinu ML N Reputation WH ML
| Health And Wh m LN Health And MuwmL N Health And VI v LN Health And Y M LN

Safety Safety Safety Safety

Save Changes || Close

Figure 10 — Multiple risks edited within the Qualitative panel

You can then make your changes, select Save Changes and all the risks will be updated.

Dynamic searching is available on drop downs for all roles and responsibilities. Entering individual
characters or a character string into the selection box down selects to the users that contain those
characters or string. This is particularly helpful if you have a long list of names in any one drop down.

Owner’
de -

Demo.user

Figure 11 — Dynamic Search

Classification: Internal Page 22 of 186



4.13 Tool Tips

Sometimes the Tool Tips can be extensive. Using Tool Tips are a convenient way of reducing information in
work instructions by having these available in the system. By clicking on the hint icon, a new dialogue panel
will appear with the full tool tip text.

Full Annotation for Effectiveness u

Effective (>=90% successful):
Control manages risk, is formally
documented, in operation and

applied consistently. Control
requires only review and
monitoring.

Partially effective (60-90% successful): Control
addresses risk. Documentation or operation needs

some improvement.

Improvement required (25-60% successful): Control
partly addresses risk. Further documentation or
operational implementation is neccessary.

Ineffective (0-25% successful): Control may partially
manage risk but is not documented or in operation.

Figure 12 — Tool Tips Dialogue Panel

4.14 Data Validation Checks

Sensitivity checking takes place when using the quantitative and/or hybrid assessment panel. A prompt will
show as a red box around the field that you are being asked to complete. The sensitivity checks apply to
the Shape and the Value fields as demonstrated by the screen shot below.

Pre-mitigated Scenario # Pre-mitigated Scenario #

peon 06 -
= .

S -
Cost (£) v

\ﬂ | 65,000] | 60,000
1000/ | 200] |0

Time (d) Triangular ~

Figure 13 — Data Validation Checks
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At the top left of the screen are the primary buttons which help Risk Managers manage risks, project data
and reports.

1 2 S 4 5 6 7 8 9
Control Type T E @ B @ r‘D |7 l" C = @

Un-controlled Risks

10 11 12 13 14 15 16 17 18 19 20 21

Figure 14 — Key main buttons and functions

The functions bar contains most of the buttons and selections you will require to select functions or
navigate around the system.

1 This option helps you log out and access other areas of the system.
Depending on permission this may include administrative aspects,
but generally it includes the Dashboards page.

2 m Help provides Information and support through access to both PDF
and web-based User Guides as well as a searchable knowledgebase
of ERM and the ability to report problems and provide
recommendations to improve the software to the Support Team.

3 . Enterprise Project Structure (EPS) or Nodes list enables users to find
Hinioc I where risks are stored.
4 m View Node Overview provides a summary of the key features of the
project.
5 E Edit Node Data button. View and edit the project information.

Includes project rating, budget, state, and ownership. This is taken
from the project node and its subsidiary nodes.

6 Eﬂ Change Navigator View. The EPS is the normal Master view. The
user can see the project through alternate views/structures which
can be set up. This will usually include Levels of Escalation and
might also include the alternate structures of Cost Breakdown
Structure (CBS) and/or Work Breakdown Structure (WBS).

7 m The Change Grid Settings button enables you to filter the risks on
screen. This option is also included within the Grid Controls panel
(see below).

8 u The Row Selection Mode button allows for selection rows or pages
of risks.

9 m The User Messages button opens the local message inbox for the

logged-on user. Messages within the inbox are those created by the
Monitoring and/or Validation system.
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10 foagl T The Control / Type button opens a pop-up (below) for the type
All e where you can select the following options:

Control Type View 7
All Risks any / all available = E (2 + W

Controlled Risks (Control)

Al - |
Scenario
‘Current v ‘

Display (Type)
‘Risks - ‘

User Views (View)

‘ any / all available ‘

Set & Update Cancel

Control: This gives you the ability to view risk where they are
controlled by its actions. There are 3 states of action control.
Controlled, Un-Controlled and All. The selection determines which
of the risks are shown in the grid. The default is ALL, but this can be
configured across the application.

Controlled Risks (Control)
Al -
All

Un-controlled

Controlled

Scenario: This shows and switches the selected or default scenario
in which the risks are displayed. Using the Scenario selection, risks
may switch between the configured scenarios, for example, pre-
mitigated, current and target.

Scenario

‘ Current‘ -
Pre-mitigated
Current

Target

Display (Type): This shows and switches the current main grid view.
Using the View/Display selection pop-up (below), risks may switch
between the configured views. Depending on configuration, these
are generally Risks, Opportunities, Trends, Assumptions and Actions
but can include Notifications, Issues, Benefits and Audit.
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Display (Type)
‘ Risks -
Risks

Opportunities

Issues

)0
Notifications

Audits

Jk Trends
)3

Assumptions

View: A new main grid control has been introduced to manage the
additional complexity of User View Permissions (above). Should a
user have multiple permissions (for example both Standard and
Basic) the user may choose to work in either configuration. This
option will not show if you only have been allocated a single View
Interface.

User Views (View)

any / all available
Standard
Intermediate

Basic

The Node Only button displays only the risks in the selected EPS the
structure. Select to see subsidiary nodes.

The Show Split Panel button switches the application into risk line
items and edit panels.

Once a risk(s) is selected, users can use the Edit feature to make
changes to the risk’s details.

The New button helps create risks.

Delete a risk. A deleted risk will be removed from the screen and
placed in the archive where users will not be able to see them. A
Retired risk has been through the risk management cycle but could
still be impacting the live system (such as the aggregate probabilistic
means for its assigned node). A Retired risk will remain on screen.

The Duplicate button enables the user to copy risks to other levels
within the EPS.
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L1

Reporting Parent button provides access to the main reporting
systems. These are presented as foldouts (sub-menus) to the
parent. There are 5 sub-menus. These are: Dashboards, Excel
Reports, Excel Registers, Report Scheduler, My risks, and My Actions.

I PR B &1 &

Offers several dashboard style reports.

Configurable Excel Reports.

Configurable Excel Export and Import Registers
Schedule an Excel Report or Excel Output register to occur on a
regular basis

My Risks enables you to see the risks which you have been
identified as the risk owner or managing the risk.

My Actions shows the status of all the actions allocated to you.

The Tools button provides the options to run a statistical risk
analysis (Monte Carlo simulation), create Bowties and Groups.

When drop down menus, users or information has been changed by
the Administrator, the Refresh Grid will help show the changes on

screen.

The Reverse Sort button reverts the main grid sorting to the initial
configuration.

The Risk Summary/Review displays the details of a risk so that the
risk can be reviewed, edited, and printed.
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5.1.1 System

The System feature provides access other areas of the system, such as access to Administration or Datasets.
However, this will depend on the user permissions setting.

#& Main
Dashboards
Administration
Datasets

& User: manager
(= Logout

Figure 15 — The System menu

Select “Dashboards” to give you instant access to the Project Summary Dashboard. Select “Logout” to log
yourself out of the system.

To change your password, go into the Systems option, click on your user name and the following panel will
appear:

Username

manager

Real Name

|ma mageﬁ |

?
Password’

Show password characters...

Primary Email Address

\ |
Email Address 2

\ |
Phone Number 1

\ |

Phone Number 2

Update Close

Figure 16 - The Change Password button and panel

Type in your new password and click on the Update button.
By clicking on the ‘?’, guidance notes for password creation will appear.

Passwords must obey the following rules:
At least 8 characters long and no longer than 128 characters.

No more than 2 consecutive characters the same.
Meet at least 3 complexity criteria (at least 1 uppercase, 1 lowercase, 1 digit, or 1 special character.
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5.1.2 Help

This feature provides several help options.

1 Help ¥ Navigator: Com

«IFAQ, Feedback & Su... b
d I User Manual C
Nod  Online Tutorials B
‘o Custom URL
Nid
;\?i Event Log de
o Client Error Log

Wide A

Figure 17 — The Help button

This can be used to contact riskHive support, give feedback on the system and browse the knowledge base
of frequently asked questions.

Send message

Figure 18 —The FAQ, Feedback & Support panel

To begin searching the current knowledge based, type your search word(s) in the Message subject. The
search is intuitive and will direct Users to existing online material (orange lightbulb) or documents (piece of
paper). The results will be displayed on the left-hand side of the panel.

Feedback ideas are captured in the bottom Left-Hand Side of the panel. All users can vote and/or add
comments on these ideas. This information is captured and reviewed by riskHive to help determine future

delivery possibilities.

By selecting Contact Support users can ask for direct help to a problem. By selecting Give feedback, users
can offer advice on how to improve the system.

NOTE: If you wish to find out more about the riskHive company, our consultancy and tools please select the
riskHive symbol at the top right of the main screen.
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This provides you with templated riskHive videos on functionality such as creating risks, copying risks etc.

Where a customer has developed their own training videos or reference material, this can be linked to that
customers URL. This link will only appear if this functionality has been used by that customer.

The Error log is log of what happens on the server where ERM is running. It will report such things as
database errors hidden from the outside world. You should run the event log after any error and include
this within any communications to support@riskhive.com.

The Client event log reports problems on the “Client” (the Browser, edge, chrome) and might report
problems with the User interface (input, display problems.). You may be asked to run one of these if you
are experiencing error regarding the ‘client’.

The EPS (sometimes referred to as the tree or node structure) is a list of all the risk registers. When you
select a risk register, the risks within this register will appear.

The path of the node is displayed. When the path is too long, rest the mouse cursor over the node to view
the full path details.

Navigator: |[ShaS

Maintainance and Service Contracts
UK - London Underground
USA - Chicago Trams
NZ - Christchurch South West Trains
Australia - Sydney Fast Ferries
@ Australia - Developing the Emergency helic...
Argentina - Buenos Aires Subway
China - Beijing Electric Bicycles
Japan - Tokyo Water Bus
Denmark - Malmo Oresund Bridge Train
Spain - Madrid Metro
Italy - Rome Scooter Express
Ireland - Dublin Trams
Projects -

Figure 19 - The EPS or Node Structure menu
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5.1.4 View Node Overview

This button will provide you with a summary of the main project features.

(&) Mode Overvicw - USA-Ciicnga Tramms o
Mode Title

Raring. State. Score

cagal T —— sefiousWeakness
Mode Type Start Date Project Budget (at nose) Project Budget (summed)

Project: 100615 525,006,415 525,006,419

Sponsar Finish Date Risk Budget (st node) Risk Budget (summed]

none assigned 010838 54,001,006 54,001,026

Manager Daraset Risk Reference (at noge) Risk Reterence (summed)

‘none assigred MainTEnance Service Contracts. Ed

s
ode Risk Allocation
N

Cosiibuting Risks Scenuio
5 =
Minimum: Expecied Maximum Lilkety > 50% Prob. ‘Probabilistic Mean
S ] R o R
s
e .
| - et
- i
i
- |
i !
= = = I
prevy H
i

Oose

Figure 20 — The View Node Overview button and panel
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The Edit Node Data is permissions based, therefore you may or may not have this option.

It is vitally important to understand the journey the project will face and the projects general health, which
in turn will help readers understand the risks better. The Edit Node Data panel helps us define the projects
context.

E Open All Sections + ‘

&) vescipion @ Oblectives & Feople Qg Custom Fields
3 .
Qa_ Custom Arrays % Project Attachments
1 .
Phases Milestones
9
[ acsessment & senor

Figure 21 - The Edit Node Data button and panel

Provides the basic description of the project
a with start and finish dates.
Q Lists the objectives for individual projects.
[ ) Shows those responsible and stakeholders for
ab the project.
Q* Shows custom lists and fields for the project.
++
ﬁ'* Shows custom arrays and fields for the project.
1t
Shows attached documents and hyperlinks for
% the project.

Shows the various phases of the project.

pa—
O

2 Shows the various milestones of the project.
- Gives a general assessment of the project’s
l health along with supporting documentation.

Providing you have elevate permissions, you can

a sign off a project’s risks showing the date and
comments of the last formal assessment and
approval.
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General information on the project is captured such as the start and finish date of the project, the budget
and risk contingency, the phase and geographical region of the project.

&

Title Notes

Deliver standard service contract to existing London customers. Risk

Maintain the current trains and stations for the London Underground.
maturity is good.

Node Type Node category Current phase’ External Project’
‘ Project V| | v ‘ | v ‘ ‘ Project 1 '|
Start Date Finish date Navigator map region?
‘01.01.20 | |30.06.25 ‘ | Europe hd ‘
Project Budget (at node) Risk Reference (at node) Risk Budget (at node) Cost per unit (Day)
‘500,000,000 | |U ‘ |50,000,DDD ‘ ‘D
Save Changes Close

Figure 22 - The Description button and panel
The Title is the full title of the project.
The Notes section enables you to describe the project and its context.
Node Type enables you to indicate if it is a programme or a project.
The Node Category indicates they type of project.
The Current Phase indicates which phase the project is currently in i.e., manufacturing phase.

The External Project indicates which project is assigned to the node. This is relevant if you are using the
Linked Task functionality.

The project formal start and end dates are indicated in the Start Date and Finish Date.
The main residency or headquarters of the project can be identified in the Navigator map region list.
The Project Budget* (at node) is the Project Budget for the node level.

The Risk Reference* (at node) is where there is a need to have a different value against your project, that is
different to the Project Budget.

The Risk Budget* (at node) is the budget allocated to risks.

The Cost per unit (Day) is the pre-determined value you wish to allocate to time. (This is important if you
are using the Schedule Analysis functionality).

*Refer to additional notes in section 5.12.6 in the How do I? Section
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5.1.5.2 Objectives

It is vital that the objectives of the project are fully documented so that further analysis can identify if the
risks impact the objectives and therefore the potential success of the project.

Q ® bjectives - UK - London Underground n

Objective 1 Objective Name Instrument P} Instrument Name

1- Develop

new markets .

. Develop new markets in space travel
in space

travel

2 - Maintain
or improve
customer
relationships

Work with t cust to add| bl di

Maintain or improve customer relationships 21 or W'_ E‘:Irren e
communication.

3 -Improve

company

fhici b N ! icati d | effici through staff traini

emetency by Improve company efficiency by increasing company knowledge. 3.1 mirove communication and general emciency through statt training

increasing programmes.

company

knowledge.

<+

Close

Figure 23 - The Objectives button and panel
Each objective is numbered and subsidiary objectives (i.e., Instrument Name) is also numbered.

To add an objective to the project select Add:

Select Objective to Add x|
Objective’
[ 7]

Instrument

| h ‘

Add Cancel

Figure 24 - Selecting Objectives

Select an objective number and an instrument (sub-objective) number. The objectives text will appear on
the right, then select Add.
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The major influential people related to the project are identified in the people section. These people
contribute to the general health and progress of the project and therefore are stakeholders in the risk’s
progression as well. Keeping stakeholders informed of major and sudden risks is important as they will
provide support and additional contextual awareness when required. These fields are configurable;
therefore, your screen may look different to the one below.

(]
ab
Project Manager’ Project Sponsor’
( ~] 7]
Finance Commercial
| “ | d
Risk Manager

Figure 25 - The People button and panel

The most common types of people are:
The Project Manager is the person with ultimate responsibility for the project delivery.

The Project Sponsor identified the need of the project and the projects definition. Usually someone in
senior management who resolves issues that are beyond the control of the project manager.

The Finance representative of the project reports on the projects budget, spending and financial forecasts.

The person responsible for sales, marketing, contracting, negotiations, finance, and contract law is the
projects Commercial contact.

The Risk Manager ensures the risk management process is appropriate and followed.

Please enter as many stakeholders as possible and select Save Changes.

If you are required to complete additional information regarding the project, then you will have a Custom
Fields option in the Node Information panel. The drop downs will have been configured by your system
administrator in line with your risk management policy requirements.

An example is shown below:

o

Name of Custom List Custom Field Title’

Figure 26 - The Custom Fields button and panel

Classification: Internal Page 35 of 186



5.1.5.5 Project Attachments

Important documents and hyperlinks relating to the project can be attached i.e., Project Overview, Risk
Management Strategy, Project Schedule.

A\

| Uplozd Attachment | Add Hyperlink [| Delete / Remove

Attachment Ti . Creator

https://www.riskhive.net/v5/Main.htm 2019-01-22 18:12:357
RIBA Plan of Work 2013 Overview.pdf 2016-02-25 14:59:23Z

EU Guidelines for Business.docx 2016-02-23 15:41:567

manager
http://riskhive.com/ 2016-02-09 17:30:18Z manager
«

manager

manager

.

Figure 27 - The Attachments button and panel

To attach a document (Microsoft Word, Excel, PowerPoint, Project as well as pdf and notepad text files)
select Upload Attachment. To include a hyperlink select Add Hyperlink.

5.1.5.6

Phases

By listing the many phases of a project, the Risk Manager can identify which risks could impact particular
phases of a project.

15

To add a

[-1
Phase Date Duration (days) Cost/Unit Sort  Notes

Research 10.06.15 100 o 10

Assessment 18.09.15 50 0 20

Detailed Design 07.11.15 150 0 30

Manufacture 05.04.16 250 o 40

Viewing 18 f &

Figure 28 - The Phases button and panel
Phase, select New and the following panel will appear:

Phase Type® Order

l +] | |

Duration (days)
\ |

Notes

End Date

Save Close

Figure 29 — Adding a Phases to the project

The Phase Types has already been created and is listed.
In the Duration section, identify how many days has been allocated for this particular phase.

The Order section relates to the sort column. The first phase will be 10, the second phase will be 20 and so
on. This is to ensure the list of phases are in the correct order.
The End Date identifies the ending of the phase.

The Notes section can be useful to add a fuller description or context.
Classification: Internal
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5.1.5.7 Milestones

It is very important to identify the major events in the lifespan of a project. A list of milestones not only
gives the reader a greater context of the project but also allows users to identify which risks may impact
which milestones.

[~ 1

Date 1 Notes

End of Concept Stage 04.07.16 Notes to be entered here.
End of Design Stage 20.09.16 Notes to be entered here.
«

Viewing 1-2 of 2

Close

Figure 30 - The Milestones button and panel

Select the New button and the following panel will appear:

Name
[ |
Date

Notes

Save Close

Figure 31 - The Create Milestones button and panel

Type the name of the milestone into the Name section, select the date when the milestone will take place
in the Date section and select Save.

5.1.5.8 Assessment

It is always useful to understand the general health of the project which may give greater understanding of
the project risks.

=

Assessment
Score’ Rating.
[Minor weakness <] [citical v
State” Maturity Level

‘ Live v‘ | Level 2 - Project is reasonably mature but has weal V|

Has risk register Has Assumptions Register / MDAL
O

Has Project Plan Has supporting information
m} O

Save Changes Close

Figure 32 - The Assessment button and panel

The Score describes the general health of the project and options include On Target, Minor Weakness,
Serious Weakness or Critical Weakness.
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The Rating section identifies if the project is considered critical to the business path or not.

The State identifies if the project is Live or Not Live (archived). If you select Not live, the circle next to the
node will turn red once you log out and then log back into the system:

GEncy halopters
a5 Sanbway

The overall Maturity Level of the project will help readers understand why a project may have a high level
of risks.

Underneath is an Audit section which enables you to identify which core documentation the project has.

Once your changes have been made, select Save Changes.

This tab is provided to only those users who have rights to assess and approve the overall risks of the

project (i.e., CEQ, Director). The administrator will ensure this person is given the appropriate access (i.e.,
elevated).

When the Sign Off button is selected, the following panel appears:

Notes

Assessed By

<not currently assessed>

Assessment Date

<not currently assessed>

[ | attest that the information contained in this register is accurate and complete an
that there are no additional known risk exposures or disclosures or other matters |
requiring escalation to Group, which may impact on the integrity of the enterprise |
risk environment or otherwise prevent the plc Board from making the required

disclosures in respect of principal risks and uncertainties in the Annual Repert and
Accounts.

Confirm & Lock Close

Figure 33 - The Sign off panel

The Notes section gives the person signing off the risks the opportunity to explain some of the context or
why they believe the risks are appropriate to the project.

Select the tick box relating to the attestation statement.
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Select Confirm & Lock. A confirmation panel will appear:

| confirm that the information contained

in this register is accurate and complete

and that there are no additional known

risk exposures or disclosures or other

matters requiring escalation to Group,

which may impact on the integrity of the

enterprise risk environment or otherwise prevent the
plc Board from making the required disclosures in
respect of principal risks and uncertainties in the Annual
Report and Accounts.

Note that once locked, only the current user can unlock
this project to update or remove the sign-off.

Confirm & Lock

Figure 34 - A Confirmation panel
Select Confirm & Lock.

When you or others view this panel, they will see your name and the date when it was assessed.

Notes ‘
Management review carried out with Risk Director and Senior Management Team | |

Assessed By

manager

Assessment Date I
17.07.20

| attest that the information contained in this register is accurate and complete an
that there are no additional known risk exposures or disclosures or other matters |
requiring escalation to Group, which may impact on the integrity of the enterprise |
risk environment or otherwise prevent the plc Board from making the required
disclosures in respect of principal risks and uncertainties in the Annual Report and

Accounts
I
I
I

Confirm & Lock Close

Figure 35 - A completed Sign-Off panel
This will now be a historical statement of the date when the projects risks were assessed and confirmed.

Only the person who originally locked the risks can unlock them. Equally, only an Administrator can reset
all signoffs (through the Sign-Off Reset (All) option).

Depending on your access, you may have access to Rates/Exchanges.
The Rates/Exchanges indicates how the various impact assessments will be measured. For example, Cost is

measured through a country’s currency, Time is measured through a variety of time durations. Cost and
Time are the key measurements for each project.
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o |

cost’

time’

| sBP (£)

7] [om g

performance

reputation

Health and Safety

Legal

Save Changes Close
Figure 36 — The Rates/Exchanges button and panel
5.1.6 Change Navigator View

The Navigator View is permissions based, therefore you may or may not have this option.

Select the Change Navigator View button:

EN x

[MESter V]

Views

Change Close

Figure 37 - The Change Navigator View button and panel
Select the node structure you wish to see and then select Change.

The Node structure has changed to the different levels of hierarchy and depending on the node you select.

Levell-Corporate Y

4 _ Levell-Corporate
4 | Level2-Strategic
~ ( Level3-Programme

Figure 38 — The Escalation Levels within the node structure

If you select the Escalation option, risks could have been automatically escalated through their Heatmap
score or a user could have selected a particular escalation level for a risk. If you select the 2 other view
options, the user would have needed to select these views for each risk. To return to the normal node,
select Master.
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5.1.7 Grid Controls

This panel enables the user to organise the way they view and select risks on screen.

E K Grid Controls

Open All Sections +

GRID CONTROLS —
¢ Grid Settings B Toggle Hierarchy View

COLUMNS & Rows -

m Column Visibility * Row Selection Mode

Figure 39 — The Grid Controls button and panel

Grid Controls ﬁ Grid Settings Filtering the risks on screen.
Toggle Hierarchy View Displaying either the risks within the current
E node or including risks within subsidiary
nodes.
Columns & m Column Visibility Temporarily displaying more columns.
Rows
* Row Selection Mode Selecting rows or pages of risks.

5.1.7.1 Change Grid Settings

The Grid Settings are another way for users to view risks through creating their own filters.

m = e u
Display
Scenario
Hierarchy | Node V‘
include
Tree Line | Restricted (Direct Family) V‘
Show | In Progress (Active, Attested) V|
S
~
Risks Al
Time
Update Close

Figure 40 — Grid Settings button and panel
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Grid Settings allow users to view input items by type. The options available will be dependent on the
options selected by your administrator.

Classification: Internal

The default view displaying only risks.
Displays only Opportunities.
Displays only Issues.

An additional grid to display ‘additional’ record types if required. (E.g.
records where a user is unsure of the actual record type).

This is a new grid type and is currently under further development.

Trends could indicate emerging risks which are not formally listed as risks
but are showing signs of developing into risks. Equally trends can indicate
something which could positively impact risks and their mitigation. This
displays emerging trends so that very early risk/opportunity information
can be monitored as soon as it begins to develop.

Displays only Assumptions.

Gives you a cut-down view optimised for smaller screens such as tablets
and smartphones.

Display all the actions within the current node. You can also view the risks
they relate to.

Displays the benefits within the current node.
Scenarios represent pre-mitigated, current and target risk assessments.

View risks allocated to the selected project node or the project node and
the nodes descendants.

View risks from projects which are either live or not.

The Tree Line relates to the node structure.

Restricted (Direct Family) — Displays risks whose owners are allocated to
the selected node and nodes above.

All Users — Shows risks owned by all users.

Node and Children — Shows the risks of users who have access to the
node and subsidiary nodes.

Views risks in a variety of states.

Displays risks that are controlled or not by their Actions. There are 3 filter
types:

All — Display all risks irrespective of their control state.
Un-controlled — Displays only those risks that are not controlled by their
actions.

Controlled — Display risk that are controlled.

This option is only available to users that have “Restricted” permission.
“Restricted” implies a user may view and edit risks marked as restricted.
There are 3 filter types:

Standard — Displays standard (not restricted) risks.

Restricted — Display risks that have been tagged “Restricted”

Page 42 of 186



All — Display all risks irrespective of their restriction level.

Enables you to set the cost view to a specific currency which is essential
for geographically dispersed organisations.

Enables you to set the view by time. For instance, certain projects may
view time by days and others by weeks or another unit of measure.

Toggle between viewing risks within the selected project node or descendant nodes.

=

Figure 41 — The Toggle Hierarchy View button

If you select a node, the risks within just that node will appear on screen. If you select Toggle Hierarchy
View, the risks within any subsidiary nodes will also appear on screen.

The Column Visibility panel allows you to select additional temporary columns which will be added to the
main screen but will disappear when you log out of the system.

The options available will be dependent on the options selected by your administrator.

i

Realised

Full title

Risk type

Current Prob

Mitigation J
Has Actions
Ctrl
Cause OJ
Effect O
Assumption J

Status

Cost Mean Formatted

Figure 42 — The Column Visibility button and panel

Select the columns you wish to see, select Update. The columns will appear on the main screen.
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To select an individual row, click with the left mouse button on a row. However, you can use the Row
Selection option to select a variety of rows and pages.

r

Select: None Page A nverse

Multi

Figure 43 — The Row Selection Mode button and options

No rows are selected.
Only the rows on the current page are selected.
All rows on subsequent pages are selected.

If you have already selected rows, you can use inverse to select all other
rows e.g., if you want to select all rows on the main screen except 2 rows,
select the 2 rows you do not want and then inverse, and all other rows will
be selected.

No rows are selected.
Randomly select rows.

Select consecutive rows. Select the first row and the last row and all rows
in between will become selected as well.

Remember to turn this feature off when you no longer need it.

To complement Monitors and Validators (see Administration: Manage Tasks), when a Monitor or Validator
generates an email, the application also stores the email directed at ERM users as local messages. This
provides a basic inbox that alerts users to system messages. When a user logs in and they have un-read
messages, they will see an alert (bottom right). Clicking the alert (you have N new messages) or selecting
this (“Your Messages”) icon invokes the local inbox.

|
|
Read Delete Show All
i
Created | User Name Email Code Node Message Type Unread Title

08.06.18  Risk

UK R iy : - '
Gary.lowe@riskhive.com Ly UK - London Action Responsibility 1 Actions within Risks UK LU 0290, have been assigned Management or
15:01 Manager 2 5

50 Underground Change ownership to you

K

N u
TG ke Gary.lowe@riskhive.com LU
03

15:00 Manager 4

UK - London Treatment Responsibility 1 Treatments within Risks UK LU 0345, have been assigned Management or

5 Underground Change ownership to you

08.06.18  Risk
15:00 Manager 2
08.06.18  Risk CO36 oo Risk Responsibility
15:00 Manager 3 2 P Change

5v| 1

Risk Responsibility

ki co3s
Gary.lowe@riskhive.com ;°*° Corporate Change

1 Risks have been assigned Management or Ownership to you: C0362

Gary.lowe@riskhive.com 1 Risks have been assigned Management or Ownership to you: C0362

Close

Figure 44 — The Your Messages local inbox

Within the local inbox, a use may “read” the full message (which marks the message as read), permanently
“delete” messages or “show all” previously read messages.
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5.1.8 Node & Desc

ERM will display the risks relating to the node you have selected within the EPS (node structure). If you
wish to see risks within child nodes, select the Node & Desc button.

B

Figure 45 — The Node & Desc button

For Risk/Opportunity editing, the application can now split into a line items and editor. This allows for
simpler reviewing and editing of risk information. Based on the standard Panel editors, split screen also
allows risk merge and side by side editing.

B

Figure 46 — The Split Panel button

III

Toggling the “Split Panel” button creates the following layout. Selecting a risk or risks populates the bottom
right editor. The standard set of risk editors are selectable from the bottom left.

To change the side of the Grid Editor Split, use the “Up/Down” arrows next to “Save Changes”.

4 System v Help v Navigator: IR TINRIETS HOEL &k L Enterprise Risk Manager (RCL) [0 ISKHING]
Contre = ) =1 = -
Un-controlled Risks | B +] 8 ~ Flcy s ® - . Y
Code Node Info Risk Title: 4 RiskStart ... |Risk Finish .., RiskPhase  Raisedby | Risk Ovner Curr_Score Mitigation Plan Mitigation O.. Tor_Score Value
Compan Apply policy 067 -
€0012 ;,f‘d:" v (] Wrong material specified 141021 164121 12 actor
" Apply policy 067 -
coo01 ‘;;‘P‘"‘V ®i= Material delivery delays 141021 161121 G1 SuperuserD1| 15 subcontractor SuperuserD2 10 £50,000
viee management
0008 ] Cyber Breach 030821 250822 12 8
ooto ® Carbon Emission Targets 1 10000
not met
Company ]
v
10 v ’
Multi-Select View ... | Single Merged > |~ qualitative - C0010 QuickSet | Save Change L 2
Threat level {30) Exposure Velocity’
Catastrophic ~ ~ | ‘ -
g’ Edit Definition
== Edit Record Dat:
it Record Data
=
s 55 1 2 3 4 L] 1 2 3 El 1 2 3 4
@ cditissue oo
Fo= v 1 2 3 4 L 1 2 3 El 1 2 3 4
ﬂg AAR Compliance
Schedule o 1 2 3 4 1 2 3 a 1 2 3 3
25 qualitative
S < 1 2 3 4 N 2 : 4 1 2 3 4
=% Qualitative with Scores
== i
Sacurity = 1 2 3 4 1 2 3 4 1 2 3 4
% Quantitative
Brlbciat < 1 2 3 4 1 2 El 4 1 2 3 4

QL tvbrid scorine

Figure 47 - The Split Panel User Interface
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The Edit button opens a variety of panels which help you manage the risks and actions. The options
available will be dependent on the options selected by your administrator.

"
l (?, Open All Sections + Multi-Select View Mode: Single Merged -] ‘
-

E Definition == position & Timeline & Responsibility ‘ Classifications

== Qualitative 2= Qualitative with Scores 9% cuantitative %, +ivborid scoring
1 ccolstion

S Treatment @ Hiocstion © Emoticons

@ Audit & Review G commen tary & emai D) Archive

@ Uinked Objectives h Linked IS0 Codes U tinked insurance T Linked Assets

L

Q) Attachments > Group Membership 3= Linked Tasks M Aternate views
ul ul

4}6 Custom Data Q‘n_ Custom Arrays

Figure 48 — The Edit button and panel

Relating the risk to the project’s node, phase,

E Initial description of risk.

=]

| ]

— and scope as well as timelines.

@ Identifying who will take varying

- responsibility for the risk.

» A mix of tags to describe the risk within the
context of the project or organisation.

-— Shows the basic qualitative assessment of a

-a— risk.

-— Shows the qualitative assessment of a risk

-a— alongside other assessment impacts (i.e.,
Probability x Impact (2D), Threat (3D) and
Project Rating (4D)).

% Shows the quantitative assessment.

% Allows a mixture of qualitative and
guantitative scoring for different impact
types.

A way of raising awareness of a risk to the risk
J hierarchy.
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o

Classification: Internal

Providing an overview of the mitigation plan
and the detailed actions.

Shows how much money needs to be
allocated to this risk and the cost of the
actions.

Shows a subjective feeling towards the risk.

Review details.

Adding additional comments.

Providing the system has the correct email
address, you can send a message regarding a
risk to a colleague(s).

Shows previous versions of the risk.
Previous versions can be reinstated.

Identifying which objectives could be
impacted by the risk.

Identifying which ISO Codes may be impacted
if the risk occurs.

Reviewing if insurance can cover part or all of
the risk impacts.

Identifying the physical or intellectual assets
that could be impacted by the risk.

Attaching documents or hyperlinks for
contextual or additional information.

Creating a Group to identify links or
relationships between risks.

Shows which scheduled project tasks could
be impacted by the risk.

Viewing risks in alternate ways.

These are custom fields which are used when
additional information is required to be
recorded.

To enable compliance to the Single Source
Pricing Regulations.
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The Definition panel enables a risk to be fully described, not only through a standard statement e.g., ‘Due
to ... there is a risk (or opportunity) ... which will impact ..." but also its background.

E o)

Descriptor

There is arisk ~
Name

that Changes to security state

Cause

because of increases in security state

Effect

wihich will result i increased restrictions on warkforce movements/access

Preview

There is a risk that Changes to security state because of increases in security state which will result in increased restrictions on workforce
movements/access.

Full Daseription, Background and Assumptions

Assumption that there will be changes to the security sate, based on previous experience that this changes relatively often

Figure 49 — The Definition button and panel
As you fill in the Name, Cause and Effect sections, the Preview section will begin building a risk statement.
You can view the risk using a Bowtie and make further changes.

Note: The order of the fields is configurable, and so may be different per customer deployment.

The Project Node section enables you to check if the risk will be stored in the correct place. The Proximity,
Start Date and End Date information is very useful for analysis and used in reports.

=]
] }
= Project Node
RCL » Maintainance and Service Contracts a UK - London Underground -
Proximity’ Legacy Code Phase Type®
‘ <90 days v ‘ ‘DK798 ‘ ‘ Manufacture v
Scope Influence’
\ )] ]
Start Date End Date Proximity
‘19 06.19 ‘ ‘31.12 19 ‘ Has Expired 6 Months ago
Date Raised Created Updated
080116 | osou1e 07.05.20
Save Changes Close

Figure 50 — The Position & Timeline button and panel
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If existing risks from a previous risk register have been migrated into the ERM system, their original risk id
will be stored in the Legacy Code and ERM will generate a new risk id. This enables easier searching if the
user can remember the old risk id.

Identify which parts of the project Phase or Scope may be impacted and the level of Influence you have
over the impacting risk.

Proximity is an approximate estimate to when the risk could occur.

The Start Date is a more precise measure of when the risk could occur.

The End Date identifies when the threat of the risk is over.

Where possible, fill in both the Proximity and the Start and End Dates.

Complete the necessary information and select Save Changes.

The Responsibility panel helps identify who was augmented in the initial creation and mitigation of the risk.

Owning Org. Owner’ Shadow Owner

‘ Design and Manufacturing Contracts V| ‘ Risk Owner 2 > ‘ ‘ ‘

Manager’ Source Raised By’

‘ Risk Manager 47 "| ‘""EHEEEV ‘ ‘ Risk Manager 3 v ‘

Prop. Owner Created By

Save Changes Close

Figure 51 — The Responsibility button and panel

The Owning Org identifies if another organisation should own this risk, but an arrangement has been
agreed whereby your organisation will mitigate the risk.

The Owner is the person responsible for the mitigation and reporting of the risk. Where owners may not
be permanently present, a Shadow Owner can be appointed, and they have the same responsibilities as the
Owner.

The Manager is the person who will regularly review if the risk management process is understood and
implemented and support the Owner and Shadow Owner where possible.

The Source is the person who first identified the potential risk. This person can often provide contextual
information and trigger points causing the risk.

The Raised By is the person who is raising the risk at the meeting or within the ERM system.

The Prop Owner is the Proposed Owner. When a risk is first created, it has a proposed owner. A process of
reviewing and approving the risk should take place, after which the official Owner is identified as well as a
mitigation plan and budget allowance.

The shaded grey field Created by automatically captures who created the risk in the system (l.e., the person
logged on inserting the risk). This may be different to the tag “Raised by” as that is a manual selection. The
“created by” field may be reported on or added to the grid view as any other standard risk field.
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Complete as much as possible and select Save Changes.

This panel indicates which parts of the organisation the risk could impact. The fields you will see will
depend on the set up of your system, and what segmentation requirements your organisation has
determined.

S S

Classification Location

[ Brexit VI ‘ v |
Categcry" Sub-Category

| Organisation v ‘ ‘ v |
Organisation Group Organisation Sub-Group

| 7] "]
Cascaded Workstream Cascaded Workstream

| "‘ ‘ "|

Figure 52 — The Classifications button and panel

A risk can be identified by which Classification (Strategic, Operational, Financial or Compliance), Location
(especially useful when a project may expand beyond several countries), Category (Key logistics of running
the business i.e., commercial, governance, environmental or safety), Organisational Group (Divisions
within the business) or Workstream it may impact.

If you see additional fields, these will have been created by your administrator and will be unique to your
configuration.
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Usually, these scoring ranks align to an objective scoring system laid out in corporate governance or a
centralised risk management plan. There is, however, nothing wrong with scoring projects subjectively.
Subjective scoring by domain specialists allows for the application of expert knowledge.

The Qualitative field provides all qualitative scoring against Probability, Cost, Time, Performance,
Reputation, Health and Safety and Legal. These are default impacts and can be changed by the
Administrator who can remove as many of these fields as they wish to reduce the burden of data entry in
smaller projects, however this could reduce the richness of reporting. Administrators are advised to keep
as a minimum Probability, Cost, Time, and Performance, although Probability and Cost are the most
important.

Threat level (30) Exposure Valocity”

Prob - o 1[2]|3 a - 0o 1 2|34 - JZiEl
Cost L4 » 01234B L] 0123.1“ L] c1234B
== & . o 1 >xan L 1171-:“ L r\1:14n
Performance v 0 1E|~,a o 1 2 3 4 o 1 2 3 4

Reputation v o 123 a 0 1 2 3 4 0o 1 2 3 4

Health And Safety v o B

Legal - o 1 2 3 4 0 1 2 3 4 o 1 2 3 4

Figure 53 — The Qualitative button and panel

Normally, a risks impact is calculated by multiplying Probability x Impact (2D). This creates a 2-dimensional
view of the risk assessment. Other aspects that could impact a risks assessment is the impact the threat
could have on the project and the project status (if a project is critical or not).

At the top left of the panel, you will see a drop-down list of Threat Levels: Noticeable, Significant and
Catastrophic. The Threat Level represents the risks level of impact on the project. The Threat Level adds
another multiplication i.e., Probability x Impact x Threat Level, this is known as 3D.

The project status also impacts the risk status by multiplying Probability x Impact (2D) x Threat (3D) x
Project Rating (4D). These impacts are shown on another option called Qualitative with Scores.

The level of Exposure means how frequently the risk could occur and the user can choose from Very Rare
to Continuous. This enables us to understand how often this risk could occur and decisions may be
different in mitigating a risk which happens very infrequently to a risk that occurs continuously.

The Velocity field is an additional parameter which conveys the rate at which a risk can impact an
organisation.

As the risk may have many impacts, all at various levels, there may be an occasion where the impact you
are most concerned about but not the highest value needs to be identified. To identify the Lead Driver,
select the tick next to the impact (in the example above there is a green tick next to Reputation, this means
Reputation is the Lead Driver).
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The Quick Set option is configurable and may be switched off in your system. (For example, if you are using
the Hybrid assessment option).

The Quick Set option enables you to copy your assessment scores to either other impacts or scenarios in

that risk.

Scenario
Impact

Copy To

Overwrite Existing
Values

Copy Empty Values

Read Values From: €@

Scenario Impact

“| v

Quick Set Rules:

Copy To

[ Do Not Copy v]

Overwrite Existing Values Copy Empty Values

Set Close

Figure 54 — The Quick Set panel
Select the scenario you wish to copy to other places.
Select the impact you wish to copy to other places.

Dependent upon your selection in Scenario and Impact will depend on what
options you can choose.

Specified Impact in other Scenarios will copy the impact you have chosen in
the Impact section to the same impacts in the other scenarios.

Other Impacts in Specified Scenario copies the impact to all Impacts within the
same scenario.

All Impacts in All Scenarios copies the impact to all impacts within the Pre-
mitigated, Current and Target scenarios.

Select this option if you wish to overwrite any values in the destination fields.

Select this option if you wish to copy empty values into the destination fields,
so empty values will overwrite current values in the destination scenarios and
impacts.

To the right of each scenario heading is a pen symbol:

Classification: Internal

Figure 55 — The Pen symbol next to the scenario headings

Page 52 of 186



Select the pen symbol to open a free text box:

Figure 56 — The Rating Rationale box

As the feint text implies, a rationale or justification of the assessment needs to be captured to explain the
thinking and assumptions of the person conducting the assessment.

Customers can request 2 scenarios (e.g., Current and Target) or up to 3 scenarios (e.g., Pre-mitigated,
Current and Target).

You can convert a Qualitative assessment to a Quantitative assessment. If you have qualitative Cost data
but wish to generate an actual quantitative Cost figure, you can run a Quantitative Conversion.

(e “‘m@s\
Cost v L 0 1 2 EI 4

Time I a 1 2 3

The Conversion icon

Performance a 1 2 3 EI
Reputation a 1 2 3 4

Health And Safety 0 i 2 3 4

Legal o 1 2 3 EI

Figure 57 — The Quantitative Conversion option

Select the Conversion button and the following panel will appear:

Qualitative Level High
Equivalent Quantitative Mean
Current Quantitative Mean £48,333

Project Deterministic £11,396,275,027

Ean[e‘

Figure 58 — The Quantitative Conversion panel
The Qualitative Level is the current Cost assessment.

The administrator will have set up a figure(s) representing each assessment level. If you select Cost as Very
High, in the system background will be identified a number to represent Very High which is used to
calculate a suggested quantitative figure.
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The Current Quantitative Mean is the mean of any figures entered into the quantitative assessment panel.
If there are no current figures in the Quantitative assessment, this will be blank.

The Project Deterministic figure represents the projects budget.

Select the Convert option. The new figures are entered into the Costs Quantitative assessment:

v v v v
Project Budget (at node) Project Budget Risk Reference (at Risk Reference Risk Budget (at node) Risk Budget Node deterministic
£155,000,000 (summed) node) (summed) £15,000,000 (summed)
£11,396,275,027 £0 £0 £203,845,602
o9 - oot . o D
et . o x o e
23,490@87” 68,377,550“ 113,952,750‘ ‘ 28,490,587|| 159J547,850H 284,905,875‘ ‘ H “ |

Figure 59 — A successful Quantitative Conversion

By selecting Qualitative with Scores, you will see not only the normal Qualitative panel but also the impact
of selecting a Threat Level (3D) and Exposure (4D) on the risks scores. The basic score (i.e., 2D) is a
multiplication of the Probability x Cost assessment. In the example below 2D =4 x 4 = 16.

However, you may like to consider the impact of the Threat level (3D) which has 3 levels: Noticeable,
Significant and Catastrophic. Each of these has a different impact. Noticeable multiplies the 2D score by 1,
Significant multiplies the 2D score by 2 and Catastrophic multiplies the 2D score by 3. In the example
below the Threat Level was considered Catastrophic which produces 16 x 3 = 48.

The Exposure (4D) also has a similar impact but no matter what exposure selection you make the system
will only multiple the 3D score by 2, therefore 4D = 96.

f—
p— N
-- Threat
Threat level (3D) Exposure Type
Catastrophic v Rare v v
Qualitative
Pre-mitigated Scenario # Current Scenario# Target Scenario 4
L & 0 1 2 3|4|5 6 & 0o 1 2 3|4|5 &6 & 0 1 . 34 5 6
I 2D: 4 3D: 12 ap: 24 2D: 4 3D:12 4D:24 2D: 2 3D:6 4D:12 I
TR v @8 0123E|5 & 012|E|45 & 012@45
2D: 16 3D: 48 4D: 96 2D: 12 3D:36 4D:72 2D: 6 3D:18 4D:36
= & 0 123E|5 & 012|E|45 & 012@45
2D: 16 3D: 48 4D: 96 2D: 12 3D:36 4D:72 2D: 6 3D:18 4D:36
A 0o 1 2 EI 4 5 o 1 . 3 4 5 0 1 - 3 4 s
2D: 12 3D: 36 4p: 72 2D: 8 3D:24 4D:43 2D: 4 3D:12 4D:24
Hepuation 0o 1 2 3 4 5 001 2 3 4 5 001 2 3 4 5
Quick Set Save Changes Close I

Figure 60 — The Qualitative with Scores panel
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5.3.7 Quantitative

Where possible try to include actual figures especially for later analysis and reports. The Quantitative
panel includes the same assessment impacts as the Qualitative panel: Probability, Cost, Time,
Performance, Reputation, Health and Safety and Legal.

- v o -
Project Budget Project Budget Risk Reference Risk Reference Risk Budget (at Risk Budget Node
(at node) (summed) (at node) (summed) node) (summed) deterministic
£200,000,000 £16,094,669,300 £0 £1,050,000 £10,000,000 £268,215,353
T
pob 4 I I -
Cost (£) ¢ B [Tianzuk v| | Cost(e) ¢ ® [Trangul v|  Costle) ¥ B | Triangul: v |
| 130,000 154000| | 170,000| | ssoo0|| 75000/ 100,000 | 20000|| 29000 37,000
el B[ragey] el v Blrv]  Tme@ B (]
| 10.0] | 15.0| | 200 | a0l | 80| | 10.0| | 10| | 30| | 5.0]
Performance o Performance 4 Performance 4
| al | 9 | 5] | 2| | 3| | 4 1 | 2| | 3|
Reputation o : Reputation o \:l Reputation o :
| || [ | || || | || [ |
Health And Safety  + : Health And Safety « \:| Health And Safety + :
| || | | || || | || | |
| || || N || || | || || |
Quick Set Save Changes Close

Figure 61 — The Quantitative Panel

In the third column of each scenario is a drop-down list. This list identifies what type of estimate you are

entering.

ST T
T
| sso00|| 7s000|| 100000
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Figure 62 — The Distribution type
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Constant means you are entering a single figure. Beta measures the risk against the index/market. Uniform
means you are providing a minimum and maximum figure to show a range. Triangular is the most common
and enables a 3-point estimate i.e., Worse, Most Likely and Best estimates.

When a word ends with ‘whole’, you must enter whole numbers 1, 2 and 3 and not 1.4, 2.3, 3.9.

Select the type first, then add figures directly into the various sections and select Save Changes.

Note: If there is an absence of any numeric values for fields other than Cost, this is because for this
portfolio the business has not agreed on the rates and units of measure for areas other than cost and time.
However, quantitative assessments provide the fundamental underpinning for Monte Carlo simulations.
The Project Budget and Risk Budget show the summed budgets from the current and subsequent nodes.

Value at Node displays the Project Budget of only the current node.

Contingency at Node displays the Risk Budget of only the current node.

If you have Quantitative Cost Impacts and wish to convert these to Qualitative scoring you follow a very
similar process to Quantitative Conversion.

In the following example, we are converting the target Quantitative figures to Qualitative figures of the
Target scenario, but this is the same process for any scenario:

Prob (%) - 50
Cost [i] T angu V|
| sso00|| 75000/ 100,000

Figure 63 — The Quantitative Cost impact within the Target scenario

Dependent upon the customers’ requirements, the system can be set up by riskHive Support to convert the
guantitative 3-point estimate into a qualitative score using 3 different methods.
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Select the Conversion button and the following panel will appear:

Current Mean 76,666
Equivalent Qualitative
Current Qualitative Very High

Project Deterministic 200,000,000

[§

(1]
(]
m

Figure 64 — The Qualitative Conversion panel
The Current Mean is established by ((£55,000 + £75,000 + £100,000) / 3) = £76,666.67.

The Equivalent Qualitative uses the pre-established qualitative levels in the system background to assess
which qualitative level the current mean relates to. In this case the levels are:

Negligible <=£5,000

Low >£5,000-<=£50,000
Medium >£50,000-<=£500,000
High >£500,000-<=£2,000,000
Very High >£2,000,000

Therefore, the Current Mean (76,666) fits into the Level Medium (£50,000-£500,000).
Note: The means are for display purposes, they provide a summary of the values. Depending on the “Best
Fit conversion” being used in the system (see below), The actual level selected may depend on a range of

values or the mean.

The Current Qualitative shows the current qualitative value if there is one. If there is no current Qualitative
assessment, this will say <Not Set>.

Project Deterministic shows the project budget.

Select the Convert to Equivalent option. Negligible will now be placed in the qualitative current cost
section.

Upon customer request, riskHive Support can apply a PERT Mean conversion instead:
The Current PERT Mean is established by ((£55,000 + (£75,000*4) + £100,000) / 6) = £75,833.33.

In this case, £75,833.33 = Medium.
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Upon customer request, riskHive Support can apply a Best Fit (Mean) conversion which establishes the
most suitable qualitative level according to the mean outcome.

Or a Best Fit (Range) which considers the impact range (Min £55,000-Max £100,000) which in this example
covers the Medium qualitative level.

Note: The best fit Range conversion is the default setting.

In some cases, your organisation may use a mixture of qualitative and quantitative scoring for different
impact types.

For example, quantification may be required for cost and time, but only a qualitative assessment is needed
for other impacts, such as Performance, Reputation and Health and Safety as those impact types are not
quantifiable.

To support these cases a Hybrid Scoring panel is provided to enforce the scoring methodology across the
organisation.

The combination of qualitative and quantitative assessment methods is configurable in System
Administration and can be set at each node level and inherited / overridden at child nodes.

Cost (£) v e Cost (£)

Cost (£) v - Triangular v

[ 28450887 | 66,377,650| | 113962750 | | 28.400687| | [ 28200687 | | 159,547,850 | 284,906,875

riangular Triangular g
\ 3 | B o 4 EN 4 ] | 7 | 2|

= (5]

Perform: v @ 7 E 3 4 0 1 E 3 a 0 1 2 3 4
Reputation v 0 1 2 = [ 0 1 2 s ] 0 1 2 : [
Health And Safety v @ a z lIl 4 o 1 2 lIl 4 0 1 2 lIl 4
Legal v 0 1 2 II' a 0 1 2 4 0 1 2 4

Figure 65 — The Hybrid Scoring panel

When you enter the probability and quantitative values, the system will calculate the qualitative equivalent
against the reference tables when the Save Changes button is clicked.

This means the ability to report using heatmaps and RAG statuses is maintained and eh qualitative scores
automated when quantitative scoring is in use.

The calculation is based on the parameters configured in administration of the node metadata.
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There is also the option to calculate the qualification equivalence at Project or Programme level by selecting
the ‘summed’ version of the denominator.

By clicking on Settings at the bottom of the panel, this will display the current selected conversion
factor. You can change the qualification assessment by clicking on either:

This calculates the RAG status based on the budget at the node
level that you are working in.

This calculates the RAG status based on the budget levels,
summed. l.e., will include all project budgets below and

including the node you are working in.

This calculates the RAG status based on the alternative Risk
Reference figure to the project budget.

This is the alternative figure, summed. l.e., will include all risk
references below and including the node you are working in.

Project Budget and risk reference numbers are entered in the Node Edit panel.

See section 5.1.5 Edit Node Data for instructions on how to do this.
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We can view risks by selecting a node from the EPS. However, there is another way of viewing risks -
through a function called Escalation. Escalation does not move, edit, or delete the risk. Escalation purely
allows us to view risks in a different hierarchical way by giving the risk a hierarchy tag.

j Escalation Level by Heatmap

Level2-Strategic
Escalation Level Override’
a Levell-Corporate

4 Level2-Strategic
~ | Level3-Programme

Close

Figure 66 — The Escalation button and panel

When a risk is assessed, the Likelihood and Financial Impact is used to provide the risk with a generic
number score. This number is then plotted on a Heatmap report which generates an overall score for the
risk. When a risk attains certain scores, it will automatically be raised to the next escalation level. For
example, if a risk acquires a score of 15, it may automatically be escalated to the next level, moving from
Escalation 3 to Escalation 2.

The Escalation levels are set up by the administrator.

You can override the automatic Escalation by using the Escalation Level Override section. You select the
Escalation Level and select Save Changes.

Once the risk has been described and assessed, we now need to understand how we will intervene and
mitigate the risk. Emphasis is placed on understanding how a risk is being mitigated and the success of that
mitigation.

,(v

Primary Treatment Objective

Understand cause of increased security, impacts on project and how to limit the impact on the project

Summary
Date Raised Owner’ Primary Treatment type’
Risk Manager 4 - Treat ~
Status Effectiveness’ Implemented Review Date
Live > Improvement required (25-61 v 75% v
Start Date (Baseline) Finish Date (Baseline) Start Date (Forecast) Finish Date (Forecast)
23.09.15 30.09.21 22.09.20 29.09.20

Figure 67 — The Treatment button and panel
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The Primary Treatment Objective describes the overall approach to mitigating the risk. This should be a
broad statement showing the key actions.

The Summary is a free text field.

The Primary Treatment Type list helps identify if the risk will be tolerated, treated, terminated, transferred,
or considered residual.

The Owner of the risk is identified as the person with overall responsibility for the mitigation and
responsible for reporting progress.

The Effectiveness captures the degree to which the plan is effective.
The Implemented captures the degree to which the plan has been implemented.
The Status of the plan is stated as Not Approved, Approved, Live or Completed.

This panel is critical when it comes to visual Bowtie analysis and a key determinant when calibrating risk
information across the project.

The Start Date (Baseline) indicates the date when the overall Treatment is planned to start.
The Finish Date (Baseline) indicates the date when the overall Treatment is planned to finish.

The date when the overall Treatment started is shown in the Start Date (Forecast).
The date when the overall Treatment finished is shown in the Finish Date (Forecast).

At the bottom of the panel shows the Controls, Fallback and Response actions.

To create a Control, Fallback or Response, select New and the following panel will appear:

Action Effect Current Spend Actual Spend

Figure 68 - The Treatment Actions fields
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The Title is a short phrase to describe the action.
The Description provide more details about the action.

The Action Type identifies if the action is a Control (addressing a Cause) or a Fallback (addressing an
Effect).

The Associated Definition shows which Cause or Effect the action is addressing.

The Action Treatment Type shows if the approach is to Tolerate, Treat, Terminate, Transfer, or consider the
risk as Residual.

The Owner is responsible for fulfilling the action and reporting to the Risk Owner on the action’s status,
completion, and effectiveness.

The Executor is the person conducting the action (although normally this is the Action Owner).

The Status of the action shows if it is unapproved, approved, live, or completed.

The Implemented shows how much of the action has been implemented so far.

The Effectiveness is how effective is this action, is it reducing the Probability or Impact as expected?
Ticking the box Helped Required indicates that the Action Owner/Executor required additional assistance.
The checkboxes Is Complete and Is Working have configurable settings nominally controlled by the
Implemented and Effectiveness settings, respectively. Usually an action is deemed “is complete” when it
reaches 100% implemented, though in some cases this could be 75%. An action deemed “is working” when
its effectiveness is generally “Effective >90%”. These values are configurable according to the data set
configuration. They may for example also include a specific status value (Approved or Live say).

One additional configuration setting is the ability to override the selections for Implemented and
Effectiveness. This may be achieved by tagging an action “Is Complete” and/or “Is Working” by checking
the boxes irrespective of the corresponding drop list values. Note that this functionality is usually
configured off but may be enabled by software support.

Identify when the risk was raised by selecting Date Raised.

The Review Date when the action’s completion and effectiveness will be next reviewed.

The Start Date (Baseline) indicates the date when the action is planned to start.

The Finish Date (Baseline) indicates the date when the action is planned to finish.

The date when the action started is shown in the Start Date (Forecast).

The date when the action finished is shown in the Finish Date (Forecast).

Any comment can be entered in the Commentary/Outcome section i.e., problems completing the action,
help required.

The Action Effect describes the aim of this action. Generally, actions aim to reduce the Probability and/or
Impact.
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The Current Spend indicates the money being spent currently.

The Actual Spend indicates the amount of money so far spent on this action.

The Notes on Action Effect indicate how effective this action is so far.

The Quantitative Assessment is the assessment format of the estimate cost of the action.

Finally, the Cost is the estimated cost of the action by identifying the minimum cost, most likely cost, and
potential maximum cost of the action.

The allocation is an essential field as it shows the level of contingency funding required/allocated to cover
the risk. When the User performs Monte Carlo simulations at a later stage the simulation outputs allow for
the User to then automatically re-adjust the Allocation field based on the simulation outputs.

¢

Rate Total From Actions
£ 3156 0
Manual Allocation Available Allocation Expires
3156 | [or01.16 - oto119
Save Changes Close

Figure 69 — The Allocation button and panel

The currency of the project is shown by the £ sign underneath Rate. The Total money allocated and spent
is listed and the cost of The Actions is also shown. The current cost of the actions will automatically be
summed by the system and entered into the From Actions field when the Treatment panel is completed.
The contingency funding is entered into the Manual field along with when this funding will be available.
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Most of the information we enter into the system will be based on facts or the information we hold has a
certain quality or level which makes us feel secure making decisions. However, sometimes we rely on our
own experience, skills, and gut feel. We can tag a risk with an Emoticon which means we feel a certain way
about a risk. This is subjective but can bridge the gap between what is known and our own sense of the risk
e.g., a risk may appear to being successfully mitigated but as a seasoned professional you may feel the risk
still needs close monitoring, or you feel uneasy about the risk and therefore tag the Emoticon of the risk as

Bad.

©

Mood

©

Save Changes Close

Figure 70 — The Emoticons button and panel

Select the mood you feel towards the risk and then Save Changes. This symbol will be displayed in the
Mood column on the main screen.

Classification: Internal Page 64 of 186



Reviewing the progress of a risk is fundamental and used in many meetings and reports. The Audit and
Review Record panel allows Managers to understand how the risks are changing and the review process.

@ Has Happened® Is Restricted’

v v

System State Status’ Mood

Active b e L Good v
Maturity” Quality Watch

T v Mo v
Approved By’ Last Review
v

Reviewed By’ Next Review

Closure Date

Further Actions

Closure Criteria

Outcomes

Save Changes Close

Figure 71 — The Audit and Review Record button and panel
The Has Happened is used, to indicate that the risk has occurred.

The System State indicates whether the risk is Quarantined (not approved), Active (approved), Retired (no
longer a threat) or Attested (the risk has been challenged).

The Status gives more detailed status levels such as New (the risk is new), Live (the risk is live and being
mitigated), Watch (monitor the risk), Approved (risk approved), Retire or Archive (risk no longer a threat),
Risk Occurred (risk developed into an issue). Your administrator will edit the Status list to fit with your
company needs.

We can tag a risk with an Emoticon which means we feel a certain way about a risk e.g., a risk may appear
to be successfully mitigated but as a seasoned professional you feel the risk still needs close monitoring. In
this case, you feel uneasy about the risk and therefore can tag the risk with a Bad emoticon.

Maturity could represent familiar risks, risks where there is a history and therefore the information, we
hold is mature. Equally, in new fields, technologies or industries risks have immature information as there
are lots of unknowns and as information is gathered the risk matures.

The quality of the information you hold on the risk. There may be gaps in information or the information is
inconsistent. Good Quality information is reliable, poor Quality information is vulnerable.

Like an Emoticon, use Watch when you wish to monitor a risks progression.
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Approved By indicates the person who confirmed this was a true risk and would go through an assessment
process?

Last Review shows the date when the risk was last reviewed.
Reviewed By shows the person who conducted the last review.
Next Review indicates the date of the next review.

Closure Date shows the date when the risk was closed.

Any Further Actions that should be taken after the closure of this risk i.e., transfer information to another
department, collect knowledge management records.

Closure Criteria shows the basis or criteria that meant this risk could be closed.

Outcomes shows any further events/results after the risk is closed.

The Commentary panel is useful for adding general comments. Comments could relate to the changing
context of a risk, the mitigation success, key information that develops during the life of the risk or the
schedule which may be impacted by the risk. Comments can relate to anything but should provide the
reader with additional useful knowledge.

¢

New Edit Delete
Created Title Description Username Updated
22.07.20 Commentary 1 Commentary 1 Notes Risk Manager 10 22.07.20
S
5 v 1

Close

Figure 72 — The Commentary button and panel
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To create a new comment, select New and a panel will appear:

‘ - |

Title

Description

Created By User

Updated

Save Close

Figure 73 — The Comment panel

Give the comment a Title. Write the comment in the Description section (which will be shown on the
Comments page) and select Save.

5.3.15 Email
A risk can be selected and then emailed to a colleague or a number of colleagues (using the CTRL key to

select multiple names) providing the colleagues email details have previously been entered into the system
by the administrator.

~ Ca— °

Email To
Risk Manager 10 -
Risk Manager 12
Risk Manager 3
Risk Manager 4

Risk Manager 47
Risk Manager 5 -

Subject
Message From: Risk Manager 10, Regarding Risks: C0970:
Message

Apply Close

Figure 74 — The Email button and panel

Identify who you wish to send the risk to, give the email a Subject and Message and then select Save &
Send. The email recipient will receive an email containing your message, not a copy of the risk.

When in edit mode, the system will automatically capture the risk code, however the subject field can be
edited as appropriate.
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5.3.16 Archive

The Archive panel maintains a record of all risk changes. All records can be opened and all the information
about the risk at that point in time is saved in the format of the New Risk dialogue. Any of the captured
records can be restored by returning the risk back to a specific point in time by selecting Restore.

(©) Archive - M&S Contracts 0317 ]
9 CI——

Revision Change Notes Update Notes Archived
Risk Manager 10 Updated Commentary 22 July
2020 11:07:02

Risk Manager 10 Updated Risk 22 July 2020
10:36:48

Risk Manager 10 Updated Risk 22 July 2020
10:32:48

Risk Manager 10 Updated Risk 22 July 2020

7 22 July 2020 11:07:02

6 22 July 2020 10:36:48

5 22 July 2020 10:32:48

4 1032414 22 July 2020 10:32:15
3 Qualitative Conversion 22 July 2020 10:17:54
2 Qualitative Conversion 22 July 2020 10:17:21
1 Qualitative Conversion 22 July 2020 10:15:32
Viewing 1-7 of 7

Figure 75 - The Archive button and panel

5.3.17 Linked Objectives

The Risk Manager will need to enter the objectives into the system before they can be selected but once
inputted the user can identify which objectives the risk may impact. This is important when measuring risk
against corporate strategy as well as the strategic objectives of the various divisions.

@ Objectives - M&S Contracts 0868

Obje...* Objective Name

1 Develop new markets in space travel 1.1 Identify new space travel markets

Instr... T Instrument Name

Work with current customers to address

2 Maintain or improve customer relationships 2.1 R L
problems and improve communication.

“

Viewing 1-2 of 2

Close

Figure 76 — The Linked Objectives button and panel

Select Add and select an Objective from the list. Each Objective may have a sub-objective (Instrument) list
underneath. After each selection, select Add.

Select Objective to Add a
Objective’
| d
Instrument

‘ M |

Add Cancel

Figure 77 — The Objectives and Instrument panel
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5.3.18 Linked I1SO Codes

As with the Objectives, the ISO Standard Codes will need to be added to the system first, but once added
you can identify which codes the risk relates to.

Wl o @

IS0 Standard Code T
A.6.1.2 Segregation of duties

A.7.3 Termination and change of employment
.

Close

Figure 78 — The ISO Standard Codes button and panel

Select Add and the following panel will appear:

Select ISO Standard Code to Add n

I1SO Standard Code

l d

Add Cancel

Figure 79 — The ISO Standard Codes list panel

Select a code from the list, then select Add. Repeat until all the codes relating to the risk are selected.
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5.3.19 Linked Insurance

It is useful to understand if all or part of the risk is covered by insurance which could reduce the number of
actions taken and the allocation made.

U

This is Commentary & Information
l Insured: Fully covered VI Notes to be entered here
Policy Ref.? Policy Details
CY9287D +| Provider: ABC Ltd, Broker: A. Smith

, Type: Cyber Insruance Policy

Save Changes Close

Figure 80 — The Insurance button and panel

This provides a list with varying levels of insurance cover. The Policy Ref provides the reference details.
Commentary & Information allows you to describe the elements of the risk which are covered by
insurance. At present, insurance details are to be provided to riskHive Ltd who will ensure the details are
entered into the system.

5.3.20 Linked Assets

Enables you to assign assets against risks and is very useful when determining which assets will be affected
by certain risks or even when certain assets may affect contractual obligations, e.g., debt covenants with
banks.

St
=

Asset N Sub-Asset T
Building damage 1.1 Damage to local buildings internally
4

Close

Figure 81 — The Assets button and panel

The Assets panel enables you to select from a variety of assets and sub-assets:

Select Asset to Add n

Asset! Damage to external and internal aspects of
‘ Building damage v‘ buildings.

Sub Asset

L

1.1 Damage to local buildings internally Add o]

1.2 Damage to local buildings externally

1.3 Damage to national buildings internally

1.4 Damage to national buildings externally

Figure 82 — The Assets and Sub Assets panel
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The Attachments tab allows you to upload documents as well as attach hyperlinks relating to the risk. This
is incredibly powerful where teams are relying on certain business artefacts, e.g., risk management plan,
financial models, schedules etc.

!

Upload Attachment

Attachment

Add Hyperlink

Delete / Remove

Timestamp

J Creator

Close

Figure 83 - The Attachments button and panel

To attach a document (Microsoft Word, Excel, PowerPoint, Project as well as PDF and notepad text files)
select Upload Attachment. To include a hyperlink select Add Hyperlink.

The Group Membership option can analyse data across many risk registers to identify potential links or
relationships which may need to be monitored. To manage potential relationships, risks can belong to
groups. The risks will not be moved out of their current EPS node, they simply belong to a group which can
be recalled whenever necessary.

The Group column on the main page will indicate which risks relate to which Groups (by showing the Group

Ids):

Control

Un-controlled Risks

Code

ME&S
Contracts
0868

M&S
Contracts
0317

M&S
Contracts
0332

M&S
Contracts
0443

M&S
Contracts
0942

M&S
Contracts
0320

Type

s

Ul

M... Has A... Info

Yes

B +

w D

Ctrl Watch Class.

Kt 1
@ No 4
o= [
o= [
o-fi= [
P No 4}

Operational

Strategic

Financial

Brexit

Financial

[ & :
Cat. Group ode
aintainanc
. and
Operatiofal .
ervice
ontracts
aintainanc
. and
Technicalf q
ervice
ontracts
End User aintainanc
and and
Custome ervice
Agreemefits ontracts
aintainanc
Support 4 and
ppor o528 :
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Figure 84 — The Group column

®

Risk Locati...

Europe -
London

Europe -
London

Europe -
London

Europe -
London

Esc. Level

Level2-
Strategic

Level2-
Strategic

Level2-
Strategic

Level3-
Programme

Risk Owner

There is a risk that Operational risks are not

Admin User 2
managed properly

There is a risk that Commissioning of Facility may Risk Manager
be withheld 26

There is a risk that Maintenance contracts may not

Risk O 9
be financially viable. iskwner

There is a risk that Suppliers move their Risk Manager
headquarters out of the UK two

There is a risk that electrocution

There is a risk that programmes may face Risk Manager
additional tax costs 10

In the above example, several risks belong to Group CO538. To view this group, select one of the risks,
select Edit and then Group Membership.
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The following panel will appear showing the Group Code as C0538:

=

Add to Group Remove from Group | delete

Code Name Project Notes

C0538 Group of Brexit risks not in Brexit node Corporate
Close

Figure 85 — The Group Membership button and panel

It is very helpful understanding if a risk impacts an action on a schedule. The schedule activities must first
be loaded into the system but after this it is a simple case of selecting which activity the risk could impact.

1 —

2 —

% —
External Project Set from pre-defined task...
null | - ‘
Task Id Name

Notes

Save Changes Close

Figure 86 — The Task button and panel

The specific MS Project is added from Admin Datasets and then Projects. This functionality is vital when
assigning risks to a WBS structure (Alternate Structure) so that teams can see where schedule risks are.

Select from the list underneath Set from pre-defined task and the Task Id and Name will automatically
populate. Additional comments can be added to the Notes section describing how the risk could impact

the task.

Select Save Changes.
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The Administrator can set up different ways of looking at a project. The default approach is by showing the
risk registers that exist within each project. However, there are alternative views such as a Work
Breakdown Structure or a Cost Breakdown Structure. The Alternative Views will be decided by your
organisation.

Alternate View 2 Alternate View 3
Global Account x A Functional Area x A
4 | Global Account PV Functional Area
4 Invesco Infosec
UK/EU Invesco Finance
USA Invesco
Account B

Save Changes Close

Figure 87 — The Alternate Views button and panel
Alternate Views enables risks to be viewed in different contexts. When these are assigned to a risk it

provides a powerful alternate view of risks and provides an insightful means of correlating risks against
costs and tasks.

The Administrator can add additional lists in which to describe the risk. If you are required to add in
additional data, these fields will be available to you and will be specific to your organisational requirements.

o

Cascaded Workstream Cascaded Workstream

vl v

Test

Save Changes Close

Figure 88 — The Custom Data button and panel

Lists could include workstreams or different departments. The ability for the administrator to add your
own lists will help to understand the impact the risk could have on the wider business, areas, or disciplines.

Complete as much as possible and select Save Changes.

Classification: Internal Page 73 of 186



5.3.26 AAR Panel (Single Source Pricing Compliance Regulatons)

If you need to comply with AAR Compliance requirements you are able to select if the risk is appropriate,
attributable and/or reasonable. Users can also provide a justification for each of these elements.

The Administrator can add additional options lists. If you are required to add in additional data, these fields
will be available to you and will be specific to your organisational requirements.

This functionality is switched off by default but can be enabled by your system administrator.

ﬁg [ ® cvestonseteae-oxooze ]

Summary

Sentence
There is a risk that Terrorist threats and actions may impact smooth running of track because The country is on a higher alert of terrorist threats to public transport which will result in Trains
delayed.

Full Descripti: kg d and

There has been increasing warnings of terrorist threats by Government officials.

Compliance Justification

Appropriate

Attributable

Reasonable

Save Changes Close

Figure 89 — The AAR panel (Single Source Pricing Regulation Compliance)

The results (against each risk) might appear on the grid as follows.

Control Type
Un-controlled Risks I O I El l + I W I l Ea .‘

Code o Plan impleme.. Group
co3ds Yy o Yo Y
0878

Figure 90 — The AAR results

Note: One current limitation of Question Array sets (SSPR) is that they may only be reported. Updates
cannot be imported (10 register).
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The Create New panel uses a combination of Definition, Qualitative, Quantitative, Hybrid, Treatment,
Responsibility, Proximity and Classifications at the top of the panel. The order in which they appear, will
have been set up during configuration in accordance with your risk management policy.

When creating a new risk, the user has the potential to provide a lot of key information and the risk will be
created in quarantined form (it is not yet approved). Users should not feel they must enter data into all
fields but rather (i) only enter data where they have precise information, and (ii) only enter the amount of
data necessary to perform the requisite analysis. However, sufficient quality and quantity of data enables
better and broader analysis and reporting. All the functionality and support the system offers is rarely used
but Risk Managers and other risk-based executives are able to increase the value they add and the risk
intelligence of the organisation by using ERM to ask the difficult and uncomfortable questions which arise
from good risk analysis.

+ Definition ¥ i n 3 Pr Ed > > >

Effect

which will result in

Praview
There is a fisk that [name] because [cause] which will result in [effect]

Figure 91 — The Create New Risk button and Definition section
The Project Node option lists the EPS to ensure the risk is stored in the most suitable place.
The Summary text box enables you to provide a concise statement describing the risk.

The Descriptor ensures the event is appropriate described as a risk, opportunity, issue, notification,
assumption, trend, action, or benefits. What you will see, will depend on the configuration of your system.

The Name is the full name of the risk.
The Cause is the reason why the risk is occurring.
The Effect is the consequence or result if the risk occurred.

The Preview shows the Name, Cause and Effect within a statement which helps focus the mind as to the
description of the risk.

Select Next to move to the next panel.

To complete the process, refer to the panels as described in the ‘Edit Panels’ section of this document.
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A deleted risk will be removed from the screen and placed in the archive where users will not be able to see
them. You can select 1 risk or several risks for deletion.

.@ .
Are you sure you want to Delete the
selected risk?

Figure 92 — The Delete button and panel

Once the button Delete is selected, the system checks and asks if you still want to proceed with the
deletion. Select Yes, Delete.

A risk(s) can be copied to the current or any other node.

(. USA- Chicago Trams -~

4 (RCL
_ Craig's area
4 (_ Maintainance and Service Cont...

_ UK -London Underground
_ USA - Chicago Trams
_ NZ - Christchurch South West Tr..
_ Australia - Sydney Fast Ferries

@ Australia - Developing the Emer...
_ Argentina - Buenos Aires Subway

a (_ China - Beijing Electric Bicycles

_ Japan - Tokyo Water Bus
_ Denmark - Malme Oresund Bri...
_ Spain - Madrid Metro

Select Close

Figure 93 — The Copy Risk button and panel

Select the Copy Risk button, select the risk register where the risk should be located, then choose Select.
Another panel will open checking you wish to continue and copy this risk:

Are you sure you want to Copy the
selected risk?

Yes, Copy No, Cancel

Figure 94 — The Confirmation panel for copying risks
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Select Yes, Copy and the risk will be generated and displayed in the main screen.

Note: If there are many risks to copy, ask your administrator to help as the administrator can move multiple
risks from one node to another.

You can create an issue directly in the system, by selecting issues in the descriptor options.

When you select ‘Issue’ the Issue Edit icon will appear in the edit panel.

Open All Sections + Multi-Select View Mode: | Single Merged v ‘ ‘
a Definition == Position & Timeline - Responsibility ‘> Classifications
o Issue

Figure 95 — The Issue edit button
By selecting the Issues icon, this will allow you to capture specific information regarding Issues.

When you change a risk or opportunity to a risk, the system captures the date this occurred. This is
displayed in the Became issue on field.

The fields to capture Status, Priority, Scope Change and Escalation are provided as standard, however
there are 4 additional custom drop lists available.

The content and name of these lists are customisable with help from riskHive Technical Support.

System State Became issue on

[ Active v] 81119

Issue Status Issue Priority Issue Scope Changed

| i . ”]
Issue extl Issue ext2 Issue ext3

Issue extd

| ”|

Issue Escalation Escalation Comment

| v |

Figure 96 — The Issue panel
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The Dashboard option provides a variety of reports and graphs to view how your risks are performing or
impacting a project. They are the fundamental reason why we take so much care and attention in inputting
risk data. When configuring and generating standard or customised risk reports the need and utility of all
the system’s complexity becomes apparent. Without entering all the data, the User would not have the
same level of visibility and insight into project complexity. Project reports enable the User to display risk
data and risk analyses in a variety of ways which help executive managers bridge the gap from risk to
action. More importantly, good risk reporting uncovers dependencies and implications which are only
visible through deep analysis and by correlating disparate and seemingly unrelated data sets.

There are 2 entry points into the Dashboards system

1: Main page Dashboards Panel
2: Independent Dashboards page.

Both offer access to the same set of dashboards as described individually below. The main page panel
reports immediately on the node/risks/actions you are viewing. The independent dashboard page provides
a browse and report view of the system. The Dashboards page may be bookmarked and used as the main
entry point into the system for those users who are interested in the state of the system rather than
managing content.

The Dashboards page is accessed from the main navigator.

1 Help
& Main

Dashboards

& User: Risk Manager 10
[wp Logout

Figure 97 — Main navigator drop down list

On entry to the page a dashboard is loaded by default. The default dashboard can be changed (per
deployment) as well as its default configuration (e.g., Node & descendants, just active risks etc.).

Risk Status Set

Active Only All Present (exc Deleted) Draft Only Retired Only More...

Close

Figure 98 — Dashboard configuration panel
There are 2 main controls once in the dashboards page.

Top left, to “Configure” location and risk selection
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# System ¥ 1 Help v ¥ Configure

Figure 99 — Configure Dashboard

And top right, to select, configure and print a dashboard.

Enterprise Risk Manager (RCL) riskHive

Print Configure Dashboards

Figure 100 — Configure Dashboard — Print link

The main “Configure” invokes the following navigation tool. Here you can change nodes/projects as well as
select and filter on specific risks.

Select Dashboard Configuration n
Please select a dashboard configuration.
Project

4 (_RCL
(_ Craig's area
4 (_ Maintainance and Service Cont...
(_ UK - London Underground
(_ USA - Chicago Trams

Select

omE

Code Info Name

c1024 -] RCL .

C0981 °F.‘ RCL AAAA Grupo de Brexit ndo arrisca no nd Brexit nnn
c098s (V] RCL X

0932 o= RCL chinese

c1001 [l —3 RCL

4

3

Close

Figure 101 — Configure Dashboard - Print

To change dashboards, select “Dashboards” from the top right. This invokes the standard dashboard list as
available from the main page. The “Configure” option here allows re-configuration of the selected
dashboard e.g., Node & Descendant, Quarantined risks.

The dashboards page and panel have as default the following set of reports.
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Dashboards

(

Open All Sections +

PORTFOLIO (NODE-BASED) —

Wil Periodic Risk Report Wil stretegic Risk Wil sk Landscape il Aic/ROC Performance A7 Quant Risk Profile
-

Radial fisk Segments == fiskGantt @ Fedicl sk Quelitative B8 Aopetite Dashboard

PROJECT (GRID-BASED) —

Wil Project Risk summary il summary (by date) il Risk profile summary Wil Risk Profile by Category

| A# Actions Performance

BB single Risk summary

BB op ' nisks

HEATMAPS (GRID-BASED) —

Wil sk Data Complete il isk Data Missing

=es N T T
HH Global Historical HH Global Changed HH Global Unchanged

-
B8 Scenario Overview 2% Global Current

sss N ass .
288 Project Changed 288 Project Unchangsd

% 2 PID (Quantitative)

B8 project Historical
88 Project Historica

T
288 Project Current

Status (User-Baseo) -

BB risks/Opportunities

Radial Risk Quantitative Proba...

@ radiol project

il velue/Exposure

Figure 102 — The Dashboard button and panel

When you select any of the dashboards a configuration screen will appear. Common for all dashboards are
the options around User Risks From, Risk Status Set and Restricted Risks.

The default is to report on the Grid filter. If you select any other option an additional suite of selections
within the Risk Status Set appears.

o ] e |

Use Risks From
Use Risks From -
p——— Curent Node Descendarts | e slction
Grid Filter Current Project Node Current Node & Descendants
Risk Status Set
Active Only All Present (exc Deleted) In Progress (Active, Attested) Draft Only Retired Only More...
Restricted Risks
Standard Restricted All
Standard | Restricted | Al
Impac‘t? Scenario
. . Pre-mitigated | Current | Target
cost time performance reputation Health and Safety More...
Cost’
Show Impact Boundaries (zero/not scored) GBP(£) | USD(S) NZD($) = AUD(S) | More..
Yes No Time®
Hours Days Weeks Months More...
Generate Report Close Generate Report Close

Default reporting configuration screen

Additional options when selecting outside
of the Grid Filter

Figure 103 — The Configuration panel

Each dashboard will include additional configuration options depending on the report selected. For
example, the Monthly Risk Report will require data around reporting periods, and Heat Map Dashboards

will require configuration regarding scenarios.

Where there are more options than can be displayed on the screen, there will be a More button, which
when selected will display all the options available.
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This dashboard provides a current and historical overview of a selected project and descendants. It lists
counts of risks created, closed and quarantined within each of the reporting periods as well as giving a
breakdown of the heatmap scoring such as Critical, Major risks.

Configure the report to use risks at the current node and/or descendants. The reporting periods can be
days, weeks, months or quarters. Number of periods defines how many reporting periods, whereas

Number of periods in detail tables specifies how many risk and actions lists are produced in the report,
generally this is the latest set (default=1).

|LI| |

Movement in Risks

Date 1 New Active Closed Quarantined  Sum Active Sum Closed  Sum Quaranti... Risk Count

03.09.2018 5 3 6 2 180 126 9 315

06.08.2018 8 12 8 ) 183 120 7 310

02.07.2018 21 25 2 1 179 112 8 299

04.06.2018 6 2 0 4 160 110 12 282

07.05.2018 0 0 0 0 158 110 8 276
Trend in number of Active Risks ( Retired and Q )

Value

1319 _ig‘\ﬂ
m‘gsl “MW
Dates
I inor Significant I vaior . severe
Risk Rating Count
Date 4 Minor Significant Major Severe
03/09/2018 69
06/08/2018 69
02/07/2018 64
04/06/2018 66
07/05/2018 66
New Risks
within Period: 31/10/2018
Created 1 Node Code Name Status Severity
Design and
31.10.18 Manufacturing 0810 Clarity in adherence of fire standards Quarantined Unacceptable risk
Contracts
Closed Risks
Within Period: 31/10/2018
Closed 1 Node Code Name Status Severity
Movement in Actions
Date New In Progress Overdue Closed Action Count
31.10.18 0 [} 24 4 30
30.09.18 0 0 0 0 12
31.08.18 0 0 0 0 12
31.07.18 o 0 0 0 12
30.06.18 0 0 2 0 12
31.05.18 0 0 10 0 10
New Actions (Date Raised)
within Period: 31/10/2018
Created 1|Risk Code Node Action Code  Name owner raised
Closed Actions (Is Complete)
within Period: 31/10/2018
Closed 1|Risk code Node Action Code  Name owner raised
Space Review test and historical dat: it
31.10.18 cooe3 Exploration and A0D04 eview test and historical data on composite  gyzz Aldrin
Travel material.
Space ) " "
31.10.18 cooo3 Exploration and A0D08 pulldprodurQuitildeublE sl P2ty Buzz Aldrin
Travel strength composite.
Space Conduct a resource profile for the project.
31.10.18 €0005 Exploration and AOD12 Compare resource profile against current David Bowie
Travel resourcing and identify gaps.
Space
31.10.18 €o005 Exploration and AOD15 Move resources from manufacturing into design. Neil Armstrong
Travel
Overdue Actions
within Period: 31/10/2018
Overdue 1|Risk Code Node Action Code  Name owner raised
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As the report provides a high volume of information in the tables, below is a detailed explaination of the
data tables and graphics.

Movement in Risks Columns

The Movement in risks columns provides the count of risks created (new) and the count of risks assigned
the status of either Quarantined,Active or Closed during a given period.

The counts of these columns are independent of each other.

Movement in Risks

Date 1 New Active Closed Quarantined
P1 —%|03.00.2018 | 5 3 6 2
06.08.2018 8 12 8
P2 02.07.2018 21 25 2 1
04.00.2018 6 2 0 4
07.05.2018 0 0 0 0

Figure 105 — Time duration with the Movement in Risks Report

Date: The count of the risks is dependent on the period ranges and calcuated as follows:

Period 1: 06.08.2018 - 03.09.2018 - the system is counting risks from midnight on the 06.08.2018 up to the
time you ran the report on the 03.09.2018.

Period 2: 02.07.2018 — 06.08.2018 - the system is couting risks from midnight on the 02.07.2018 up to
midnight of the 06.08.2018.

New risks: These are the risks that have been created in the system, irrespective of the start/end date of
the risk.

Active, Closed and Quarantined risks: This is the count of risks that have the status of Quarantined, Active
and Closed at the time of running the report for that period.

Risk Sum Columns

The second series of columns is the sum of all risks (dependent on the reporting configuration), and as with
the movement counts, these too are independant of each other.

Date Sum Active Sum Closed Sum Quaranti... Risk Count
03.00.2018 | 180 126 9 315
06.08.2018 183 120 7 310
02.07.2018 179 112 8 299
04.06.2018 160 110 12 282
07.05.2018 158 110 8 276

Figure 106 — Summed risks within the Movement in Risks Report

Sum Active, Closed and Quarantined: This is the number of risks that had the status of Quarantined, Active
and Closed during the reporting periods.
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Risk Count: This is the sum only of the Sum Quarantined, Sum Active and Sum Closed.

Note: If, on your report the sum does not equal the sum of all three status’s, this would happen if you are
using the status option of ‘Attested’ and the report does not currently show ‘Attested’ risks.

Trend Graph

Trend in number of Active Risks (excludes Retired and Quarantined)
i - - - - -

8 s
Pl L 0*'°6|1m

P viner Significant | I severe

Risk Rating Count

Date 1 Minor Significant Major Severe

03/09/2018 69 10
06/08/2018 69 9
02/07/2018 64 9
04/06/2018 66 4
07/05/2018 66 4

Figure 107 — The Trend Graph Report

The Trend Graph provides a bar graph of counts of risks over each of the periods (dependent on the
configuration of the report. l.e. if you selected only Draft Risks only Draft risks would appear in the graph).

The corresponding Risk Rating Count summarises this information in a table.

Movement in Actions

Movement in Actions provides the count of actions new (date raised) In-progress, Overdue and Closed
during the reporting period. It also provides a summation of such actions.

Action Count: This is the total of actions in the system during that period.

Movement in Actions

Date 1 New In Progress Overdue Closed Action Count
31.10.18 0 0 24 4 39

30.09.18 0 0 0 0 12

31.08.18 0 0 0 0 12

31.07.18 0 0 0 0 12

30.06.18 0 0 2 0 12

31.05.18 0 0 10 0 10
............. At TN AN

Figure 108 — Actions with the Trend Graph Report
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This dashboard provides a 2-dimensional, high-level view of risks and their pre, current and target
qualitative assessment scores.

If there are more than two scenarios, you will see two types of lines between the scenarios. The first line is
always solid and the second is always dotted. This is for visualization purposes only and has no relation to
the status of actions etc.

1 I II Strategic Risk

Risk Severity Assessment [P = Pre-mitigated, C = Current, T = Target) Risk Management

Risk Manager 25

ME&S Contracts Commissianing of Facility may be
--------- Risk Manager 26
0317 withheld &

M8 Contracts Maintenance contracts may not be E— J—

0332 financially viable
M&S Contracts Operational risks are not managed

C mmenesanee Admin User 2 Risk Manager two

0868 properly < ¢

MBES Contracts
electrocution
2
MAS Contracts programmes may face additional tax
» Risk Manager Risk Manager 1
0320 costs P s} ager 10 s} anager 11

M&S Contracts P
e Contractor Failure Risk

M8 Contracts Suppliers move their headquarters out ] o " )
0443 ofthe UK Risk Manager two Risk Manager 6

Risk Owner 11

Figure 109 — The Strategic Risk Report button and dashboard
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This dashboard downloads each projects data such as status, score, budget, risk budget, minimum, most

likely and maximum assessment impacts. The report is split into 3 graphs: Risk Values as a precentage of
Project Values, Risk Values on top of Project Values and Risk Percentage per project as a percentage of
Total Risk.

1 I I I Risk Landscape for Corporate

Risk Values as a percentage of Project Values

Project Value Risk P-Mean Risk Min Risk Expected Risk Max Risk Likely

[ s
3apan - Tokyo Watsr Bus
Manufacture
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NZ - Christchurch South West Trains
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£ 5,000,000,000
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Risk Percentage per project as a percentage of Total Risk
Project Value Risk P-Mean Risk Min Risk Expected Risk Max Risk Likely
 comonte — |
Spain - Madg Metro
Space ciflorsdion and Irive
Denmark - Halmo Oresund Biidge Trai
High Speed Train v2020
Italy - Rome Scooter E!gﬂ"!
Argenma - Buenos Ares Submay |
Design and Manul t
Ten~ Cndage
Japan - Tokyo Wate I
Bantiacture
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NZ - Christchurch South West Trains. |
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Design
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Figure 110 — The Risk Landscape Report button and dashboard

The Risk Values as a precentage of Project Values section shows how much risk each project node is
carrying.

Risk Values as a percentage of Node Values

Project Value Risk P-Mean Risk Min Risk Expected Risk Max Risk Likely

Maintainance and Service Contracts |
Spain - Madrid Metro -|

Denmark - Malmo Oresund Bridge Train -|
In-Service -

Ttaly - Rome Scooter Express -|
Argentina - Buenos Aires Subway |
UK - London Underground - | ]

USA - Chicago Trams |

Japan - Tokyo Water Bus -| [ ] | ] | ] | ]
Manufacture -|

Dublin Trams

NZ - Christchurch South West Trains |
Australia - Sydney Fast Ferries -
China - Beijing Electric Bicycles |
Design |

Manual Project Team -|

1 T 1 T 1 T 1 T 1 T
0% 100% 0% 50% 100% 0% 50% 100% 0% 50% 100% 0% 50% 100% 0% 50%

Figure 111 — The Risk Values as a percentage of Node Values section

In the above example, the top node is Maintenance and Service Contracts. The red bar next to the node
represents all the node budgets underneath summed together making a total budget of 100%. By resting
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the mouse on UK — London Underground it shows the figure 14.73 which means that UK - London
Underground has a project budget of 14.75% of the total summed budget across all projects.

The Risk Min column shows the amount of risk per project. The UK — London Underground project has a

project budget of £320,000,000. If all the quantitative current cost minimum values of every risk within this

project are summed for every risk the total minimum risk impact is £22,510,000 which is 7.05% of the
projects total budget.

The Risk Values on top of Node Values section shows you how much cost impact each node is carrying.

Risk Values on top of Node Values
£ 3,000,000,000

£ 2,000,000,000

)

=

©
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Project
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Figure 112 — The Risk Values on top of Node Values section

Each orange column displays the project budget of each node. On top of each column in yellow is
indicating the Cost mean (minimum, most likely and maximum cost impacts summed together and then
divided by 3) for each risk within that node. If a node does not contain risks, it is not shown on the graph.

The Risk Percentage per project as a percentage of Total Risk section shows the total value of risk of all

nodes and the percentage of risk each node is carrying. All the quantitative minimum cost impacts across
all projects are summed together. Then the amount of summed minimum cost impact within each node is
shown as a percentage of all the projects minimum cost impacts.

Risk Percentage per project as a percentage of Total Risk

Project Value Risk P-Mean Risk Min Risk Expected Risk Max Risk Likely

Maintainance and Service Contracts -| [N [ ]
Spain - Madrid Metro -|

Denmark - Malmo Oresund Bridge Train -|
In-Service -|

Italy - Rome Scooter Express -|
Argentina - Buenos Aires Subway -|
UK - London Underground | | ]

USA - Chicago Trams -|

Japan - Tokyo Water Bus - [ I [
Manufacture |

Dublin Trams -|

WZ - Christchurch South West Trains |
Australia - Sydney Fast Ferries |
China - Beijing Electric Bicycles -|
Design |

Manual Project Team -|

1 T 1 T 1 T 1 T 1 T
0% 100% 0% 50% 100% 0% 50% 100% 0% 50% 100% 0% 50% 100% 0% 50%

Figure 113 — The Risk Percentage per project as a percentage of Total Risk section
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The Sort option enables you to sort the graph by different columns: Project Value, Risk P-Mean Value, Risk
Min Value, Risk Expected Value, Risk Max Value, Risk Likely Value, Risk P-Mean Percentage, Risk Min
Percentage, Risk Expected Percentage, Risk Max Percentage, Risk Likely Percentage.

Field Where located

Project Value Edit Node Data / Description / Project Budget
Current Probability Edit / Quantitative / Current Scenario / Prob (%)
Minimum, Most Likely and Maximum Edit / Quantitative / Current Scenario / Cost (£) for
cost values Minimum, Most Likely and Maximum
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The RIC/ROC Provision indicates the amount of budget required to cover high level risks (RIC), risks which
do not need funding at this time (ROC).

The report includes the options around the Project Value that you can select.

The Project Value list:

Probabilistic Mean Sums all the Probabilistic Mean values of the risks on screen.

Expected Sums all the Expected values of the risks on screen.

Maximum Sums all the Maximum values of the risks on screen.

Minimum Sums all the Minimum values of the risks on screen.

Likely (> 50%) Sums all the values of the risks with a Probability of 50% or over on screen.
Risk Allocation Sums up the risk allocations of all risks on screen.

Action Allocation Sums up the Current Spend of all actions related to the risks on screen.
Total Allocation Sums the Risk Allocation and Action Allocation of risks on screen.

No matter what you selected from the Project Value list, the top section provides the Pre-mitigated,
Current and Target pie charts showing the number of risks which have been identified as RIC, ROC, LPHI,
Void or Unassigned. RIC represents Risk Inside Cost. These are risks that have a high Probability and
Impact and therefore must have funding put aside. ROC represents risks with a lower Probability and
Impact and are not deemed to need funding at this moment in time. LPHI represents risk with a Low
Probability but High Impact. Although funding will not be available in the same way as RIC risks, these risks
still need regular monitoring. Void means that these risks have been assessed but the impacts have been
deemed non-existent. Unassigned means these risks have not been assessed yet.

The bottom graph shows each provisional type against the Probabilistic Mean (selected from the Project
Value list).

Again, the risks are categorised into RIC, ROC, LPHI, Void and Unassigned but Provision Cost axis shows Pre-
mitigated, Current and Target lines representing the aggregated values of the risks.

The Provision Cost lines are showing the provision for each category.

For the following example, Probabilistic Mean was selected.
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Total 16 risks (Project 'Corporate’) Date: 05.04.17
Exposure Pre-mitigated Exposure Current Exposure Target
U igned
Unassigned == Unassigned e
LPHI
RIC
LPHI
RIC
ROC
e ROC
M rc 7 M rc a I ~c 2
M roc 8 M roc 10 M roc 9
0 PHI ] 00 eHI 1 ] weHI 4
Void 0 Void ] Void 0
Unassigned 1 Unassigned 1 Unassigned 1
Exposure per Provision
12 - r £20,000,000
- £18,000,000
- £16,000,000
- £14,000,000
- I £12,000,000
5 S
3 ]
- £10,000,000 2
] &
2 - £8,000,000 E
,000,/ &
- £6,000,000
- £4,000,000
- £2,000,000
- £0
RIC ROC LPHI Void Unassigned
Provision
[ Pre-mitigated Risk Count Pre-mitigated Provision Cost
0 Current Risk Count ~—#— Current Provision Cost
0 Target Risk Count —+— Target Provision Cost
Print Edit Close

Figure 114 — The RIC/ROC Provision graph

Fields required for this report Where to locate the fields
Qualitative Current Probability impact Edit / Qualitative / Current Scenario
Qualitative Current Cost impact (Minimum, Most Likely Edit / Qualitative / Current Scenario

and Maximum)

Risk Allocation Edit / Allocation / Manual

Action Cost Edit / Treatment / Edit / Current Spend
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This dashboard shows the financial impact of risks or budget allocations over a period of time (past or

future).

l~

Value

£ 65,000,000 -

£ 60,000,000

£ 55,000,000

£ 50,000,000

£ 45,000,000

£ 40,000,000

£ 35,000,000

£ 30,000,000

£ 25,000,000

£ 20,000,000

£ 15,000,000

£ 10,000,000

Total Node Values from 17.05.16 to 17.05.17

Node Values

Fub

£0

17.05.16  17.06.16

17.07.16

—+— Corporate - Current - Expected

Figure 115 — The Exposure Profile button and report

17.08.16  17.00.16  17.10.16  17.1L16 171216  17.0L17  17.0217

Corporate - Current - Maximum

Corporate - Current - Minimum

Before the chart can be created, the system asks a few initial questions:

17.03.17  17.04.17  17.05.17

Use Risks From

Current Project Node

Risk Status Set

Active Only

Restricted Risks

Standard Restricted All

Select Periods

Daily | Weekly | Monthly

Multi-Select Project Values

Current Node & Descendants

All Present (exc Deleted)

Quarterly

In Progress (Active, Attested)

Node & Next leve Ne

Probabilistic Mean
Expected
Maximum

Likely (>50%)
Risk Allocation
Action Allocation
Total Allocation

Select Report Start Date

|lZ.Ul‘ZD

Select Report Finish Date

[22.0121

Multi-Select Scenarios

Pre-mitigated
Current
Target

Figure 116 — The Exposure Profile button and report

Draft Only

xt level only

Retired Only | More.

Generate Report

Node & Next 2 levels

More...

Close

The Use Risks From section enables you to identify which risks will be used in the report. The Grid Filter
option relates to the risks currently showing on the main screen. Other options include the risks within the
current or subsidiary nodes.

Classification: Internal
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The Risk Status Set relates to the status of risks you want to report on.

The Restricted Risks is only visible if you have ‘restricted’ access and will report on restricted risks if

selected.

The Select Graph Periods relates to how you would like the graph to display change over a period of time

i.e., weekly, monthly, quarterly.

The Multi Select Project Values list will be used to generate the graph. You can select many options (by
holding down the Shift key on your keyboard) e.g., showing the minimum, most likely or maximum cost

levels over a period of time.

The Select Report Start Date and Select Report Finish Date both indicate the time period you would like to

see in the report.

The Multi-Selected Scenario section is asking if you wish the report to show the pre-mitigated, current or

target state of the risks.

Fields required for this report

Risk Start Date

Risk Finish Date

Quantitative Pre-Mitigated Probability
Quantitative Current Probability
Quantitative Post-Mitigated Probability

Quantitative Pre-Mitigated Cost assessment impacts

Quantitative Current Cost assessment impacts

Quantitative Post-Mitigated Cost assessment impacts

Risk Allocation Start Date
Risk Allocation Finish Date
Risk Allocation

Action Allocation

Classification: Internal

Where to locate the fields

Edit / Position & Timeline / Start Date

Edit / Position & Timeline / End Date

Edit / Quantitative / Pre-Mitigated / Prob (%)
Edit / Quantitative / Current / Prob (%)

Edit / Quantitative / Target / Prob (%)

Edit / Quantitative / Pre-Mitigated / Cost (£)
/ Minimum, Most Likely and Maximum

Edit / Quantitative / Current / Cost (£) /
Minimum, Most Likely and Maximum

Edit / Quantitative / Target / Cost (£) /
Minimum, Most Likely and Maximum

Edit / Allocation / Allocation Available
Edit / Allocation / Allocation Expires
Edit / Allocation / Manual

Edit / Treatment / Select an Action / Edit /
Current Spend
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Each Radial graph reviews risks from 2 different views. Firstly, it reviews risks in this graph against risks
with the closest proximity, and then by the item you choose on the Segment list.

By Secondary Nodes

Classification
Saverity
Criticality
Phasetype
Maturity
Dataquality
Risk Status
Risk Category
Risk State
Exposure
Calculationmethod
Organisation
Objectives

Figure 117 — The Segment List

The options you can choose from are:

By Secondary Nodes

Classification
Severity
Criticality
Phase type
Maturity
Data Quality
Risk Status
Risk Category
Risk State
Exposure

Calculation method

Organisation

Objectives

Classification: Internal

The key nodes within the portfolio (secondary level nodes underneath the very
top node).

The bullseye segments are the different classifications of the risks.

The bullseye segments are the different levels of impact on the project.
Obsolete option. Please do not use.

The bullseye segments show risks in different phases.

The bullseye segments show the various maturity levels of the risks.

The bullseye segments show the quality of information the risks are based upon.
The risks status.

The category a risk may impact.

The status of each risk.

How often will the company be exposed to a risk?

How the qualitative assessment be used.

The organisation with overall responsibility for the risk.

Objectives which could be impacted by a risk. This will be updated later to show
the objective names relating to each segment.
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For example, if you choose Classification the following graph will appear:

Radial by Project

Risk Proximity Radar 13/03/2017 by 22 Filtered Risks: Scenario: Current

Figure 118 — The Radial by Proximity with Classification segments

This graph is showing the risks with the various levels of proximity within the red, amber, and green circles
and the various classifications as segments Operational, Strategic, Brexit and No Classification.

The Radial by Proximity graph will always show the various levels of proximity as the red, orange, and
green circles and your selection from the Segment List as segments within the bullseye.
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This dashboard shows the timeline of active risks and their actions, along with the allocation start and
expiry dates.

Figure 119 — The Risk Gantt Chart button and report

The panel has red and green background colours. Any risks within the red shaded area are historical (l.e.,
prior to today’s date). Any risks and actions within the green shaded area are future items.

The left-hand column shows the risks as the left margin and their relative actions indented.
Risks in black text do not have any actions. Risks in red text have actions.

Actions which are black indicate the action start date is before the risk start date. Actions in red mean the
start date of the action is on/after the start date of the risk.

In the middle of the screen are the risks and actions durations represented by bars.

The colour of the risk bars indicates the qualitative cost impact shown on the Heatmap for each risk (e.g., if
a risk has a Heatmap score of 16, it will display as a red bar). A grey risk bar means the qualitative
assessment has not been conducted yet.

Actions are also colour coded and the various colours are based on the Implemented and Effectiveness of
the actions.

Green bar If an action is 100% complete and considered fully Effective.

Amber bar The action is considered still in progress unless it is 100% complete
(even if the Effectiveness is 100%).

Red Bar If an action is 100% implemented but not fully effective.
At either end of a bar there should be a triangle which represents the
allocation Start and Expiry dates which are also colour coded.

Green Start symbol No actions start before the allocation Start Date.

Amber Start symbol Either there are no actions, or 1 or more actions start before the
allocation Start Date.

Red Start symbol The Allocation Start Date (Allocation Available) does not commence
until after an action finishes.

Green Finish symbol The risk and actions finish before the Expiry Date.
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Amber Finish symbol Allocation expires before the risks Finish Date.
Red Finish symbol Allocation expires before the actions Finish Date.
The start and finish times of each risk and action is displayed. The vertical black line represents today.

At the top of the graph is a slider bar, which enables you to zoom in and out. This allows your data to be
displayed in years or months as appropriate.

You can edit the data direct from this dashboard. For example, by clicking on the coloured bar allows you
to edit the start and end date of the risk. By clicking on the arrows, this enables you to edit the start or end
of the risk allocation.

Fields required for this report Where to locate the fields

Risk Name Edit / Definition / Name

Action Description Edit / Treatment / Action Description

Quantitative Proximity of each risk Edit / Position & Timeline / Start Date

Risk End Date Edit / Position & Timeline / End Date

Duration of each action Edit / Treatment / Select an Action / Edit /
Start Date (Baseline) and Finish Date
(Baseline)

Allocation Edit / Allocation / Manual

Allocation availability Edit / Allocation / Allocation

Available and Allocation Expires

Action Start Date Edit / Treatment / Edit / Start Date (Baseline
or Forecast)

Action End Date Edit / Treatment / Edit / Finish Date
(Baseline or Forecast)
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5.8.1.8 Radial Risk Qualitative Probability

The Radial by Qualitative Probability is very similar to the Radial Risk by proximity dashboard. This time
the bullseye circles are split by the qualitative probability of the risks and then the segments you choose
from the Segments List. Here is an example:

Radial by Project u

Risk Qualitative Radar 13/03/2017 by 22 Filtered Risks: Scenario: Current I

Figure 120 — The Radial by Qualitative Probability with Classification segments
In the above graph, the inner circles represent each risk qualitative probability:

Zone 1: 6 Certainty (C)

Zone 2: 5 Very High (Very High - Over 70%)

Zone 3: 4 High (High - Between 56%-69%)

Zone 4: 3 Medium (Medium - Between 31%-55%)
Zone 5: 2 Low (Low - Between 11%-30%)

Zone 6: 1 Negligible (Negligible - Below 10%)
Zone 7: 0 Zero (is zero, will not happen)

The segments represent the classifications.
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5.8.1.9 Project Appetite Dashboard

This is a dashboard entry point into the individual “Project Current” heatmaps. It shows a summary of risks
scored for each impact type. The heat map gives a count of risks at each score. Selecting/Clicking one of
the Mini-Heat maps invokes the standard selected Impact heat map.

This would be used if you have different risk appetites for different risk impacts.

Financial Schedule Performance

Insi. Minor Meod... Major Crit... Insi... Minor Mod... Major Crit.... Insi... Minor Mod... Major Crit...

Reputation Health And (Safety)

Insi. Minor Meod... Major Crit... Insi... Minor Mod... Major Crit.... Insi... Minor Mod... Major Crit...

Figure 121 — Project Dashboard Summary risk scoring
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5.8.1.10 Single Risk Summary

This dashboard shows you the details of a risk which you have selected on the main screen.

Risk Dashboard
Definition
Code Summary
UK LU 0336
Project Owner Category Classification
UK - London Underground Risk Owner 3 Safety Operational
Allocation Proximity Comments
£4,868,339 -9 manager Updated Risk 23 April 2020 14:36:42
Risk
Severe weather damage sustained by tracks over 4 months
Causes - why could it happen? Effects - what could happen?
« Electric boxes and tracks damaged due to lightning, frost and extremely low temperatures « Trains may need to be adapted for future severe weather
o Ballast issues
Scenarios & Impacts
Pre-mitigated Scenario Current Scenario
Probability Level Probability Probability Level Probability
Very High 75% High 65%
Pre-mitigated Impact Levels Current Impact Levels
Id Impact Level Min Exp Max Exp Max
0 cost Medium 6500000 8000000 0 cost 5000000 6000000
1 time Very High 100 150 1 time 45 70
2 performance [NEGHILY 15000 20000 2 performance
3 reputation Medium 3 reputation
4 Health and Medium 2 Health and
Safety Safety
5 Legal
Target Scenario
Probability Level Probability
Medium 50%
Target Impact Levels
Id Impact Level Min Exp Max
0 cost 2000000 5000000
1 time 30 60
2 performance
3 reputation
Health and
4
Safety
Treatment & Actions
Primary Treatment Objective
Develop new processes o to safe guard
Type Owner
Control Risk Manager 6
Actions
Code | Name Description Owner Instance  Finish Da... Progress Act Status  Current ...
Not-
A0768 Redisign trains Redisign trains Response 17.01.20 0 Approved 0
: Overdue
Not-
H ly of Risk
A0338 Ve 8 SUppTY © > Fallback  04.0220 © Approved 0
ballast Owner 9
: Overdue
Agree way Work with customer to understand the findings and how the current oo lves
A0096 forward with maintenance contract can cope. If not, how the contract can be Control 100220 75 §
Manager 5 Overdue
Customer updated to address extra costs.
,Ga('he' . Identify critical or single point parts that may be damaged. Y Live =
ADDg5  MMOrMENONONyy derctand the suppliers, lead times, costs and potential delaysto Control 50 Partially 0
replacement . Manager 6 X
e current trains if there parts were not procured. effective
Edit Risk Bowtie Print Configure Close

Figure 122 — The Selected Risk panel

The Selected Risk dashboards provides an editable overview of the risk’s general description, quantitative
assessment, mitigation plan and actions. This is the same as the Risk Dashboard.
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Fields required for this report
Risk Summary

Project

Risk Owner

Category

Classification

Allocation

Quantitative Proximity

Comments

Risk Title

Cause

Effect

Quantitative Pre-mitigated Probability
Quantitative Pre-mitigated Cost assessment
Quantitative Current Probability

Quantitative Current Cost assessment

Quantitative Target Probability

Quantitative Target Cost assessment

Mitigation

Type

Owner

Action Name
Action Description
Action Owner

Instance

Classification: Internal

Where to locate the fields

Edit / Definition / Summary

Edit / Position & Timeline / Project Node
Edit / Position & Timeline / Owner

Edit / Position & Timeline / Classifications /
Category

Edit / Position & Timeline / Classifications /
Classification

Edit / Allocation / Manual

Edit / Position & Timeline / Start Date

Edit / Commentary

Edit / Definition / Name

Edit / Definition / Cause

Edit / Definition / Effect

Edit / Quantitative / Pre-mitigated / Prob (%)
Edit / Quantitative / Pre-mitigated / Cost (£)
Edit / Quantitative / Current / Prob (%)

Edit / Quantitative / Current / Cost (£) / Minimum,
Most Likely and Maximum

Edit / Quantitative / Target / Prob (%)

Edit / Quantitative / Pre-mitigated / Cost (£) /
Minimum, Most Likely and Maximum

Edit / Treatment / Primary Treatment Objective
Edit / Treatment / Primary Treatment Type

Edit / Treatment / Owner

Edit / Treatment / Edit / Title

Edit / Treatment / Edit / Description

Edit / Treatment / Edit / Owner

Edit / Treatment / Edit / Action Type
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Finish Date Edit / Treatment / Edit / Finish Date

(Baseline) or Finish Date (Forecast)

Progress Edit / Treatment / Edit / Implemented
Action Status Edit / Treatment / Edit / Effectiveness
Current Spend Edit / Treatment / Edit / Current Spend (£)

As the name suggests, this dashboard provides an overview of the risks against the project value of the
node and subsidiary nodes. It gives several graphics showing the risk impacts and categories plus list of the
top financial (by probabilistic mean) and risks with closest quantitative proximity. Finally, it breaks down
this risk into each categorisation and list the top N according to probabilistic mean.

The report works with the current risks but can be asked to provide output at a given date.

Use Risks From

Grid Filter Current Node & Descendants Grid Selection
Risk Status Set

Active Only In Progress (Active, Attested) Draft Only Retired Only More...
Top N (risks)

E |

Select Report Start Date
122.07.20 |

Scenario

Pre-mitigated Target

Generate Report Close

Figure 123 — The Project Risk Summary configuration panel
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Project
Design and Manufacturing Contracts

Total 27 risks (Project 'Design and Manufacturing Contracts') Date: 31.10.18

2 £500,000
137
T < £0
A e ‘ 1 sl o ol 3)
ate P o B o et al exth 2l n A0S yné
S e 1o e o g™ I e R T
o w <2 s
o
o
e’
I category Count —4— pMean

Manager Sponsor Data Set Total Risks
Master 27
Summed Node Budgets Node Budget Allocated Risk Budget Unallocated Risk Budget
£85,125,840 £15,000,000 £2,745,146 -£2,595,146
Summed Risk Budgets Node Risk Budget (contingency)
£2,575,168 £150,000
Risks against Aggregate Project Value
Min' Risk (%) Exp’ Risk (%) Max' Risk (%) Likely (%) Prob’ Mean (%)
4 11 20 6 6
£3,892,998 £9,683,165 £17,182,999 £5,550,000 £5,803,474
w|<|1]|>|»
Risks against Project Value
Min' Risk (%) Exp’ Risk (%) Max' Risk (%) Likely (%) Prob’ Mean (%)
4 11 20 3 &
£3,892,998 £9,683,165 £17,182,999 £5,550,000 £5,803,474
w|<|1]|>|»
Number of Risks by State Number of Risks by Status
Unassigned
Quarantined
New
Live
Active
@ Active 20 @ Quarantined 7 @i 18 @ New 5 () Unassigned a
~
Number of Risks by Level
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- £ 5,000,000
6
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Top Financially Rated Risks (by Probabi
Code Project Title Mitigation Prox. Cost Score Prob Mean Alloc.
Understand and address
where technical and market
o005 Space Exploration and There is a risk that There is a severe lack knowledge is weak, how to o, £1,875,000 £300,000
Travel of specialist resource in space scientists. improve that knowledge and
conduct the necessary
communication
Identify if previous testing
c0334 High Speed Train There_ is a risk that Flight path results are was sufficient, |de_ntlfv what 852 £1,416,666 £53,146
v2020 unreliable has changed and if new
testing is required.
. o . Identify and address
Space Exploration and There is a risk that Composite technology .
Ccoo03 Travel may not have required strangth Strengtf.v weaknesses in new -913 £1,400,000 £150,000
composite product.
Hioh Speed Trai There is a risk that Communication e e e e
Co004 ‘2%20"“ Lelld receiver (which shares data with other ~ © “.;“-?Et <l % “"3 "“t‘”d 750 £416,666 £100,000
K space equipment) dees not work. (PROINEE Gl L8 Gl e OOF
source alternative product
Design and . . " B
o310 Manﬂfm“rmg There is a risk that Tenderers decline  Understand the gaps in the o, = 227,500 £100,000
bidding current tender and rewrite it.
Contracts
5[v] «|<[2]>]»
Risks with Closest Proximity
Code Project Title Mitigation Prox. Cost Score Prob Mean Alloc.
Design and o . .
c0310 Manufacturing Tlher_e is a risk that Tenderers decline Understand the gaps in ;he. 281 35 £227,500 £100,000
bidding current tender and rewrite it.
Contracts
Asbestos registers provided
to the contractor for Hangar
8. Contractor to undertake
High Speed Train e a Type 3 survey during design
Cc0297 v2020 There is a risk that Discovery of asbestos period. This intrusive survey 491 10 £7,583 £5,000
cant be dene pruior to
contract as building needs to
be unoccuopied.
Design and There is a risk that Strengthening of Identify the extra weight of
co291 Manufacturing structure required to support new the flues and the stress -568 £758 £500,000
Contracts external flues limits of the hangar.
Operations are often not
e e (it
Co304 Manufacturing There is a risk that Operational exercises ey 3 -568 £14,083 £250,000
maintained with Base to
Contracts q
ensure that adequate notice
is obtained if possible.
Design and There is a risk that Strengthening of Identify the extra weight of
coa14 Manufacturing structure required to support new the flues and the stress -568 £758 £500,000
Contracts external flues limits of the hangar.
5 «|<[a]]»
Risk Categories
Safety
Code Project Title Mitigation Prox. Cost Score Prob Mean Alloc.
Identify if previous testing
0334 High Speed Train There is a risk that Flight path results are was sufficient, identify what g, £1,416,666 £53,146
v2020 unreliable has changed and if new
testing is required.
Asbestos registers provided
to the contractor for Hangar
8. Contractor to undertake
0297 (I Spe=d] Thats There is a risk that Discovery of asbestos 1YPe 3 survey during design g, 10 £7,583 £5,000
V2020 period. This intrusive survey
cant be done pruior to
contract as building needs to
be unoccuopied.
DE Tech 10, references
relevant documentation. UFC
details all the relevant
sections of the NFPA, ETL 02-
Design and P - 15 references the relevant
C0303 Manufacturing There is a risk that Clarity in adherence american standards. All fire -700 10 £5,016 £7,000
of fire standards . :
Contracts engineering sub-contractors
to be LPC approved. If crown
fiore standards are more
stringent, then these are to
be utilised.
Acquisition Project Management
Code Project Title Mitigation Prox. Cost Score Prob Mean Alloc.
Design and p " .
: There is a risk that Tenderers decline  Understand the gaps in the
C0310 Manufacturing bidding current tender and rewrite it. -281 35 £227,500 £100,000
Contracts
Technical
Code Project Title Mitigation Prox. Cost Score Prob Mean Alloc.
. P . Identify and address
Space Exploration and There is a risk that Composite technology :
C0003 Travel may not have required strength Strellg[f’ weaknesses in new -913 £1,400,000 £150,000
composite product.
P [ understand how product has
- . There is a risk that Communication
High Speed Train ) ] . changed and how new
C0004 v2020 receiver (which :;h:res dat: W|tl'||( other product can be adapted or -790 £416,666 £100,000
EZCEREIU DIERAU GO RN O source alternative product
Keep abreast of personal
o technology use by customers
. " There is a risk that Customer technology ° .
High Speed Train - "' and review how technical
€0323 v2020 ir:ah);]i‘\]te more advanced by the time train improvements can be made 668 35 £38,666 £15,000
during the life of the
manufacture
Review the current weight
Design and There is a risk that Strengthening of limits, test the stress points
0298 Manufacturing structure required to support overhead  and identify what options -700 £17,333 £275,000
Contracts gantry. there are to strengthening
the gantry. v
Nacian and Thara ic a rick that Shranathaning f Tdantify the avies wainht of

Figure 124 — The Project Summary button and report

The top section provides information about the project such as who the manager is, how many risks the
project holds, the project value, the risk contingency budget and how much of the risk budget has been

allocated so far.

Classification: Internal
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The Risks against Aggregate Project Value section is showing:

Min’ Risk (%) This is the current minimum 3-point estimate of every risk within the project and
subsidiary projects summed together.

Exp’ Risk (%) This is the current most likely 3-point estimate of every risk within the project and
subsidiary projects summed together.

Max’ Risk (%) This is the current maximum 3-point estimate of every risk within the project and
subsidiary projects summed together.

Likely (%) This is the PMean of every risk within the project which has a probability of 50 or
higher.

Prob’ Mean (%) This is the minimum, most likely and maximum 3-point estimates summed together
and divided by 3 for each risk and then the result of each risk summed together for

the project and any subsidiary projects.

The Risks against Project Value section shows the following:

Min’ Risk (%) This is the current minimum 3-point estimate of every risk within the project summed
together.
Exp’ Risk (%) This is the current most likely 3-point estimate of every risk within the project

summed together.

Max’ Risk (%) This is the current maximum 3-point estimate of every risk within the project summed
together.

Likely (%) This is the PMean of every risk within the project which has a probability of 50 or
higher.

Prob’ Mean (%) This is the minimum, most likely and maximum 3-point estimates summed together
and divided by 3 for each risk and then the result of each risk summed together.

The Number of Risks by State graph is showing in percentages the number of risks by System State.

System states are generally Quarantined =, Active < and Closed (retired).

The Number of Risks by Status graph is showing in percentages the number of risks by Risk Status. The
values are generally client specific and may be subsets of the system state Active.

The Number of Risks by Level graph is displaying risks against the qualitative assessment level e.g., 7 risks
have been qualitatively assessed as having a High cost impact. This graph also shows a black line which is

the summative probability mean of the risks within the high-cost impact assessment column.

The Number of Risks by Category graph is displaying the number of Categories and the black line
represents the summed probability mean of the risks within each category.

The Top Financially Rated Risks (by Probabilistic Mean) section is showing the risks with the highest
Current Probability Mean. The Current Probability Mean column is sorted.
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The Risks with Closest Proximity graph is displaying the risks with the closest quantitative proximity to
today. This means the system reviews the current date against Start Date of the risk. The Proximity

column is sorted.

Fields required for this report
Project Manager
Project Sponsor

Dataset used for this project

Project Value for every project

Risk Contingency for every project

Quantitative Current Probability

Quantitative Current Cost assessment impacts for each
risk

Risk Status

Qualitative Current Probability

Qualitative Current Cost assessment impact for each risk
Category that could be impacted by a risk

Risk Title

Mitigation

Quantitative Proximity

Allocation

Classification: Internal

Where to locate the fields

Edit Node Data / People / Risk Manager
Edit Node Data / People / Project Sponsor
Only administrators will have this option:

Edit Node Data / Formats & Settings /
Dataset

Edit Node Data / Description / Node budget

Edit Node Data / Description /Node Risk
Budget (Contingency)

Edit / Quantitative / Current / Prob (%)

Edit / Quantitative / Current / Cost (£) /
Minimum, Most Likely and Maximum

Edit / Review Record / Status

Edit / Qualitative / Current / Prob
Edit / Qualitative / Current / Cost
Edit / Classifications / Category

Edit / Definition / Name

Edit / Treatment / Primary Treatment
Edit / Position & Timeline / Start Date

Edit / Allocation / Manual
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5.8.1.12 Top ‘n’ Risks

This dashboard is designed to show the most cost impacting or proximity impacting risks across a single

node, or the portfolio and you dictate whether you want the top 5, 10 or whatever number.

% Top Risks Dashboard u
Top Financially Rated Risks (by Probabilistic Mean)
Code |Project Title Miti Prox. Cost Score Prob Mean Allac.
0439 Corporate There is a risk that Tensions between Fr... Reinforce the strong relatio.. -109 £5,466,566 £7,000
0438 Corporate There is a risk that several currently dev... Establish a team to specific.. -109 £2,583,333 £10,000
0440 Corporate There is a risk that financial service cont... At present, wait until the Br.. -109 £2,475,000 £25,000
0444 Corporate There is a risk that we reduce or even c... Although our power to influ_. -109 £2,200,000 £50,000
0362 Corporate There is a risk that stakeholders may wi.. Meed to understand the und_ -71 £1,200,000 £0
-
Risks with Closest Proximity
Code Project Title it Prox. Cost Score Prob Mean Alloc.
0349 Corporate There is a risk that New trading laws ma... Understand the impact on o... -40 £195,833 £671,691
0362 Corporate There is a risk that stakeholders may wi... Need to understand the und... -71 £1,200,000 £0
0350 Corporate There is a risk that Political tensions are.. Understand the Chinese gri.. 83 £24,000 £413,348
0443 Corporate There is a risk that Suppliers move their... If we are a key customer =_. -109 £293,333 £10,000
o441 Corporate There is a risk that Experts seeking exp_. Even though we have litde . -109 £533,333 £800,000
—
Top Qualitative Rated Risks
Code Project Title Mitigation Prox. Cost Score Prob Mean Alloc.
0438 Corporate There is a risk that several currently dev... Establish a team to specific.. -109 £2,583,333 £10,000
0442 Corporate There is a risk that UK have less/no infl. We are unable to react until. -109 £795,666 £5,000
o351 Corporate There is an opportunity that Chinese Go.. Understand the timing, bud.. 205 -£2,083,334 £301,153
0440 Corporate There is a risk that financial service cont... At present, wait until the Br... -109 £2,475,000 £25,000
o002 Corporate There is a risk that USA. is well_. Und, d the ali d. -377 £5,833 £8,355
-_—
Close

Figure 125 — The Top ‘n’ Items report

When running this report, you are able to select either a specific impact or all impacts.

N.B the list of impacts shown in the figure below may be different as these are configurable.

Configure Report - Top Risks
Use Risks From

Grid Filter

Current Project Node

Current Node & Descegda

Finance

| Schedule
Restricted Risks
Safety
Standard Restricted All
Security
Top N (risks) Environment
5
Operational
Scenario’ Legal
Pre-mitigated Current Target .
Reputation
Impact’ All Impacts
Finance Schedule Safety Security Environment \ Finance v
Generate Report Close

Figure 126 — Selection of Impacts
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The selection of All Impacts will provide you with the Worst Score.

Top Financially Rated Risks (by Probabilistic Mean)

Code Project Title Mitigation Prox. Prob Mean Alloc. Assessm... | Likelihood  Ipffpact  Worst Sc...
C0010  CompanyWide 1nereisa threat that Carbon £5,000 €0 Finance a a 16
Emission Targets are not met
Risks with Closest Proximity
Code Project Title Mitigation Prox. Prob Mean Alloc. Assessm... | Likelihoog Impact  Worst Sc...
Thi a threat that IT
C0009  CompanyWide o oo tireatinatourt 23 £0 £0  safety 3 4 12
infrastructure is compromised
. Apply policy 067 -
Ccooo1 Company Wide ek a.threat Gl ad subcontractor 49 £0 £0 Finance 4 3 12
key materials
management
Top Qualitative Rated Risks
Code Project Title Mitigation Prox. Assessment  Likelihood Enpact Worst Sco...\l
0010 Company Wide There is a threat that Carbon Emission Finance 4 4 16
TEFgEtS are not met
Th threat that Del f k Apply policy 067 -
Ccooo1 Company Wide S DR R 5 AL 49 Finance 4 | 12
materials subcontractor management
T s a threat tha
cooos Company Wide here is a threat that our IT 23 safety 3 4 12

infrastructure is compromised

rint Configure

Figure 127 — The Top ‘n’ Items report — Worst Score

The dashboard shows 3 sections.

Top Financially Rated Risks (by Probabilistic Mean): This section shows the risks with the highest Current

Probability Mean.

Risks with Closest Proximity: This section shows the risks with the closest quantitative proximity to today.
This means the system reviews the current date against Start Date of the risk.

Top Qualitative Rated Risks: This section shows the risks with the highest Current Qualitative Cost impact.

The Cost Score column relates to the Heatmap score generated by the risk.

The Probability Mean column shows the PMean of each risk. A PMean is the quantitative current cost
scores (minimum, most likely and maximum values summed together) multiplied by its probability.

The Allocation column shows how much money has been manually requested for each risk.

Fields required for this report
Quantitative Current Probability

Quantitative Current Cost assessment impacts for each
risk

Qualitative Current Probability

Classification: Internal

Where to locate the fields
Edit / Quantitative / Current / Prob (%)

Edit / Quantitative / Current / Cost (£) /
Minimum, Most Likely and Maximum

Edit / Qualitative / Current / Prob
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Qualitative Current Cost assessment impact for each risk Edit / Qualitative / Current / Cost

Risk Title Edit / Definition / Name

Mitigation Edit / Treatment / Primary Treatment
Quantitative Proximity Edit / Position & Timeline / Start Date
Allocation Edit / Allocation / Manual
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This dashboard shows the effectiveness and spend of Actions against the Risks Cost impact.

l~”

Selected Risk Impacts and Risk Action Spending & Success
£ 9,000 -

— £ 2,200,000
2,000,000
£ 8,000 — £ 2,000,000
Y708 000 — £ 1,800,000
£ 7,000 - 2,000
\ — £ 1,600,000
£ 6,000 - Illl‘
|‘| — £ 1,400,000
7 \ g
5 £ 5,000 \ — £ 1,200,000 E
= \ =
5 \
T £ 4,000 \ ~ £ 1,000,000 ﬁ
< \ =
\'. - £ 800,000
£ 3,000 |
\
\ . - £ 600,000
£ 2,000 Curr= 400,
4 000 - £ 400,000
£ 1,000 200,000 cul
L0 000 - £ 200,000
4.‘fgg o 5 L 50,000 snfn Currs 40,008,591 20,00
£0 - o 4 d e 3 e _?- — £0
- o .- RS .- = . o
P & o A R e @® s « o
o et 0® o 5% P 9% e
Oq_% W o3> A 0-5‘; W 036 v
= =" e e e
. Unsuccessful Actions Cost Pending Actions Cost . Successful Actions Cost
Code Risk Name Failed Pending Successful ROI
USA CT 0280 Sub-contractor X going into adminstration. 1 o 1
USA CT 0319 strike action by A, B and C personnel could be conducted 1 1 2
USA CT 0321 the lead time on the part may delay production of tram 1 1 1
USA CT 0355 Trams may not meet new environmental regulations 1 1 L
USA CT 0369 Trams being defaced and logos/signs damaged or removed o 1 1

Figure 128 — The Action Success button and report

Each column represents a risk and the successful, pending, or unsuccessful actions within that risk.
Failed actions are actions that have not been considered effective or successful and are displayed as red.

Pending actions are actions which have not yet been 100% implemented or completed and displayed as
yellow.

Successful actions are actions that are considered successful and displayed as green.

In the example above, risk USA CT 0319 has a successful action (in green) costing £1000, 2 pending actions

(in yellow) costing a combined £3,700 and a failed action (in red) costing £500. A total of £5,200 has been
spent on actions.

Along with this column is a line which represents the pre-mitigated, current and target quantitative current
cost impacts.

ROI means the Rate of Investment and the tool considers if the amount of money spent on actions has been
financially worth it against the risks impact cost.

Underneath the graph will be listed the risks involved in generating the graph.
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Fields required for this report
Risk Name

Action Implemented

Action Success

Action Cost

Action Status

Quantitative Pre-Mitigated Cost assessment impacts

Quantitative Current Cost assessment impacts

Quantitative Post-Mitigated Cost assessment impacts

Classification: Internal

Where to locate the fields
Edit / Definition / Name

Edit / Treatment / Select an Action / Edit /
Implemented

Edit / Treatment / Select an Action / Edit /
Effectiveness

Edit / Treatment / Select an Action / Edit /
Current Spend

Edit / Treatment / Select an Action / Edit /
Status

Edit / Quantitative / Pre-Mitigated / Cost (£)
/ Minimum, Most Likely and Maximum

Edit / Quantitative / Current / Cost (£) /
Minimum, Most Likely and Maximum

Edit / Quantitative / Target / Cost (£) /
Minimum, Most Likely and Maximum
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5.8.1.14 Risk Data Complete

The Risk Data Complete report shows fields which are completed within the range of risks on your main
screen.

il | =

Fields Completion for 18 risks selected (Project:Corporate)

100% -

80% -

60% -

100 100 100 100 100 100 100 100 100

40% - 83 83

Percent Complete
=
(=]
o

20% -

0%

e PSRN A S A R R S ® & & a4 R
c“b\'e,&c;d&oa‘f’ g _\,e?‘e'@q&“’ o e @ E @& S 4\"“:@"" ‘.\ob@‘e,é‘-"‘b o® 4\“‘:&"‘2‘,
o & ¢ &

Edit Close

Figure 129 — The Risk Data Complete report

For example, the above dashboard is showing that from 18 risks on screen the Legacy and Assumption
fields have not been completed for any of the risks, whereas Class has been completed for 88% of the risks.

Note: The administrator can change the fields so that you can review specific fields. For the above
example, the fields below are required.

Fields required for this report Where to locate the fields

Legacy Edit / Position & Timeline / Legacy Code

Risk Type Edit / Definition / Descriptor

Classification Edit / Classifications / Classification

Group Edit / Group Membership

Escalation Level Edit / Escalation

Assumption Change View: Grid Controls / Grid Settings / Display (change to

Assumptions)

In Assumptions: Select Assumption / Edit / Definition / Linked

Risk
Risk Owner Edit / Responsibility / Owner
Category Edit / Classifications / Category
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Risk Allocation
Proximity

CCS (Corporate Cost Score)

CWS (Corporate Worst Score)

PCS (Project Cost Score)

PWS (Produce Worst Score)

Probability

Cost

Time

Review (Last Review Date)
Start

Finish

Objectives

Classification: Internal

Edit / Allocation / Manual
Edit / Position & Timeline / Start Date

Edit / Qualitative / Current / Prob
Edit / Qualitative / Current / Cost

Edit / Qualitative / Current / Prob
Edit / Qualitative / Current / Other impacts

Edit / Qualitative / Current / Prob
Edit / Qualitative / Current / Cost

Edit / Qualitative / Current / Prob
Edit / Qualitative / Current / Other impacts

Edit / Quantitative / Current / Probability

Edit / Quantitative / Current / Most Likely / Cost

Edit / Quantitative / Current / Most Likely / Time

Edit / Review Record / Last Review
Edit / Position & Timeline / Start Date
Edit / Position & Timeline / End Date

Edit / Linked Objectives
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The Risk Data Missing report displays which major risk data is missing.

Ll || <

Fields Outstanding for 18 risks selected (Project:Corporate)

100% -

80% -

60% -

40% -

Percent Outstanding

20% -

17 17 17 17 17
e PRSP S S S A A S S S .
006 e\ﬁ)‘_&"\QE’ \b" O(D q{o“% (‘a 0 \\OD Q@ < sz © Q‘a\ <« (PG}‘&\@QPA\Q' g,\o&(:’@& oF 4\6“’ &"e?
ks "@9 @®

Edit Close

Figure 130 — The Risk Data Missing report
The above report is showing that from 18 risks on screen the Legacy and Assumption fields are not
completed for any of the risks (100% incomplete), whereas 12% of risks have not completed their Class

field.

Note: The administrator can change the fields so that you can review specific fields. Guidance on how the
administrator can make these changes is shown in the Administrator section of the manual.

The fields are the same as the Risk Data Missing report.
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Note: The scenario overview is one of several Heatmap reports. Each Heatmap provides a scoring overview
for a set of risks. The Heatmap configuration and colours are built by administrators along with risk and
impact appetite descriptions. This definition is appended as an index to the right-hand side of each
Heatmap and varies according to client configuration. A sample configuration is provided below:

Impact Type: Financial
The company has a moderate
appetite for cost risk where
good controls and KRI
measurements exist to
manage and control exposure
as it occurs

Critical risk

Immediate action required.
Board-level escalation. Risk-
committee notification.

Tolerated Risk

Priarity 2 mitigation
planning. Pregramme-level
escalation.

Mot Scored

Figure 131 — Risk Appetite Index

To reduce clutter the appetite index has not been shown with the Heatmap reports described.

The Scenario Overview dashboard is a variant on the standard “Project Current” Heatmap. A Heatmap is
produced showing how a Risk (or Risks) qualitative scoring differ over each of the configured scenarios.

Classification: Internal Page 113 of 186



Scenario Heatmap - C0431

Ule}9D J50LlY

Insignificant Minor Moderate Major Critical
Code +|Class. Project Name Cat.
C0431 Strategic Corporate Brexit issues affect us._... Acquisition Project
Management
< >
Download Image Reconfigure Close

Figure 132 — The Scenario Overview dashboard

The above dashboard is showing that the Risk 0431 has a “Pre-mitigated” score of 525 with and eventual
“Target” of 1.

5.8.1.17 Global Current

The Global Current dashboard uses the Global heatmap (which may be different from project heatmaps) to
display all the risks on screen. Typically, you would select the top node and then Global Current.

The Heatmap dashboard is based on the qualitative assessment for each risk.
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Use Risks From

Grid Filter | Current Project Node || Current Node & Descendants

Restricted Risks

standard | Restricted | All

scenario®

Pre-mitigated | Current | Target

Select Risk Type
Risk | Opportunity

Finance Schedule | Safety | Security | Environmen t | More..

show Impact Boundaries (zero/not scored)

Yes | No

show Risk codes (or Counts)

Risk Codes || Risk Count

Generate Report || Close

Figure 133 — The Global Current Dashboard - Configuration

The Restricted Risks section ask if you wish the report to show either Standard, Restricted or all risks. (This
is only used if you are using this functionality). If you are not using this functionality, then ignore this
option and accept the default ‘Standard’.

The Scenario section is asking if you wish the report to show the pre-mitigated, current or target state of
the risks.

The Select Risk Type is asking if you wish to report on either risks or opportunities — this is only applicable if
you have both Risks and Opportunities jointly displayed on your main grid.

The Impact section asks which assessment impact you wish the Heatmap to show. This will automatically
show a list of all impacts within the qualitative assessment section of the risks.

The Show Impact Boundaries (zero/not scored) includes all risks which have either been scored 0 or not
scored at all for probability and impact. This option can be switched on or off. A standard Heatmap will
probably contain a 5x5 matrix. If this option is turned on, the Heatmap will show additional blue cells:

L S 4—"j

Current Heat Map on 13.03.17 - Current Scenario

co351

C0431

co349 co4s58 coo09 cooo2
0350 C0362

ouRy

SjqibybaN

Not Scored Negligible Low Medium High Very High
Financial

Figure 134 — The standard Heatmap with optional zero or not scored cells
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The Show Risk codes (or Counts) section asks if you wish to display the risk codes or the risk count.

When you select Generate Report using risk Code a Heatmap will appear (the Heatmap below is not
showing the 0 boundaries).

[ x

Current Global Risk Heat Map on 11.10.16 - Scenario: Current

Very High

High

Medium

Prob ()

C0009 current co...

e ] s
CO0350 Political te__ C0362 stakeholde.

.4 -y -y -y 5 |

Negligible

Negligible Medium High Very High

Cost ()

Figure 135 — The Global Current Heatmap
The above example is a 5 x 5 Heatmap and is separated into 25 numbered sections each indicating a level of
probability and cost. The sections can be coloured as above in green, amber, and red to also indicate the

various levels.

Each risk will display its risk id and name. Risks with a white background mean they have no additional
threat level has been identified. Risks with a blue background mean they have a noticeable threat level.

Risks with a red background mean they have a significant threat level and finally a risk with a black
background means it has a catastrophic threat level.

If you select a risk, the Risk Dashboard will appear showing the core details of that risk.

Scroll down to view all the risks used to generate the Heatmap.

Code T Class. Project Name Cat. Worst Sc...
End User and

USA CT 0274 Operational USA - Chicago Trams Contractor A goes bust Customer
Agreements

USA CT 0280 Operational USA - Chicago Trams ST R GG Commercial

adminstration.

strike action by A, B and C personnel

USA CT 0319 Operational USA - Chicago Trams could ba conducted

Resource (Funding)

the lead time on the part may delay

USA CT 0321 Operational USA - Chicago Trams .
production of tram

Logistics

Trams may not meet new
environmental regulations

Trams being defaced and logos/signs

USA CT 0355 Compliance USA - Chicago Trams Environmental

USA CT 0369 Operational USA - Chicago Trams damaged or removed Security
cleaning product 123 may become
USA CT 0370 Compliance USA - Chicago Trams toxic in certain weathers as shown on Safety

limited tests

Figure 136 — Risks displayed underneath Heatmap
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The qualitative likelihood and cost figures are multiplied to produce the overall Heatmap score for each risk
e.g., Likelihood 4 x Cost 5 = Score 20.

Fields required for this report Where to locate the fields
Name Edit / Definition / Name
Risk Impacts Edit / Qualitative / Pre-Mitigated / Prob

Edit / Qualitative / Pre-Mitigated / Cost, Time, any Impact
Edit / Qualitative / Current / Prob

Edit / Qualitative / Current / Cost, Time, any Impact

Edit / Qualitative / Target / Prob

Edit / Qualitative / Target / Cost, Time, any Impact

Threat level Edit / Qualitative / Threat Level (3D)
Classification Edit / Classifications / Classification
Category Edit / Classifications / Category
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5.8.1.18 Global Historical
This dashboard is the same as the Global Current Heatmap but allows you to dictate which historical date

you wish to see the risks.

When selecting this dashboard, the following panel will offer several options, but this time will include
Select Report Start Date.

Configure Report - Global Historical n

Use Risks From

Grid Filter Current Project Node Current Node & Descendants

Risk Status Set

Active Only All Present (exc Deleted) In Progress (Active, Attested) Draft Only Retired Only More...

Restricted Risks

Standard Restricted All

Select Report Start Date
23.06.20

Scenario

Pre-mitigated Current Target

Impact’

cost time performance reputation Health and Safety More...

Show Impact Boundaries (zero/not scored)

Yes No

Generate Report Close

Figure 137 — The Global Historical Heatmap opening panel

Once the options are completed, select Generate Report to see the Heatmap:

B

Current Global Risk Heat Map on 11.10.16 - Scenario: Current

Very High

CC veral co

SIS T ST ST ST

High

Medium

Prob ()

Negligible I

Negligible Medium High Very High

Cost ()

Figure 138 — The Global Current Heatmap on a specific historical date
The list of risks used in the generation of the report are displayed underneath the chart.

The same fields are required as the Global Heatmap.
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5.8.1.19 Global Changed

This dashboard displays only the risks that have changed their score during a certain period.

Configure Report - Global Changed n

Use Risks From

Grid Filter Current Project Node Current Node & Descendants

Risk Status Set

Active Only All Present (exc Deleted) In Progress (Active, Attested) Draft Only Retired Only More...

Restricted Risks

Standard Restricted All

Select Report Start Date
‘ 23.06.20 |

Select Report Finish Date

123.07.20 |
Scenario
Pre-mitigated Current Target
Impact?
cost time performance reputation Health and Safety More...

Show Impact Boundaries (zero/not scored)

Yes No

Generate Report Close

Figure 139 — The Global Changed Heatmap opening panel

The opening panel now displays a Select Report Start Date and Select Report Finish Date to determine the
time frame you would like to analyse. Once the options are completed, select Generate Report:

[
.- kL T i );hb]:
Changed Global Risk Heat Map from 11.09.16 to 11.10.16 - Scenario: Current

Wery High

High

Negligible

Negligible Medium High very High

cost ()

Figure 140 — Risks whose scores have changed during a particular time period

Using the global heatmap the report shows only the risks that have schanged their heatmap score during a
particular time period of your choice.
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As with the other heatmaps, the risks used to generate the report are displayed underneath. However, now
displayed as columns is the Current Score, Current Likelihood and Current Impact score (eg Cost) as well as
Previous Score, Previous Likelihood and Previous Impact score.

The same fields are required as the Global Current Heatmap.

This dashboard displays the risks that have not changed their score during a certain period. The same initial
panel opens and asks for a time period and other details. The Heatmap report is identical to the Global
Current and displays the risks used to build the report underneath.

The same fields are required as the Global Current Heatmap.

This dashboard uses the project Heatmap to generate a local Heatmap for the node you are displaying on
screen. In all other senses, it is the same as the Global Current Heatmap.

The same fields are required as the Global Current Heatmap.

This dashboard uses the project Heatmap to generate a local Heatmap for the node you are displaying on
screen. In all other senses, it is the same as the Global Historical Heatmap.

The same fields are required as the Global Current Heatmap.

This dashboard uses the project Heatmap to generate a local Heatmap for the node you are displaying on
screen. In all other senses, it is the same as the Global Changed Heatmap.

The same fields are required as the Global Current Heatmap.

This dashboard uses the project Heatmap to generate a local Heatmap for the node you are displaying on
screen. In all other senses, it is the same as the Global Unhanged Heatmap.

The same fields are required as the Global Current Heatmap.

This dashboard displays quantitative values (options include Mean, Likely, Max) for Cost or Time impacts
against their probability.

There are 2 selectable options for the output, either by Velocity or by Proximity.

Velocity conveys the rate at which a risk can impact an organisation.
Where Triangle indicates highest velocity, Square = next highest, Circle = other.
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Icon sizing is according to the heat map score.

Each data point is coloured according to their qualitative values as converted from quantitative
assessments. That is their Heat map High, Medium, Low, or corresponding values.

Quantitative PID indicating Velocity

100

@ cons: coly ‘

Ukelihood Impact
v

%0 Coney

2 cady ‘
‘ Financial Impact
Figure 141 — The PID (Quantitative) report - Velocity

Proximity provides an indication of the closest risks in days. Where Triangular implies Imminent, Square <

n o«

N days, Circle = other (“Imminent”, “< N days” are configurable).
A downward triangle indicates the risk has expired. Icon sizing is also based on the proximity.

Each data point is coloured according to their qualitative values as converted from quantitative
assessments. That is their Heat map High, Medium, Low, or equivalent values.

Quantitative PID indicating Proximity
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Financial Impact

Figure 142 — The PID (Quantitative) report - Proximity
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5.8.1.26 Risks/Opportunities

This dashboard displays the risks owned by yourself or another with the greatest proximity or financial
impact.

% User Risk Status Dashboard | x|

User Name Name Total Risks Owned Total Risks Managed

Risk Manager 10 Risk Manager 10 2 2

Owned / Managed Risks

Code P Project Risk Owner Manager Prox. Prob.Mean Alloc.
USACT  USA-Chicago 1 o2 time on the part may delay production of tram Risk Manager 10 Risk Manager 4 -1513 50
0321 Trams

USACT  USA - Chicage N . . .

e e Trams may not meet new environmental regulations Risk Manager 10 Risk Manager 4 1148 50
;’;:;'T :Z‘:ﬂ'sc"'“ﬁ" Trams being defaced and logos/signs damaged or removed RiskManager 13 RiskManager 10 -1513 $100,000
USACT  USA-Chicago  cleaning prlodluct 123 may become toxic in certain weathers as Risk Owner 1 Risk Manager 10 1543 25,000
0370 Trams shown on limited tests

Viewing 1-4of 4 R4 <[]

Risks with Closest Proximity

Code Project Title Mitigation Prox. Cost Score Prob Mean Alloc.
Understand if the new

There is a risk that cleaning product 123 product Is a) toxic and

USACT 0370 USA - Chicago Trams  may become toxic in certain weathers -1543 $26,486 $25,000
o dangerous to use b) cleans
as shown on limited tests
appropriately
Need to understand the
USACT 0355 USA - Chicago Trams There is a risk that Trams may not meet potential impact of new 1148 $156,083 50
new environmental regulations regulations on current
designs.
Understand the suppliers
o ) problems and impact on
USACT0321 USA- Chicago Trams /€ i3 @ risk that the lead time onthe i oot with 513 $205,612 50
part may delay production of tram !
suppliers to overcome
problems.
. N Identify the most sought
USACT 0369 USA- Chicago Trams  |"7® i3 @ risk that Trams being defaced |\ i o g how this 1513 $33,108  $100,000
and logos/signs damaged or removed
can be protected.

viewing 1-4 of 4 |4 SR BE

Top Financially Rated Risks (by Probabilistic Mean)

Code Project Title Mitigation Prox. Cost Score Prob Mean Alloc.
Understand if the new

There is a risk that cleaning product 123 product is a) toxic and

USACT 0370 USA - Chicago Trams  may become toxic in certain weathers -1543 $26,486 $25,000
- dangerous to use b) cleans
as shown on limited tests .
appropriately
Need to understand the
USACT 0355 USA - Chicago Trams There is .a risk that Trams rt{av not meet potenn‘al impact of new 1148 $156,083 50
new environmental regulations regulations on current
designs.
Understand the suppliers
o i problems and impact on
USACT0321 USA-ChicagoTrams nereisariskthatthe leadtimeonthe | oo work with 1513 $295,612 %0

art may delay production of tram ,
P y Y P suppliers to overcome

problems.

Identify the most sought
memorabilia and how this  -1513
can be protected.

There is a risk that Trams being defaced

USACTO369 USA-Chicago Trams 1 jogos/signs damaged or removed

533,108 $100,000

Viewingl-dnf-!l wfc|1f>]»

Change User Configure Close

Figure 143 — The Risks/Opportunities button and report

In the above dashboard Helen Mirren manages 14 risks and is the risk owner for 8 risks and a list of the
individual risks is shown directly underneath.

The section Risks with Closest Proximity uses the quantitative proximity of the Start and Finish date of each
risk to indicate when the risks could materialise.

The section Top Financially Rated Risks (by Probabilistic Mean) organises Helen’s risks into risks with the
highest current probability mean.

At the bottom you can view the risks of someone else by selecting Change User.
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Note: You will only be able to view the risks from other risk owners within the node(s) you have access to.
Although you may be select other people’s names, you will not be able to see their risks.

Fields required for this report Where to locate the fields

User Name Administration / People / User ID
Name Administration / People / Name

Risk Name Edit / Definition / Name

Risk Owner Edit / Responsibility / Owner

Risk Manager Edit / Responsibility / Manager

Risk Impacts Edit / Qualitative / Pre-Mitigated / Prob

Edit / Qualitative / Pre-Mitigated / Cost, Time, any Impact
Edit / Qualitative / Current / Prob

Edit / Qualitative / Current / Cost, Time, any Impact

Edit / Qualitative / Target / Prob

Edit / Qualitative / Target / Cost, Time, any Impact

Proximity Edit / Position & Timeline / Start Date

Allocation Edit / Allocation / Manual
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5.8.1.27 Actions

This dashboard shows the actions owned by yourself or another person.

User Actions Dashboard
% User Name Name Total Actions Owned Total Actions Assigned Executor
Risk Manager 10 Risk Manager 10 4 1

Actions Not Started On-Time

Code Combined Id Description Executor Owner Instance Act Type Basel..\l- Progress Act Sta...
. ,
Actions Not Completed On-Time
Code ‘Cnmhlnsd Id ‘Dascrlpdnn ‘E:necmnr ‘I{)wnar ‘Inslznos Act Type |Ihsal...¢|ngrass Act Sta...
N N . Risk
ADDSS  USACTOzs0l V@St With key contractors every quarter to identify Manager Control Treat  01.12.17 20 Live
potential business threats 10
a a . 5 Risk
aooso usacroalgy  Meetwith Unionsto discover cause of problems, who is Manager Control Treat  01.12.16 10 Live
affected and the demands of the workforce. 10
Test the new product on a variety of tram components and Risk
AD180 USACT0370.1 in a variety of maintenance and weather conditions. Report Manager Control Treat 01.09.16 10 Live
the findings back to the Maintenance Team. 10
, 3 Risk
Contact and work with festival and specialist stall ownersto . p
AOITE ST 03691 o ool the areatoct pratoction, ok Menager 10 :léanager Control Treat  01.07.16 10 Live
. »
Viewing 1-4 of 4 [N w|ef1 n
Actions Requiring Help
Code |£0mlined Id ‘Desu'ipﬁnn |Exs:utor Owner |Inslimua |Act Type Basel...{ {ngrms JA&:[ Sta...
« .
Viewing 0-0 of 0 |« [ J1])]5]

Actions Un-Successful

Code !l‘ bined Id !I‘ ! Owner | |Acﬂvpe BmL..HI’mgrm ‘Act Sta...
. . N Risk
20055 UsacTosoq et with key contractors every quarter to identify Manager Control Treat  0112.17 20 Live
potential business threats 0
Test the new product on a variety of tram components and Risk
A0180  USACT0370.1 in a variety of maintenance and weather conditions. Report Manager Control Treat 01.08.16 10 Live
the findings back to the Maintenance Team. 10
. y - Risk
AOL178  USACTO3g9q  Contactandworkwith festival and specialist stall owners 1o oo v oo 10 Manager Control  Treat  01.07.16 10 Live
identify which signs and logos need the greatest protection. 10
El »
T [« [ ]>]
Actions Without Baseline Dates
Code Combined Id Description Executor Owner Instance Act Type Basel...\l Progress
Viewing 0-0 of 0
Actions Outstanding
Code ‘Cnmhlned Id |Dmn:ripﬁnn ‘Emcntnr |0wnar Instance ‘Ax:t Type |Bassl...~l¢_nglms |An Sta...
‘ ,
ewrg0r0 KD [ [ [:] ]
Actions Completed
Code Combined Id Description Executor Owner Instance Act Type Basel..d Progress
Viewing 0-0 of 0
Print Change User Configure Close

Figure 144 — The Actions report
In the example above, Helen is the risk owner for 7 actions. A series of status is displayed underneath.

Select the Combined Id reference to edit an action. The panel will remain on screen but the risk containing
that action will appear on the main screen behind. Close the panel to edit the risk on the main screen.

Note: You will only be able to view the actions from other action owners within the node(s) you have access
to. Although you may be select other people’s names, you will not be able to see their actions.
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Fields required for this report
User Name

Name

Action Description

Action Owner

Action Executor

Instance

Action Type

Baseline

Progress

Action Status

Classification: Internal

Where to locate the fields

Administration / People / User ID

Administration / People / Name

Edit / Treatment / Select an action / Description

Edit / Treatment / Select an action / Owner

Edit / Treatment / Select an action / Executor

Edit / Treatment / Select an action / Action Type

Edit / Treatment / Select an action / Action Treatment Type
Edit / Treatment / Select an action / Finish Date (Baseline)
Edit / Treatment / Select an action / Implemented

Edit / Treatment / Select an action / Status
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This report shows the amount of risk each project is managing.

Project
Corporate

Project Value vs Project Risk as %
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Risk Value

£50M
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Project Name

Corporate

Brexit

Brexit Risks

Brexit Opportunities

Design and Manufacturing Contracts
Space Exploration and Travel

High Speed Train v2020
Maintainance and Service Contracts
UK - London Underground

USA - Chicago Trams

Risk Count

Project Risk
1%

Project Value
£5,365,910,467
£100,000,000
£100,000,000
-£50,000,000
£275,001,258
£200,001,258
£50,000,000
£2,170,509,208
£320,000,000
£20,332,300

Risk Value
£34,766,667
£0
£11,861,399
-£2,680,000
£66,217
£19,085,799
£1,711,000
£1,584,333
£42,753,333
£974,333

10 v

« < 123> »

Print || Close

Figure 145 — The Value/Exposure button and report

Classification: Internal
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The report contains 3 sections:

Project Value vs Project Risk as %

Risk Value vs Project Risk as %

Risk Value

Shows the project budget, how many risks the project
contains and the percentage of risk (using the Quantitative
Current Cost Most Likely impact divided by the project
budget).

Shows the risk budget, how many risks the project has and the
percentage of risk (using the Current Cost Most Likely impact

divided by the project budget).

Project Risk shows how much percentage of risk each project
carries.

Project Value is the Project Budget.

Risk Value shows the summed current cost impacts of the risk
within each project.

If you rest your mouse cursor on any of the circles, a short summary will appear.

If a project has less than 5% risk, it will not show on the graph. If a project has more than 5% risk but very
few risks, the graph will show the name of the project without a circle.

If a project is critical to the business, it will be displayed as a red circle. If a project is not critically, it will be
displayed as a green circle. If the rating assessment has not been conducted on a project, the circle will be

grey.

The size of the circle relates to the number of risks within a project. The projects with the highest number
of risks (in comparison with the other projects on the graph) will attain large circles and the projects with
relatively low number of risks will have the smaller circles.

Fields required for this report
Project Value for each project

Risk Budget for each project

Where to locate the fields
Edit Node Data / Description

Edit Node Data / Description

Project Rating (is the project critical or not to the Edit Node Data / Assessment / Rating

business)

Quantitative Current Cost Most Likely impact for each risk  Edit, Quantitative

within the project

Classification: Internal
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5.8.1.29 Radial by Quantitative Probability

The Radial by Quantitative Probability is very similar to the previous dashboards. The bullseye circles are
split by the quantitative probability of the risks and then the segments you choose from the Segments List.
Here is an example:

Radial by Project u

Risk Quantitative Radar 13/03/2017 by 22 Filtered Risks: Scenario: Current I

Figure 146 — The Radial by Quantitative Probability with Classification segments
In the above dashboard, the inner circles represent each risk’s quantitative probability:

Zone 1: >80% to 100%
Zone 2: >60% to 80%
Zone 3: >40% to 60%
Zone 4: >20% to 40%
Zone 5: >0% to 20%
Zone 6: 0 / Not scored

The segments represent the classifications.

The object colours relate the Heatmap colour of the risks. White objects mean the risk has not been
assigned the search information. Diamond shaped risks indicate more risks to view.
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Fields required for this dashboard Where to locate the fields

Probability Edit / Quantitative / Quantitative Current
Probability

A risks quantitative proximity Edit / Position & Timeline / Start Date

A risks classification Edit / Classifications / Classification

Risks severity Edit / Qualitative / Treat Level

Risk criticality Obsolete option. Please do not use.

Project Phases Edit Node Data / Phases
and

Edit / Position & Timeline / Phase Type
Risks maturity Edit / Review Record / Maturity
The quality of the information the risk is based on  Edit / Review Record / Quality

The category which could be impacted by a risk Edit / Classifications / Category

Risks status Edit / Review Record / Status
Risk state Edit / Review Record / State

Risks exposure level Edit / Qualitative / Exposure

Risk calculation method Edit / Qualitative / Type

Owning Organisation Edit / Responsibility / Owning Org
Objectives Edit / Linked Objectives
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This dashboard uses a bullseye chart to show the critical and non-critical projects within a node.

Programme Radar Radial 14/11/2016

(9 c.
a*” %o,

p Qaf,\b“ ﬁ e
r

\anesLPiEssgy

%, o
%%? (1] o

Key
Zone 1: Critical (score=2)
Zone 2: Not Critical (score=1)
Zone 3: [none] (score=0)

Segment 1: Corporate
Segment 2: Brexit
Segment 3: Design and Manufacturing Contracts
Segment 4: Maintainance and Service Contracts
Segment 5: Research Blue Sky Travel
Segment 6: Specialist Functions
Corporate : Critical
1 Corporate
Corporate : Not Critical
Mo results.

Corporate : [none]

No results.

Brexit : Critical

Figure 147 — The Radial by Project button and report

In the example above, Corporate is the parent node which has 5 child nodes (i.e., Brexit, Design and
Manufacturing Contracts, Maintenance and Service Contracts, Research Blue Sky Travel and Specialist
Functions). Each of the child nodes has a segment of the bullseye. Within each segment shows further
child nodes. In the example above the Brexit segment shows number 63, 35 and 64. 63 represents a child
node of Brexit that has been assessed as critical to the business. 35 represents a child node that is not
considered critical to the business and 64 is a child node of Brexit which has not been assessed. The inner
red circle relates to projects which are considered critical, the middle green circle represents projects which
are not considered critical, and the outer grey circle means these projects have not yet been assessed.

Each child project is represented by a circle or a star. The circle represents projects, and the star represents
programmes.
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If a project is represented by a red object, the project has been assessed as having critical weaknesses. An
orange object represents serious weaknesses, a yellow object represents minor weaknesses, and a green

object means the project is considered on target.

Fields required for this dashboard Where to locate the fields

Project Rating (is the project critical or not to the Edit Node Data / Assessment / Rating

business)

Project Score Edit Node Data / Assessment / Score

Project Type Edit Node Data / Assessment / Node Type
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Risk data, which either spans the risk portfolio or belongs to an individual risk, can be downloaded to Excel
or JSON. However, only users with download access can use this feature. The reports available will be
different for each organisation, however if no specific reports have been defined, then the default reports
will be available. Each of these downloads are configurable.

Open All Sections +

&, Summary & Risk Register Summary Report & Short Summary_Worst Assess...
-t Short summary -t Summary Hybrid -t Mitigation and Actions

&, Quantified & Qualitative & Summary Actions

& Risk on a page

i’ Structure & Metadata —*’ Data Fields Complete é’ Data Fields Incomplete

& Audit & Signoff & Benefits & Risk Landscape

_" Risk Mitigations and Actions L... —*l! Cause and Effect Register _" On Screen View

-‘ﬂ Arrisca Automation -t Arrisca Project Risk

Figure 148 - The Reports button and panel
The reports listed below are the default reports.
Risk Reports Summary This report downloads risk data such as: class,

category, probability, qualitative impact,
insurance, mitigation, start and finish date.

Risk Register Summary Downloads risk data such as: cause,
consequence, category, mitigation strategy and
last review.

Short Summary with worst Downloads risk data such as: probability cost

assessment impact, worst impact and risk scores.

Short Summary Downloads risk data such as: probability, cost

impact and score.

Short Summary Hybrid Downloads risk data such as: category, start and
finish dates, probability, minimum, most likely
and maximum cost impacts, actions, action
progress and last review.

Mitigation and Actions Downloads risk data such as: category, start and

finish dates, mitigation and actions, completion,
current progress and review dates.
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Portfolio

Arrisca
Compatible

Quantified

Qualitative

Summary Actions

Risk on a Page

Structure & Metadata

Data Fields Complete

Data Fields Incomplete

Audit & Signoff

Benefits

Risk Landscape

Arrisca Automation

Classification: Internal

Downloads risk data such as:

classification, category, start and finish dates,
probability, minimum, most likely and maximum
quantified cost impacts, score, proximity, last
review, allocation and probability mean.

Downloads risk data such as:

classification, category, start and finish dates,
gualitative probability, all qualitative impacts and
scores and last review.

Downloads risk data such as: cause, consequence,
category, qualitative probabiliy, impacts and scores,
actions and forecast completion dates.

Dowloads individual risk information on a single
excel sheet, with reach risk on a separate tab.
Although configurable, this form of output will
require riskHive support to produce.

Downloads project data such as: project titles,
ratings and scores, datasets used, project and risk
budgets, start and finish dates of projects.

Downloads the same data as Structure & Metadata
but also includes a section showing the level of
completion on key fields.

As above but this time showing the level of
incompleted key fields.

Downloads which projects have been assessed and
the assement details.

Downloads the risks relating to any beneifts of the
project.

Downloads project details such as aggregated and
individual node budgets, minimum, expected and

maximum cost figures, aggregated pmean for each
node, risks as a percentage of the project budgets.

riskHive also produces the software Arrisca which is
used specifically for analysing quantative risk data.
This report will generate an excel spreadsheet
containing the Cost quantitative values ready for
importing into Arrisca for analysis.
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Arrisca Project Risk This report will generate an excel spreadsheet
containing the Time quantitative values ready for
importing into Arrisca for analysis.

Custom Your administrator can create reports to meet your
exact requirements and they will saved in this
section.

The Reports panel provides functionality for easily exporting Microsoft Excel Risk Registers into the ERM
system.

Select any of the reports and a configure report panel will appear. This panel may be slightly different
depending on the report selected:

Use Risks From

Current Project Node Current Node & Descendants Grid Selection

Risk Status Set

Active Only All Present (exc Delete

=%

In Progress (Active, Attested Quarantined Only Retired Only More

Restricted Risks
Restricted Al

Scenario

Pre-mitigated Target

Cost®

GBP (£ usD ($ NZD (3 AUD (8 More

Time?

Hours Days Weeks Months More

Generate Report Close

Figure 149 — The Reports panel

The Use Risk From section asks if you wish to download data from the Grid Filter (l.e. what is currently
showing on your grid, Current Project Node (l.e. everything in the node you are in at the time of running
the report), Current Node and Descendants (l.e. everything in the node you are in and below) or the Grid
selection (l.e. if you have selected specific risks showing in your Grid).

You can select the risk status from the options in Risk Status Set. Note: This is the system status only and
not the ERM states.

Restricted Risks will only be available to you if you have permissions to see restricted risks.
The Scenario section asks if you wish to see data from Pre-mitigated, Current or Target assessments.

You can choose to see currencies in the local rate of the project or a choice of other rates through the Cost
option.

As with the Cost, you can choose to see the report displaying the timing of the project or in different
timings of your choice through the Time option.

Once you have made your selections, select Generate Report and the data will be exported to Excel.
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Depending on the report you selected, the spreadsheet will something like the below:

Report ID: 1082.001.000

Project Name: UK - London Underground

Export Date: 20019 Risk Register Summary Report

Project Manager:

Project Sponsor:

Record Count: 10

Class Node Risk Status  |Risk Name Category Likeihood [Impact | Cumulative Score Risk Owner Mitigation Wiigation Owner  |Start Date |Finish Date |LastReview  |Legacy
[There is a risk that Severe weather damage sustained by Develop new processes or technology to
tracks over 4 months because Electric boxes and tracks

Operational UK - London Underground damaged due to lightning, frost and extremely low Safety 44 Risk Manager S0 Risk Manager 6 13.07.16| 01.04.17| 01.01.16| 33%
temperatures which wil resultin Trains may need to be
adacted for fuiur safe guard equipment.
| There is a risk that Terrorist threats and actions may impact Ensure maintenance crews are updated and
smooth running of track because The country is on a higher

Operational UK - London Underground Securi 34 Risk Manager 2 repared for deaiing with normal Risk Manager S 01.08.15] 01.11.18| 11.03.16|

= ¢ aert o terrois hreats o publc transportwhich valresutin| - ¢ prep ¢ g

 Trains delaved maintenance but also emergency equipment

Figure 150 — Downloaded Risk Register Summary Report

All reports in the Portfolio section download immediately once selected and need no configuration to run.

The Registers panel provides functionality for easily exporting and importing Microsoft Excel Risk Registers
into the ERM system. The panel contains the standard Risk Register which can be downloaded and used as
a template. Organisations can create their own registers for their specific usage. If the field names remain

the same, registers can be uploaded without difficulty.

Individual risk data or risk data spanning the portfolio can be downloaded into Excel, altered, and uploaded
back into ERM. Only users with export and import access can use these features.

y 4

To download a Register, click on the required register and a configure report panel will appear. This panel

Figure 151 - The Registers buttons

may be slightly different depending on the report selected:

The report will download into excel and will usually appear as a download on the bottom left-hand side of

your screen.

Use Risks From

Current Project Node

Risk Status Set

Active Only

Restricted Risks

Restrict

Scenario

Pre-mitigated

Time?

Hours Days

All Present (exc Deleted)

Current Node & Descendants

Target

Figure 152 — The Register panel

In Progress {Active, Attested) Quarantined Only

Generate Report

Retired Only

Close

If you decide to amend the data within the download and wish to re-import the register, select the

equivalent register in the Standard Imports section. An import screen will appear:

Classification: Internal
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Drag and drop a file or dlick here to upload.

Close

Figure 153 — The Import panel

Drag and drop your excel file on the black part of the screen to upload your data into the system.
You can amend your Node Data information from the Register panel.

This panel allows users with the correct permission to schedule reports on a regular basis. It enables you to
email a particular person a copy of a report or register on a set time and date and repeat the email if
necessary.

() shetesaprs

_t Summary _&n Risk Register Summary Report _‘n, Short Summary_Worst Assessment

-t Quantified _‘. Qualitative _‘- Summary Actions

.f, Risk on a page

ok Cost Risk Model Export update shest o sk Register - with inks X sk negister

Figure 154 — The Schedule Output button and panel

Manage Schedule Scheduled Exports Provides a list of current scheduled exports.
Exports
Standard Reports Risk Reports which can be emailed to a specific

person, at a specific time and date and repeated
eg weekly, monthly.
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Custom Reports Custom Reports which can be emailed to a
specific person, at a specific time and date and
repeated eg weekly, monthly.

Standard Registers Standard Registers which can be emailed to a
specific person, at a specific time and date and
repeated eg weekly, monthly.

If you select a report or register the following panel will appear, although depending on your configuration
the last two fields could look different:

Repeat

|Weekly v‘

Start Time

[23:30 |

Start Date

[06.03.18 |

Email To

| ~]

Use Current Advanced Search?

[ves v]

Prior Reporting Period

| Months V‘

Updated within Last (select period)

[ \

Created within Last (select period)

[z |

Use Risks From

| Current Project Node ~ ‘

Scenario

| Pre-mitigated V‘

Financial’

| local rate v ‘

Schedule’

| local rate h ‘
Schedule Report Close

Figure 155 — The Schedule Report Summary panel

Once the Start Time, Start Date and Email To have been set up, you can repeat emailing the report or
register hours, days, weeks, month or years later.

The Start Time is asking the exact hour and minute you wish to email the report or register.

The Start Date is asking the exact date you wish to begin the report. It will repeat according to the selected
Repeat period.

The Email To is asking who you wish the report or register to be sent to. You can schedule a report to be
emailed to specific users and/or groups of people.

If you have previously used the Advanced Search to filter your risks on the main screen, the Use Current

Advanced Search? option will save your Advanced Search filter options and use this again if you were to
repeat emailing the report or register to someone at a later time/date.
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To reduce the content of the output to only those risks that have been created and/or updated during a
given time span, use the Prior Reporting Period. Here you can specify the report should contain only those
risks that are new or have changed during the N Days/Weeks/Months prior to generation of the report.

Use Risks From tries to identify where the risks are current stored (either in the current node or node and
descendants), risks that have been filtered or highlighted on the main screen.

You can select from pre-mitigated, current or target risk status using the Scenario option.
The Financial option is asking what currently you wish the report or register to display.
The Schedule option is asking what rate you wish the report or register to display.

By selecting Schedule report, you are setting up the time and date when the report will be emailed. This
will also be recorded in the Schedule Exports list in the previous panel.
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5.8.2.4 My Risks

My Risks enables you to see the risks which you have been identified as the risk owner or managing the
risk.

a User Risk Status Dashboard
User Name Name Total Risks Owned Total Risks Managed
Risk Manager 10 Risk Manager 10 3 2

Owned / Managed Risks

Code 1 ‘Project Risk Owner Manager |Pr0x. ‘Prob.Mean Alloc.
M&S Maintainance
Contracts and Service programmes may face additional tax costs Risk Manager 10 Risk Manager 11 -1574 £26,089

0320 Contracts
USACT  USA - Chicago

0321 Trams the lead time on the part may delay production of tram Risk Manager 10 Risk Manager 4 -1513 S0
USACT  USA- Chicago . . . -

0355 Trams Trams may not meet new environmental regulations Risk Manager 10 Risk Manager 4 -1148 S0
G UR-Gifge Trams being defaced and logos/signs damaged or removed Risk Manager 13 Risk Manager 10 -1513 $100,000

0369 Trams

USACT  USA-Chicago  cleaning product 123 may become toxic in certain weathers as
0370 Trams shown on limited tests

Risk Owner 1 Risk Manager 10 -1543 $25,000

Risks with Closest Proximity

Code Project Title Mitigation ‘Prox. Cost Score Prob Mean| Alloc.

Understand if the new

There is a risk that cleaning product 123 product is a) toxic and

USA CT 0370 USA - Chicago Trams  may become toxic in certain weathers -1543 $26,486 $25,000
- dangerous to use b) cleans
as shown on limited tests .
appropriately
Need to understand the
USACT 0355 USA- Chicago Trams There isa risk that Trams may not meet potentl.al impact of new 1148 $156,083 50
new environmental regulations regulations on current
designs.
Understand the suppliers
I . problems and impact on
USACT 0321 USA- Chicago Trams | 1ere s ariskthatthelead time onthe oo oo ieh 1513 $205,612 $0
part may delay production of tram .
suppliers to overcome
problems.
Understand the tax
M Maintai d There is a risk that implicati d deadli
Contracts aintainance an: ere is arisk that programmes may  implications and deadlines. | ./ 0 £26,089
0320 Service Contracts face additional tax costs How can we adapt the

project to limit the tax?

Identify the most sought
memorabilia and how this  -1513
can be protected.

There is a risk that Trams being defaced

USACT 0369 USA- Chicago Trams and logos/signs damaged or removed

$33,108 $100,000

«

Viewing 1.5 of 5

Top Financially Rated Risks (by Probabilistic Mean)

Code ‘ijecl ‘Title ‘Mitigation ‘Prux. Cost Score Prob Mean ‘ Alloc.

Understand if the new

There is a risk that cleaning product 123 product is a) toxic and

USA CT 0370 USA - Chicago Trams  may become toxic in certain weathers -1543 526,486 $25,000
. dangerous to use b) cleans
as shown on limited tests .
appropriately
Need to understand the
USA CT0355 USA - Chicago Trams There B3 risk that Trams may not meet pu(entl_al impact of new 1148 $156,083 50
new environmental regulations regulations on current
designs.
Understand the suppliers
PR . problems and impact on
USACT0321 USA- Chicago Trams | 1ere @ risk that the lead ime onthe 1y oo ieh 1513 $295,612 $0
part may delay production of tram X
suppliers to overcome
problems.

Identify the most sought

memorabilia and how this  -1513
can be protected.
L’ 0000000 @@ 0/9o oo/ 00 00000000 ______¢

Print Change User Configure Close

There is a risk that Trams being defaced

URAGIEER UR-Eiftegn UemD and logos/signs damaged or removed

$33,108 $100,000

Figure 156 — The My Risks button and report

In the above report Risk Manager 10 manages 2 risks and is the risk owner for 3 risks and a list of the
individual risks is shown directly underneath.

The section Risks with Closest Proximity uses the quantitative proximity of the Start and Finish date of each
risk to indicate when the risks could materialise.
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The section Top Financially Rated Risks (by Probabilistic Mean) organises Risk Manager 10’s risks into risks
with the highest current probability mean.

At the bottom you can view the risks of someone else by selecting Change User.
You can edit a specific risk, by clicking on the Code Reference.

NOTE: You will only be able to view the risks from other risk owners within the node(s) you have access to.
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5.8.2.5 My Actions

This report shows the actions owned by yourself or another person. As with the previous report, there is an
option to state what level of confidentiality or security you wish to place on printed reports.

User Actions Dashboard

&+

«

User Name Name Total Actions Owned Total Actions Assigned Executor
Risk Manager 10 Risk Manager 10 4 1

Actions Not Started On-Time

Code Combined Id Executor Owner Instance Act Type Basel Progress

Viewing 0-0 of 0 an B

Actions Not Completed On-Time

<

Actions Un-Successful

Code ‘Combined Id ‘Description ‘[xeculor ‘Owner |Insmnce ‘Acl Type ‘Basel...\l/ ‘ngress ‘Acl Sta...
Meet with key contractors every quarter to identify Risk

A0055  USACT 0280.1 vith key v v Manager Control Treat  01.12.17 20 Live
potential business threats 10
Meet with Unions to discover cause of problems, who is Rk

AD059  USACT0319.1 p ’ Manager Control Treat 01.12.16 10 Live
affected and the demands of the workforce. 10
Test the new product on a variety of tram components and Risk

A0180  USACT0370.1 in a variety of maintenance and weather conditions. Report Manager Control Treat 01.09.16 10 Live
the findings back to the Maintenance Team. 10
Contact and work with festival and specialist stall owners to ik

A0178  USACT0369.1 . By P . Risk Manager 10 Manager Control Treat 01.07.16 10 Live
identify which signs and logos need the greatest protection. 10

«

Viewing 1-4 of 4

Actions Requiring Help

Code Combined Id Description Executor Owner Instance Act Type Basel...\, Progress Act Sta...

I
Viewing 0-0 of 0 ﬂ!l

<

Viewing 1-3 of 3

Actions Without Baseline Dates

Code ‘Combined Id ‘Description ‘[xeculor ‘Owner ‘Inmnce ‘Aa Type ‘Basel... N3 ‘Progress ‘Acl Sta...
Meet with key contractors every quarter to identify Risk .
A0055  USACT 0280.1 N N Manager Control Treat 01.12.17 20 Live
potential business threats 10
Test the new product on a variety of tram components and Risk
A0180  USACT0370.1 in a variety of maintenance and weather conditions. Report Manager Control Treat 01.09.16 10 Live
the findings back to the Maintenance Team. 10
. B o Risk
A0178  USACTO3go.1  Comactand workwith festival and specialist stall owners to p.oyypooer 10 Manager Control Trest  01.07.16 10 Live
identify which signs and logos need the greatest protection. 10

Code Combined

<

Actions Qutstanding

Executor

Owner

Instance Act Type Basel Progress

Viewing 0-0 of 0 [« [<[2]>]~]

Viewing 0-0 of 0

Actions Completed

Code Combined Id Description Executor Owner Instance Act Type Basel..\, Progress Act Sta...
-+

v

Description

Executor

Owner Instance Act Type Basel...\, Progress

‘ Print H Change User H Configure H Close ‘

Figure 157 — The My Actions button and panel

In the example above, Helen is the risk owner for 7 risks. A series of status is displayed underneath.

Select the Combined ID

Classification: Internal

reference to edit an action.
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5.9 Tools

The Tools panel gives you tools to attach documents, view key words across risks and projects, view
geographical locations of projects, create bowties and groups, Monte Carlo simulations on costs and

schedule.

User Toois —

1=
= £dit Node Data

BOWTIE GENERATOR —

K New Bowtie

STATISTICAL & ANALYSIS —

B cos e

% Quantitative to Qualitative

Create Group

g‘ Users Online
c Refresh Risks

BuLk EXPORT/IMPORT —

EE Bulk Copy Risks

X selecta Tool x|
f Open All Sections +

SYSTEM ToOLS —

Q Enterprise Attachments @ Word Cloud

(W Boutie from selected off soute from Al [/ Bowtie from Group

= Schedule Analysis i= Simulation History = Qualitative to Quantitative

+ Add to Group B Remove from Groups Manage Groups

@ User Access @ User Activity @ User Risk Activity

~
(Y7 Refresh Page ﬁ Scheduled Exports

X Gl Bxport Risks & Bulk Import Risks

@ Vo View

System Tools

Bowtie
Generator

Statistical &
Analysis

W 2 i

NI

Classification: Internal

Figure 158 — The Tool button and panel

Edit Node Data

Enterprise Attachments

Word Cloud

Map View

New Bowtie

Bowtie from Selected

Bowtie from All

Bowtie from Group

Cost Analysis

Refer to 5.1.5 — this is permissions based.

Documents and hyperlinks can be added to
the root projects.

The Word Cloud searches through the risks to
find common words or phrases and displays

them in a simple diagram.

Shows the geographical location of projects.

Create a new risk using the bowtie.

Display the bowtie from the risk or risks
selected.

Display the bowtie from all the risks on
screen.

Display the bowtie of a Group.

Runs the Monte Carlo simulation using the
risks displayed on screen.
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Classification: Internal

Runs the Monte Carlo schedule analysis.

Convert qualitative Cost assessment to a
quantitative assessment.

Convert quantitative Cost assessment to a
gualitative assessment.

Creates a group.

Add the current risk(s) to a group.

Remove the current risk(s) from a group.

Lists the current groups and enables you to
view the risks within each group, remove risks
from a group or delete a group.

Shows which users are currently using or have
accessed the system within the last hour but
their session has not yet timed out. This
option is only available to an administrator.

Shows how many times a user has logged into
the system and the date of their last log in.

Shows the date and time when a user has
logged in or out of the system within a given
time frame.

Shows the activities you conducted within a
time frame.

There are many occasions where extensive
changes are made to a risk. To ensure all
changes are showing on the screen, select
Refresh Risks.

If work has been conducted in the Dataset or
Administration pages i.e., custom fields have
been added, lists altered, Heatmap colours
changed then the main page may need
refreshing to display those changes.

These are only available to an administrator.
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5.9.1.1 Enterprise Attachments

Documents and hyperlinks can be added at the project level through the Enterprise Documents option.

Q|

I Upload Attachment ‘ Add Hyperlink I Delete / Remove
Attachment Timestamp { Creator

https://www.riskhive.net/v5/Main.htm

2019-01-22 18:12:357 manager
RIBA Plan of Work 2013 Overview.pdf 2016-02-25 14:59:23Z manager
EU Guidelines for Business.docx 2016-02-23 15:41:567 manager
http://riskhive.com/ 2016-02-09 17:30:187 manager
Viewing 14 of 4

@ |«

1) »
Close

Figure 159 - The Enterprise Documents button and panel

As with Attachments, to add a document select Upload Attachment, to add a hyperlink select Add

Hyperlink and you also can delete documents and hyperlinks.

5.9.1.2 Word Cloud

Word Cloud conducts an analysis on the text within the Name, Cause or Effect of the risks you have on

screen and shows duplicated words or sentences.

Use Risks From

Grid Filter Current Project Node Current Node & Descendants Grid Selection

Risk Status Set

Active Only All Present (exc Deleted) In Progress (Active, Attested) Quarantined Only

Restricted Risks

Standard Restricted All

Analysis Fields

Mame, Cause & Effect Name, Cause & Effect, prime only Name & Cause

Y -]

Retired Only Maore...

Name & Effect Cause & Effect More...

Generate Report Close

Figure 160 - The Word Cloud button and panel

Classification: Internal
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Once you have made your selection, select Generate Report and the following panel will appear:

Words

Click on a cross (X) in the 'Search?' column to add that row's word to the main grid search. Click on a tick () to remove that word. Currently
searched for words can be seen with a + in that column. The main grid search can be reset by ‘Clear Grid Search’ button.

A word cloud of the contents of the Words grid can be generated from the ‘Word Cloud’ button. By default, all words are sent to the word cloud,
but you can select rows to include and only those will be used. Tip: select rows to exclude and then use the ‘Inverse’ selection option on the grid to
get an inclusive selection of everything not be excluded.

Risk Count | Word Risks Search?
5 uie C0002, C0437, C0438, C0439, C0440, C0441, C0442, CO443,
C0444 x

EU C0349, C0437, C0438, C0439, C0440, C0441, C0442, C0443,
co444

new €0002, CO007, CO348, CO351, C0440, C0444, COS66
C0437, C0439, C0440, C0441, C0442, C0444

C0437, C0438, C0441, 0442, C0444, CO566

leaving
due

will €0002, CO007, CO440, CO443
projects C0349, CO351, CO362, CO441
countries C0349, C0440, C0441, C0444
leave

referendum C0437, C0439, C0440, C0443
impact C0007, CO349, C0444
current C0009, CO437, CO440
company C0009, C0427, CO566

project C0349, CO350, CO351
contracts

C0437, C0440, C0444

influence

0442, C0443
C0442, C0444

x
x
x
¥
x
x
x
C03489, C0438, C0441, 0443 ¥
x
x
x
x
x
x
x
x

MM Iw W WwWwWwah bbb soo- 0

programmes

Viewing 1-48 of 48

Sentences

Risk Count 4| Risks
2 UK are leaving the EU 0441, C0442
V’lewinglflnfl w|<[1|>]»

‘Word Cloud

Clear Grid Search Edit Print Close

Figure 161 - The Text Analysis panel

The panel returns all duplicated words and shows how many risks contained a word in the Risk Count
column. The individual risks are displayed in the Risks column.

As many words are shown, you may wish to deselect common words which do not contribute i.e., due, will.
You can filter the risks further by typing in the Search box.

By selecting the Word Cloud option, a graphic will appear showing the key words:

changed standards problems Contractor  next ferries changes
weather " requ1rements security rePl"=‘Ce'“ent "
g[‘e,afercontracls?-ent ro c water delayed llmlted
Partslocal life Lack ma]ntengupce fmanc]a[ -
work tram UStomele!;SEUago elay[;)m][eétw
certait n 3 - Affect o uiain
ke dLé'sdsyearSAddlt]OnaldeSIgnmetro :
reCIUIre(d LA “Pﬂ costs . S”Pp”‘ru's‘a . ntracks .
high trac I’r in d l 1N areas
site ]mt L L bundconducteg
o tCost ti emdamage rntls
trams uses ccess .recentl)
demand trw &t regUlatlonS Safety constructlon
management dlncreaf_le CU§t8ﬁgr trvaei’slegpﬁort g?%%[sgy
: “ difficult afmtage lncreased sufficient lssues action
ompan

fnkz manuac f.l:lrr.]rgg ace < become lternatlve s‘):/stem
Download Image || Configure || Close

Figure 162 - The Word Cloud panel

Classification: Internal
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The Word Cloud acts as a visual interpretation of the key words across the risks. From the example above,
it is clear that within a specific project the main concern and opportunity is around damage and delays.

The Configure option enables you to tailor the filtering even further.

| x

Colour Scheme

[Trafﬁc Light {Gradient) VI

Font

| Default V‘

Maximum Number of Words

Minimum Risk Count

Update Cancel

Figure 163 - The Configure panel
The Colour Scheme enables you to change the colours on the Word Cloud.
The Font section enables you to choose a different font.

The Maximum Number of Words enables you to cut down how many words you wish to display on the
Word Cloud.

The Minimum Risk Count tells the system to display risks with up to a minimum number of repetitive words
within a risk.

By changing the configuration of the example above, we can make the word cloud look something like the
below:

increased manufacturing
maintenance

LZ: Custome rS Uconducted ;
Ad d ] t] O n a l De[ay transport

C trains d meet amage
UStomer e l eal’S building

=  required

g&ﬁ‘gn current ..

amaged Safety secunt

s traintime Cost™ g -
Increase

water ..,

Figure 164 - The Word Cloud panel reconfigured
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The Map View provides a geographic view of where the various projects are located by clicking on the
various black boxes showing the number of projects in each area.

Q
Commercial

Design and
Manufacturing Contracts

Space Transport
High Speed Train v2020

unassigned .
Concept .
Design
Manufacture e Afiica

n

In-Service TR 0 projects L s JEERPEL
Europe South America .
5 no projects
Commercial
Space Expleration and n

Travel

North America
no projects

South America
no projects

Close

Figure 165 - The Sign Off panel
This graphic is for information only. When a location is entered into the Administration panel there is a

Region option to select for each node. By selecting a Region, each project will be identified on the
Navigator map.
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Bowtie diagrams are a simple and effective tool for visualising and communicating risk information to
employees at all levels. Not only is a Bowtie a very simple way to create a risk but the diagram clearly
displays the links between the assumptions, potential causes, the controls, event and consequences of the
risk(s) and fallback options.

*

Figure 166 - The New Bowtie button panel

Right click anywhere on the screen, select Create New Risk.

Name

Project Node
Corporate » Brexit v
Corporate
4 Brexit
Brexit Risks

Brexit Opportunities
4 Design and Manufacturing Con...

Save Close

Figure 167 — Creating a new risk

Type the name of the risk in the Name section. Identify where you wish the risk to be stored in the Project
Node section. Select Save.

RISK (CURRENT)

RISK (CURRENT)

Figure 168 —A new risk in the Bowtie
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The newly created risk will appear in the centre of the screen.

To add a cause, right click in the Risk box, then select Add New Cause..., give the cause a Name and a
current qualitative Probability level and select Add. Do the same for the Effects and this time add a current
qualitative Impact. You can add multiple Causes and Effects.

NOTE: Any assessment impact can be selected for the Prime Effect, however, only Cost can be selected for
all other Effects.

Underneath the first Cause of Risk and Risk Effect you created will be displayed the word prime in grey.
The Bowtie will list the first Cause or Effect as the primary concern.

If you are not satisfied with the order of the Causes or Effects, come out of the bowtie, with the risk

selected, select the Edit button, and select Definition. In the Cause or Effect section, select the risk you
wish to move. Select Sort and the following panel will appear:

Drag to change sort order...
< Cause 1

¥ Cause 2

... then click "Sort' to save changes.

Figure 169 — The Sort panel

Click and drag the Cause you wish to move to the correct position within the Causes list. Select Sort.
Back in the bowtie, to delete a Cause or Effect, right click in the cause box and select Delete.
Note: The changes you make to the risks probability and impacts may affect the colour of the risk box.

Controls, Responses and Fallbacks can be added using this method as well. Select the cause box, right click,
and then select Create New Control and the following panel will appear:

Description

Status

‘ > |

Implemented
\ ]
Effectiveness
\ v

Cause/Effect

\ 7

Figure 170 — The Create Control panel
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Give the Control a title in the Name section and describe the Control in the Description section. Finally,
identify if the Control is Not-Approved, Approved, Live or Completed in the Status section. Select Save.

If the action has already started, identify the level of implementation and effectiveness.
Note: If an action is above 75% implemented and 75% effective, the action will be coloured blue within the

bowtie. This symbolises the action is controlled and needs no further monitoring. If an action is
uncontrolled (that is, under 75% implemented and less than 75% effective) then the action will be red.

Identify which countries wish to leave the..

\‘ Work with existing companies
whose countries will remain within ~ ~—_
the EU

Worlk with customers in countries which ...

Figure 171 — Example of Uncontrolled (red) and Controlled (blue) actions
As you can see, each action will also have a bar underneath split into 3 sections representing the status for
the risk, its level of implementation and effectiveness.
Identify which Cause or Effect this action relates to.
There are arrows between the Cause of Risk and the Risk Controls. These are links and showing which
actions are addressing which cause. If a Risk Control has not been linked to a cause (e.g., the final action in
the column) there will be no arrow.

Note: The Risk box will change colour according to the current highest probability and cost impacts.

The grey object within the actions sections means an action has not yet been created but the system has
put in a place holder instead.

To create a Response or Fallback, click on the Effect.

ASSUMPTION cause CONTROL RISK (CURRENT) RESPONSE EFFECT (COST) FALLBACK

e b and bacs
maged due to Ightning, frost
EEEE A

ASSUMPTION cause CONTROL RISK (CURRENT) RESPONSE EFFECT (COST) FALLBACK

Refresh || Downloadimage || SwitchLayout Mode || PrimeScoring || Scenario || Impact || Close

Figure 172 — Example of bowtie with responses and fallbacks
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This is a very useful feature giving the Risk Manager the ability to view a Bowtie of a single risk of a

selection of risks.

If you select a single risk and then select Tools and Bowtie from Selected, you will see the following:

CAUSE CONTROL

The desire to leave the EU may
impact other countries who remain
within the EU

Identify which countries wish to lzave the.

‘ prime

Several countries wish to exit the Work with customers in countries which vr...

Work with projects which have EU related

CAUSE CONTROL

Figure 173 — A single risk displayed in the Bowtie

RISK

C0345: Benedict Cumberbatch

EFFECT

Download Image

Mew trading laws may impact
prejects located in countries
outside the EU

Corporate (Level 1)

RISK

Ensure current trading laws that
benefit us are still in place

prime

Time is required to understand the
changes in trading laws and how
they impact each project

Switch Layout Mode

EFFECT

Prime Scoring Change Scenario... Close

The system will automatically generate a bowtie diagram using the cause, treatment, event, consequence,
and fallback information that has previously been entered into the system. Where information has not
been added, there may be blank spaces, but you can use the bowtie to add the elements required.
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If you select several risks, th

en select Tools and Bowtie from Selected you will see:

CAUSE

CONTROL

RISK EFFECT FALLBACK

The desire to leave the

EU may impact other

countries who remain
within the EU

Ensurs current trading
laws that benefit us are
stil in place

New trading laws may

impact projects located
in countries outside the [~ prims
EU N

Several countries wish
to exit the EU

Time is required to
understand the changes
in trading laws and how
they impact each project

.
4

prime

prime

Customer of Project
Electrical Bicydles may
have more money to
invest in other travel

Chinese Government to Work with customer to

New Chinese Leader
believes Space Travel is
fundamental to China's
ability to lead industry

understand impact and

mediums (ie space).
potential future
opportunities.

(E—— ]

Other Chinese

release a significant
amount of money for
funding pioneers space
travel projects.

Wark with current Chi

companies may wish to

CAUSE

Corporate (Level 1)

diversify into space
travel.

CONTROL RISK EFFECT

FALLBACK

-

Download Image || Switch Layout Mode || Prime Scoring Change Scenario. Close

If an empty box appearsint
generated which you can co

Figure 174 — Several risks displayed in the Bowtie

he Risk Control column this means a place holder for an action has been
mplete later.

At the bottom of the panel are the following options:

Download Image

Switch Layout Mode

Prime Scoring

Change Scenario

Close

Download the image to PDF.

Makes a number of bow ties fit closer together.

The colour of the risk is dictated by the qualitative Probability x Prime Cost
impact. By changing this to Worse Scoring, the risk colour will be dictated by

the Probability x Worse Impact score.

The bowtie will show the current scenario of the risk by default. You can
choose another scenario.

Close the bowtie and return to the main screen.

If you filter and display on screen all the risks you wish to see in a bowtie you do not need to select them,
you simply select Bowtie from All and a Bowtie will open showing all the risks.

Similar to Bowtie from Selected above, if you select the Group header, Tools and Bowtie from Group you
will see all the risks within the Group displayed within the Bowtie. The lead risk will show at the top of the

Bowtie.

Note: The more risks you display, the bowtie will be more complicated (and difficult to read) on screen.

Displaying a group of risks within a bowtie is not just simple but extremely effective when trying to update

several risks and reviewing t

Classification: Internal

he potential impacts of those changes on other risks within the group.
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Monte Carlo simulation is a technique which can be used to quantify the impact of uncertainty on a
project’s cost and/or schedule. Ranges of possible outcomes are specified by the user as to how long each
individual task might take, or how much each item costs. Running a Monte Carlo simulation generates
hundreds or thousands of possible scenarios for each input, allowing decision makers to understand their
best-case scenario, their worst-case scenario, and everything in between.

As implied, there are two aspects to the analysis held with the Tools and Statistical & Analysis section.
Cost and Schedule Analysis.

E Cost Analysis — Schedule Analysis EE Simulation History

Figure 175 — Statistical Analysis options: Cost and Schedule Analysis

Risks held in the ERM application may be assigned a quantitative cost impact across each of the configured
scenarios. ERM is then able to run a simulation which shows the distribution of the outcomes of those
risks, across all the simulated scenarios. ERM also calculates various statistics from all simulated values,
enabling the user to understand what their risk is at a given percentile. For example, if you wanted to find
out how much risk contingency you would need to be 90% confident it was sufficient, you would look at the
P90.

For cost analysis to provide some informative output, a node must have risks with cost impacts. Constant
values are permitted but may not provide any more insight than “adding” values. Risks and nodes in a
hierarchy are allowed, using node and descendant risks. The analysis will simulate ate each node and
aggregate results ups through the hierarchy as the analysis progresses.

Preparation for analysis of risks at a given nodes simply select the node and select “Cost Analysis”.

All risks will be added to the analysis, regardless of having any quantitative cost.

The output following shows a single node with a fixed cost of £500,000,000 and multiple risks.

4 4 UK - London
- UK LU O
UK LU
- UK LU
UK LU
UK LU
UK LU
- UK LU
w UK LU 0230
UK LU 1021 that ¥
UK LU 1022: tr

Figure 176 — Cost Analysis panel
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Uncertainty may be added to the node by selecting Edit.

— -

Details
Cost Fixed Overrun Cost (Per Unit) Schedule Lag Type
[500000000 | (o | [ Finish-to-Start |
Planned Duration Schedule Lag Value (+/-)
[0 | o |
Pre-mitigated Scenario Current Scenario Target Scenario
cont 4 E— o) @ Erra—
| I || | | | I | I | | | |
rive 9 ) @ e | Erm—
| N N J| || I | I N |
Save Changes Close

Figure 177 — Cost Analysis quantitative assessment panel

Node uncertainty may be entered here for each of the configured scenarios. Fixed cost of the node may
also be adjusted. Certain inputs related to Schedule analysis are also available these (Overrun Cost per
unit, Schedule Lag Time, Planned Duration and Schedule Lag Value) will be explained in the Schedule
Analysis Section (5.1.16.9).

As well as being able to adjust node parameters, each of the risks may be selected and their cost impacts
can be adjusted by selecting Edit Quantitative data.

Cost Analysis
+ & UK - London Underground Type Title: Notes
o UK L1 0285: Changes o securit URLU 0285: Changesto securtysate There s s that Changes tosecurtystste ~ ~
%8 UK LU 0326 Terrorist threats a. result in incraased restrictions on workforce -
™ UK LU 0346: Safety seating bec. Pre-mitigated Variance Values Current Variance Values Target Variance Values
% UK LU 0345: Tracks flooded
v UK LU 0337 Trai Probabii.|  Min|  Exp|  Max| Shape Probabil. in|  Exp|  Max| Shape probabili.|  win|  exp|  wmax| shape
¢ UK LU C010: Mo Triangul £1,000, £1,300, £1,700, Triangul 0%
8 UK LU 0290: Inds o ££0.000 £45,000 £60.000 ar 5% 000 000 000 ar
UK LU 2021 that X
ok L 2022 1 it Quantiatve Data.
o UK L0 2027: New ik = N
‘Save Changes. Simulate View Simulations Export Import Close
© Quantitative Assessment =]
Pre-mitigated Scenario e — Target Scenario
s pents rebts E—
Cost (£) Triangular v| | costle) Triangular v Cost (£) {shape  ~]
[ 20,000] | as,000] | 60000 | 1,000,000| | 1,300,000] | 1700000, | | | |
Quick Set Save Changes || Close

Figure 178 — Cost Analysis Edit Quantitative panel

Once the appropriate Fixed costs, uncertainties and risk impacts have been configured an analysis can be
run by selecting Simulate.
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You can run the analysis at the mode level or at individual risk level. To run the simulation, select the level
at which you wish to run the analysis and click on the Simulate button.

Please configure a simulation.

Scenario
Pre-mitigated
Current
Target

Quality
Standard - 1000 v

Manual Seed

Run Simulation Close

Figure 179 — Simulate panel

You can select any, or all the scenarios, by using the control key. Then chose how many iterations you want
the analysis to be based upon. The selectable Monte-Carlo iterations/quality and their labels are
configurable (by Support). The default values are as follows.

Quality
[ standard - 1000 v
Test - 200
Standard - 1000
Detailed - 2000
Deep - 5000

Figure 180 — Iteration options

You can specify the number generation start seed for a Cost or Schedule simulation. The seed is saved with
a simulation.

Manual Seed

Figure 181 — Manual Seed options
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Output from all scenarios will result in a combined summary of the Fixed Cost Risk.

Figure 182 — Cost Analysis Iterations output
The top graph in this example is showing the Fixed Costs at the Deterministic.

The bottom graph is showing the Cost Risk- adjusted project cost Fixed Cost Risk + Deterministic Value.

You can switch of any of the results by clicking on the radio buttons which are situated below each graph.

. Pre-mitigated (5-Curve) . Target (S-Curve) . Pre-mitigated (Frequency) . Target (Frequency)

Figure 183 — Cost Analysis display options

If you wish to add a Commentary for reporting purposes, then click on the Commentary button.

Commentary

Figure 184 — Cost Analysis Commentary panel

Simulations are archived and any comments will also be retained.
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By clicking on the Select Scenario button you can retrieve a detailed simulation output.

In the screen shot below, the Current Scenario was selected.

Fisd o sk

Simulation Output

Figure 185 — Cost Analysis Iterations output - Example

The output consists of:
e S-curves for the Fixed Cost Risk and node Deterministic.
e  Percentile results table for the selected node simulation output.
e A Tornado graph for the contributing risks.

e Risks Cost Simulation Outcome Data Table containing the data produced from the Monte Carlo
simulation. This shows the 0%, 10%, 50%, 85%, 90% and 100% probability of costs occurring, and
the percentage these figures are of the total project value. The statistical average is also produced.

If you wish to view the output as a histogram, select the Toggle Histograms button at the bottom of the

page.
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Uses Notes 30 Commentary

‘cost of cnancal ik (cha)

et
I o
| ]
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] i
L] L]
SS—

Figure 186 — Cost Analysis Histogram output - Example
Where applicable, each graphic and associated results may be viewed in more detail and printed (see View
Results and Print buttons).

It is very useful being able to see previous simulations and have a comparison between previous and the
current simulation.

Select a row then select View Simulations and the simulation will appear.

Unwanted simulations can be deleted.

View | Delete

Date L Project Analysis Type Scenario terations Comment

23/07/202015:03 UK- London Underground  Cost Pre-mitigated, Current Target 1000

02/06/2020 15:17 UK-London Underground  Cost Pre-mitigated,Current Targst 1000

17/04/2020 16:07 UK- London Underground  Cost Current 1000

17/04/2020 15:54 UK-London Underground  Cost Pre-mitigated,Current Targst 1000

15/04/2020 1151 UK- London Underground  Cost Current 100000

15/04/2020 11:48 UK- London Underground  Cost Pre-mitigated, Current Target 1000

27/12/201% 1401 UK- London Underground  Cost Pre-mitigated,Current Target 1000

27/12/2019 13:59 UK- London Underground  Cost Pre-mitigated, Current Target 1000

16/09/2019 16:32 UK- London Underground  Cost Pre-mitigated,Current Targst 1000

3
10 v 1

Figure 187 — Configure Simulations view

As well as analysing risks and uncertainty at a single node, a simulation may be run against a hierarchy of
nodes and impacting risks.

This is achieved by requesting Node & Descendant risks prior to opening the Cost Analysis tool. Select the
risks you wish to analyse using the standard grid filters (e.g., risks belonging to a certain category), and

these risks will be used for the simulation.

As an example, the following sample shows multiple nodes, where the risk category was filtered on
“Commercial”. Here you can see that the simulation will now run on those highlighted risks.
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4 & Maintanance and Senvce Cont...
& UK - London Lindenground

—
-

& NZ - Chistcanch South Veest ...

N |

g BAS DETE: Farts of the b

W/ Tithe
M Lainaecs and Service Conlracs

Projuct Cost {Deturministic)
155000000

Nustis

Cont Sam (2]

£11,241,275,004

Data Pra-mitigatad Varianed Waleis Currant Variames Vafues Targat Variancs Walugs
Tyee Valu Hin, E Shigw Hin, E Shage Hin Exyl ] Shaps
e
« I « I « I

« I

Esil

Save Chamges || Simulile || iew Seations || Expet || Dmpoid || Chese

Figure 188 — Cost Analysis — Multi node/project simulation panel
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Schedule analysis can be used to understand time impacts on a given project. The scheduler will show the
activities in the programme Work Breakdown Structure (WBS).

You can also connect risk information of project activities to the baseline schedule which will enable you to

run a Schedule Risk Analysis (SRA). This will provide you with sensitivity information of individual project
activities to assess the potential impact of uncertainty on the final project duration and cost.

For the Schedule analysis to work, you must first build your schedule.
To do this, you must select the Schedule Analysis option from within the ‘Tools’.

The following screen will appear. At this stage, the top-level Programme information will appear. The start
date on the schedule screen will be the date given to the start of the programme as entered in the Node
information.

Work Breakdown Structure x

& UK - London Underground 1

UK - Landon Undergraund — |

o1 Jan 03:00 06:00 09:00 12:00 15:00 18:00 21:00

Name/Title Type Notes
UK - London Underground |Nudd

Schedule Lag Type Schedule Lag Value (+/-) Overrun Cost (£) (Per Unit)
Finish-to-Start o 0

Project Duration (d) (By Dates) Project Cost (£) (Deterministic) Project Cost (£) (Per Unit)
-31231 500000000 1]

Save Changes  Toggle Data View  Simulate | View Simulations | Export  Import | Close

Figure 189 — Schedule Analysis panel — creating your schedule
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To add in your Project Phases, right mouse click on the Programme and select Add Child.

Work Breakdown Structure x

& UK node: UK - London Undergro

Add New Item:
As Child... UK - Lendon Underground
Cannot Edit

Cannat Remave o1 Jan 03:00 06:00 09:00 12:00 15:00 18:00 21:00

Figure 190 — Schedule Analysis panel — adding Phases (step 1)

The system will prompt you for a ‘Phase Name’

Work Breakdown Structure x

&k UK - London Underground

UK - London Underground —
01 Jan 03:00 06:00 09:00 12:00 15:00 18:00 21:00
Add New Tree Item x
Name
Type

Add As Child Cancel

Name/Title Type Notes

UK - London Underground Node

Schedule Lag Type Schedule Lag Value (+/-) Overrun Cost (£) (Per Unit)
Finish-to-Star ~ 0 0

Figure 191 — Schedule Analysis panel — adding Phases (step 2)

Type in the Phase Name and select Add as Child. You can create as many ‘Phases’ as you wish, as per the
example below:

Work Breakdown Structure x

4 &l UK - London Underground
9 Stage 0 - Strategy

83 Stage 1 - Brief UK - London Underground
) Stage 2 - Concept

) Stage 3 - Definition I r T T r T T T
£ Stage 4 - Design 01Jan 03:00 06:00 09:00 12:00 15:00 18:00 21:00

) Stage 5 - Build & Commission
3 Stage 6 - Handover & Closeout

Figure 192 — Schedule Analysis panel — adding Phases - example
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Once you have built your phases, you can add Tasks to your schedule. In the same way as adding a Phase,
right mouse click on the Phase to which you wish to add your task and create your Task.

Work Breakdown Structure

4 & UK - London Underground

[ Stage O - Strategy

[ Stage 1 - Brief O S

£ Stage 2 - Concept

[ Stage 3 - Definition L T T T T T T 1
t Stage 4 - Design 01 Jan 03:00 06:00 09:00 12:00 15:00 18:00 21:00

1 Stage 5 - Build & Commission
[ Stage 6 - Handover & Closeout

Add New Tree Item x

Type Task ~
Add As Child Cancel

Name/Title

Type Notes
LI « 1 andon lindararaund —

Figure 193 — Schedule Analysis panel — adding Tasks

In the example below, there are 2 Tasks created for Stage 2 of the Project and a Task and Sub-task created
for Stage of the Project. You can add as many tasks as necessary and as many ‘levels’ of tasks. However, it
is recommended that you remain as high level as possible — just enough to get value add information from
the schedule analysis, but not so much that you end up trying to replicate schedule information that you
probably hold in a specifically designed schedule tool.

Work Breakdown Structure

4 & UK - London Underground
) Stage 0 - Strategy
9 Stage 1 - Brief
4 M Stage 2 - Concept

S Task 2.1
= Task 2.2
4 [ Stage 3 - Definition
4 S Task 3.1
= Task 3.1.1

) Stage 4 - Design
) Stage 5 - Build & Commission
) Stage 6 - Handover & Closeout

Figure 194 — Schedule Analysis panel — adding Tasks (example)

Once you have built your Project Schedule, select Save Changes and the Gantt chart to the right will
automatically build.

The default ‘build’ will assign a 1-day concept lag to each Phase, until you assign appropriate lag
timeframes to each line item.
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Work Breakdown Structure

4 & UK - London Underground
[ Stage O - Strategy

N UK - London Underground
[ Stage 1 - Brief i
4 M Stage 2 - Concept Stage 0 - Strategy
=Tack 2.1 Stage 1 - Brief o ———
ETask 22 Stage 2 - Concept | ——
4 M Stage 3 - Definition Task 2.1 - —
4+ STask 3.1 Task 2.2 —
= Task 3.1.1 Stage 3 - Definition - ——— ——
9 Stage 4 - Design Task 3.1 —
4 Stage 5 - Build & Commission | Task 3.1.1 4 [m—
) Stage 6 - Handover & Closeout ! Stage 4 - Design 4 —
Stage 5 - Build & Commission ————
Stage 6 - Handover & Closeout - —
Jan 2016 IOE Jan IOS Jan I07 Jan ‘09 Jan Ill Jan I13 Jan

Figure 195 — Schedule Analysis panel — default Gantt prior to adding Phase Periods
The black bar is the time period for the overall project or programme.
The grey bars denote the individual phases of the project or programme.
The thin red lines denote the lag times for the phase or task.

The thick dark blue lines denote the associated tasks and their duration.

To assign duration and uncertainty to each Phase and/or task select the Edit button on the bottom left-
hand side of the panel. This will bring up a new window — Quantitative Assessment.

F

@ Quantitative Assessment x
|
| Details

Cost Fixed Overrun Cost (Per Unit) Schedule Lag Type

[0 0 Finish-to-Start -

Planned Duration Schedule Lag Value (+/-)

0 0

Pre-mitigated Scenario Current Scenario
Cost (£) Cost (£)
Time (d) Time (d)

Target Scenario
Cost (£)

Time (d)

Save Changes Close

Figure 196 — Quantitative Assessment panel
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In this panel, you can assign fixed costs to a phase or task, overrun costs, the phase or task time period and
guantitative cost and time uncertainty for the different scenarios.

It is important, if you wish to use the Schedule Risk Analysis (SRA) that you complete the uncertainty, as a
minimum for Time. This is calculated on an absolute value.

Schedule Lag times can be assigned by Finish-to—Start or Start-to-Start.

Finish-to-Start is a logical relationship in which the next activity cannot start until the predecessor activity
has finished.

Start-to-Start is a logical relationship in which the next activity cannot start until the predecessor activity
has started.

r

@ Quantitative Assessment

%
|
i Details
Cost Fixed Overrun Cost (Per Unit) Schedule Lag Type
0 0 Finish-to-Start v
Planned Duration

0 Start-to-Start

Figure 197 — Schedule Lag Type - Options
The Schedule Lag Value allows you to allocate the time delay between 2 phases or tasks.

The lag times are represented in the Gantt chart by a thin red line.

@ Quantitative Assessment

Details
Cost Fixed Overrun Cost (Per Unit) Schedule Lag Type
0 0 Finish-to-Start v
Planned Duration Schedule Lag Value (+/-)
0 0

Figure 198 — Schedule Lag Value
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The Planned Duration (days) should be completed so that each subsequent Phase/Task can be allocated to
a time period. Each time you save the entries, the Gantt chart will rebuild to reflect those entries.

Work Breakdown Structure

4 & UK - London Underground
™ Stage 0 - Strategy

UK - London Underground
) Stage 1 - Brief
Stage 0 - Strategy

4 (M Stage 2 - Concept
= Task 2.1 Stage 1 - Brief o -
== Task 2.2 Stage 2 - Concept - |
4 [ Stage 3 - Definition Task 2.1 o —
4 ETask 3.1 Task 2.2 ——
STask 3.1.1 Stage 3 - Definition ~—
4 Stage 4 - Design Task 3.1 —
9 Stage 5 - Build & Commission Task 3.1.1 - —
) Stage 6 - Handover & Closeout Stage 4 - Design -
Stage 5 - Build & Commission - ~——
Stage 6 - Handover & Closeout - 4
2016 Feb 2016 ' Mar 2016 ' Apr 2016 ‘ May 2016

Figure 199 — Schedule Analysis panel

Hovering over any of bars in the Gantt chart, will bring up an information panel. In the example below you
can see that Stage 2 — Concept lasts for 16 days, from the 28.01.2016 to 13.02.2016.

UK - London Underground

Stage 2 - Concept - 16 days (Stage
Stage 0 - Strategy 2 - Concept)

Stage 1 - Brief 28.01.16 to 13.02.16

Stage 2 - Concept
Task 2.1 4 —

Task 2.2 - -

Stage 3 - Definition |

Task 3.1 - —

Task 3.1.1 A S —

Stage 4 - Design s |

Stage 5 - Build & Commission - ~

Stage 6 - Handover & Closeout
T T T
2016 Feb 2016 1313 Mar 2016 Apr 2016

1
h

Figure 200 — Schedule Analysis panel — hover over information

Classification: Internal Page 165 of 186



If you wish to link your risk information into the Schedule Analysis, you add these into the schedule, in the

same manner as adding Phases or Tasks, except that you select the Risk option when adding a new tree
item.

Work Breakdown Structure

4 &k UK - London Underground
(4 Stage O - Strategy

UK - London Underg;
4 Stage 1 - Brief
+ £ Stage 2 - Concept Stage O - Strategy —EEEEG—_—_—
= Task 2.1 Stage 1 - Brief - -
B Task 2.2 Stage 2 - Concept —
+ [ Stage 3 - Definition Tesk 2.1 [——
4 ETask 3.1 Task 2.2 o ——
STask 3.1.1 Stage 3 - Definition -—
4 Stage 4 - Design Tosk 3.1 o —
4 Stage 5 - Build & Commission = -
B3 Stage 6 - Handover & Closeout Stege  Add New Tree Item X | —
Stage 5 - Build & C  List ~
Stage 6 - Handaver . Type Risk = 1
Task ' Mar 2016 ' Apr 2016

L _HCEI

Nama /Titla Tuna Notas

Figure 201 — Schedule Analysis panel — adding risks
When you select Risk the option to select any of the risks entered for that project are available.

The Risks are relative to the end of the associated Phase or Task, and as such these could have a positive or
negative impact on the end date of that Phase or Task.

Note: A risk can only be selected once. Once that risk has been selected, the next time you add a risk, only
the remaining risks will appear in the drop down.

="TdSKk £.Z -
4 [ Stage 3 - Definition Task 2.1 —
4 ETask 3.1 | Task 2.2 -—
S Task 3.1.1 i Stage 3 - Definition re—
9 Stage 4 - Design S
£9 Stage 5 - Build & Commission i S __

1 Stage 6 - Handover & Closeout Add New Tree Item x

i Stage
| Stage 5 - Build & C  List ~

UK LU 0010: There is a risk that Maintenance records may be misaligned between Customer and ourselves.

UK LU 0289: There is a risk that Changes to security state

| UK LU 0290: There is a risk that Industrial action
Name/Title
Stage 5 - B UK LU 0326: There is a risk that Terrorist threats and actions may impact smooth running of track

UK LU 0336: There is a risk that Severe weather damage sustained by tracks over 4 months

UK LU 0337: There is a risk that Train damage due to failing copper elements

Schedule L 9 9 copp Unit)
Finish-to-S{ UK LU 0345: There is a risk that Tracks flooded

Determi UK LU 0346: There is a risk that Safety seating becoming unsafe for passengers

e Values
Figure 202 — Schedule Analysis panel — risk selection

You can run the SRA simulation at any time during the building of your schedule so you can see quickly and
easily the potential overrun of your project from the Risk Adjusted Gantt chart.
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To view the Simulation, click on the Simulate button at the bottom of the panel.

Just as with the Cost Analysis functionality, you can select any combination of scenario and the number of
iterations.

This builds the following report:

The top three graphs show the Fixed Cost information (Cost, Time and combined Cost and Time)

User Notes and Commentary

Cost Risk Analysis (Cost Risk Impacts)

b &
Frquency Lile hesd

‘ o=
\/ AL

~ oo

Enzona0

300000 3500000

00000 50000 500000 e 50000 8000000 5300000 10000000 ciosonpen agoms  e1s0g 00000

outcome

[ YR YU - [ Y YN S —

Cost Risk Analysis (Time Risk Impacts)

\I

VA ,
/A \/\/\\ }’\ /\éf“\
A\ A

i L\\/ AN

S<uveLileliheod
2
Fraquercy Likelimod

i \AN}\/M

£19,000000 20000000 £21,000000 £22,000,000 23,000,000 £22,000000

ey
£5,000,000 9,000,000 £10,000,000 £11,00,000 £12,000000 £13,000000 £14,000,000 £15,000,000 15000000 £17,000,000 £13,000,000

Outeame

Cost Risk Analysis (Combined Cost and Time Risk Impacts)

S-Cune Ukelifood

Freusney Ukelihod

£13000000  £14000000 13000000  £15000000 17000000  £ISC00000  FISO0000  £I0000000  EZLODO000  £2000000  £33,000,000

£4000000  £25000000 £25000000 7000000 28000000 £1S000000 £I0000000  £3O0000 52000000  £3000000  £34000000  £35,000000

Quicome

@ sremitzates scurve) @ cument s-cune) @ = (scurve) [ ] [ I= o [ ]

Figure 203 — Simulation Outputs — Fixed Cost Graphs
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The bottom two graphs show the Schedule Risk Analysis (Time Risk Impacts) and the Joint Cost and
Schedule Risk Analysis (Combined Cost vs Schedule Outcomes).

Schedule Risk Analysis (Time Risk Impacts}

SCuve Lilelihood
Frequzrcy Likel hood

s10m 1100 a0 1120 a1 a1,100 1150 s1,160 s a0 d1150 1200 1210 a1z20 a250 d1.20 a5

Quicome

@ Freivztes soune) @) curren (scurve) @ oz scue) @ o [ I= o @ i

£2.030,000000

£2,025,000000

£2,000,000000

an2es8 2018 Aup 208 sspa0ts oz

| @it Qo @

Figure 204 — Simulation Outputs — Schedule Risk Graphs

Whilst you can select all three scenarios to build the CRA and SRA, to see the detailed scheduled Gantt, Cost
and Time Tornados and Data tables, you need to select a specific scenario at the bottom of the display
page. If you selected only one scenario at the start of the simulation the following additional information
will automatically appear.

Simulation Output (Data Table)

Schedule Gantt

Schedule Results (Data Table)

Time Tornado

Risks Schedule Simulation Outcomes (Data table)
Cost Tornado

Risk Cost Simulation Outcomes (Data table)

O O O O O O O
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Simulation Output (Data Table)

Simulation Output

Node Scenario Mame| Deterministic PO P10 P30 P85 P30 P100
UK - London Underground Current Schedule 22/05/2016  23/05/2016  25/05/2016 27/05/2016 27/05/2016 28/05/2016
UK - London Underground Current Warizble Cost 407 430 500 536 707 738
UK - London Underground Current Fixed o ] 10,205,952 20,070,135 21,661,452
UK - London Underground Current Adjusted Variable Cost £500,000,000 500,000,407 500,000,430 500,000,600 500,000,686 500,000,707
UK - London Underground Current Adjusted Fixed Cost £500,000,000 500,000,000 500,000,000 510,205,952 520,070,135 521,661,453 529,240,

4
5 W 1

Figure 205 — SRA Report — Simulation Output Data Table

The Simulation Output provides the data information for the selected scenario for each of the graphs at the
PO, P10, P50, P85, P90 and P100.

The Schedule Gantt
Schedule Gantt .
UK - Lendon Undergroun:
Stage O - Siategy b -——— k<
Stage 1 - Brief | - i

-E— e

Task 2.1 W -
L |
—m—p- S
 ———tL |

Task 3.1 —
Task 3.1 o -
Stage 4 - Design - -aeesssssssss——— P ¢4
Stage 5 - Bulld & Commissicr red
Stags 6 - Handover & Closecut -ired
2016 ‘ Feb 2016 ' Mar 2016 ‘ Age 2016 ' May 2 |

Figure 206 — SRA Report — Schedule Gantt Chart

The data is graphically displayed in the Schedule Gantt. In the example above, the red diamond represents
the P50. For the whole project, the P50 is 25/05/16. (Refer to Figure 188 — SRA Report — Schedule Results
(Data Table)).

As with the Gantt chart in the Schedule Panel, you can hover over the areas in the Gantt to obtain the
schedule details for each item. It will also indicate the impact at P10, P50 and at P90 estimates.

The black arrows indicate the P10 and P90 estimates, whilst the Red arrow indicated the P50 estimate.

By clicking on the arrow in the Project Menu to the left, you can also display the risks. These are denoted
by a green circle.

Classification: Internal Page 169 of 186



Schedule Results (Data Table)

Schedule results

Schedule, Start Date Duration Cost/Unit| Fixed Cost Poo P P30 Pas P50 P100
UK - London Underground 01/01/2016 140.0d 0 500000000 22/05/2016 23/05/2016425/05/2016 B7/05/2016 27/05/2016 28/05/2016

Stage 0 - Strategy 06/01/2016 20.0d 200 0 28/01/2016 28/01/201 5/01/2016 30/01/2016 30/01/2016
Stage 1 - Brief 27/01/2016 5.0d o 0 03/02/2016 02/02/2016 04/02/2016 04/02/2016 05/02/2016 05/02/2016
Stage 2 - Concept 02/02/2016 1e.0d o 0 20/02/2016 21/02/2016 23/02/2016 25/02/2016 25/02/2016 26/02/2016
Task 2.1 02/02/2016 7.0d o 0 0%/02/2016 09/02/2016 12/02/2016 13/02/2016 13/02/2016 14/02/2016

Task 2.2 10/02/2016 e.0d o 0 18/02/2016 18/02/2016 21/02/2016 22/02/2016 22/02/2016 23/02/2016

Stage 3 - Definition 19/02/2016 13.0d o 0 05/03/2016 0&8/03/2016 08/03/2016 10/03/2016 10/03/2016 11/03/2016
Task 2.1 19/02/2016 12.0d o 0 02/03/2016 02/03/2016 03/03/2016 03/03/2016 02/03/2016 02/03/2016

Task 3.1.1 22/02/2016 10.0d ] 0 03/03/2016 03/03/2016 03/03/2016 03/03/2016 03/03/2016 03/03/2016

Stage 4 - Design 04/03/2016 25.0d o 0 21/03/2016 01/04/2016 03/04/2016 05/04/2016 05/04/2016 06/04/2016

4

3

Figure 207 — SRA Report — Schedule Results (Data Table)

The table above the Schedule Gantt provides information regarding the Schedule, Start Date, Duration, Cost
Unit and Fixed Cost and the schedule variations.

Time Tornado

Time Tornado

Unc Stage 0O - Strategy > L ] -
UK LU 0345 ¥ P> L ] ¢ <
UK LU 0345 Hit -| L ] <

[ 1 2 3 4 s

Figure 208 — Time Tornada Results
This displays the time (at the various P estimates) horizontally and ordered (within each phase)

If you wish to understand the data regarding risk schedule information, refer to the data table Risk
Schedule Simulation Outcomes (data table)

Risks Schedule Simulation Outcomes
View Results Search
Hode  Scenario Code Assessment Prob, Me.. Stat. M. | POO P10 P50 PES PS0 Pi00
Unc Stage
Stage 0 - Strategy Current o- P: 100% T: 2.0d, 3.0d, 4.0d 3 3 2 2 3 3 3 3
Strategy
UK LU
Task 2.1 Current 1345 P: 55% T: 2.0d, 3.0d, 5.0d i i o o 2 2 2 4
4 4
5w « 1 »

Figure 209 — SRA Report — Schedule Risk Data Table

Cost Tornado

Cost Tornado.

UKW 20 ¥

+
[ ]
L
A

v
L]
.
A

UKW 0290 iz

uktwoss v B [ 13 «

UK LU 0345_Hit » L «

(] 51000,000 10,000,000 15,000,000 20,000,000 25,000,000 30,000,000 35,000,000 40,000,000 45,000,000 50,000,000

Figure 210 — SRA Report — Cost Tornado
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The cost tornado displays the costs (at the various P estimates) horizontally and ordered (within each
Phase) so that the highest impact appears at the top of the chart, the second largest appears second from
the top and so on.

The range displayed are from PO to P100. However, by expanding the risk information (by clicking on the
arrow on the risk) you can also see the range excluding PO and P100.

Risk Cost Simulation Outcomes (Data Table)

This table provides the data supporting the Cost Tornado.

Risks Cost Simulation Outcomes

View Results Search
Node Scenario Code Assessment  Prob. Mean Stat. Mean, POO P10 P50 P85, P90 P100
Stage 1 - Brief Current UK LU 0290 P: 80% T: £20,000,000, £40,000,000, £45,000,000 28000000 14227967 0 0 1,887,073 37,562,487 39,371,878 44,696,437
Task 2.1 Current UK LU 0345 P: 55% T: £5,000,000, £15,000,000, £30,000,000 9166666 9176005 0 0 9,669,613 19,948,068 21,650,178 29,171,324
>
5 v 1
Commentary Select Scenario View All Scenarios Print Toggle Graphs Close

Figure 211 — SRA Report — Risk Cost Simulation Outcomes (Data Table)

To view all previous simulations run, select the Simulation you wish to look at and press View. Simulations
no longer required can be removed using the Delete button.

View | Delete

Close

|
| |Project Analysis Type  Scenario Iterations Comment |
UK - London Cost Pra-mitigated, Current, Targat 1000 |
Underground |
U= Loty Cost Pre-mitigated, Current, Target 1000 |
Undarground |
UK - London Cost Pra-mitigated, Currant, Targat 1000 |
Underground
UK - London . |
Underground Cost Current 1000 |
K - Londo
UK - Landen Cost Pre-mitigated,Current, Targat 1000 |
Underground g |
Ui - Landen Cost Current 100000 |
Underground |
) - Londo
UK - Lendon Cost Pre-mitigated, Currant, Targat 1000 |
Underground
UK - London . - - |
Underground  Cost Bre-mitigated, Current, Target 1000 |
) - Lando
UK - Landon Cost Pra-mitigated, Current, Targat 1000 |
Underground |
U= Loty Cost Pre-mitigated, Current, Target 1000 |
Underground |
3
|
10 v 1 |
|
|
|
J

Figure 212 — SRA Report — Risk Cost Simulation Outcomes (Data Table)
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The Qualitative to Quantitative option enables you generate quantitative assessment figures from a
gualitative assessment.

-

Please select a scenario for conversion of Qualitative scores to Quantitative values.

. 2
Scenario’

[ 7]

Figure 213 — The Create Group button

The Scenario is asking where the current qualitative figures reside. Once identified from the drop-down
list, click on Select & Convert.

Equally, if you have quantitative figures which you wish to convert to a qualitative assessment you can use
the Quantitative to Qualitative option:

% Please select a scenario for conversion of Quantitative values to Qualitative scores.

. 2
Scenario’

( v

Select & Convert Close

Figure 214 — The Create Group button

When risks have similarities or relationships you may decide to create a group. The risks remain
independent and can be edited individually but they also can be retrieved in a group.

Select 2 or more risks (the first risk selected will become the dominant risk within the group). Select the
Create Group button.

Figure 215 — The Create Group button

Whilst the group is being established, a timer will appear on the screen briefly.
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Risks can be added to existing groups. Select the risk(s) you wish to add, select the Add to Group option.

+

Existing Group

Figure 216 — The Add to a Group button and panel
The Existing Group displays a list of existing groups. Select the group relevant for your risks and select Add.

If the group does not currently exist, select Add to New Group.

Add to Existing Group

New Group Name

|Ne'.\;' Group Name

Notes

Enter nbtes here

Figure 217 — The Add to New Group options

Add the group’s name in the New Group Name section. Add a description in the Notes section (e.g., risks
with financial considerations to objective A, risks belonging to a struggling supplier, risks that could impact
environmental regulation 1.2). Help another user understand the relationships of the risks within the

group.

Select Add.

First, remove the risks within the group. Search for the parent risk. The parent risk and the risks within the
group should appear on the screen. Select one of the risks within the group, select Tools and Remove from
Group. Do this to all the risks within the group. Finally, you will be left with the original parent risk, but this
no longer belongs to a group as it no longer is linked to any other risks.

Select a risk which belongs to a Group, select Risk Actions and then Remove from Groups.

Figure 218 — The Remove from Groups button

The risk is not deleted. The risk remains on the main screen but is no longer part of a Group.

Classification: Internal Page 173 of 186



5.9.1.16 Manage Groups

You can see all the Groups created by selecting Managed Groups:

Code 1 Name Project Notes

There has been evidence to suggest that different Fire

M&S Contracts 0287 Interpretation of Fire Regs, Contractor v Fire Officer. Projects ) N = ) N
Officers implement the regulations in varying ways.
USA CT 0355 Trams may not meet new envirenmental regulations USA - Chicago Trams
C0417 Loss of Life Cluster RCL Group made up of distributed sub-risks
C0451 Weather Cluster RCL
M&S Contracts 0479 TestGroup Projects 3aa
C0538 Group of Brexit risks not in Brexit node Corporate
€0540 Loss of Life Corporate Group made up of distributed sub-risks

Weather Corporate
M&S Contracts 0868 Operational risks are not managed properly Maintainance and Service Contracts

c0a76 we experience complete or partial loss of Low Voltage (LV) National Air Traffic Service
electrical equipment

4

Viewing 1-10 of 16 <[ J22]]>]

Figure 219 — The Manage Groups panel showing the list of Groups

A list of the Group Headers will appear. To see the risks within a group, select the Code.

Belongs to Group(s) Project

small design changes have been requested which
originally were agreed but are now proving more
M&S Contracts 0479 Design more complicated than initially expected  High Speed Train v2020 difficult than expected. Not all design changes have
been implemented yet but the changes
implemented so far are indicating problems.

M&S Contracts 0283

The original tender has insufficient information
which means the approach and costing of the

MB&S Contracts 0310 MB&S Contracts 0479 Tenderers decline bidding Projects bicders sould be sxorermely voriod {and potential
not to the customers requirements).
) T Lead times are becoming more and more reliable.
Lead ti Il continue to be extended for the next
M&S Contracts 0318 M&sS Contracts 0479 ¢ times wil continue to be extendec Tor the NEXt space Exploration and Travel Promises by key suppliers have not been upheld

6 months
due to the suppliers own business problems.

TestGroup

Projects aaa

Figure 220 — A list of risks contained within a Group

A list of the risks will appear. To view a risk, select the Code. The risk will appear in the main screen behind
this panel. To see the risk, close this panel first.

Classification: Internal Page 174 of 186



This panel shows when a user has logged into the system within a given time period. The User Access panel
shows the dates and times when a user has logged in, logged out and when the system timed out.

Select the date ranges for which you wish to run the report:

Select Report Start Date
‘23.06.20 |

Select Report Finish Date
[23.07.20 |

Generate Report Close
Figure 221 — User Access panel

A dashboard will appear giving you the number of times a person has logged on and the date and time of
the last time they logged in.

The User Activity gives you two options:

Users Only Displays a list of user activity showing when users logged into the ERM
system and when the system timed out.

Users and System Activity Similar to Users Only but also shows when the application started up.
You can use the search field to find a specific user or time stamp.

User Activity (From '27.12.16"' Te: '27.01.17")

Search
Timestamp 1 Activity User
2017-01-27 14:11:01Z Legin manager
2017-01-27 13:01:10Z SessionTimeout manager
2017-01-27 13:01:10Z SessionTimeout support
2017-01-27 13:01:10Z SessionTimeout manager
2017-01-27 13:01:10Z SessionTimeout support
2017-01-27 12:17:20Z Login support
2017-01-27 12:16:427 Login manager
2017-01-27 12:16:317 Logout manager
2017-01-27 12:10:17Z Login manager
2017-01-27 12:07:59Z2 Login support
2017-01-27 12:07:48Z Login manager
2017-01-27 12:07:06Z SessionTimeout manager
2017-01-27 11:46:127 Login manager
2017-01-27 11:23:407 SessionTimeout manager
2017-01-27 10:57:58Z Login manager
2017-01-27 10:57:04Z SessionTimeout manager
2017-01-27 09:50:14Z Login manager
2017-01-26 18:13:247 SessionTimeout manager
2017-01-26 16:30:43Z Login manager
2017-01-26 16:30:31Z Logout RO3 5T:David Bowie
2017-01-26 16:24:352 Login RO3 5T:David Bowie

Print Close

Figure 222 — The User Activity results
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The User Risk Activity shows the total number of risks a person has changed, the number of risks created,
updated, or deleted. Note: This will include any amendments, such as spelling changes.

Rick Status Set
Restricted Risks

Select Report Start Date
27.08.19

Select Report Finish Date

27.09.19

Generate Report | Close

Figure 223 — The User Risk Activity panel

Firstly, indicate the timeline by selecting a Start and Finish date. The select Generate Report.

User Risk Activity (From '27.12.16"' To: '27.01.17'")

Search
Risk Name Total Risk Ac... | Create Update Delete Other
manager 37 11 16 10 o
5 v 1

Close

Figure 224 — The User Risk Activity results

There are many occasions where either the Administrators or Users may make major or extensive changes
and it is possible these changes may not show on the main screen immediately.

C

Figure 225 — The Refresh button

Use the Refresh Risks option to ensure all risks are updated with any changes. Normal editing of a risk
should not require this function.

If changes have been made that impact the look of the main screen or drop-down menus, refresh the page
to see the updates.

7~
L4

Figure 226 — The Refresh button
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If you have permissions to create Scheduled Reports, this provides a list of reports that have been
scheduled. From this panel, reports may be re-scheduled (edited) or deleted from the schedule.
|

Edit Delete
|

Task Name Initial Run Next Run 7 Repeat  Created By Updated By Notes Active
| Summary2017_08_24_233000 24.08.17 23:30 24.08.17 23:30 Weekly support true
5.v| 1

Figure 227 — Scheduled Exports edit panel

If you have the permissions, you can use the Bulk Copy to clone a complete node, its children, and all risks
to another node. This is useful when a folder of templated risks exists as a starting point for a new project.

If you have the permissions, you can use the Bulk Export to back up a complete node, its children, and all
risks to a file. This is useful when it may be useful to take a snapshot of a node for potential reimport at
some later time or transfer to a different ERM application (E.g., Dev to Live).

If you have the permissions, you can use the Bulk Import of a backup previously sent to a file. This may be
needed if experimental changes to risks need to be reset (restored) or as a transfer from a different ERM
application (E.g., Dev to Live).

There are many occasions where either the Administrators or Users may make major or extensive changes
and it is possible these changes may not show on the main screen immediately.

C

Figure 228 — The Refresh button

Use the Refresh Risks option to ensure all risks are updated with any changes. Normal editing of a risk
should not require this function.
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The Risk Summary/Review pane enables users to view a summary of a selected risk, review that risk, edit
changes and sign-off. There is also the option to print a copy of the risk. Select a risk and then select the
button.

@ Risk Reviews =]

Created Title Description Username Updated
20821 Review Record on 24/08/2021 No changes for this risk support 260821
180821 Review Record on 19/08/2021 Likefinood score increased as a number of near miss incidents have occurred since last review in July.  AMOL 260821
1

Definition &
Cote Risk
o0t Delays of key materials

Summary
Material delivery delays

Causes Effects
« lack of delivery drivers + financial penalties to the contract
Responsibility, Classification & Timeline 4| % | =
Owner Manager Classification Category
Super User01 SuperUser02 no valve Financial
Location Proximity Start Date End Date
no value 18 141021 161121
Hybrid Scoring =
Pre.mitigated Current Target
Impact Level Min Exp Max Level Min Exp Max Level Min Exp Max
Probability Miore than Likely 0% Less than fkely 30% Uniikely 5%
Schedule Moderate 204 Moderste 40d 40d
Safety Moderate Moderzte
Security Major Moderste
Environment Major Moderste
Operational Minor Minor
Legal Major Moderzte
Reputation Major Moderate
Treatment & Actions £
Primary Treatment Objective
Apply policy 067 - subcontractor management
Primary Type Ouwner Primary Effectiveness Primary Status
Reduce Superuser02 Effective (>=80% successful) In Progress
Actions
Code 4 Name Description Ouner Instance FinishDate  Prog. |ActStatus Current Spend Actual Spend
AD003 Adtion 1 Destription of Action Suprtuserl3  Control 25 £0 £0
4 3
Budget
Project Budget (summed) Risk Budget (summed) Project Budget (at node) Risk Budget (at node)
£200,000 b £200,000 0
Allocation ¢
Total From Actions Manual Allocation Available Allocation Expires
£50,000 b1 £30,000 0 valug 161121
Linked Insurance U
Thisls Commentary & Information
Insured: Fully covered Clause 7.3 covers this risk for transfer capability
Risk Commentary ®
Created Title Description Username Updated
19.08.21 This is a comment that | am adding on description RMOL 190821
1 »
< Previous Sign Off. Next > Edit. Print. Close

Figure 229 — The Review pane

The size of the Risk Summary/Review window is adjustable. Select the left side of the review window and
drag to the required width.

Each section is editable via buttons. This pane is semi-configurable by riskHive support. This enables
sections to be added, re-ordered, or removed, hence the deployed pane may appear differently. The
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standard sections are: Review Record, Definition, Cause and Effect, Responsibility, Classifications,
Timeline, Scenarios, Impacts, Treatment, Actions, Budget, Allocation, Insurance and Commentary. In
addition to the standard sections there are: Custom Arrays (if your organisation has made use of this
functionality).

@ The Risk Reviews section is automatically populated if you have selected the ‘Sign Off’ button
at the bottom of the risk review page and records who and when the risk was ‘Signed-Off’. You
can edit the risk reviews if necessary.

g The Definition button enables you to update the Risk Title, Causes and Effects.

The Edit Responsibility button enables you to update the risk owner, risk manager and
& stakeholders connected with the risk.

‘) The Edit Classification button enables you to update the Classification, Location, Category, and
custom fields.

The Edit Timeline button enables you to update the Node, Proximity, Start and End Date as well
as other time related fields.

The Edit Qualitative Assessment button enables you to update Pre-Mitigated, Current and
- Target Scenarios.

The Edit Quantitative Assessment button enables you to update Pre-Mitigated, Current and
% Target Scenarios.

The Edit Treatment and Actions button enables you to update the Primary Treatment and
Ic individual actions.

e The Edit Allocation button enables you to update the budget for the risk, the date when the
allocation will be available and expires.

U The Insurance button enables you to update the insurance status and add commentary.

@ The Commentary button enables you to add commentary for your risk reviews and/or edit
previous comments.

ﬁﬁ The Edit Custom Arrays button enables you to update any custom arrays configured for the
& application. This will only appear if your organisation has made use of this functionality.

Each section can be saved individually when making changes.

You can use the Sign-off option to record this risk has been reviewed. The Description section of the Sign-
off panels enables you to add comments which will be later displayed at the top of the Risk
Summary/Review pane.

The Previous and Next options will display the previous or next risk in the list on the main screen.

The Edit option will open the Edit pane where detailed changes to this risk can be made.
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First, select all the risks you wish to review on the main screen (we recommend a maximum of 4). Select
the Edit button & .
At the top of the Edit panel is the View Mode: paliiSalestvicnde: Single Merged v

Single Merged will show a single box which, when edited, will apply the changes to all the selected risks.

Multiple Individual will show the individual elements for all risks. You can make changes to the individual
risks and then save the changes.

To move an individual risk, select the risk and then the Edit button & . Select the Position & Timeline
option. Changing the Project Node will move the risk to the selected register.

To move an individual risk, select the risk and then the Edit button & .

Ensure the option Single Merged is selected at the top of the panel.

Select the Position & Timeline option. Changing the Project Node will move the risks to the selected
register.

To view anything regarding restricted risks a user must have “Restricted” permission. Restricted permission
may only be assigned by administrators.

Restricted risks are not displayed by default on the main grid. This is to avoid the possibility of sensitive
risks showing on an unattended screen. A permitted user must request to see restricted risks from the
“Grid Settings” control.

Display

Scenario

Include

Tree Line Restricted (Direct Family) ¥
Show | In Progress (Active, Attested) v ‘
(é;::gro\led Al .

§ie55;5|'icted

o
o
T
[=)
5]
]

Updat:

Figure 230 — Grid Settings — Restricted Risks Filter
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Here the user selects Restricted Risks - “Restricted” or “All” the main grid will then allow such risks to be
listed.

@

Restricted risks can be identified by the icon within the info column.

All | Pre-mitigated | Risks | O | H @+ | W

Code Risk Phase Curre... MName Yalues 0... M_. Info Watch
(%]

Co362 31 rrr @ ik M

Co442 55 () %1% "

C0009 Research 50 L) i'E M

C0349 50 @ 2‘5 "

Figure 231 — Main Grid showing restricted Risks

To tag a risk as restricted or un-tag, use the “Is restricted” field within the “Audit and Review” panel. Note
this selection field only appears if a user has “Restricted” permission, otherwise it is hidden.

Has Happened' Is Restricted’
[ | Yes v
|
System State Status’
[ ‘ Quarantined V| new Vv |

Figure 232 — Audit and review Tagging risk as “Restricted”
5.12.5 Plug-In Translator

If you wish to have your screen translate your information from one language to another, follow the steps
below:

Go to Google home page: https://www.google.co.uk/

To the right of the address bar, select the Customize and Control Google Chrome button:
From the drop-down list, select Settings.

Select Extensions from the left-hand side.
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https://www.google.co.uk/

Extensions

Settings E Google Docs 0.9 | Enabled
Create and edit documents

Details
About

[l Allow in incognito

a: Google Docs Offline 14 || Enabled
Get things done offline with the Google Docs family of products.

Details

[l Allow in incegnito

~— Get more extensions

Chrome Extensions [] Developer mode

Figure 233 — The Extensions panel in Google
Select Get more extensions.

In the Search bar (top left of screen), type Translate. Translation options should appear.

offered by translate.google.com | & available for Android Getit»

View translations easily as you browse the web. By the Google Translate team.
Google Translate

&( Google Translate

Productivity
WRRhd (26420)

Figure 234 — The Google Translate option

Select Add to Chrome. The following panel will appear:

Add "Google Translate"? &

It can:

+ Read and change all your data on the websites you visit

Add extension Cancel

Figure 235 — The Google Translate option

Select Add extension. The following panel will appear:

&( Google Translate has been added to
Chrome.

Use this extension by clicking en this icon.

Manage your extensions by clicking Extensions in the
Tools menu.

To get your extensiens on all your computers,
sign in to Chrome,

Figure 236 — The Confirmation notice
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The translation plug-in has now been added to Chrome (although it can be added to any browser).

To the right of the address bar, you will see the Google Translate button: &

Select the button and the following panel will appear:

Select Translate this Page.

|

TRANSLATE THIS PAGE ’

© 2015 Google - Extension Options - Google Translate

Figure 237 — The Translation panel

Directly underneath the button, another bar will appear:

Google @& Translated to: English(v] | Show original

Figure 238 — The Translation bar

Select the hyperlink English (or the down arrow next to it).

Go qle & Translated to: English[¥] = Show

Options ¥ | [X]

original | Options ¥
> English  Bulgarian Esperanto Haitian Creole Italian Latin Mongolian Russian Spanish Ukrainian ‘
Afrikaans  Catalan Estonian  Hausa Japanese Latvian Myanmar (Burmese) Samoan Sundanese Urdu
Albanian Cebuano Filipino Hawaiian Javanese Lithuanian Nepali Scots Gaelic Swahili Uyghur
Ambharic Chichewa Finnish Hebrew Kannada Luxembourgish Norwegian Serbian Swedish Uzbek
Owner Allocati
Arabic Chinese (Simplified) French Hindi Kazakh Macedonian Odia (Oriya) Sesotho Tajik Vietnamese
Armenian  Chinese (Traditional) Frisian Hmong Khmer Malagasy Pashto Shona Tamil Welsh
Risk Owner2  £8,388
Azerbaijani  Corsican Galician  Hungarian Kinyarwanda Malay Persian Sindhi Tatar Xhosa
Basque Croatian Georgian  Icelandic Korean Malayalam Polish Sinhala Telugu Yiddish
Belarusian Czech German Igbo Kurdish (Kurmanji) Maltese Portuguese Slovak Thai Yoruba
Bengali Danish Greek Indonesian Kyrgyz Maori Punjabi Slovenian Turkish Zulu Risk Owner2  £4,868,
Bosnian Dutch Guijarati Irish Lao Marathi Romanian Somali Turkmen
Acquisition
UK LU No ) 'T‘ Operational Project Asia - China Leve\Z-. Ther_e is a risk that Terron_st threats and actions Risk Owner 2 £16,17;
0326 Managemen Strategic may impact smooth running of track
t
Acquisition MES
UK LU Project Level2- There is a risk that Safety seating becoming unsafe
® no (V] ‘E Operational e Contracts  Asia - China | Y E e Risk Owner2 ~ £741,4¢
0346 Managemen ggg Strategic for passengers

t

Figure 239 — All languages

Select the language you wish to view and Translate. All the on-screen text and text within panels and drop-
down menus will now show in your new language.
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If you are using dynamic scoring and you change any of the budget fields (Project / Risk Reference / Risk
Budget) having once created risks in that project, they system does not currently automatically ‘update’ the

relative risks scores. The user must carry out a ‘forced’ update to all those records.

You can do the following either on a risk-by-risk basis, or by selecting all the risks in that register. To force
the changes, complete the following steps:

1. Select the risk(s) and use the split screen functionality.

2. Select the Hybrid scoring panel to show on the split screen. Note: If you have selected more than
one risk the values will appear as blanks.

3. Press ‘Save changes’ in the top right-hand side of the panel.

" Quantitative Assessmant - 4 Mergad Risks

Prob (%)

Prob (3) Prob [%)

Cost {€) v

2 qu

9% auantia
96 Hybrid scoring
1 e

Cost {€) v Cost (£)

Time (d) v Time (d)

The following message will appear:

4. Select ‘Yes, Save Changes.

The system will now re-calculate the scores for all the risks you have selected.
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Figure 240 — The Translation bar

No updates have been made to any
fields so no save is required.

Additionally, saving might overwrite

changes from another user.

| Do you want to save changes anyway?

Figure 241 — The Translation bar
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6 Appendix 1

6.1 6.1 ERM and the 1SO31000 framework

Establishing the context
(5-3)

Risk Assessment (5.4,

Risk identification
(5.4.2)

Alerts
Email

Escalation q A
Risk analysis

(5.4.3)

Risk evaluation
(5.4.4)
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Risk treatment
(5.5)

Risk Portfolio
Objectives
Risk Appetite

Risk, Opportunity, Trend, Notifications (Inc. cause & effects)
Responsibility / Timeline

Risk Segmentation capability e.g. Classification / ISO codes
Benefits

Scenarios: Inherent, Current, Target
Scoring (Quant or Qual, or both)

Cost Analysis / Schedule Analysis / Bow-Tie Analysis / Word
Cloud

Controls (effectiveness and degree implemented)

Risk Appetite
Treatment Responsibilities
Treatment Plan (treatment options)

Action Responsibilities
Actions (effectiveness and degree implemented)
Action effect on impact / likelihood

53
=2
2
=
>
()
—
o
o0
C
T
o
2
c
o
=
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Audit & Review: Risks, Controls & Actions
Alerts

Dashboards / Reporting

Scheduled Reporting

Colour Key

3100 clause

riskHive functionality
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6.2 6.2 ERM and the COSO framework

riskHive"

fﬁf"

Control Environment

“ '

Control Environment

Risk Portfolio

Risk Appetite

Risk, Treatment and Actions Ownership Responsibilities

Risk Assessment

Objectives

Risk, Opportunity, Trend, Notifications (Inc. cause & effects)
Responsibility / Timeline

Risk Segmentation capability e.g. Classification / ISO codes
Benefits

Scenarios: Inherent, Current, Target

Scoring (Quant or Qual, or both)

jtoring Act: vities

COSO Framework

Monitoring Cost Analysis / Schedule Analysis / Bow-Tie Analysis / Word Cloud
Audit & Review: Risks, Controls & Actions
Ale-rts Control Activities
Dashboards / Reporting

Controls (effectiveness and degree implemented)
Treatment Plan (treatment options)

Actions (effectiveness and degree implemented)
Action effect on impact / likelihood

Scheduled Reporting

Information & Communication
Alerts

Email

Escalation
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