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Thank you for purchasing Enterprise Risk Manager from riskHive or one of our resellers. We value your 
business as an Enterprise Risk Manager customer, and we are here to help. 
 
If you need help you can use any of the following options: 
 
 
 
 
 

Call us on +44 1275 54 58 74 

 
 
 

Email us at support@riskhive.com 
 

 
 

 

  
 
riskHive Enterprise Risk Manager 
 
The riskHive ERM is a fully featured, online Enterprise Risk Management and Risk Register Handling 
solution. As a web-based tool it is constantly updated with the latest and best functionality to support 
evolving needs of high-end risk managers and senior executives in large, complex businesses.  
 
The central risk repository is used for collating and storing risk registers with essential risk reports and 
quickly and effectively centralises and maintains your risk registers whilst not changing the way you work by 
allowing the export of registers back to your native format. 
 

The core system is designed to manage risk treatment information; produce management reports and 
information dashboards; manage asset and insurance information; and produce bowtie diagrams and 
graphics for better risk articulation. The riskHive ERM is aligned to both the ISO 31000 and COSO 
frameworks1 and is highly configurable by the User-administrator. The system can be configured to be 
multilingual and to display your own risk terminology. Multiple currencies can be managed for assessment 
and reporting and are User-switchable. 
 

You can run cost and schedule analysis; manage information security risks in line with ISO 27001; and 
manage control assurance information.  
 

This guide covers functionality available in the system for Users, Risk Managers and Administrators. One of 
the many advantages of this system is its configurable nature. This means that each Company can request 
different configurable features or even have features removed. Due to this, this manual may not display the 
same functionality as you experience in the tool. Contact your administrator for a list of their configuration 
changes. 
 
We hope you find Enterprise Risk Manager useful and easy to operate. We are eager to hear your feedback 
- either positive or critical - and ideas.  Our contact information is provided above. 
 
We hope you have an enjoyable and productive experience!  
  

 
1 Appendix 1 ς ERM functionality link to ISO 31000 & the COSO frameworks 

mailto:support@riskhive.com
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1 Getting Started 

The installation of Enterprise Risk Manager varies dependent on whether riskHive or your organisation is to 
host the system. If your company hosts the webserver and ERM data, then there may be additional 
requirements to access the system. 

1.1 System Requirements 

All that is required to use the application is a standard modern Internet browser. The application supports 
all platforms (not just Microsoft-centric systems) on multiple devices that can run a browser such as PC, 
Mac, Smart phone, Tablet, eBook, etc. 
 
All browsers are supported but those we certify to work correctly are MS Edge, Firefox, Chrome, Safari, iOS 
Safari, and Opera browsers. 

1.2 Application Hosting 

¢ƘŜ ŀǇǇƭƛŎŀǘƛƻƴ ƛǘǎŜƭŦ Ƴǳǎǘ ōŜ ŘŜƭƛǾŜǊŜŘ ǘƻ ǘƘŜ ǳǎŜǊǎ ǳǎƛƴƎ ŀ ǇƘȅǎƛŎŀƭ ǎŜǊǾŜǊΦ ¢Ƙƛǎ Ŏŀƴ ōŜ ŀƴ ŀŎǘǳŀƭ ΨǎŜǊǾŜǊΩ ƻǊ 
a PC or even a laptop configured with some server components.  
 
Recommended minimum system in Bold. 
 
Operating System:  
Windows Server 2016 or Windows 10 or later 
Microsoft .NET Framework 4.8 
IIS10 or above  
 
Database: 
SQLExpress or SQLServer 2019 or later 
 
Internet browser:  
MS Edge, Chrome, Firefox, Safari, Opera  

 
¢ƘŜ ǎƻŦǘǿŀǊŜ ƛƴŎƭǳŘŜǎ άŦŀŎǘƻǊȅ ǎŜǘέ ǘŜǊƳƛƴƻƭƻƎȅ ǘƘŀǘ ǊŜƭŀǘŜǎ ǘƻ L{h омлллΣ ƛǘ ŀƭǎƻ Ƙŀǎ ǇǊŜ-set dropdown lists 
for risk reporting; however, all pre-settings can be User adjusted to meet your requirements.  
 
¸ƻǳ ŀǊŜ ŀŘǾƛǎŜŘ ǘƻ ŎƘŜŎƪ ȅƻǳǊ ƻǊƎŀƴƛǎŀǘƛƻƴΩǎ ǇǊƻŎŜŘǳǊŜǎ ŀƴŘ ǇƻƭƛŎƛŜǎ ǘƻ ŜƴǎǳǊŜ ǘƘŀǘ ǘƘŜ ǘŜǊƳƛƴƻƭƻƎȅ ƛǎ 
appropriate. 
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2 Glossary  

The following are common terms used when carrying out Risk Management.  Not all terms are used in the 
riskHive ERM but all of them should help the User gain a better understanding of how to identify, collect, 
manage, analyse, and report risk.  Terms used in riskHive ERM are in bold. 
 
Assumption   An assumption is a presumption or supposition with a degree of uncertainty. In the 

system Assumptions are input items with a high degree of pre-supposed dependent 
factors that have a degree of uncertainty. 

Broad Brush Risk 
Assessment 
(BBRA) 

A Broad-Brush Risk Assessment (BBRA) is a facilitated risk assessment that endeavours 
to identify all the significant hazards that may impact upon the organisation, including 
Health and Safety and Environmental aspects, but not necessarily every instance of the 
hazard manifesting itself as a risk.  

Cause   

 

 

Directly precipitates an event. 

Necessity. A cause must be necessary, i.e., without it, the event would not have 
happened. 

Sufficiency. A cause must be sufficient, i.e., sufficient to precipitate the event alone. 

Conditions. A cause usually has conditions, i.e., other elements which are necessary for 
the adverse event/change of state but not in and of themselves sufficient to cause it. 

Causal Chain   Often used legalistically it describes a series of events/events and conditions which are 
directly linked to each other, i.e., one caused the other. Causal chains are usually 
necessary to prove fault. 

CCS   The Corporate Cost Score shows corporate scores by cost only. Corporate scores are 
global scores and are defined in the Global Heatmap. 

Consequence Outcome of an event affecting objectives. 

Control Measure to modify risk. 

CWS   The Corporate Worst Score, i.e., the worst score of each of the configured impacts (cost, 
time etc.). NOTE: Corporate scores are defined in the Global Heatmap whereas Project 
scores are defined by the administration of each project Heatmap. 

Effect The set of direct and indirect causal implications from the realisation of the risk. 

Event Occurrence or change of a set of circumstances (an event can lead to a range of 
consequences). 

Exposure Extent to which an organisation is subject to an event. 

External Context External environment in which the organisation seeks to achieve its objectives. 

Financial Impact The direct and immediate financial effect that a business will feel because of the 
realisation of a risk. 

Frequency Measure of the likelihood of an event expressed as several events or outcomes per 
defined unit of time. 

Hazard A source of potential harm to a person, or a situation that has the potential to cause 
damage or loss to the business, its plant and infrastructure or its people. 

Impact The direct and immediate outcome of the risk being realised.  

Indicators ¦ǎŜŘ ƛƴ ǘƘŜ ŎƻƴǘŜȄǘ ƻŦ ΨƪŜȅ Ǌƛǎƪ ƛƴŘƛŎŀǘƻǊΩΦ ¢ƘŜ ǎǘŀǘŜ ƻŦ ŀƴ ƻōƧŜŎǘ ƻǊ ǊŜƭŀǘƛƻƴǎƘƛǇ ǿƘƛŎƘ 
suggest that something is at risk. 

Influence The state/condition of an object or relationship which may influence another object or 
relationship. 
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Input Items The system manages more than just Risks.  For example, it can handle such items as 
Trends, Assumptions, and Issues. These things can have different metadata assigned to 
them and have different workflows. We refer to these inputs as Input Items. 

Internal Context Internal environment in which the organisation seeks to achieve its objectives. 

Mitigation A strategy or series of activities which are designed to reduce the impact felt by the 
realisation of a risk. 

Monitoring Continual checking, supervising, critically observing or determining the status to identify 
change from the performance level required or expected. 

Opportunity 

 

hƴŜ ƻŦ ǊƛǎƪIƛǾŜΩǎ 9wa Input Items.  A possible action that that can be taken that could 
have a positive effect on objectives. 

Outcome The direct event and set of conditions which result from the realisation of a risk 
event/change of state. 

Parameters Defined within this document as a set of tolerable values, e.g., lowest tolerable value, 
and highest tolerable value. 

PCS Project Cost Score. The Project scorings for cost only. 

Probability Chance of something happening (AKA: Likelihood or Frequency).  Measure of the 
change of occurrence expressed as a number between 0 and 1, where 0 is impossibility 
and 1 is absolute certainty. 

PWS Project Worst Score. The worst risk score of each of the configured impacts (cost, time 
etc.). 

Residual Risk Risk remaining after risk treatments (AKA retained risk).  Residual risks can contain 
unidentified risk. 

Resilience Capacity to resist being affected by an event. 

Review Activity undertaken to determine the suitability, adequacy, and effectiveness of the 
subject matter to achieve established objectives (this can be applied to the Risk 
Management Framework, Risk Management Process, or a risk. 

Risk ¢ƘŜǊŜ ŀǊŜ ǎŜǾŜǊŀƭ ŘŜŦƛƴƛǘƛƻƴǎ ŦƻǊ ΨwƛǎƪΩΦ  ²Ŝ ǳǎŜ ǘƘŜ L{hомлл ŘŜŦƛƴƛǘƛƻƴ ς A negative 
ŜŦŦŜŎǘ ƻƴ ǘƘŜ ǳƴŎŜǊǘŀƛƴǘȅ ƻŦ ƻōƧŜŎǘƛǾŜǎΦ ό{ƻƳŜ ƻǊƎŀƴƛǎŀǘƛƻƴǎ ǊŜŦŜǊ ǘƻ Ǌƛǎƪǎ ŀǎ Ψ¢ƘǊŜŀǘǎΩ). 

Risk Acceptance Informed decision to take a particular risk. 

Risk Aggregation Process to combine individual risks to obtain a more complete understanding of risk. 

Risk Analysis Systematic process to understand the nature of and to determine the level of risk. 

Risk Appetite Amount and type of risk an organisation is prepared to pursue to take. 

Risk Assessment Overall process of risk identification, risk analysis and risk evaluation. 

Risk Attitude hǊƎŀƴƛǎŀǘƛƻƴΩǎ ŀǇǇǊƻŀŎƘ ǘƻ ŀŎŎŜǎǎ ŀƴŘ ŜǾŜƴǘǳŀƭƭȅ ǇǳǊǎǳŜΣ ǘŀƪŜΣ ƻǊ ǊŜŦǳǎŜ risk. 

Risk Aversion Attitude to turn away from risk. 

Risk Avoidance Decision not to be involved in, or to withdraw from, an activity based on the level of 
risk. 

Risk Context The goals, objectives, strategies, scope and parameters of the activity, or part of the 
organisation to which the risk management process affects. 

Risk Criteria /ǊƛǘŜǊƛŀ ŀƎŀƛƴǎǘ ǿƘƛŎƘ Ǌƛǎƪ ƛǎ ŜǾŀƭǳŀǘŜŘ ƛƴ ŀǎǎƻŎƛŀǘƛƻƴ ǿƛǘƘ ƻǊƎŀƴƛǎŀǘƛƻƴΩǎ ƛƴǘŜǊƴŀƭ 
policies, goals and objectives and the interests of stakeholders. 
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Risk Evaluation Process of comparing the level of risk against the criteria. 

Risk Financing 

 

Form of risk treatments involving contingent arrangements for the provision of funds to 
meet the financial consequences should they occur. 

Risk 
Identification 

Process of finding and describing sources of risk. 

Risk 
Management 

Coordinated activities to direct and control an organisation regarding risk. 

Risk 
Management 
Framework 

Set of components that provide the foundations and organisational arrangements for 
designing, reviewing, and continually improving risk management processes throughout 
the organisation. 

Risk Matrix Tool for ranking and displaying risks by defining ranges for consequences and likelihood. 

Risk owner Position holder who is delegated the responsibility for ensuring that the mitigation 
treatment and associated actions to minimise the impact of the risk to the business are 
effectively actioned. 

Risk Register A register of assessed business risk which is maintained and reviewed for purposes of 
reference, assurance, and continual improvement. 

Risk Retention Acceptance of the benefit of gain, or burden of loss, from a particular risk. 

Risk Sharing Form of risk treatments involving the agreed distribution of risk with other parties. 

Risk Tolerance hǊƎŀƴƛǎŀǘƛƻƴΩǎ ǊŜŀŘƛƴŜǎǎ ǘƻ ōŜŀǊ ǘƘŜ risk after risk treatments to achieve its objectives. 

Risk Treatment Process of selection and implementation measures (Controls) to eliminate or modify the 
existing risk to zero or a lower risk level. 

Threat 9ŦŦŜŎǘ ƻŦ ǳƴŎŜǊǘŀƛƴǘȅ ƻƴ ƻōƧŜŎǘƛǾŜǎ ό!ƭǘŜǊƴŀǘƛǾŜ ǘƻ ǘƘŜ ǳǎŜ ƻŦ ǿƻǊŘ ΨwƛǎƪΩ ŦƻǊ ǎƻƳŜ 
organisations). 

Treatment The application of some form of action or behaviour towards a risk or its indicators or 
impacts. Risks can be treated by either reducing the probability that they will occur or 
by reducing their impact. 

Trigger A trigger is an event or the presence of a set of pre-conditions which gives rise to the 
cause of a risk. 

Uncertainty State, even partial, of deficiency of information related to or understanding or 
knowledge of an event, its consequence, or likelihood. 

Vulnerability Intrinsic properties of something that create susceptibility to a source of risk that can 
lead to a consequence. 
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3 New Features 

In this latest addition of the Help Manual, we have included: 
 
 

Item Section  Description Page 
 

Dev-515 5.5 Licencing - Exceeding Licence Limits  [P3 to R110]  

Dev-502  P6  

Dev_544  URL options  

Dev -
381 

 White label logo  

Dev-563  Not live colours? ς may be user manual only  

    

  System admin handover check list  
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4 Functions for Administrators 

There are two areas in which administrative functions are carried out.  The Main Application ǇŀƎŜ and 

Administration ǇŀƎŜ. 
 

  
 

 
 

Figure 1 - The Administration Screens 
 

 

To access the Administration ǇŀƎŜ, select the option from the Main menu. 
 

 
 

Figure 2 - Access to the Pages 
 

If wish to have more than one ǇŀƎŜ open at a time, hold down the Control key on the keyboard and select 

an option. 
  

¦ǎŜǊǎ ŀƴŘ !ŘƳƛƴƛǎǘǊŀǘƻǊǎ ƘŀǾŜ ŀŎŎŜǎǎ ǘƻ ǘƘŜ aŀƛƴ ǇŀƎŜ 
ǿƘŜǊŜ Ǌƛǎƪ ǇƻǊǘŦƻƭƛƻǎ Ŏŀƴ ōŜ ƳŀƴŀƎŜŘ ǿƛǘƘ ǎƻƳŜ 
ŀŘŘƛǘƛƻƴŀƭ Ǌƛǎƪ ƳŀƴŀƎŜƳŜƴǘ ŦǳƴŎǘƛƻƴŀƭƛǘȅ ǘƘŀǘ Ŏŀƴ ōŜ 
ŀŎŎŜǎǎŜŘ ŦǊƻƳ ƘŜǊŜ ōȅ !ŘƳƛƴƛǎǘǊŀǘƻǊǎΦ 

¢ƘŜ !ŘƳƛƴƛǎǘǊŀǘƛƻƴ ǇŀƎŜ ŜƴŀōƭŜǎ ŎƻƴŦƛƎǳǊŀǘƛƻƴ ƻŦ ǘƘŜ 
Ƴŀƛƴ ǎŎǊŜŜƴΣ ŘǊƻǇ ƭƛǎǘǎΣ ǎŎŜƴŀǊƛƻǎΣ ƭŜǾŜƭǎΣ ǇŀƴŜƭ 
ŎƻƴǘŜƴǘǎΣ ǇǊƻƧŜŎǘ ǘǊŜŜǎΣ ƘŜŀǘƳŀǇǎΣ ƎǊƛŘ ŎƻƴŦƛƎǳǊŀǘƛƻƴΣ 
ǳǎŜǊ ƳŀƴŀƎŜƳŜƴǘ ŀƴŘ ƻǘƘŜǊ ƎŜƴŜǊŀƭ ŀŘƳƛƴƛǎǘǊŀǘƛƻƴΦ 
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4.1 The Administration Page 

¢ƘŜ !ŘƳƛƴƛǎǘǊŀǘƛƻƴ ǇŀƎŜ ŜƴŀōƭŜǎ ŎƻƴŦƛƎǳǊŀǘƛƻƴ ƻŦ ǘƘŜ Ƴŀƛƴ ǎŎǊŜŜƴΣ ŘǊƻǇ ƭƛǎǘΣ ǎŎŜƴŀǊƛƻǎΣ ƭŜǾŜƭǎΣ 
ǇŀƴŜƭ ŎƻƴǘŜƴǘǎΣ ǇǊƻƧŜŎǘ ǘǊŜŜΣ ƘŜŀǘƳŀǇǎΣ ƎǊƛŘ ŎƻƴŦƛƎǳǊŀǘƛƻƴΣ ǳǎŜǊ ƳŀƴŀƎŜƳŜƴǘ ŀƴŘ ƻǘƘŜǊ ƎŜƴŜǊŀƭ 
ŀŘƳƛƴƛǎǘǊŀǘƛƻƴΦ 
 

 
 

Figure 3 - The Administration Page 
 
The Administration page is split into the following sections: 
 
User Management |  Reports |  Drop Lists & Data |  Tools |  Display |  Structure |  System Drop Lists 
 
The User Management section provides the ability to set Role Types, Permission Groups and Role Group 
Management and manage individual Users. You can also view your Licence Information from here. 
 
The Reports section allows individuals to create and edit Reports, Registers, and the Risk on a Page. 
 
The Drop List & Data section allows individuals to create and edit standard and custom drop lists and data. 
 
The Tools section allows individuals to carry out some General (system wide) Configuration, Manage Tasks, 
System Exports/Imports and view API and Change Log Information. 
 
The Display section allows individuals to configure the layout of the entry pages grids for Risks, 
Opportunities, Actions etc, changing the look and feel of options within key functionality on the main 
screen and for individual editors as well as change general colours. 
 
The Structure section enables the creation and editing of Tree Structures such as the EPS, the configuration 
of the Corporate and Project Heatmaps ς such as colours, tags, provision and escalation, the editing of the 
Scoring Levels e.g., Probability, Cost, Time etc as well as the ability to set up currencies, time durations and 
other assessment impact measurables. 
 
The System Drop Lists section enables the creation of new Data Sets, Configure the Descriptor Types, edit 
the Action and Treatment Types, Edit the Project Node Level Drop Lists.  Administrators can also define the 
Heatmap Colours and other Colour Groups, together with the Main Views that can be made available to 
Users and the drop lists for the Word Clouds. 
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Backup Main Data 

At the top of each section there is access to the Backup Main Data to download a Backup. 
 

 
 

Figure 4 ς The Backup Main Data Option 
 

Generally, backups should be made as a security measure prior to making a major data change. Perhaps 
when the enterprise tree structures are being reorganised, or by Software support prior to upgrading the 
system. Rarely should an import be needed as (hopefully) changes go to plan. 

 
Note: When you take a backup, you do not have to physically download the backup file, as the action of 
ŎƭƛŎƪƛƴƎ ƻƴ ǘƘŜ Ψ.ŀŎƪǳǇ aŀƛƴ 5ŀǘŀΩ ƛŎƻƴ ǿƛƭƭ ǎŜƴŘ ǘƘŀǘ ōŀŎƪǳǇ ǘƻ ǘhe Reports Manager section in Admin and 
can be retrieved, if necessary, by riskHive Support.  Downloading the file will result in that data being 
downloaded to your PC.   



Classification: Internal          Page 20 of 163 

4.2 The Main Page ς Additional Administrative Rights 

Tools 

Within the Tools option there are a couple of options available only to Administrators. 
 
These are: 
 

¶ Users Online  

¶ Bulk Export/Import.   

¶ Report Manager and 

¶ Upload/Register Manager 
 
(Refer to Section 12.1.2 for details). 

Edit Node Data 

Within the Edit Node Data there are three options available only to Administrators. 
 
These are Sign-off Reset (all), Formats and Settings and Rates/Exchanges. (Refer to Section 12.2 for 
details). 
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5 User Management 

The User Management section provides the ability to set Role Types, Permission Groups and Role Group 
Management and manage individual Users. You can also view your Licence Information from here. 
 

 
 

Figure 5 ς The User Management Section  
 
When undertaking User Management for the first time, you need to complete the following set ups in the 
order below: 
 

1. Create your Role Types 
2. Create your Permissions Groups 
3. Create your Users 
4. Assign your Users within the List Groups and Role Groups 
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5.1 Role Types 

You can assign users into various Role Types. There are some pre-configured Role Types, which, except for 
Managers and Owners can be edited. 
 

 
 

Figure 6 ς Role Types Panel 
 
Managers and Owners: Users can be assigned to either or both Role Types.  This will allow a user to appear 
in the Manager and/or Owner drop downs within the application.   
 
This allows users in those groups to be assigned to elements in the system. E.g., Manager, Owner, Action 
Owner etc.  You can have the same user in one, all, or any combination of the List Groups set up.  The table 
below lists which of the drop downs an Owner or Manager will appear in. 
 
You will see that these two Role Types are not editable; this are hard coded into the system and from which 
several reports are generated. 
 

Field Drop Down Manager Owner 

Responsibility Panel Manager X  

 Owner  X 

 Raised by  X 

Treatment Panel Owner  X 

Action Panel Owner  X 

 Executor X  

Audit and Review Panel Approved by X  

 Reviewed by X  

 
The other Role Types are configurable ς I.e., you can edit these. You can rename these, using the Edit 
functionality, or if you need additional List Groups you can create new List Groups.  These additional Role 
Types, once allocated users, will appear in the People Panel in the Node Information. 
 
NOTE: If you add additional Role Types, these are Instance wide, so will appear on all datasets (if you are 
using multiple datasets). 
 

 
 

Figure 7 ς People Panel (at Node) 
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To Edit a Role Type, click on the Edit link in the panel and a new panel will appear. 
 
From here you can define the Role Type name and the sort order. 
 

 
 

Figure 8 ς Edit List Permissions Group Panel 
 
By clicking on the Edit or Manage link in the Edit Role Type panel you can manage who you want to be in 
that Role Type list.   
 
If you wish to add a person, clicking in the User field, the list of possible names will appear in a drop down.  
By clicking on the name you want, will automatically put that name in the Role Type list. 
If you wish to remove a person from the Role Type list, click on the X against that name. 
 

 
 

Figure 9 ς Edit Group Users Panel 
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5.2 Permission Groups 

It is in Permission Groups where you set up standard permissions for the system.  This should support any 
IT security policy requirements. 
 
Group labels are configurable, together with the Permissions, Project Nodes and Views.  You can have as 
many Permission Groups as you require. 
 
In the example below there are three Permission Groups created. 
 

 
 

Figure 10 ς Edit Permissions Groups Panel 
 
Ψwƛǎƪ hǿƴŜǊǎ 9ȄǘŜǊƴŀƭΩ- Any user assigned to this group will only see risks or actions to which they have 
been allocated within the system.  They can also only see Actions, Risks, and Issues, where Actions is their 
default view (as denoted by the *). 
 
ΨRisk Owner ς LƴǘŜǊƴŀƭΩ ς Any users assigned to this groups will see all risks and actions within their project 
node, regardless of who is assigned to those risks and actions.  Their default view is Risks and they can also 
see Opportunities, but not issues. 
 
Ψwƛǎƪ aŀƴŀƎŜǊΩ ς Any users assigned to this group can create and delete risks and actions.  They can also 
import and export data.  They also have access to Trends and Assumptions.  Their default view is Risks. 
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To create a Permission Group, click on create. 
 

 
 

Figure 11 ς Create New Permissions Group Panel 
 

In the Label field, write the name of your Permission Group. 
 
Select the Permissions you want to have for that group.  You can either click on the All button and then 
deselect the permissions by clicking on the X or click in the Permissions field and select the permissions that 
appear in the drop down. 

 

 
 

Figure 12 ς Editing Permissions Panel 
 

The Default View will always be Risks, if not selected.  If you wish to change this, select the view you wish 
from the drop-down options. 
 
The Allowed Views will always be all views, if not selected.  If you wish to change this select the allowed 
views as appropriate from the drop-down options. 
 
If you know that your Permission Group will have access to specific Project Nodes, you can select the Node 
at this point.   
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Permission Types 

 
Create Function can create new risks and treatments. 

 
Update Provides the ability to update risk and treatment information. 

 

Delete Allows the function to delete risks and treatments. It is recommended that this is 
disabled for all Users except for one administrator. 
 

Tree View Function can see the sub-folders for the node which has been allocated to the 
function in the assign project(s) selector. 
 

Bowtie Allows the function to create and edit bowties. 
 

Import A Function/User with this permission can import Risk registers and Work 
breakdown structures. 
 

Export A Function/User with this permission can export Work breakdown structures, I/O 
Registers. 
Note: Export only applies to WBS & I/O registers.  I.e., if export is not made 
available to a user, they will still be able to download and export a report and/or 
Dashboards. 
 

Schedule A Function/User with this permission may schedule reports to be produced out 
of hours and on regular basis. 
 

Analyst Allows the function to run Monte Carlo simulations. 
 

Convert Scores 
 

Allows the function to allow the conversion of Qual-Quant (and vice versa). 

Restricted !ƭƭƻǿǎ ǳǎŜǊǎ ǘƻ ǘŀƎ Ǌƛǎƪǎ ŀǎ άwŜǎǘǊƛŎǘŜŘέ and view and edit such risks tagged by 
other users. When given this permission. Certain functionality becomes available 
that would otherwise be hidden. 
 

Elevated Allows this specialist function to approve the risks within a project. This option is 
directly linked to the Project Assessment tab within the Project panel. This 
ŀƭƭƻǿǎ ǇŜƻǇƭŜ ǎǳŎƘ ŀǎ a5Ωǎ ŀƴŘ /9hǎ ǘƻ ǎƛƎƴ-off or approve project risks at 
regular intervals. 
 
Only those with elevated access will be able to sign off a project and reset the 
Sign off.    
 

Reduced Access A Function/User with this permission may only view risks owned and/or 
managed by them. It reduces the list of possible risks and therefore actions they 
have access to. 
 

Navigator Allows access to view all escalated risks and all risks held within the other 
alternative views. Previously all users had access to the alternate views which, on 
reflection could have exposed risks unnecessarily. 
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If you wish someone to be listed within the system but not have access, leave the permissions field blank. 
 
LŦ ȅƻǳ ǿƛǎƘ ǎƻƳŜƻƴŜ ǘƻ ƘŀǾŜ ǊŜŀŘ ƻƴƭȅΣ ƛǘ ƛǎ ŀŘǾƛǎŀōƭŜ ǘƻ ǎŜǘ ǳǇ ŀ tŜǊƳƛǎǎƛƻƴǎ DǊƻǳǇ ŎŀƭƭŜŘ ΨRead OnlyΩ ŀƴŘ 
leave the Permissions field blank.  However, if you do not assign a user to a permissions Group but assign 
them to a Node and allow that user access to the system, ǘƘŜƛǊ ǇŜǊƳƛǎǎƛƻƴ ǿƛƭƭ ŘŜŦŀǳƭǘ ǘƻ ΨwŜŀŘ hƴƭȅΦ 
 
LŦ ȅƻǳ ǿƛǎƘ ǘƻ ƭƛƳƛǘ ŀŎŎŜǎǎ ǘƻ ǘƘŜ ΨEdit Node DataΩ ǇŀƴŜƭ ǘƻ !ŘƳƛƴ ŀƴŘκƻǊ 9ƭŜǾŀǘŜŘ ǳǎŜǊǎ ƻƴƭȅΦ ¢Ƙƛǎ 
configuration setting is a riskHive Technical Support Team function.  

5.2.1.1 Nuances for Permissions 

If a user (User A) has been assigned to a specific parent node and has not been given Treeview permissions 
when working within a child node then their name cannot be allocated against a record for any of the child 
nodes, except in the following instance: 

If another user (User B) has Treeview permissions and aggregates all the risks from the parent node level to 
which User A has been assigned, then that user B can assign user A to any risk within that project tree. This 
is because the system will show all possible users assignable throughout the project tree.  

It is advisable therefore, that if ownership of risks etc need to be changed, this should be done at the 
individual node level. 

The system logic for permissions is built on the assumption that if a user has permissions for a parent node, 
then they should have access to all child nodes. 
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5.3 Role Group Management 

You will only see Administrators in this panel, but just as with the Role Types by clicking on Manage, you 
can quickly allocate or remove people from this role group. 
 

 
 

Figure 13 ς Edit Role Groups Panel 
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5.4 User Management 

It is in the Users Panel where you can create and edit individual users.  You can: 
 

¶ Create / edit the User Name 

¶ Apply user information, such as their Real Name, Email addresses, Phone numbers and Notes 

¶ Set Passwords 

¶ Assign them to Role Groups, Permission Group and Role Types 

¶ Refine Permissions 

¶ Allocate Nodes 
 

 
 

Figure 14 ς Edit User Panel 
 
hƴŎŜ ȅƻǳ ƘŀǾŜ ŎǊŜŀǘŜŘ ŀƴŘ ǎŀǾŜŘ ǘƘŜ ōŀǎƛŎ ǳǎŜǊ ƛƴŦƻǊƳŀǘƛƻƴΣ ŀ ƴŜǿ ōǳǘǘƻƴ ΨtŜǊǎƻƴŀƭ tŜǊƳƛǎǎƛƻƴǎΩ ǿƛƭƭ 
appear so you can refine their permissions. 
 
The Password rules are available by hovering over the ? next to Password. 
 
For reference these are noted below: 
 

1. At least 8 characters long and no longer than 128 characters. 
2. No more than 2 consecutive characters the same. 
3. Meet at least 3 complexity criteria (at least 1 uppercase, 1 lowercase, 1 digit or 1 special character). 

 
For ǎǇŜŎƛŀƭ ŎƘŀǊŀŎǘŜǊǎ ǘƘŜ ŦƻƭƭƻǿƛƴƎ Ƴŀȅ ōŜ ǳǎŜŘΥ  ΗΣ ϦΣ ϻΣ ϷΣ ϵΣ ҈Σ ϣΣ ϧΣ ϝΣ όΣ ύΣ -, _, =, +, [, {, ], }, ;, :, \ , @, #, ~, 
,, <, ., >, /, ?, |, \ \ , `, ¬,   
You can Disable a user from Edit Permissions Panel or refine their permissions if an exception to the 
Permission Group is needed.   
 
CƻǊ ŜȄŀƳǇƭŜΣ ȅƻǳ Ƴŀȅ ƘŀǾŜ ŀ wƛǎƪ hǿƴŜǊ tŜǊƳƛǎǎƛƻƴǎ DǊƻǳǇ ǘƘŀǘ ŘƻŜǎ ƴƻǘ ƘŀǾŜ ΨŜȄǇƻǊǘΩ ŀƴŘ ΨƛƳǇƻǊǘΩ 
included.  However, for whatever reason for a particular Risk Owner, ȅƻǳ Řƻ ǿŀƴǘ ǘƘŜƳ ǘƻ ƘŀǾŜ ΨŜȄǇƻǊǘ ŀƴŘ 
ΨƛƳǇƻǊǘΩ ŎŀǇŀōƛƭƛǘȅΣ ȅƻǳ Ŏŀƴ ŀƭƭƻǿ ǘƘƛǎ ōȅ ǎŜƭŜŎǘƛƴƎ 9ȄǇƻǊǘ ŀƴŘ LƳǇƻǊǘ ƛƴ ǘƘŜ tŜǊƳƛǎǎƛƻƴǎ ŦƛŜƭŘΦ 
 
[ƛƪŜǿƛǎŜΣ ƛŦ ǘƘŜ ŘŜŦŀǳƭǘ ǾƛŜǿ ŦƻǊ wƛǎƪ aŀƴŀƎŜǊ ƛǎ ΨwƛǎƪǎΩΣ ōǳǘ ŦƻǊ ŀ ǎǇŜŎƛŦƛŎ ǇŜǊǎƻƴ ǘƘŜȅ ǿƛǎƘ ǘƻ ƘŀǾŜ 
ΨhǇǇƻǊǘǳƴƛǘƛŜǎΩ ŀǎ ǘƘŜƛǊ ŘŜŦŀǳƭǘ ǾƛŜǿΣ ȅƻǳ Ŏŀƴ ŜƴŀōƭŜ ǘƘƛǎ ōȅ ŎƘŀƴƎƛƴƎ ǘƘŜ ǾƛŜǿ ƛƴ ǘƘŜ Default View field. 
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From the Project Nodes field, you can select which nodes you wish that user to have access to.  Click Add to 
bring up the Project Tree.  From here you can select a specific node (or multiple nodes). 
 
NOTE:  If the user has Treeview permissions, then you only need to select the parent node and they will 
automatically have permissions to the child nodes. 
 

 
 

Figure 15 ς Edit Project Node 
 
Some fields in the User Management can be configured (Via riskHive Technical Support Team) so that they 
can be mandatory and therefore enforced by the User editor.   
 
These fields are: Real Name, Primary and Secondary Email, Primary and Secondary Phone and Notes. 
 
NOTE: When users are added to the system, they default to the bottom of the list of the Role Types.   
 
If you want users to appear in alphabetical order, once you have created a user, go to the Role Types, and 
select Smart Sort.  You then choose which sort order you wish to apply  ς either First,Last  or Last,First.  This 
is handy if you have just bulk uploaded several users. 
  

           
 

Figure 16 ς User Creation ς Smart Sort 
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Changing the User Grid view 

¸ƻǳ Ŏŀƴ ŀƭǎƻ ŎƘŀƴƎŜ ǘƘŜ ƎǊƛŘ ǾƛŜǿ ōȅ ǎŜƭŜŎǘƛƴƎ ǘƘŜ ΨǘŀōƭŜΩ ƛŎƻƴ ŀǘ ǘƘŜ ǘƻǇ ƭŜŦǘ ƘŀƴŘ ƻŦ ǘƘŜ ǇŀƴŜƭΦ  ¢Ƙƛǎ ŀƭƭƻǿǎ 
you to see on the grid, information such as, email addresses, when the user was created and when they last 
logged onto the system. 

 
 

Figure 17 ς Changing the User Grid 
 

Enabling Users and Assigning Users ς Quick Edit 

You can Enable/Disable and Assign/Unassign users direct from the Edit User grid by clicking on the 

tick/cross icon on the grid. 

 

 
 

Figure 18 ς Enabling and Assigning Users ς Quick Edit 

 
No Access Users 

A No Access User is only available where this is invoked within your user licence.  A No Access User allows 
the administrator to create a user so that name can appear within any of the role type lists.  However, the 
No Access User will not have access to the system.  I.e., they must be disabled within the system. 
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Creating a user already deleted 

Whilst it is recommended that users should not be deleted (as this will remove their names from the 
archive), users can be deleted.  System Administrators cannot see deleted users.  Where System Admin 
tries to re-create a deleted user, the following message will appear: 
 

 
 
support@riskhive.co.uk must be contacted for this user to be reactivated in the system. 

 

5.5 Licensing 

From this panel you can see your licence information and where if required, you can enter your licence 
Date Extension Key.  
 

  
 

Figure 19 ς Manage Application Licence Panel 
 

Each ERM Portal requires an Activation key. The key expires when an embedded date is reached. One 
month prior to the expiry, a message is displayed on the top orange bar of the Administration panel stating, 
ΨInvalid or expired activation key (administrators only)ΩΦ ¢Ƙƛǎ ƳŜŀƴǎ ƻƴƭȅ ŀŘƳƛƴƛǎǘǊŀǘƻǊǎ Ŏŀƴ ǎǘƛƭƭ ŀŎŎŜǎǎ ǘƘŜ 
tool and review their current license options and review their future license requirements.  
 
The licence model consists of the following elements: 
 

o Active Users ς users that may log into the application 

o No Access Users ς named users who do not have access but may be associated to risks or 

actions. 

o Administrators ς Upper limit for Administrators of the system (must be from the Active 

User List)  

In the screen shot above, a customer has purchased a 25-user licence. They have determined that 5 of 

those 25 users will be System Administrators. 

bƻ !ŎŎŜǎǎ ǳǎŜǊǎ ŀǊŜ ΨŀŘŘƛǘƛƻƴŀƭΩ ǘƻ ǘƘŜ нр-user licence. 

To discuss licenses further contact: ian.baker@riskhive.com. 

mailto:support@riskhive.co.uk
mailto:ian.baker@riskhive.com
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Exceeding Licence Limits 

If a user is created or edited and that activity would exceed the licence allowance, warning messages will 
appear.  Below is an example warning message where an attempt has been made to create a New user that 
would exceed the licence allowance.  In this instance, this User would not be created in the system.  
 

 
 

Figure 20 ς Licence Warning Message ς New User 
 
Below is an example warning message, where those changes would impact on the number of available No-
Access Users, again in this instance changes will not be saved. 
 

 
 

Figure 21 ς Licence Warning Message ς Editing User Access Permissions 
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6 Reports 

The Reports section allows individuals to create and edit Reports, Registers, and the Risk on a Page. 
 
Reports are used to export data in an excel format.  This is an export function only. 
 
NOTE 1: Reports can also be exported to a JSON output.  If this is needed, please contact the riskHive 
Technical Support Team. 
 
I/O Registers are an Import/Output Register.  Its purpose is to enable the initial import of data to the 
system.  Once the data is imported, where permissions are granted, this data can be re-exported, updated 
and then re-imported. 
 
NOTE 2 : Exporting and Importing data must be used with extreme caution.  It is not designed to be used as 
an alternative to day to day mangement of data within the system.  Prior to using an I/O register for the 
first time it is advisable to either contact the riskHive Technical Support Team or design and test your I/O 
register within your Development Instance prior to using in your Live Instance. 
 
Report and I/O registers will export to Excel, but can easily be re-saved as any other supported file types. 
 
NOTE 3: Reports and I/O Registers, by default has the first column in the row alternating white/grey.  If you 
wish this to be configured by the riskHive Techncial Support Team so that the grey colouring is removed (or 
alternative colour where available within the system). 
 
NOTE 4: Reports and I/O Registers headers, by default are grey.  The default heads may be configured by 
riskHive Technical Support so that all reports and I/O Registers have the same header colour. 
 
Risk On A Page is a semi-configurable Dashboard, that is deigned to be printed as a Report.  
 

 
 

Figure 22 ς The Reports Section 
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6.1 Report Management - Reports 

Selecting the Register option will bring up the reports edit panel. 
 

 
 

Figure 23 ς Configuring a Report 
 
There are 5 sections within the reports panel: 
 

¶ Manage Schedule Exports ς Information will appear here if you are using scheduled reports which 
can be edited from this section. 

 

¶ Custom Reports - This is a pre-pared section where you can create and edit your own reports 
 

¶ Standard Reports - These are prepared reports available to you with common fields already 
selected for you to use. 

 

¶ Portfolio Reports -These are report that provide information across the portfolio ς such as the 
Structure and Metadata Report which provides the information held at Project Level. 
 

¶ Arrisca Compatible ς Please ignore this section (only applies to customer using both ERM and our 
Arrisca Product. 
 

NOTE: Dashboards and Reports/Risk Reports cannot be edited but can be hidden or moved. 
Reports/Custom and Registers can be edited. If in doubt, please contact the riskHive team. 
 
At the bottom of the screen, you will see the following buttons: 
 

 
 

Figure 24 ς The Reports Panel ς Configuration Options 
 

¶ Add Menu Section ς Creates a new section at the bottom of the panel for you to add features. This 
enables you to create new sections and move options into the sections e.g., a separate section for 
different parts of the business or types or reports. 
 
NOTE: When adding a new section, you mut press Enter for the change to take effect as well as 
pressing Save Changes 
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¶ Manage User Views ς This option enables different User Interfaces to have different 
reports/exports. (Refer to Section 13 -  User Interfaces). 
 

¶ Create New Report ς Enables you to create a new report.(Refer to Section 6.1.2). 
 

Editing the Reports Panel 

You can edit the Name of the report, ti tle, and Tooltip/Notes.  
 
The Name of the report will be the information seen by the User when opening either the Reports or I/O 
register panel from the main application. 
 
The Title of the report is the information that appears in the output. 
 
The Edit Tooltip/Notes, if completed, will show the Tooltip to the User.  If left blank, the information 
displayed to the user will default to display the name of the report. 
 
You can Edit, Delete or Copy Reports by selecting the selecting the edit, delete or copy button. 
You can also configure how the reports are displayed to the user.  There are three options: 
 

 
 

Figure 25 ς Display Options for Reports and I/O Registers 
 

¶ Show ς This will display all the reports in that section (dependent on any display preference 
selected for that individual report). 

 

¶ Collapse ς This will collapse the list of reports and will require the User to click on the + in their 
Report screen to show the reports available.  This is useful if you have several reports, and you have 
a series of reports that are only used on occasion. 

 

¶ Hide ς This will hide the whole section from the user.  
 
Please refer to Section 13 for details on this functionality for Adding Sections, and Managing User Views 

Creating a New Report 

All Reports must be created in the Master Dataset. Once created, these can then be edited at Dataset level  
(Refer to Section 11.1 to find out more about Datasets). 
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Select Create New Report from the bottom of the panel.  A new report appears in the list: 
 

 
 

Figure 26 ς Creating a New Report 
 
Select Edit and when prompted, select Master Dataset: 
 

 
 

Figure 27 ς Creating Fields for the New Report 
 
Fron this screen, you can create and edit your report and/or determine report specific display options via 
the Header. (Refer to Section 6.1.1.1 Edit Report Header for details) 
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6.1.1.1 Edit Fields 

From this panel, select Create to create the new fields for the new report. The following screen appears: 

 
 
 
 
 
 
 
 

Figure 28 ς Creating Reports ς Field Options 
 
Label What title do you want the column to have? 

 
Label Source Leave this field blank. 

 
Hint This is a free text field. 

 
Active If selected, this column will appear.  At dataset level you can select 

specific columns to be produced in that report (or not).  I.e., you may at 
ǘƘŜ aŀǎǘŜǊ ƘŀǾŜ ǘƘƛǎ ΨǘƛŎƪŜŘΩ ŀǎ !ŎǘƛǾŜ ōǳǘ ΨǳƴǘƛŎƪŜŘΩ ŦƻǊ ƻǘƘŜǊ datasets. 
 

Width The Value in the width column is a relative value to the other columns.  
I.e., of you have the first column set to 100, and the second column set to 
50, the second column will be half the width of the first column.  If you 
leave the value at 0 the system will automatically assign columns widths 
according to the type of field selected. 
 

Vertical This option dictates the vertical alignment of text/contents within a cell. 
NOTE: 5ƛǎǘǊƛōǳǘŜŘ ǎƘƻǳƭŘ ōŜ ǳǎŜŘ ǿƘŜƴ ŦƻǊŎƛƴƎ ǘƘŜ ΨǎƛƴƎƭŜ ŎŜƭƭΩ ƻǇǘƛƻƴΦ 
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Horizonal This option dictates the horizontal alignment of text/contents within a 
cell. 
 

Wrapping None, Wrap, No wrap. 
 

Rotation 0,45,90 
 

Heading Colour Drop down of all the colours available in the system.  
 

Fixed Cell Colour Drop down of all the colours available in the system. 
 

Force Single Cell?  This option is only available for reports. By selecting True, this allows you 
to export the data into a single wrap cell. The output is 01 - 02 ς etc. if you 
require a different prefix, you must contact the riskHive Technical Support 
Team to change this for you. 
 

Field Select from the Drop down the field you would like to capture for your 
Report. 
 

NOTE:  You may not be able to select every field type - please contact Support for advice and guidance or 
refer to the riskHive ERM Field Reference Manual, which is available upon request. 
 

6.1.1.1.1 !Ŏǘƛƻƴ /ƻƳƳŜƴǘŀǊȅ !ǊǊŀȅΩǎ 

If you wish to create a report with the Action Commentary information, these fields are available within the 

field section option within Reports. 

These fields are within the Mitigation Plans And Actions section. 

 

 
 
When you select the required field, the editor will update to display a Comment field.  
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Figure 29 ς Action Comment Array ς Comment number field 
 
Select which comment line you wish to export.   
 
You can export up to the last 9 comments, with 1 being the most recent and 9 being the oldest. 
 
Note: If you require more than the last 9 commentary items, please contact support@riskhive.com. 
 

6.1.1.1.2 Ψ¦ōŜǊΩ IŜŀŘŜǊǎ 

LŦ ȅƻǳ ǿƛǎƘ ǘƻ ƘŀǾŜ ŀƴ Ψ¦ōŜǊΩ IŜŀŘƛƴƎǎ ŀŎǊƻǎǎ ǎŜǾŜǊŀƭ ŦƛŜƭŘǎ ƛƴ ȅƻǳǊ ǊŜǇƻǊǘǎΣ ǘƘŜǎŜ Ŏŀƴ ōŜ ƎŜƴŜǊŀǘŜŘ ōȅ 
ŀŘŘƛƴƎ ŀ Τ ŀŦǘŜǊ ǘƘŜ ƭŀōŜƭ ƻŦ ǘƘŜ ŦƛǊǎǘ ƛǘŜƳΦ  CƻǊ ŀƭƭ ŀŘŘƛǘƛƻƴŀƭ [ŀōŜƭǎ ǘƻ Ŧŀƭƭ ǿƛǘƘƛƴ ǘƘŜ Ψ¦ōŜǊΩ ƘŜŀŘƛƴƎΣ ŀŘŘ ǘƘŜ 
; after each label. 
 

 
 

Figure 30 ς Reports Ψ¦ōŜǊ IŜŀŘŜǊΩ ς formatting example 
 

The headings will be formatted as per the screen shot below. 
 

 
 

Figure 31 ς wŜǇƻǊǘǎ Ψ¦ōŜǊ IŜŀŘŜǊΩ ς export example 
 
 
  

mailto:support@riskhive.com
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6.1.1.1 Edit Report Header  

Once you have created your report you can determine where this report register is to be displayed within 
the system. 
 
Select Header from the tables available at the top of the edit Grid Column panel. 
 

 
 

Figure 32 ς Edit Grid Column Panel - Header 
 
 
Once the Header option has been selected the Edit Report Header panel will appear.   
 

 
 

Figure 33 ς Edit Report Header 
 
Active for this Dataset - This identifies which datasets will display the reports.  
 
NOTE: It is recommended that this option remains enabled to increase security for the master dataset. 
 
Available On ς Determines from which Descriptor type the report will be available.  For example, if Risk 
View is selected, back at the main screen the report will only appear in the Report options on the Risk View. 
 
Use the Control Key to select the views you wish the report to appear. 
 
Report Data Selection - refers to the options within the configuration panel when a user requests a report.   
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o Scenario ς this will give the user to options to select the scenario information  
o Impact ς this will give the user the option to select the different impact types. 
o Finance ς this will give the user the option to select the currency. 
o Schedule ς this will give the user the option to select the schedule types available. 
o Percentage ς this will give the user the option to select percentage parameters. 

 

 
 

Figure 34 ς Editing Reports Headers ς Options 
 
NOTE: Care must be taken when selecting these options as not all will be appropriate to the report that has 
been created. 

Editing a Report  

Editing report data is managed in the same was as how data is created.  The only difference is that you 
select the select the row that contains the field you wish to change, then select Edit. 

Editing a Report for a Specific Dataset 

If you have multiple datasets, you may need to create a report specific to that dataset.  For example, you 
may need to reduce the information for one dataset but increase it for another or change the order of the 
items. 
 
All data entries must first be created in the Master Dataset. Once the field is created you must then either 
make active or de-activate that field within the appropriate dataset 
 
In the screen shot below ǘƘŜ ŘŀǘŀǎŜǘ Ψ9ŘǳŎŀǘƛƻƴŀƭ 9ǎǘŀōƭƛǎƘƳŜƴǘΩ Ƙŀǎ 3 fields deactivated which are active 
in the master.  This information will not be included in any reporting.  
 

 
 

Figure 35 ς Individual Dataset Report Configuration Example 
Where differences have been created for additional datasets, this will be indicated by different warning 
signs. 
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Figure 36 ς Individual Dataset Report Warning Indicators 
 
Hovering over the icons will provide a tooltip explaining the different states and are listed below: 
 
State Column: Red Triangle - This indicates that whilst the field is active one (or all) of the following is 
different to the master: 
 

1. Field Header 
2. Scenario 
3. Impact  

 
Changes to the field data such as Rotation will not trigger the red warning triangle. 
 
State Column: Orange Circle ς This indicates that the sort order for this field is different to the master. 
 
Active Column: Red Cross -  If you see a red cross within the active field, this indicates that that field is 
inactive for this dataset. 
 
If you wish to change the settings back to reflect the Master Dataset you can either select the specific 
element that is different to the master by clicking on the use master dataset value check box to the right-
hand side of the field.  
 

 
 

Figure 37 ς Edit Fields - Use Mastser Dataset Value 
 
If you have several elements that are different and you wish to revert all of these to match the Master 
Dataset, then you can select Revert.   
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You will see the following warning message: 
 

 
 

Figure 38 ς Edit Fields ς Revert Option 
 
Select Yes, Revert and all items will be reverted to the Master Dataset configuration for that field. 
 
To change the sort order of the items, click on the Sort button at the bottom of the panel.  
 

 
 

Figure 39 ς Sort Option ς Reports and I/O Registers 
 
On the item you wish to re-order, left mouse click and drag and drop the item into the order you require.   
 
Once completed, select Save Sort to save your changes. 
 

 
 

Figure 40 ς Save Sort Button ς Reports and I/O Registers 
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Copying Reports and I/O Registers within the same Instance 

To copy a report and/or IO Register, select the Copy option from the report editor: 
 

 
 
You will be prompted to select the section to which you wish to copy the report to.  This list of options will 
show the specific sections you have set up within your own system: 
 

 
 
If copying a report to an I/O Register, you will only have the one option, with the ability to move this to the 
required section from within the I/O Register editor. 
 
Note:  If copying a report to an IO register, a review of those fields once copied, is recommended as there 
are some fields that are available within reports that are not compatible with IO Registers. 
 

Copying Reports and I/O Registers within the same Deployment 

System Administrators can copy reports and/or IO Registers from one instance to another (E.g., from Dev to 
Live). 
 
To export a report, select the edit option for that report. 
 
From the top of the editor panel, select the Export option. 
 

 
 
¢ƘŜ ǎȅǎǘŜƳ ǿƛƭƭ ŘƻǿƴƭƻŀŘ ǘƘŜ ǊŜǇƻǊǘΣ ǘƻƎŜǘƘŜǊ ǿƛǘƘ ŀƭƭ ǘƘŜ ǘŀōƭŜL5ΩǎΣ tY /ƻŘŜǎ etc. 
 
 
DO NOT EDIT THIS EXPORT 
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If a (previous) version of the report already exists on target application and it needs to be refreshed with 
ƭŀǘŜǊ ǳǇŘŀǘŜǎΦ {ƛƳǇƭȅ ǎŜƭŜŎǘ ǘƘŜ ǊŜǇƻǊǘ ŀƴŘ άƛƳǇƻǊǘέΦ 
 

 
 
 
If the report does not exist on the target ŀǇǇƭƛŎŀǘƛƻƴΣ ǿƛǘƘƛƴ !ŘƳƛƴƛǎǘǊŀǘƛƻƴΣ Ǝƻ ǘƻ ¢ƻƻƭǎ ά{ȅǎǘŜƳ 
9ȄǇƻǊǘκLƳǇƻǊǘǎέ ŀƴŘ ǎŜƭŜŎǘ ǘƘŜ ǊŜǉǳƛǊŜŘ ƛƳǇƻǊǘ ƻǇǘƛƻƴ ŦƻǊ ŀ wŜǇƻǊǘ ƻǊ Lκh wŜƎƛǎǘŜǊΦ ¢Ƙƛǎ ǿƛƭƭ ŎǊŜŀǘŜ ŀ 
complete copy of the report/register on the target application. 
 

 
 
Note: If any of your Instances have a different configuration to the Instance from which you have exported 
the report, this may result in the imported report not working as expected and manual adjustments may be 
necessary. 
 
If you are doing this for the first time, it is strongly recommended that you contact support@riskhive.com to 
take you through this process. 
 
As with any such system activity, remember to take a backup on the Instance you are importing to, prior to 
import. 
 

Report Management ς Portfolio Reports 

Portfolio reports are unable to be changed. 
 
They can be hidden if required and the Section Name changed.   
 
If you only wish to show one of the reports in this section but hide the others, you must create a new 
section and move your chosen report into that new section. 
 

6.1.1.2 Data Fields Complete and Data Fields Missing 

You can edit fields that are displayed in the Data Fields Complete and Data Fields Missing Dashboard and 
Consistency Report. 
 

mailto:support@riskhive.com
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To edit this dashboard, select the Consistency from Standard Reports and edit as you would for any other 
report, noting the following rules: 
 
Rule 1: This report does not currently allow for the inclusion of custom fields. 
 

Data Fields Complete/Incomplete.
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I/O Registers are an Import/Output Register.  Its purpose is to enable the initial import of data to the 
system.  Once the data is imported, where permissions are granted, this data can be re-exported, updated 
and then re-imported. 
 
I/O Registers are created and edited in the same was as reports ς please refer to the section above for 
configuration information. 
 
NOTE 2 : Exporting and Importing data must be used with extreme caution.  It is not designed to be used as 
an alternative to day to day mangement of data within the system.  Prior to using an I/O register for the 
first time it is advisable to either contact the riskHive Technical Support Team or design and test your I/O 
register within your Development Instance prior to using in your Live Instance. 

 

 create their own specific Project Reports, including the inclusion of 
project level custom fields and drop lists.
 
By default, a Standard Node Report is available which will export all node fields, except any custom drop list 
or named values.   
 
Note: Prior to R109, this was the same report that was available from the main application, within the 
ǊŜǇƻǊǘΩǎ ǇƻǊǘŦƻƭƛƻ ǎŜŎǘƛƻƴ ƻŦ ǘƘŜ ǊŜǇƻǊǘǎΣ ŎŀƭƭŜŘ {ǘǊǳŎǘǳǊŜ ŀƴŘ aŜǘŀŘŀǘŀ. 
 
The Standard Node report provides a baseline for all possible fields. If you do not want to create reports 
from scratch, it is recommended to copy this report and make changes to the copy such as disabling, 
renaming fields, or adding custom fields. If the ά{ǘŀƴŘŀǊŘ ƴƻŘŜ ǊŜǇƻǊǘέ ƛǎ ƴƻǘ ǊŜǉǳƛǊŜŘΣ ǘƘŜƴ άƘƛŘŜέ ƛǘ ŀǎ ƛǘ 
may be useful in future.  
 
The node level reports are only available to system administrators, and these can be downloaded from 
Project Reports which is accessible from the Reporting Menu. 
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Risk On A Page is a semi-configurable Dashboard and is deigned to be printed in Word, in Landscape. 
 

riskHive 
Technical Support Team 
 
There are five elements to constructing a Report On A Page: 
 

1. Body 
2. Header/Footer 
3. Impacts 
4. Scenarios 
5. Qualitative Worst Score Type 

Figure 41 ς Risk On A Page ς Custom Editor 

Risk On A Page ς Edit Body 

The default panel is as per below and the various elements are editable. 

Figure 42 ς Risk On A Page ς Edit Body 
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Risk On A Page ς Header/Footer 

To edit the Header and/or Footer, select the Header/Footer option. 

Figure 43 ς Risk On A Page ς Edit Header/Footer 
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The information in the top row will appear in the Header, with the information in the second row appearing 
in the Footer. 
 

 

 

 

 

 

 

 

 

 

 

 

Risk On A Page ς Impacts 

You can configure which impacts you wish to see on your report.  The default is all impacts (which includes 
Probability), but Administrators can select specific impacts and place them in order of preference. 
 

Figure 44 ς Risk On A Page ς Impacts 
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Risk On A Page ς Scenarios 

You can configure the report to display any or all your scenarios.  The default is all Scenarios. 

Figure 45 ς Risk On A Page ς Scenarios 

 

 

 

Risk On A Page ς Qualitative Worst Score Types 

You can configure the report to display the Project Score, the Corporate Score or hide the Worst Score.  The 
default is the Project Score. 
 

 

Figure 46 ς Risk On A Page ς Qualitative Worst Score Types 
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The Drop List & Data section allows individuals to create and edit standard and custom drop lists and data. 
 

 

 
 

Figure 47 ς The Drop Lists and Data Section 
 
Each dataset contains a configuration of droplists. The Master dataset may have new elements added to it, 
but child datasets can only be edited. To create a new element in a child dataset you must create a new 
element in the Master dataset. It will then automatically populate in the child datasets.  
 
You will be able to tell which dataset you are working in, as the title of that dataset will appear in the dialog 
header. 
 
All the drop lists in this section are editable. 
 
NOTE 1: Drop Lists are Instance wide and will appear within all Datasets.  I.e., you cannot switch the 
whole field on/off at dataset level.  You can, however, switch then on/off for different Descriptors and 
User Views.  (Refer to Section 13 for Descriptor Management and User View Management). 
 
NOTE 2: All lists are configured in the same way. Exceptions are /ƻƴǘǊƻƭΩǎ [ƛōǊŀǊȅ and Custom Data.  
(Refer to Section 7.1 and Section 7.3 respectively). 
 
The individual drop lists appear in different panels within the system.  Below is a table indication on which 
panel you can expect to see these fields, should they be switched on within your configuration, together 
ǿƛǘƘ ǘƘŜ ǎǘŀƴŘŀǊŘ Ψhǳǘ ƻŦ ǘƘŜ .ƻȄΩ hǇǘƛƻƴǎΦ 
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Section Name List Name Where this is 
displayed 

Out of the Box Options 

Controls Library Controls Library Action Panel To be added by customer as appropriate some 
examples provided. 

Action Lists Action Effect Action Panel ς 
Assessment 
Section 

Reduce Probability |  Reduce Impact |  Reduce Prob 
and Impact |  Negate 

Action Type Treatment and 
Action Panel 
 

Treat|  Tolerate |  Transfer |  Take |  Terminate 

Audit & Review 
Lists 

Data Quality Audit & Review Quality of risk information is very reliable |  Quality 
of risk information is generally reliable but contains 
gaps in knowledge |  Quality of data is poor and 
unreliable 

Maturity  
Audit & Review 

Immature - Major gaps in knowledge concerning 
technology, location, and customer |  
Maturing - Information is building on technology, 
locations, and customer |  
Fully Developed - Technology, locations and 
customer are known. 

Monitor 
(Watch) 

Audit & Review Yes |  No 

Risk Happened 
(Has Happened) 

Audit & Review No |  Yes 

Sentiment  
(Mood) 

Audit & Review Great |  Good |  Okay |  Bad |  Terrible 

Status Audit & review Closed ς Resolved |  Closed ς Impacted | Closed ς 
Rejected  

Configuration 
Lists 

Classification Metadata 
(custom editor) 

Strategic |  Operational | Financial | Compliance 

CATEGORY / 
SUB 

Metadata 
(custom editor) 

To be added by customer as appropriate some 
examples provided. 

GROUP / 
DIVISION 

Metadata 
(custom editor) 

Division 1 (Dept 1.1, Dept 1.2) | Division 2 (Dept 
2.1, Dept 2.2) 

Location Metadata 
(custom editor) 

Europe ς London |  Europe ς Spain |  Europe ς Italy 
|  Europe ς Denmark |  Europe ς Ireland |  North 
America ς Chicago |  South America ς Argentina |  
Asia ς China |  Asia ς Japan |  Asia ς Dubai |  South 
Pacific ς New Zealand|  South Pacific - Australia  

Scope Metadata 
(custom editor) 
and/or Position 
and Timeline 

Scope 1 |  Scope 2 

Influence Metadata 
(custom editor) 
and/or Position 
and Timeline 

High  - We have great influence|  Medium ς We 
have general influence |  Low ς We have very little 
influence 

Issue Lists Issue Status Issue Panel Completed |  In progress |  Move to change Mgmt |  
Outstanding |  Submitted |  Superseded 

Issue Priority Issue Panel 1 |  2 |  3 |  4 

Issue Escalation Issue Panel Level 1 |  Level 2 |  Level 3 

Issue Scope 
Changed 

Issue Panel Yes |  No 
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Section Name List Name Where this is 
displayed 

Out of the Box Options 

Issue ext 1 ς 
Issue ext 5 

Issue Panel Blank 

Metadata Lists ASSETS / SUB Metadata To be added by customer as appropriate some 
examples provided. 

ISO Codes Metadata To be added by customer as appropriate some 
examples provided. 

OBJECTIVE / 
INSTRUMENT 

Metadata To be added by customer as appropriate some 
examples provided. 

Phase Type Position and 
Timeline & 
Node 

Stage 0 ς Strategic Definition |  Stage 1 ς 
Preparation & Brief |  Stage 2 ς Concept Design |  
Stage 3 ς Developed Design |  Stage 4 ς Technical 
Design |  Stage 5 ς Construction |  Stage 6 ς 
Handover & Close Out |  Stage 7 ς In Use 

Insurance Metadata Insured: Fully covered |  Insured: Partially covered |  
Uninsured: Insurable|  Uninsured: No policy 
available |  Self-insured 

Node Lists Maturity Level Node ς 
Assessment 
Panel 

Level 1 ς Project is fully mature |  Level 2 ς Project 
is reasonable mature but has weaknesses |  Level 3 
ς Project is immature 

Key Control 
Type 

Found on node This is configurable by the riskHive Technical 
Support Team 

Frequency Type Found on Node This is configurable by the riskHive Technical 
Support Team 

Assessment 
Confirmation 
Type 

Found on Node This is configurable by the riskHive Technical 
Support Team 

Scoring 
(Qualitative) 

Exposure Qualitative Very Rare |  Rare |  Infrequent |  Occasional |  
Frequent |  Continuous 

Responsibility 
Lists 

Organisiation Responsibility 
Panel 

Business Unit 1 |  Business Unit 2 |  Business Unit 3 

Custom Data Custom Lists Metadata 
(Custom editor) 

Benefits |  AAR |  Custom List 1 |  RBS (2 tier array) |  
Options 

Name Values Metadata 
and/or Position 
and Timeline 

Free Text Field 1 (Risk only) |  Free Text Field 2 (Risk 
only) |  Free Text Field 3 (Project Only) |  Free Text 
Field (Risk & Project) 

Project Lists 
(External 
Project) 

Node - 
Description 

Project List 1 (Proj List 1 ς Task 1, Proj List 1 ς Task 
2) |  Project List 2 |  Project List 3 
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7.1 Drop Lists ς Controls Library 

Where the use of a Controls Library is in use, the list of Controls are created within the Control Library. 
 
To create a new Control, select Create. 
 

 
 

Figure 48 ς Drop Lists - The Control Panel 
 
Select the appropriate Action Type.  In the example below the action types configured are Preventive, 
Response and Fallback. 
 

 
 

Figure 49 ς Controls Library ς Creating a New Entry 

 
Name This is the name of the Action Type. 

 
Treatment 
Type 

This is the preconfigured Action Treatment Type 

Category By creating Categories, this will help the user to find the list of controls when in the 
Action panel. 
 

Description This is the description of the Control. 
 

Order This determines the order in which the user will see the items in the drop-down list. 
 
Press Save Changes when complete. 
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7.2 Drop Lists ς General 

The method of creating and editing drop lists is the same for all the Drop List options. Where there are 
nuances, these are outlines within their specific sections. 
 
Drop lists can be imported, however this must be done by the riskHive Technical Support Team. 

Creating a Drop List 

Select the Drop List you wish to configure.  
 
The following panel will appear. 
 

 
 

Figure 50 ς Drop Lists ς Creating a New Entry 
 

Regardless of which dataset you wish the data entry to appear, you can only create new items within the 
Master dataset. 
 
Creating new fields in a droplist will populate all the child datasets.  
 

7.2.1.1 Creating a Drop List ς Dataset Variations 

If you do not want a specific entry to appear within the drop list for a specific Dataset, then you must edit 
the entry within the appropriate dataset and turn the indicator from True to False by unchecking the Active 
Field. 
 
True is indicated by a Green Tick in the Active Column and False is indicated by a Red Cross in the Active 
Column. 
 

 
 

Figure 51 ς Drop Lists ς Active / Inactive Entries 
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7.2.1.2 Creating a Drop List ς Dataset Variations ς A Worked Example 

Below is a worked example of a Dataset variation, using the Classification Drop List. 
 
In the Classification Drop List, in the Master Dataset we have 4 options: 
 
Strategic | Operational | Financial | Compliance 
 

 
 

Figure 52 ς Drop Lists ς Master 
 
However, for one of our Datasets (Logistics Programme) ǿŜ Řƻ ƴƻǘ ǿŀƴǘ ǘƘŜ ƻǇǘƛƻƴ Ψ{ǘǊŀǘŜƎƛŎΩ ǘƻ ǎƘƻǿ ƛƴ 
the drop down for the User. 
 
Select the Logistics Programme. 
 

 
 

Figure 53 ς Drop Lists ς Dataset Options 
  
Select the entry item you want to edit and select Edit in the top left-hand side of the panel: 
 

 
 

Figure 54 ς Drop Lists ς Editing a Specific Dataset Entry 
 
A new panel will appear. To deselect this option from the Drop List. 
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Click on the Active Check button so that it is no longer checked as indicated in the  
 
 
screen shot below: 
 

 
 

Figure 55 ς Drop Lists ς Editing a Dataset Entry ς Active Check Box 
 
Once you have saved your changes the panel will refresh.  Your User will no longer see ΨStrategicΩ as an 
option within the list of options from the Classification field when working within the Logistics Dataset. 
 
Any deviation from the Master Dataset is highlighted in Green. 
 
In the example below, the Notes are highlighted in green as these were typed into the Notes field at the 
time of deactivating the entry.   
 

 
 

Figure 56 ς Drop Lists ς Editing a Dataset List ς Inactive Entry 
 
You can edit, delete, and rearrange the sequence of lists using this approach. 
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7.3 Data - Custom Data  

Administrators can create their own custom data.  These can be in the form of drop lists (Custom Lists) or 
free text fields (Named Values). 
 
Both Lists and free text fields can be made available at the individual record (risk) level and/or Project Level. 

Custom Lists 

Custom Lists enable project teams to add bespoke data fields to Projects and Risks. 
 
Target Type At the Project Node level Custom Lists and Named Values may be assigned to data sets.  

 
Within Custom List or Named Values, select the Master row then appropriate Custom List or Named Value. 
From the Target Type, select either Risk, Project or Risk and Project. 
 
Is Array List This option is generally only used for Benefits, SSPR and Options ς if an array is required 

for any other customer list, please contact the riskHive Technical Support Team. 
 
Cascade Level Custom Lists can have multiple levels (I.e., Parent/Child). You can have up to 3 tiers). 

 

 
 

Figure 57 ς Assigning Target Type or Cascade Levels 
 
When notes are added to the individual List Items, these will appear as a Tool Tip for the User. 
 

 
 

Figure 58 ς Assigning Notes to Customer Drop Lists 
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7.3.1.1 Benefits 

Note: This list should never be deleted. 
 
You can create a list of benefits to the project, from within Custom Lists. When created, risk owners can 
identify if their risks could impact any of these benefits. 
 
Select Benefits and then Edit List: 
 

 
 

Figure 59 - The Benefits List 
 
The above lists 3 different benefits which is applied to the Master dataset, meaning all nodes will have 
these 3 benefit options. 
 
To edit a benefit, select a row then select Edit: 
 

 
 

Figure 60 - The Individual Benefit Options 
 

The above is showing the first benefit (Benefit 1). The Sub-categories list is showing the options the Risk 
Owner could select on the main screen (within their risk) i.e., could this risk impact Benefit 1, yes or no? 
You could add more options such as this benefit could be impacted by 25%, 50%, 75%, 100%. 
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Changes made here or in the previous panel will appear in the Edit Node Data/Benefits panel and the 
Edit/Benefits panel on the main screen. Risk Managers can identify which benefits relate to their project 
and Risk Owners can state if their risks could impact any of these benefits. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
When Benefits are displayed on the Benefits grid it will look something like the screen shot 
below:  
 

 
 

Figure 63 - The Benefits Grid 

7.3.1.2 Options 

Note: This list should never be deleted. 
 
You can create a list of Options to the project, from within Custom Lists. When created, risk owners can 
identify if their risks could impact any of these options and carry out analysis based on those options. This 
works in a similar way to Benefits; however, this is a complex configuration therefore please contact the 
riskHive Technical Support Team to activate this functionality. 
 

7.3.1.3 AAR 

Note: This list should never be deleted. 
 
The AAR list is a predetermined list and allows users, for selected projects attribute the aspects of AAR 
applicable for an individual risk.  The Target Type should always be set to Risk and Project, to enable the 
option of having this available for a specific Node (editable within Edit Node Data). 
 

  

 
Figure 61 - The Edit Node Data / Benefits Option 
 

 
Figure 62 - The Edit / Benefits Option 
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Named Values 

Names Values are free text fields that can be created.  Within the Name Value panel, enter the Name of the 
Field as you wish it to be displayed to the User. 
 
To configure the field to be at the Risk level only type R in the R(isk)/P(roject)/P+R field. 
 For Project level, type in P and for both type P+R. 
 
Type in the Sort value to determine which order the user will see the Named Value fields. 
 

 
 

Figure 64 - The Named Value Panel 
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Project Lists 

Project List may be used when users need to link Tasks to a specific risk/opportunity. 
 
To create a new Project list, select Create from Project Lists. 
 
Type in the Name of the Project and any associated notes. 
 
This list will now appear in the Edit Node Data / Description within the External Project Field. 
 
 

 
 

 

 
 

Figure 65 ς Creating a Project List 
 
 
To create a list of associated tasks, select Edit from the Project Lists panel. 
 
Select Create and enter in the details as required. 
 
Once a List has been selected at the Node Level, if a sub-set of tasks have been created, then these will 
appear in the Linked Tasks option from the editor on the main application. 
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Figure 66 ς Assigning a Project List to a Project 
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8 Tools 

The Tools section allows individuals to carry out some General (system wide) Configuration, Manage Tasks, 
System Exports/Imports, API Access, and Change Log Information. 
 

 
 

Figure 67 ς The Tools Section 
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8.1 General Configuration 

General configuration allows Administrators to configure specific elements within the system. For example, 
email addresses, defaults, and assessment panel refinements. 
 

 
 

Figure 68 ς The Edit General Configuration Panel 
 

Analysis - Adjustment Value 

This enables the configuration of the Percentile used for Monte Carlo adjustments value.  The default 
setting is 80. 
 

Analysis ς Enable Period Profiline 

This enables the configuration of Period Profiling.  Once enabled profiles may be created and managed 
within simulations. 
 

Analysis ς Enable Adjustment Value 

This enables Adjustment Values Transfer to Risk Allocation.  The default is set to False. 
 

Email ς Fixed Email Address 

All emails generated by the system are directed to this account when an email address is entered in this 
area. It is generally used for testing purposes, for example when first testing out an email alert to direct all 
email traffic to a specific person during that testing period. 
 

Smtp/Ftp ς Host Addresss 

This is the IP address of the Smtp server.   
 

Smtp/Ftp - Port 

This is the part to be used on the Smtp server. 
 

Smtp/  Ftp ς User ID 

This is the Smtp User ID 
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Smtp/Ftp ς Password 

This is Smtp password.  Its value is configured in plain text but obfuscated for display. 
 

Smtp/Ftp ς Email Address 

¢Ƙƛǎ ƛǎ ǘƘŜ ŜƳŀƛƭ ŀŘŘǊŜǎǎ ǘƘŀǘ ƛǎ ǳǎŜŘ ǘƻ ƛŘŜƴǘƛŦȅ άCǊƻƳέΦ 
 

Monitors ς Days Before Waring 

This is the number of days before the date but 0 days before expiry. 
 

Monitors ς Moniror/Validator Template Folder 

This is the location of application/client specific variants of the standard Monitor/validator email templates 
(e.g., "abc" where abs is the client name). 
 

Monitors ς Moniror/Validator Template Folder 

This is the Prefix for application/client specific variants of the standard Monitor/validator email templates. 
 

Monitors ς Days Before Expired 

Expire 0 days before the date but 7 days before escalation. 
 

Monitors ς No. Days to Escalate 

Escalate 7 days after the date. 
 

Monitors ς No. Months Before Ignored 

Ignore all dates older than 3 months.  Nothing has been done. 
 

Monitors ς No. Months Finish Ignore 

Ignores all RISK finish dates older than 6 months and only deals with recent risks not legacy. 
 

Monitors  - Fallback Email 

A fallback email should always be entered in case an existing user email address is or becomes invalid. This 
is even more important, when you have monitors or alerts in use, so that if no monitor/validation email 
address has been specified, the system can email the Fallback address. 
 

Monitors ς Impact Change Email 

If you are using the Impact Changed monitor, you must have an email address in this element. 
 

Monitors ς Monitor Risk State 

This must be set to True when using the Risk State Monitoring. 
 

Monitors ς Monitor Previous Impacts 
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This must be set to True when using the Impact Change Monitoring. 
 

Customisation ς Per-Impact Assessment Rationale 

This allows you to configure individual rationale fields per impact within the Qualitative or Quantitative 
Assessment panels. By default, only one rationale field will be configured (Probability). 
 

Customisation ς Quantitative Assessment Impacts 

This allows you to configure the specific impacts you wish to be seen on the Quantitative panel. 
 

Customisation ς Custom Array Editor Column Count 

This allows you to configure the number of columns within the custom ŀǊǊŀȅǎΩ editor.  The default is 2. 
 

Customisation ς Top N Text Title 

This sets the default of the Top N text tile. 
 

Customisation ς Mandatory User Fields 

Within User Management administrators can make certain fields mandatory for completion when creating 
or updating a User. These fields are Name, Primary Email, Secondary Email, Primary Phone, Secondary 
Phone and Notes.   
 
To select the fields to become mandatory, just click in the Value field and select the appropriate fields. 
 

Customisation ς Create Risk Impacts 

This allows you to configure which impacts are displayed when creating a risk in the risk wizard.  If none are 
listed, then all impacts will show. 
 

Customisation ς Create Risk Scenarios 

This allows you to configure which scenarios are displayed in the assessment panels when creating a risk in 
the risk wizard.  If none are listed, then all scenarios will show. 
 

Customisation ς Review Risk Impacts 

This allows you to configure which impacts are displayed in the Review Risk. If none are listed, then all 
scenarios will show. 
 

Customisation ς Default Scenario 

This allows you to configure which default scenario you wish to appear on the main application grid and 
Reports/Dashboards.  This can be overridden at the grid or when generating a Report/Dashboard. 
 

Customisation ς Review Risk Worst Scores 

This allows you to configure which Worst Scores are displayed in the Review Risk Panel. You can select 
either Project, Corporate or both. 
 

Display ς Standard Percentile List 
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This provides the Standard 3-point Graph Lines when running the Monte Carlo Analysis. 
 

Display ς Additional Percentiles 

This enables you to add additional Graph Lines when running the Monte Carlo Analysis. 
 

Display ς Rationale Editor is Open 

The Rationale field within the scoring panel is set to False. If you wish the field to be always open by 
default, you must change the value from False to True. 
 

Bowtie ς Show Risk Has Happened 

The indicator within the bowtie to show Risk Has Happened, by default is set to False.  If you wish to display 
this option within the bowtie, you must change the value from False to True. 
 

Support ς Allow Json Reporting 

Setting the value to True will enable you to run Json reports. 
 

Support ς Adminrestrict 

This allows access to panels by Admin, Support, Elevated. This should be achieved using permissions, but 
for the Edit Node panel an empty panel is displayed. 
 

Software Configuration ς Monitor Action Status Type 

This ŜƴŀōƭŜǎ ǘƘŜ ŀŎǘƛƻƴ ǎǘŀǘŜ ǘƻ ŀǳǘƻƳŀǘƛŎŀƭƭȅ ŎƘŀƴƎŜ ǘƻ Ψ/ƻƳǇƭŜǘŜΩ ǿƘŜǊŜ ǘƘŜ ǇŜǊŎŜƴǘŀƎŜ ŎƻƳǇƭŜǘŜ ƛǎ ǎŜǘ 
to 100%Φ  ¢ƻ ŜƴŀōƭŜ ǘƘƛǎΣ ǘƘŜ ΨaƻƴƛǘƻǊ !Ŏǘƛƻƴ {ǘŀǘǳǎ ¢ȅǇŜΩ Ƴǳǎǘ ōŜ ǎŜǘ ǘƻ Ψ¢ǊǳŜΩΦ Note: if an action has been 
completed and then changed back to in-progress, the %Implemented field will remain at 100% but can be 
edited by the user. 
 

Software Configuration ς Admin Change Log Mode 

The Admin Change Log can be Off, Informal, or Formal.  The default setting is Informal.  If set to Informal or 
Formal the system will open a dialogue box to enter in reasons for any administrative changes.  When set to 
Formal, the change records will become mandatory.  Any text is seen in the Change Log within the Tools 
Section. 
 

Software Configuration ς Monitor Risk Status Type 

This enables the risk closure date field to be automatically populated with the date on which the system 
{ǘŀǘŜ ƛǎ ŎƘŀƴƎŜŘ ǘƻ ΨŎƭƻǎŜŘΩΦ  Note: if a risk has been closed and then re-opened ǘƘŜ ΨŘŀǘŜ ŎƭƻǎŜŘΩ ŦƛŜƭŘ ǿƛƭƭ 
maintain the date of its original closure.  When closed again, the closed date will become the new (latest) 
closed date. 
 

Software Configuration ς Quantitative Score Calculation 

This enables users to calculate the quantitative score.  The default is set to False; you must change this to 
True to enable. 
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Software Configuration ς Monitor and Set Action Closed 

This enables the Action Closed Date field to be automatically updated when a user selects 
Completed/Closed Action State.  Note:  If a user changes the Action Status back from Completed/Closed to 
another state the date will not be removed.  If the user changes the Action Status back to 
Completed/Closed the date will be updated.  
 
Note: if you do not wish users to be able to overwrite the system date, then you do not have to display this 
field within the Action Editor, as the system will still capture this information and if switched on this 
information can be displayed in the Actions Grid and/or be used in Reporting.  
 
To display and/or report on this field information select Action Closed Date from the list of possible field 
options within the Data Source. 

 
Software Configuration ς Panel Menu Pinned by Default 

This enables the panel Menus to be pinned by default. 
 

Software Configuration ς Initial Project Tree Expand Depth 

¢Ƙƛǎ ŀƭƭƻǿǎ ǘƘŜ ŀŘƳƛƴƛǎǘǊŀǘƻǊ ǘƻ ǎŜǘ ǘƘŜ Ψ[ŜǾŜƭΩǎ ŀǘ ǿƘƛŎƘ ǳǎŜǊǎ ǎee the depth of the Project Tree from within 
the main screen.  
 
The default level is 3 but this can be increased up to as many levels as required to be shown at any one 
time. 
 
The minimum value must be greater than or equal to 1. 
 

Software Configuration ς Grid Show Scenario 

If you have multiple scenarios showing on the main grid the Grid Show Scenario button on the main 
application can be switched off.  This is usually set to Tue if the ƎǊƛŘ ƛǎ ǎŜǘ ǘƻ ǳǎŜ ǘƘŜ Ψ5ȅƴŀƳƛŎΩ ǎŎŜƴŀǊƛƻǎΦ 
 

Software Configuration ς Editor Mode Single Merged 

In the main screen, when editing a risk, the system can be configured to show users either the Single 
Merged or the Multiple Individual option first.  Both options remain available, the change relates to which 
option the users view first. 
 

Software Configuration  - Show IsControlled Risks 

The main screen can be configured so that the IsControlled button is either hidden or visible. 
 

Software Configuration  - Pert for Tri Conversions 

This allows the Quant to Qual conversion to use Pert in place of Triangular. 
 

Software Configuration  - Quant Mean as Best Qual Cover 

This allows the Quant Mean (from Min & Max) to be used as best fit rather than the best fit coverage of the 
level. 
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8.2 Data & Schema Tools 

Manage Tasks 

The application may monitor for specific changes to risks/actions or test and validate data consistency.  
To schedule a Monitor or VŀƭƛŘŀǘƻǊ ǳǎŜ ǘƘŜ ŀǇǇǊƻǇǊƛŀǘŜ ŜŘƛǘƻǊ ǿƛǘƘƛƴ ά{ŎƘŜŘǳƭŜ aƻƴƛǘƻǊέ ƻǊ ά{ŎƘŜŘǳƭŜ 
±ŀƭƛŘŀǘƻǊέΦ Lǘ ƛǎ ǊŜŎƻƳƳŜƴŘŜŘ ǘƘŀǘ ǘƘŜ ǎŎƘŜŘǳƭŜ ǘƛƳŜ ƘŀǇǇŜƴǎ Řŀƛƭȅ ŀƴŘ ƻǳǘ ƻŦ ŎƻǊŜ ƘƻǳǊǎ (23:00). Once a 
task has been scheduled any data pertaining to that task (for example, responsibility change) will begin to 
be collected and not before. Changes prior to the scheduling are unknown. 
 
To reduce email clutter, a person will receive at most 1 email per monitor/validator per schedule period. 
The email will summarise those monitors/validators that requires their attention. Since Validators are email 
ōŀǎŜŘΣ ǘƘŜǊŜ ƛǎ ƴƻ ǊŜǎǇƻƴǎŜ ƳŜŎƘŀƴƛǎƳ ŦƻǊ ά!ŎŎŜǇǘƛƴƎέ ǘƘŀǘ ǎƻƳŜǘƘƛƴƎ ƴŜŜŘǎ ŀǘǘŜƴǘƛƻƴ όΨǊŜǾƛŜǿ ŘŀǘŜΩ Ƙŀǎ 
expired) If the receiving person does not log onto ERM and correct the validation problem (update άǊŜǾƛŜǿ 
ŘŀǘŜέ) they will receive the same validation email the next day.  
 
The application can schedule jobs to perform a variety of tasks including Data backups, Application 
accessibility, Monitors and Validators. To schedule and manage these jobs use Manage tasks. There are 
currently 4 task types and 1 central task manager. 
 

 
 

Figure 69 ς Manage Tasks Panel 
 

NOTE:  Monitors and validators, such as the Action Overdue Validator include the parent risk type and the 

node/project location of the risk within the email Alert. This allows for easier recognition/location of the 

risk and action.  

It is possible to switch off or change the order of most of the information fields that are provided in the 

alerts/monitors to enable configuration to best suit customer requirements.  Notes can also be added to 

the bottom of the alerts which can be different per alert type.  Customisation of the layout and content of 

the email may be changed by the riskHive Technical Support Team should it be required.  

8.2.1.1 Manage Tasks/Monitors 

Use this to manage the existing set of Tasks currently live on the system. (Times are shown in UTC). 
 

 
 

Figure 70 ς Manage Tasks/Monitors 
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Selecting a scheduled task, it is possible to change the scheduling date/time and frequency. It is also 
possible to disable and rename as appropriate. 
 
From within Manage Tasks the following backup and data clean schedules should be available to view 
within the Live Instance: 
 

¶ Attachments Backup 

¶ Simulation Backup 

¶ Configuration Files Backup 

¶ Live Data Backup 

¶ Historical Data Backup 

¶ ERM File Purge 

¶ Historical Data Clean 
 
Important Note: If any of these are not showing, please contact our Technical Support Team @ 
support@rikshive.com 
 

8.2.1.2 Schedule ERM Data Backup 

Data Backups of the application are important for guarding primarily against user errors for example 
accidental deletion of important data, application failures unknown bugs that cause data loss or corruption 
and device issues that result in catastrophic failure within the server. 
 
Daily backups of the main application data are scheduled as a norm. Depending on the Application 
ŎƻƴŦƛƎǳǊŀǘƛƻƴΣ ǘƘŜǎŜ ŀǊŜ ŀƭǎƻ C¢tΩŜŘ ŀǿŀȅ ŦǊƻƳ ǘƘŜ ƭƻŎŀƭ ǎŜǊǾŜǊ ǘƻ ƎƛǾŜ ƻŦŦǎƛǘŜ ŎƻǇƛŜǎ ƻŦ ǘƘŜ 9wa ŘŀǘŀΦ   
 
There are 3 backup types, Live Data, Historical Data and Configuration Files.  
 

1. Live data contains the currently active ERM data. 
2. Historical maintains a history of all risk activities. Since Historical data can be large and each backup 

will contain most data from the previous backup, these need only be scheduled weekly as a 
recommendation.   

3. Configuration file backup consists of rarely changing configuration managed by support (colours, 
ƳŜǘŀŘŀǘŀΣ ƭƻƎƻΩǎΣ ƭŀƴƎǳŀƎŜ ŦƛƭŜǎύΦ ²ŜŜƪƭȅ ōŀŎƪǳǇ ƛǎ ŎƻƴǎƛŘŜǊŜŘ ǎǳŦŦƛŎƛŜƴǘΣ ǿƛǘƘ ŀ ƳƻƴǘƘƭȅ ǊŜŘǳŎǘƛƻƴ 
after 1 month. 

It is possible to reduce remote copies of the backup types available.  In the example below, the Live Data 
backups will be reduced to weekly once 2 months old, and Monthly from 6 months. with an age limit of 12 
months. 

I.e., everything will be kept for the last 2 months, and then after 2 months only weekly backups are kept.  
After 6 months only the monthly backup as kept and finally, anything more than 12 months old will be 
deleted. 

mailto:support@rikshive.com
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Figure 71 ς Schedule ERM Data Backup Editor 
 
¢ƘŜ ǇŀǊŀƳŜǘŜǊǎ Ŏŀƴ ōŜ ŜŘƛǘŜŘ ŀŦǘŜǊ ǘƘŜ ǘŀǎƪǎ ƘŀǾŜ ōŜŜƴ ǎŎƘŜŘǳƭŜŘ Ǿƛŀ ǘƘŜ ΨaŀƴŀƎŜǊ ¢ŀǎƪǎκaƻƴƛǘƻǊǎέ 
function. 
 

 
 

Figure 72 ς Edit Schedule Task Editor 
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8.2.1.3 Schedule ERM File Backup 

Simulations and Attachments are backed up individually and these are user generated.  These cannot be 
deleted by the Application, only owning users may delete these files.  Hence there is no application file 
management of these two sets of data. 
 
To periodically back up Simulations or Attachments, select either the Attachments Backup or Simulations 
Data Backup.  A weekly backup is considered sufficient, but this can be changed to any of the options within 
the Repeat field. 
 

 
 

Figure 73 ς Schedule ERM File Backup Editor 

8.2.1.4 Schedule Data Clean 

CƻǊ ŜǾŜǊȅ Ǌƛǎƪ ŎƘŀƴƎŜ όŎƻƳƳƛǘύΣ ǿƘŜǘƘŜǊ ǘƻ ǘƘŜ Ǌƛǎƪ ƛǘǎŜƭŦ ƻǊ ƛǘΩǎ ƛƳǇŀŎǘǎΣ ŀŎǘƛƻƴǎΣ ŎƻƳƳŜƴǘǎ όƛΦŜΦΣ ŀƴȅ 
supporting data), a clone of that risk is made and saved to the Archive. This allows a user who has made 10 
changes to a risk over the course of a day to return to the exact state of that risk at say 14:00. 
 
However, this means that the archive files become very large, very quickly and can impact on the storage 
space. A lot of the data may also not be relevant and hence we are also saving files unnecessarily. 
 
Scheduling the Historical Data Clean results in reducing the data in the Archive.   
 
In the example below, for all risk updates older than 24 months leave only the last change entry for a risk 
on that day. Any changes to the risk SINCE the configured months (the most recent changes) are left 
untouched. 
 
This would mean that if a risk was updated multiple times in a day 2 years ago the archive would only hold 
the risk record of the last change. I.e., if the risk was changed at 14:00 and at 15:00 pm only the record 
from 15:00 would be available to restore from. 
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Figure 74 ς Schedule Data Clean Editor  
 
Scheduling the ERM File Purge removes files from the local ERM server and deletes all backup files older 
than N months.  I.e., this will delete both the main (live) backup files (erm_main) and large archive files 
(erm_history) and any downloaded/uploaded reports/registers. This will reduce space on the local server. 

For ŜȄŀƳǇƭŜΣ ƪŜŜǇƛƴƎ м ȅŜŀǊǎΩ ǿƻǊǘƘ ƻŦ ōŀŎƪǳǇ ŦƛƭŜǎ ƛƳǇƭƛŜǎ ǿŜ ŎƻǳƭŘ ǊŜǘǳǊƴ ǘƘŜ 9wa ǎȅǎǘŜƳ ōŀŎƪ ǘƻ ŀ Ǉƻƛƴǘ 
in time 1 year ago. It would not be possible to go beyond that. 

Lǘ ŎƻǳƭŘ ōŜ ǘƘŀǘ ǊŜƳƻǘŜ C¢t ōŀŎƪǳǇ ŦƛƭŜǎ ƘŀǾŜ ŀ ƭƻƴƎŜǊ ŘŜƭŜǘƛƻƴ ǘƛƳŜ ǘƘŀƴ ƭƻŎŀƭ άCƛƭŜ tǳǊƎŜέΦ LŦ ǘƘŀǘ ƛǎ ǘƘŜ 
case the remote backup would allow restores from further back in time. 

Note 1: If riskHive are NOT hosting the ERM Software, FTP backups to a backup server will not have been 
made.  
 
Note 2: The data cleanse schedules will not purge simulations or attachments.  Simulations can only be 
deleted from the Simulation History within the Tools Edit Panel. Attachments can only be deleted from the 
Attachments Editor in the Edit Risk Panel for node level attachments and at the record level for individual 
record attachments. 
 

8.2.1.5 Schedule Email 

Using the improved capability to email selected Groups or selected Users that exist within the system you 
can set up email reminders (Weekly/Monthly) to be sent to a specific group of a regular basis. 
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8.2.1.6 Schedule Monitor 

The application may monitor for specific changes to risks/actions. There are currently 6 monitors as 
described below.  
 

 
 

Figure 75 ς Schedule Monitors 
 

8.2.1.6.1 Control Blocking Monitor 

Detects when a Risk becomes uncontrolled according to its action criteria. 

8.2.1.6.2 Risk Responsibility Change 

A Risk changes ownership or management. 

8.2.1.6.3 Treatment Responsibility Change 

A Treatment changes ownership (there is currently no management) 

8.2.1.6.4 Action Responsibility Change 

An Action changes ownership or executor. 
 
An email is sent to the appropriate responsible person (owner/manager) if either of the above pass their 
appropriate criteria.  

8.2.1.6.5 Risk State Change Monitor 

The default for this monitor detects when a Risk/Opportunity becomes an issue.  When detected, the 
monitor will email the Owner/Manager of the issue informing them. If an Issue does not have an Owner or 
Manager a designated email (called the fall back) will be notified. The fall back will also be the target email 
should an Issue be created from scratch (without initially being a risk). At the time of creation an Issue does 
not have a designated Owner or Manager hence the need for a fall back. 
 
NOTE: This monitor can be configured for any risk state change such as Category changes, Phases, Draft to 
Live etc. However, this will require a code change and therefore any such changes would be delivered via a 
patch or subsequent upgrade. BUT the specific requirement for this, when it was built, was to monitor 
when the risk type changes (Risk to Assumption, to x) and there is a specific requirement within that to 
email owner/manage/fallback should the risk change from risk to issue. 
  



Classification: Internal          Page 78 of 163 

8.2.1.6.6 Risk Impact Change Monitor 

This monitor checks for changes to both qualitative and quantitative scores.  This monitor detects the 
change to impacts and send emails accordingly.  It includes a configurable target email for impact change 
ŜǾŜƴǘǎΦ  ¢ƘŜ ŜƳŀƛƭ ǿƛƭƭ ōŜ ǎŜƴǘ ǘƻ ΨŦƛȄŜŘ ŜƳŀƛƭΩ ŀŘdress. 
 
Scheduling a Monitor is via the task interface. Here the required task type is selected, date/time of initial 
run given and its repeat frequency. Date/Time and Frequency can be altered using the Manage Tasks 
Function. 
 

 
 

Figure 76 ς Schedule Task Editor 

8.2.1.7 Schedule Validation 

The application may validate data consistency for any aspect of the ERM database. There are currently only 
3 validators as described below.  
 
Scheduling a Validator is via the task interface. Here the required task type is selected, date/time of initial 
run given and its repeat frequency. Date/Time and Frequency can be altered using the Manage Tasks 
Function. 
 

 
 

Figure 77 ς Schedule Validator Editor 
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8.2.1.7.1 Risk Review Date Expired 

Tests for all Risks that have an expiry that falls inside an Informational range (X days before), Warning range 
(Y days grace, before/after), Escalation Range (Z days after grace period). Emails are escalated through 
Reviewer, Owners and finally Manager. The logic for the validation escalation is currently very basic. As is 
what constitutes a valid risk that has an expired review date. To avoid flooding the system with emails 
regarding legacy risks/actions, Actions ŀǊŜ ŎƘŜŎƪŜŘ ŀƎŀƛƴǎǘ ǾŀƭƛŘ ǊƛǎƪǎΦ ! άǾŀƭƛŘέ Ǌƛǎƪ Ƴǳǎǘ ōŜ ŀŎǘƛǾŜ ŀƴŘ ƘŀǾŜ 
a start and finish date. The finish date must be within 6 months (configurable) of the current date. If a risk 
does not have a finish/Start date but has a review date it is still ignored. 
 

8.2.1.7.2 Action Overdue 

Tests for all Actions that are overdue in · ŘŀȅǎΩ ǘƛƳŜ όƛƴŦƻǊƳŀǘƛƻƴŀƭύΣ ¸ Řŀȅǎ ōŜŦƻǊŜκŀŦǘŜǊ ŘǳŜ ŘŀǘŜ ό²ŀǊƴƛƴƎ 
grace period), Z days after grace period (Error/Escalation) 
 
The values for x, y, z are currently software support configurable. 
 
To avoid flooding the system with emails regarding legacy risks/actions, Actions are checked against valid 
ǊƛǎƪǎΦ ! άǾŀƭƛŘέ Ǌƛǎƪ Ƴǳǎǘ ōŜ ŀŎǘƛǾŜ ŀƴŘ ƘŀǾŜ ŀ ǎǘŀǊǘ ŀƴŘ ŦƛƴƛǎƘ ŘŀǘŜΦ ¢ƘŜ ŦƛƴƛǎƘ ŘŀǘŜ Ƴǳǎǘ ōŜ ǿƛǘƘƛƴ с ƳƻƴǘƘǎ 
(configurable) of the current date.  
Informational and expired actions are emailed to Action owners. If an action hits the Escalation period, the 
Risk owner is notified.  
 

8.2.1.7.3 Treatment Overdue 

Tests for all Treatments that are overdue in · ŘŀȅǎΩ ǘƛƳŜ όƛƴŦƻǊƳŀǘƛƻƴŀƭύΣ ¸ Řŀȅǎ ōŜŦƻǊŜκŀŦǘŜǊ ŘǳŜ ŘŀǘŜ 
(Warning grace period), Z days after grace period (Error/Escalation) 
 
The values for x, y, z are currently software support configurable. 
 
To avoid flooding the system with emails regarding legacy risks/actions, Treatments are checked against 
ǾŀƭƛŘ ǊƛǎƪǎΦ ! άǾŀƭƛŘέ Ǌƛǎƪ Ƴǳǎǘ ōŜ ŀŎǘƛǾŜ ŀƴŘ ƘŀǾŜ ŀ ǎǘŀǊǘ ŀƴŘ ŦƛƴƛǎƘ ŘŀǘŜΦ ¢ƘŜ ŦƛƴƛǎƘ ŘŀǘŜ Ƴǳǎǘ ōŜ ǿƛǘƘƛƴ с 
months (configurable) of the current date.  
Informational and expired treatments are emailed to treatment owners. If a treatment hits the Escalation 
period, the Risk owner is notified.  
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8.2.1.8 Schedule ERM Access 

Access to the ERM application can be restricted. There are 3 possible restrictions: 
 

1. Read Only: Users cannot change any data in any way.  
2. Closed for Administration Only: All logons, except Administrators, cannot gain access. 
3. User Readonly, Admin Full Access: This allows Administrators to be able to edit risk information 

ŀƴŘ Ǌǳƴ ǊŜǇƻǊǘǎΣ ǎǳŎƘ ŀǎ /w!ΩǎΦ ¦ǎŜǊǎ Ŏŀƴ ŎƻƴǘƛƴǳŜ ǘƻ ǊŜŀŘ ǘƘŜƛǊ ŘŀǘŀΦ 

These restrictions may be useful when the data has been frozen and is under review (read only) or the 
system is being prepared for upgrade (Closed). By using the scheduler, it would be possible to create 
ǿƛƴŘƻǿǎ ƛƴ ǿƘƛŎƘ άŀŎŎŜǎǎέ ƛǎ ƭƛƳƛǘŜŘ ŘǳǊƛƴƎ ŎŜǊǘŀƛƴ periods. For example, read only at weekends or the first 
5 days of each month.  

 
 

Figure 78 ς Schedule Data Access Editor 

8.2.1.9 Activity Log 

There are 2 tasks to schedule within the Activity Log.  These are the Activity Log Archive and the Activity Log 
Stats Generate.  These are important as part of application security and audit. This functionality has only 
been made available to System Administrators to allow access by customers who have their databases on 
their own servers. 
 

 
 

Figure 79 ς Activity Log Editor 
 

These will be scheduled initially by riskHive Support as part of any new installation and should not require 
to be adjusted.  These tasks should be scheduled to run outside of normal working hours. 
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System Backups 

System backups allow administrators to create immediate backups of the data. 
 

 
 

Figure 80 ς System Backups Panel 
 
There are 4 backup types:  
 
Backup Main Data ς This exports the main live data to a single file and should be the type of backup taken 
prior to undertaking any configuration changes to the system. 
 
Backup History Data ς This exports the main live data and is history.  This would usually only be exported 
upon request by the riskHive Technical Support Team. 
 
Backup Configuration Data ς This exports all the configuration data e.g., drop lists, user information etc.  
This would only be exported upon request by the riskHive Technical Support Team. 
 
Backup Configuration Files ς This exports all the configuration files e.g., local language files, colour 
schemes, WebApi Key information etc).  This would only be exported upon request by the riskHive 
Technical Support Team. 
 
Generally, backups should be made as a security measure prior to making a major data change. Perhaps 
when the enterprise tree structures are being reorganised, or by Software support prior to upgrading the 
system. Rarely should an import be needed as (hopefully) changes go to plan. If, following a configuration 
change you require your backup to be re-imported, please contact support@riskhive.com  
 
Daily backups will always be happening as scheduled jobs, but an immediate backup provides a snapshot of 
data up to the minute. 
 
Note:  Time are shown in UTC. 

  

mailto:support@riskhive.com
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System Exports / Imports 

System Exports/Imports produces Excel reports that can be updated for re-import. It allows for bulk 
changes to be applied to all enterprise project tree structures, Alternate Structures and Users. Warning, 
this functionality is dangerous! If changes are applied incorrectly there is a potential for corrupting the 
system. 
 
Generally, system imports should be used under advice of software support.  Exports however can give 
useful understanding into how the system is set up. E.g., Exporting the Project Tree Structure also provides 
Node information. 
 

 
 

Figure 81 ς System Configuration Panel 
 
 

8.3 API Access 

API Access 

{ȅǎǘŜƳ !ŘƳƛƴƛǎǘǊŀǘƻǊǎ Ŏŀƴ ƎŜƴŜǊŀǘŜ ǘƘŜƛǊ ƻǿƴ ²9. !tL ¦w[ΩǎΦ  ¢Ƙƛǎ ƛǎ ŀƴ ƛƳǇǊƻǾŜŘ security feature to avoid 

riskHive having to send API information via email. 

 

To allow API access, an API key must first be created for an existing ERM user.  It is advisable that this is 

allocated to one of the system administrators. 

 

Note 1:  If the allocated system administrator is subsequently deactivated and/or deleted then the report 

will fail due to an error accessing the API.  If there is a change in system administrator, a new API will need to 

be created, therefore it is important to carefully consider which API User is selected. 

 

Note 2: This functionality will usually only be used when required to schedule .JSON reports. 

 

Note 3: Whilst users (access permitted) can schedule reports, they do not have access to get an API URL. 

 

Go to System Admin | Tools | API Access 

 

 
 

Figure 82 ς API Access 
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Select Add API User 

 

 
 

Figure 83 ς API Access ς Add API User 
 

Select a user that will be used to access the ERM API.  This should be one of your system administrators. 

 

 

Figure 84 ς API Access ς Selecting a User 

 

Once a user is selected the ERM API Key will be generated and appear within the API editor. 

 

Figure 85 ς API Access ς Generating an API Key 

 

You can now schedule any report using this API Key. 

Go to the main app and select schedule output 

 

Figure 86 ς API Access ς Schedule Output 

 

Select Schedule Exports and any scheduled reports will appear in the Schedule Exports Editor. 
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Select the required report and click on the Get API URL at the top left-hand side of the editor. 

 

Figure 87 ς API Access ς Scheduled Export 
 
Assign the user you wish the report to be run as.   

The following screen will then appear: 

 

Figure 88 ς API Access - Obtaining API URL 
 
You must then right mouse click on the URL generated to copy the link. (This is the link you copy into your 

power BI system).  Then close the panel. 

Note: If for some reason you require to obtain the API Key again, click on the Get URL and this will display 

the same data. 

Each JSON report will have a different Web API URL, and this is identified through the export ID. 

 

Disabling API Access 

You may need to disable the API. This can be completed by clicking on the green tick within the API editor.  

A disabled API will appear with a red X as per the screen shot below.  This will stop the API being accessible. 

 

Figure 89 ς API Access ς Disabling API Access 
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Regenerating an API Key 

It may be a requirement (e.g., as part of your IT Security Policy) that API keys should be rotated 

intermittently.  To do this, within the API Editor, select the user and click Regenerate 

 

Figure 90 ς API Access ς Regenerating ann API Key 
 
The following message will appear: 

 

Figure 91 ς API Access ς Confirm API Key Regeneration 
 

The API Key will now be different to the one previously displayed. 

 

Figure 92 ς API Access ς API Key display 
 
After regeneration, you will need to go back into the schedule report and generate a new URL for that 
report and inform those using the old URL that is has been changed.  
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8.4 Logs 

Admin Change Log 

The system automatically captures all administrative changes made within the system. 
 
Where Administrators have recorded the reason, this information ǿƛƭƭ ōŜ ŘƛǎǇƭŀȅŜŘ ƛƴ ǘƘŜ ΨWhyΩ /ƻƭǳƳƴΦ 
 
(Refer to Section 8.1 General Configuration ς Admin Change Log Mode for details on the Change Log 
Configuration). 
 

 
 

Figure 93 ς Admin Change Log Panel 
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9 Display 

The Display section allows individuals to configure the layout of the entry pages grids for Risks, 
Opportunities, Actions etc, changing the look and feel of options within key functionality on the main 
screen and for individual editors as well as change general colours. 
 

 
 

   Figure 94 ς The Display Section 
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9.1 Main Grid Configuration 

General Grid Configuration 

The editors within the main grid configuration allow administrators to change the look and feel of the main 
entry pages. These are:  
 

¶ Risks 

¶ Opportunities 

¶ Issues 

¶ Actions 

¶ Assumptions 

¶ Uncertainties 

¶ Trends 

¶ Benefits 

¶ Notifications 

¶ Audits 

¶ Mobile [not active] 
 
After selecting one of the grid editors the administrator decides if the grid changes are common (master 
dataset) or specific to a given sub dataset.  Once the dataset is chosen the following dashboard provides 
the editor interface onto the columns of the grid. 
 
Sorting of columns can be achieved at this point by drag dropping fields to their required place in the list. 
 

 
         

   Figure 95 ς Grid Column Selection Entry Point 
 
Here columns may also be added, deleted, or updated.  Updating or creating a column uses the same 
editorΦ  9ƛǘƘŜǊ ǎŜƭŜŎǘ ŀ ŎƻƭǳƳƴ ŀƴŘ ά9Řƛǘέ ƻǊ ά/ǊŜŀǘŜέ.  For editing you can either select the Edit Fields 
option at the top of the panel or use the Row inline editor to the right-hand side of the panel.  This is useful 
when there are many fields in use and avoids the need to scroll up and down the page. 
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The next panel is split between 4 sections: 
 

¶ Description 

¶ Display 

¶ Functionality  

¶ Data source 
 

 
           
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 

 
Figure 96 ς Grid Column Editor 

 
The Description section provides the column header name and its associated float over hint text.  
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The Label field is the title of the column.  
 
The Label Source is generally not used, but with support help the application can proved strings that 
change according to language context.  
 
The Hint provides information for the creator of this field and is only viewable in this screen. 
 
Finally, a field may be deactivated if it not needed (within a sub-dataset say). Active means this field is 
active. 
 
The Display section provides any layout and formatting criteria such as text alignment and width plus 
whether the field is permanently displayed or perhaps toggled off/on. 
 
Visibility includes the following options: 
 
Always Show The field will be displayed on the main grid. 
Always Hide The field is created but is not displayed on the main grid. 
Toggle Show The field is placed on the Column Visibility list and when selected will hide from the 

main grid. 
Toggle Hide The field is placed on the Column Visibility list and when selected will show on the main 

grid. 
 
User View Restrictions relates means only users within the type of view restriction selected will be able to 
see this field. (Refer to Section 13 for details on  User View Interfaces). 
 
Weight describes the width of the columns on the main grid. 
 
Alignment relates to text alignment within the column. 
 
Allow Word Wrap means the contents of the column will automatically be wrapped to the next line if 
required. 
 
The Functionality section provides any search options (advance search representation) and sorting 
(Ascending/Descending) to be applied to the selected field. 
 
Search Type places this field within the Filter, enabling users to filter their data on the main screen by this 
field.  The options are Basic |  Not Searchable |  Free Text |  Drop List |  Date. 
 

 
 

Figure 97 ς Grid Search Types 
 
Basic 
This column is used by the search box for any text in any column (except those marked as not searchable).  
¢Ƙƛǎ ƛǘŜƳ ŀǇǇƭƛŜǎ ǘƻ ǘƘŜ ΨvǳƛŎƪ {ŜŀǊŎƘ ƻƴƭȅΩΦ   
 
For Users, the basic search acts like a converging search for users i.e., if they typed in risk mitigation the 
system will only find entries where risk AND mitigation appear in the record. 
 



Classification: Internal          Page 91 of 163 

Users will be able to use quotation marks within the quick search: 
 ά ά ς this allows them to find a phrase.  I.e., if they typed in άǊƛǎƪ ƳƛǘƛƎŀǘƛƻƴέ the system would return any 
records which have the phrase risk mitigation. 
 
Not Searchable 
LŦ ȅƻǳ ƳŀƪŜ ŀ ŦƛŜƭŘ Ψbƻǘ {ŜŀǊŎƘŀōƭŜΩ ǘƘŜ ǎȅǎǘŜƳ ǿƛƭƭ ƛƎƴƻǊŜ ǘƘƛǎ ŦƛŜƭŘ ǿƘŜƴ users use the basic or free text 
ǎŜŀǊŎƘ ƻǇǘƛƻƴΦ  LΦŜΦΣ ƛǘ ŀǇǇƭƛŜǎ ǘƻ ōƻǘƘ ǘƘŜ ΨvǳƛŎƪ {ŜŀǊŎƘΩ ŀƴŘ ǘƘŜ CƛƭǘŜǊǎΦ 
 
Free Text 
This acts like a column-specific search box and searches for specific text in only that column.  This also acts 
ŀǎ ŀƴ ΨƻǊΩ ƻǊ ŘƛǾŜǊƎƛƴƎ ǎŜŀǊŎƘΣ ŀǎ ōȅ ǳǎƛƴƎ ǘƘŜ Ǉƭǳǎ ǎƛƎƴ όҌύ users can increase the number of words on which 
they can search.  I.e., if they typed in material and then use the + and type in breach, the system will return 
all records where the word material was used and all the records where the word breach was used.   
 

 
 

Figure 98 ς Grid Free Text 
 

 
NOTE 1: Records will only show for the current set of data in the grid they are working in. 
 
NOTE 2: Users Ŏŀƴƴƻǘ ǳǎŜ ǉǳƻǘŀǘƛƻƴ ƳŀǊƪǎ ά ά ǿƛǘƘƛƴ ǘƘŜ ŦǊŜŜ ǘŜȄǘ ǎŜŀǊŎƘ ƻǇǘƛƻƴΦ 
 
Drop List 
This will allow users to search on any/all the list options for that specific field, where that data is held in the 
grid they are working in.  I.e., even if you had a list of 6 phases set up within your configuration, if the 
records in the grid only have 2 assigned, then only two options will appear within the filter options.   
 

 
 

Figure 99 ς Grid Drop List 
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Date 
¢Ƙƛǎ ŀƭƭƻǿǎ ǳǎŜǊǎ ǘƻ ǎŜŀǊŎƘ ƻƴ ΨŦǊƻƳΩ ŀƴŘ ΨǘƻΩ ŘŀǘŜǎΦ 
 

 
 

Figure 100 ς Grid Date 
 
NOTE 1:  If they only enter in a start date, but no end date the system will return records on or after that 
date selection. 
 
NOTE 2: If they only enter in an end date, but no start date, the system will return records on or before that 
date selection. 
 
Sort Strategy allows an additional sort algorithm for custom droplists.  The options are Default 
(alphanumeric, blanks first |  Alphanumeric, blanks last | Numeric, blanks first | Numeric, blanks last | 
Alphanumeric, case insensitive, blanks first | Alphanumeric, case insensitive, blanks last. 
 

Examples of each of these are provided below: 

 

Default 
(alphanumeric, 
blanks first) 

Alphanumeric, 
blanks last 

Numeric, blanks 
first 

Numeric, blanks 
last 

Alphanumeric, 
case insensitive, 
blanks first 

Alphanumeric, 
case insensitive, 
blanks last 

Sorts numbers as 
text and put 
blanks at the top. 
It is also case 
sensitive. 

 

Sorts numbers as 
text but blanks 
are now sorted to 
the bottom. As 
with the default, it 
is case sensitive. 

 

Numbers are 
sorted 
numerically and 
before text, but 
with blanks sorted 
to the top. Still 
case sensitive. 

 

Numbers are 
sorted 
numerically and 
before text, but 
with blanks sorted 
to the bottom. 
Still case sensitive. 

Identical to the 
default 
alphanumeric, 
except that text 
case is ignored (so 
a and A are 
treated as equal). 
As with default, 
blanks are sorted 
to the top of the 
list. 

Identical to the 
default 
alphanumeric, 
except that text 
case is ignored (so 
a and A are 
treated as equal). 
For this, though, 
blanks are sorted 
to the bottom of 
the list. 

¶ <blank> 

¶ a 

¶ b 

¶ A 

¶ B 

¶ 1 

¶ 10 

¶ 2 

¶ a 

¶ b 

¶ A 

¶ B 

¶ 1 

¶ 10 

¶ 2 

¶ <blank> 

¶ <blank> 

¶ 1 

¶ 2 

¶ 10 

¶ a 

¶ b 

¶ A 

¶ B 

¶ 1 

¶ 2 

¶ 10 

¶ a 

¶ b 

¶ A 

¶ B 

¶ <blank> 

¶ <blank> 

¶ a 

¶ A 

¶ b 

¶ B 

¶ 1 

¶ 10 

¶ 2 

¶ a 

¶ A 

¶ b 

¶ B 

¶ 1 

¶ 10 

¶ 2 

¶ <blank> 
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Sort Type identifies if this column will be sorted.   
 
To change the sort order of the items, click on the Sort button at the bottom of the panel.  
 

 
 

Figure 101 ς Sort Option ς Main Grid 
 
On the item you wish to re-order, left mouse click and drag and drop the item into the order you require.  
Once completed, select Save Sort to save your changes. 
 

 
 

Figure 102 ς Save Sort Button ς Main Grid 
 
Sort Priority enables the fields on the main screen to be sorted in an order. You can state where in the 
order this column will be. 
 
Click Action determines what system action is performed when a cell is clicked within this column. 
 
Has HTML Contents means the cells within this column will have HTML contents. 
 
Data Source allows selection of the required field from all possible supported fields.   
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9.2 Panel Menus 

Edit Risks 

The Edit Risks panel relates to the Edit option (         ) on the main screen. 
 

 

 
 

 
Figure 103 - The Edit Risks Button and Panel 

 
As an Administrator, you can move whole sections or individual elements within each section by clicking 
and dragging the Drag to reorder button:      . Providing you select Save Changes at the bottom of the 
panel, your changes will be saved. 

You can delete sections by selecting the Delete this Section button:  . To delete a section, all contents 
must be moved elsewhere, and the section must be empty. 
 
To the right of each option is a column entitled Edit Key Words. You can enter key words which you think 
describe the contents of the option within the Edit panel on the main screen. This helps describe each 
section as well as searching for key features. 
 
To the right of this is a column called Edit tooltip. This text will show if the mouse is rolled over the relevant 
heading in the panels or reports. It is designed to give guidance and support to users. Once you have filled 
in a section, please remember to press Enter and then Save Changes, otherwise changes will not be saved. 
 
On the far right-hand side is a list: 
 
The Menu Only option will ensure an option appears and is usable in the relative Edit panel. 
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The Shortcut & Menu option enables you to create your own favourite section within the Edit panel. By 
selecting Shortcut & Menu the option will still appear in the Edit panel, but a new Shortcuts section will 
appear at the top and this option will appear here as well.  
 
The Disabled option will deactivate a field within the Edit panel and the option will appear grey and un-
selectable on screen. 
 
The Hidden option will remove a field from the Edit panel, but any information stored within the option will 
be saved. 
 
At the bottom of the panel is the option Add Menu Section which creates a new section at the bottom of 
the panel for you to add features. This enables you to create new sections and move options into the 
sections e.g., a separate section for qualitative and quantitative options. 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
Figure 104 ς Relationship between the Edit Risks Panel and Edit (Main Screen) 

 
Changes in Administration Edit will be reflected within the Main Screen/ Edit panel. 
 
As an Administrator you can move whole sections or individual elements within each section by clicking and 
dragging the Drag to reorder button:        . Providing you select Save Changes at the bottom of the panel, 
your changes will be saved. 
 

  



Classification: Internal          Page 96 of 163 

Grid Controls 

This section relates to the Grid Controls button (        ) on the main screen. You can move, hide, or delete 
features the same as you would in the Edit Risks panel. 
 
 
 
 
 
 
 
 
 

 
 
 
 

Figure 105 ς Relationship between the Grid Controls Panel and Grid Control (Main Screen) 
 
Changes in Administration Grid Controls will be reflected within the Main Screen/Grid Controls panel. 

Project Data 

This section mainly relates to the Edit Node Data button (         ) on the main screen. However, there is an 
additional Overview section which has options relating to the View Node Overview (          ) and Change 
Navigator View (         ). By default, the View Node Overview and Change Navigator View are hidden but 
by selecting Menu Only, their options will appear in the Edit Node Data panel on the main screen. You can 
move, hide, or delete features the same as you would in the Edit Risks panel. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
Figure 106 ς Relationship between the Project Data Panel and Edit Node Data 

 
Changes in Administration Project Data will be reflected within the Main Screen/Edit Node Data panel. 
 

NOTE: If you require the Node Data edit panel to be restricted, then it is possible to restrict access to Edit 

Node Data to Admin and /or Elevated user only. This configuration setting is a riskHive Technical Support 
function. 
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Tools 

This section mainly relates to the Tools button (           ) on the main screen. However, there is an additional 
Overview section which has options relating to the Edit Node Data button (         ). By default, the Edit Node 
Data is hidden but by selecting Menu Only, this option will appear in the Tool panel on the main screen. 
You can move, hide, or delete features the same as you would in the Edit Risks panel. 
 

 

 
 

Figure 107 ς Relationship between the Tools Panel and Tools (Main Screen) 
 
Changes in Administration/Tools will be reflected within the Main Screen/Tools panel. 
  






































































































































