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Thank you for purchasing Enterprise Risk Manager from riskHive or one of our resellers. We value your
business as an Enterprise Risk Manamsstomer, and we are here to help.

If you need help you can use any of the following options:

Q Call us 044 1275 54 58 74

@ Email us asupport@riskhive.com
Pt

The riskHive ERM is a fully featured, online Enterprise Risk Management and Risk Register Handling
solution. As a welbased tool it is constantly updated with the latest and best functionality to support
evolving needs of highnd risk managers and seniexecutives in large, complex businesses.

Thecentral risk repositorys usedor collating and storing risk registers with essential risk repants
quickly and effectively centrasand maintairs your risk registers whilst not changing the way you work by
allowing the export of registers back to your native format.

The ore system islesignedo manage risk treatment information; produce management reports and
information dashboards; manage asset and insurance information; and produce bowtie diagrams and
graphics for better risk articulation. The riskHive ERMigged to both thdSO 3100@nd COSO

frameworks and is highly configurable by the Usstministrator. The system can be configured to be
multilingual and to display your own risk terminology. Multiple currencies can be managed for assessment
and reporting and are Usewitchable.

You can run cost and schedalealysis; manage information security risks in line with ISO 27001; and
manage control assurance information.

This guidecovers functionality available in the system for Users, Risk Managers and Administrators. One of
the many advantages of this system is its configurable nature. This means that each Company can request
different configurable features or even have featuresoved. Due to this, this manual may not display the
same functionality as you experience in the tool. Contact your administrator for a list of their configuration
changes.

We hope you find Enterprise Risk Manager useful and easy to operate. We are eager to hear your feedback
- either positive or critical and ideas.Our @ntact information is provideabove.

We hope you have an enjoyable and productive experience!

1 Appendix I¢ ERM functionality link to ISO 31000 & the COSO frameworks
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The installation of Enterprise Risk Manager varies dependent on whether riskHive arganisation is to
host the system. If your company hosts the webserver and ERM data, then there may be additional
requirements to access the system.

All that is required to use the application is a standard modeternet browser. The application supports
all platforms (not just Microsoftentric systems) on multiple devices that can run a browser such as PC,
Mac, Smart phone, Tablet, eBook, etc.

All browsers are supported but those we certify to work correctly are MS Edge, Firefox, Chrome, Safari, iOS
Safari,and Operabrowsers

¢CKS | LIX AOFGA2Y AGASETF Ydzad o0S RSt AGSNBR G2 (GKS dz
a PC or even a laptop configured with some server components.

Recommended minimum system in Bold.

Operating System:

Windows Server 2016 or Windows 10 or later

Microsoft .NET Framework 4.8

[1IS10 or above

Database:
SQLExpress or SQLServer 2019 or later

Internet browser:
MS EdgeChrome Firefox, Safari, Opera

CKS a2F0o6l NB AyOf dzRSAa aFFOU2NER aSide 8 mdpdowrliste 3
for riskreporting; however, all presettings can be User adjusted to meet your requirements.

,2dz NS FTROAASR (G2 OKSO]l @&2dzNJ 2NEHFYyAAl GA2yQa LINRO
appropriate.
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The followingare commontermsused when carrying out Risk Management. Not all termsiaesl in the
riskHive ERM but all of them should help the User gain a better understanding of how to identify, collect,
manage, analyse, and report riskerms used in riskHive ERM are in bold.

An assumption is a presumption or supposition with a degree of uncertainty. In the
system Assumptions are input items with a high degree ofspiigposed dependent
factors that have a degree of uncertainty.

A BroadBrushRisk Assessment (BBRA) is a facilitated risk assessment that endeay
to identify all the significant hazards that may impact upon the organisation, includi
Health and Safetgnd Environmental aspectsut not necessarily every instance of the
hazard manifesting itself as a risk.

Directly precipitates an event.

Necessity. A cause must be necessiagy,without it, the event would not have
happened.

Sufficiency. A cause must be sufficigrg,, sufficient to precipitate the event alone.

Conditions. A cause usually has conditiors,other elements which are necessary fo
the adverse event/change of state but not in and of themselves sufficient to cause

Often used legalistically it describes a series of eventnts and conditions which are
directly linked to each other,e.,one caused the other. Causal chains are usually
necessary to prove fault.

TheCorporate Cost Scoshows corporate scores by cost only. Corporate scores are
global scores and are defined in the Global Heatmap.

Outcome of an event affecting objectives
Measure to modify

The Corporate Worst Scolieg., the worst score of each of the configured impacts (cc
time etc.).NOTE Corporate scores are defined in the Global Heatmap whereas Proj
scores are defined by the administration of each project Heatmap.

The set of direct and indirect causal implications from the realisation of the risk.

Occurrence or change of a set of circumstances (an event can lead to a range of
)

Extent to which an organisation is subject tocamr

External environment in which the organisation seeks to achieve its objectives.

The direct and immediate financial effect that a business will feel because of the
realisation of a risk.

Measure of the of an expressed as several events or outcomes per
defined unit of time

A source of potential harm to a person, or a situation that has the potential to caust
damage or loss to the business, its plant and infrastructure or its people.

The direct and immediate outcome of the risk being realised.
'aSR Ay GKS O2yGSEG 2F wiSe NR&al AYRA
suggest that something is at risk.

The state/condition of an object or relationship which may influence another object
relationship.
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The system manages more than ji&sks For example, it can handle such items as
Trends, AssumptionandissuesThese things can have different metadata assigned
them and have different workflows. We refer to these inputsrgs

Internal environment in which the organisation seeks to achieve its objectives

A strategy or series of activities which are designed to reduce the impact felt by the
realisation of &

Continual checking, supervising, critically observing or determining the statdentify
change from the performance level required or expected.

hyS 2F NX apu Ie@:SKpbssibleaation that that can be taken that coulc
have a positive effect on objectives.

The direct event and set of conditions which result from the realisation of a risk
event/change of state.

Defined within this document as a set of tolerable valueg,,lowest tolerablevalue,
and highest tolerable value.

Project Cost Score. The Project scorings for cost only.

Chance of something happening (AKA: Likelihood or Frequency). Measure of the
change of occurrence expressed as a humber between 0 and 1, where 0 is imposs
and 1 is absolute certainty.

Project Worst Score. The worst risk score of each of the configured impacts (cost,
etc.).

Risk remaining after risk treatments (AKA retained risk). Residual risks can contail
unidentified

Capacity to resist being affected by an

Activity undertaken to determine the suitability, adequacy, and effectiveness of the
subject matter to achieve established objectives (this can be applied teithe
; ora

CKSNBE NB 4SOSNIf RSTAYAUAZYacAheghvelw A
ST¥FSOuU 2y UKS dzyOSNUlFAyue 2F 202SOUA¢
Informed decision to take a particular

Process to combine individuatksto obtain a more complete understanding iofk.
Systematic process to understand the nature of and to determine the level of risk.

Amount and type ofiskan organisation is prepared to pursue to take.

Overall process of risk identification, risk analysis and risk evaluation.
hNBFyAalGA2yQa | LIINRFOK G2 | O0O0BAaa yF
Attitude to turn away from

Decision not to be involved in, or to withdraw from, an activity based on the level of

The goals, objectives, strategies, scope and parameters of the activity, or part of th
organisation to which the risk management procaffects.

/I NAGSNALF F3FrAyald oKAOK NR&A]l A& SO dz
policies, goals and objectives and the interests of stakeholders.
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Process of comparing the level of risk against the criteria.

Form of involving contingent arrangements for the provision of funds
meet the financiat should they occur.

Process of finding and describing sources of risk.
Coordinated activities to direct and control an organisation regarding risk.

Set of components that provide the foundations and organisational arrangements f
designing, reviewing, and continually improving risk management processes throug
the organisation.

Tool for ranking and displayingksby defining ranges for and
Position holder who is delegated the responsibility for ensuring that the mitigation

treatment and associatedctions to minimise the impact of the risk to the business a
effectively actioned.

A register of assessed business risk which is maintained and reviewed for purpose
reference, assurance, and continual improvement.

Acceptance of the benefit of gain, or burden of loss, from a particidar

Form of involving the agreed distribution ofskwith other parties
hNBFyAal A2y Qa NBaftdRiksyiSdrnacntdoachievd itsobjedties.

Process of selection and implementation measufes jto eliminate or modify the
existing risk to zero or a lower risk level.

9FFSO0G 2F dzy OSNIIFAyiGe 2y 2062S00GA@Sa ¢
organisations)

The application of some form of action or behaviour towards a risk or its indicators
impacts. Risks can be treated by either reducingpfabability that they will occur or
by reducing their impact.

A trigger is an event or the presence of a set ofguaditions which gives rise to the
cause of a risk.

State, even partial, of deficiency of information related to or understanding or
knowledge of ar , its gor

Intrinsic properties of something that create susceptibility to a source of risk that ca
lead to a
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In this latest addition of the Hellglanual,we have included:

ltem Section | Description Page
' Dev515| 55 | Licencing Exceeding Licence Limit83 to R110]
Dev502 P6
Dev_544 URL options
Dev- White label logo
381
Dev563 Not live colours? may be user manual only

System admin handover check list
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4 Functions for Administrators

There arewo areas in which administrative functions are carried otiheMain ApplicationLJl Arf
AdministrationLJF 3 S

& System > § Help v Enterprise Risk Manager (RCL) [ SKHIVG

varbg o | omumamn || b || owe | | | | spunoupin |

Open Al Sections = | |

BEFORE YOU ACTION ANY OF BELOW -

X, sackup Main Data

ROLE & PERMISSION MANAGEMENT -

Role Types

USER MANAGEMENT —

Construction
e OBIE

e =0 & m~
o033 x;‘;::f"‘ (V1= . :nr;s::‘vlm
coogy Sorerren gz @® :::::ﬂ "
oos  pomen @ Records issues 080323 1607255 Operational Eﬂ; eny Mk Verstzppen s unn @ :ﬁ"f::::‘" "

Figurel - The AdministrationSreens

To access the Administratidr)l  F&8ect the option from thélain menu.

4 System> j Help v

A Main
Dashboards

Administration

& User: Admin 01
(w Logout

Figure2 - Access tdhe Pages

If wish to have more than onleJ 3pBn at a time, bld downthe Controlkey on the keyboard and select
anoption.
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4 system > Help v Enterprise Risk Manager (RCL) [EJISKENE]

User Management Reports Drop Lists & Data Tools Display Structure System Drop Lists

Open All Sections =

-&‘ Backup Main Data

Role Types Permission Groups 9 Role Group Management

.

@, Manage license

Figure3 - The AdministratiorPage
The Administration page is split into the followisgctions
User Managemeni Reports| Drop Lists & Data Tools| Display| Structure| System Drop Lists

TheUser Managemensectionprovides the ability to seRole TypesPermission GroupandRole Group
Managemeniand manage individualsers You can also view yourcencelnformationfrom here

TheRepors section allows individuals to create ardit Reports, Registers and theRisk on a Page
TheDrop List& Datasection allowsndividualsto create and edit standardnd custondrop liss and data

TheToolssection allows individuals toarry outsomeGeneralsystem widg Configuration, ManageTasks
SystemExportglmportsand viewAPland Change Lomformation.

TheDisplaysectionallows individuals t@onfigure thelayout of the entry pagegridsfor Risks,
Opportunities, Actions etechanging the look and feel of options within key functionadmn/the main
screenand forindividual editorsas well as change=neral colours

TheStructuresectionenables thecreation and editing ofree Sructures such as the EPS, the configuration
of the Corporate andProject Heatmapsg such as colours, tags, provision and escalatiom editing of the
Scoringlevelse.g.,Probability, Cost, Time etts well as the abilityo set upcurrencies time durationsand
other assessment impact measurables

TheSystemDrop Listssectian enables the creation of neiwata SetsConfigure theDescriptor Typegsedit
the Action andTreatment TypegEdit theProject Node Levédrop Lists. Administrators can alsoadfine the
HeatmapColoursand otherColour Groups, together with theliain Viewsthat can be made available to
Users and thelrop lists for the/NVord Clouds
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At the top of each section there is access to the Backup Main Data to download a Backup.

& Backup Main Data

Figure4 ¢ TheBackup Main Dat@ption

Generally, backups should be made as a security measure prior to making a majchataga. Perhaps
when the enterprise tree structures are being reorganised, or by Software support prior to upgrading the
system. Rarely should an import be needed as (hopefully) changes go to plan.

Note: When you take a backup, you do not have to physically download the backugsfillee action of

Oft AO1TAY3 2y GKS W. | O dzLJ a | ihg Repdrtdviangger’sédioy in A&diniand & Sy R
can beretrieved,if necessary, by riskHive SuppoBownloadinghe file will result in that data being

downloaded to youPC.
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Within the Toolsoption there are aoupleof options available only to Administrators.

These are
M Users Online
1 Bulk Export/Import
1 Report Managerand
1 Upload/Register Manager

(Refer toSection 12.1.%or details).

Within the Edit Node Datahere are three options available only to Administrators.

These areSignoff Reset (all) Formatsand Settingsand Rates/ExchangegRefer toSectionl2.2for
details).
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5 User Management

TheUser Managemensectionprovides the ability to seRole TypesPermission GroupandRole Group
Managemeniand manage individualsers You can also view yourcencelnformationfrom here

M system~ 1 Help v Enterprise Risk Manager (RCL) E riskHive

N User ent p Drop Lists & Data Tools Display Structure System Drop Lists

Open All Sections + ‘

BEFORE YOU ACTION ANY OF BELOW —

-“ Backup Main Data

ROLE & PERMISSION MANAGEMENT —
Role Types Permission Groups 9 Role Group Management

UsSER MANAGEMENT —

g o

& Manage License

Figureb ¢ TheUser Managemen$ection

When undertaking User Management for the first time, you need to complete the following set ups in the
order below:

Create your Role Types

Create youlPermissions Groups

Create your Users

Assign your Users within the List Groups and Role Groups

APwnNPRE
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You can assign users into varidiisle TypesThere are some preonfigured Role Types, which, except for
Managers and Owners can be edited

Create | Edit | Manage | Refresh List Search
Label P Total Users Active Users No Access Users
Managers Manage...
Owners Manage...
Edit... Manage...
Edit... Manage...
Edit... Manage...
Edit... Manage...

Edit.. Manage...

Project Manager
Project Sponsor
Finance
Commercial

O oo oo u s
O oo oou s
© oo oooo

Project Risk Manager

10 v 1

Figure6 ¢ Role Typefanel

Managers and OwnerdJsers can be assigned to eithertimth Role TypesThis will allow a user to appear
in the Managerand/or Ownerdrop downs within the application.

This allows users in those groups to be assigned to elements in the system. E.g., Manager, Owner, Action
Owner etc. You can have the same user in one, all, or any combination of the List Groups set up. The table
below lists which of the drop downs an Ogmor Manager will appear in.

You will see that these two Role Types are not editable; this are hard coded into the system and from which
several reports are generated.

Responsibility Panel Manager X
Owner X
Raised by X
Treatment Panel Owner X
Action Panel Owner X
Executor X
Audit and Review Panel Approved by X
Reviewed by X

The otherRole Typesire configurable; I.e., you can edit these. You can rename these, using the Edit
functionality, or if you need additional List Groups you can create new List Groups. These additional Role
Types, once allocated users, will appear inRe®ple Panein the Node Information.

NOTEIf you add additionaRole Typesthese are Instance wide, so will appear on all datasets (if you are
using multiple datasets).

Project Manager® Project Sponsor
Finance Commercial

Risk Manager

Save Changes Close

Figure7 ¢ PeoplePanel(at Node)
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To Edit &Role Typeclick on the Edit link in the panel and a new panel will appear.

From here you can define tHeole Typaameand the sort order.

Label

Project Manager

Sort Order

Users in Group

Mone.

Manage Users Save Changes Close

Figure8 ¢ Edit List Permissions Groépanel

By clicking on th&dit or Manage link in the EdRole Typganel you can manage who you want to be in
that Role Typdist.

If you wish to add a person, clicking in the User field, the list of possible names will appear in a drop down.
By clicking on the name you waumtill automatically put that name in thRole Typdist.
If you wish to remove a person from tiiRole Typdist, click on the X against that name.

Group
Project Manager

Users

Admin User 1 (Admin User

Figure9 ¢ EditGroup User#anel
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Itis in Permission Groups where you setstgindard permissions for the system. This should support any
IT security policy requirements.

Group labels are configurable, together with the Permissions, Project Nodes and Views. You can have as
many Permission Groups as you require.

In the example below there are three Permission Groups created.

Project Nodes Views. Users Actve Enabled
Edit

Edit

FigurelO¢ EditPermissions Grougd3anel

WA a1l hoy S NSy usdEassSgNad ko thi@ group will only see risks or actions to which they have
been allocated within the system. They can also only see AcRisissand Issues, where Actions is their
default view (as denoted by the *).

Risk Ownec L ¥  SqN@iyuBegs assigned to this groups will see all risks and actions within their project
node, regardless of who is assigned to those risks and actions. Their default view is Risks and they can also
see Opportunities, but not issues.

WwAal aglAyyluserS asElgned to this group can create and delete risks and actions. They can also
import and export data. They also have access to Trends and Assumptions. Their default view is Risks.
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To create a Permission Group, click on create

eeeeeeeeeeeeeeeeee

Figurell ¢ CreateNew Permissions Grolganel
In the Labelfield, write the name of your Permission Group.
Select thePermissionyou want to have for that group. You can either click on the All button and then

deselect thepermissions by clicking on the X or click in the Permissions field and select the permissions that
appear in the drop down.

Permissions

| Create X || Update X | | Delete X || Treeview X || Bowtie X || Import X || Export ¥ || Schedule ¥ |

Analyst

|
Restricted

Elevated

Reduced Access

| Navigator

Figurel?2 ¢ EditingPermission#anel

TheDefault Viewwill always be Risks, if not selected. If you wish to change this, select the view you wish
from the dropdown options.

TheAllowed Viewswill alwaysbe all views, if not selected. If you wish to change this select the allowed
views as appropriate from the dregiown options.

If you know that your Permission Group will have access to spBedject Nodesyou can select the Node
at this point.
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Classification: Internal

Function carcreate new riskaindtreatments.

Provides the ability taipdate riskand treatment information.

Allows the function talelete risksand treatments. It is recommended that this
disabled for all Users except for one administrator.

Function can see thseub-foldersfor the node which has been allocated to the
function in theassign project(s¥elector.

Allows the function tacreate and edit bowties

A Function/User with this permissiaan import Risk registers and Work
breakdown structures

A Function/User with this permission can export Work breakdown struciut®s
Registers

Note: Export only applies to WBS & I/O registekg.,if export is not made
available to a user, they will still be able to download and export a report anc
Dashboards.

A Function/User with this permissianay schedule reports to be produced out
of hours and on regular basis.

Allows the function taun Monte Carlo simulations
Allows the function tallow the conversion of Qu&uant (and vice versa).

lff26a dzaSNER G2 GdddewNddRditduch rigks agged i
other users. When given this permission. Certain functionality becomes avai
that would otherwise be hidden

Allows this specialist function to approve the risks within a project. This optic
directly linked to theProject Assessmertab within theProjectpanel This
Fff26a LIS2LX S & dzOK -off é apprévepéojedirigkiR at/ 9 h
regular intervals.

Only those with elevated access will be able to sign off a project and reset tf
Sign off

A Function/User with this permissianay only view risks owned and/or
managed by them. It reduces the list of possible risks and therefore actions
have access to

Allows access to view all escalated risks and all risks held withothibe

alternative views. Previously all users had access to the alternate views whit
reflection could have exposed risks unnecessarily.
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If you wish someone to be listed within the system but not have actesge the permissions field blank.

LF @2dz sA&aK a42YS2yS (2 KIFS NBIFIR 2yf e Read Oniph & yIRROA
leave the Permissions field blankowever, if you do not assign a user to a permissions Group but assign
them to a Node andillow that useraccess to the systeni K SA NJ LISNY¥A &daAz2y gAff RSTI

LT &2dz 6AaK (2EditNodeDa | 1QI0G & W2 WKRKBAW | YRK2NI 9f SOOI i
configuration setting is askHive Technical Support Tefunction.

If a user User A has been assigned to a specific parent node and has not been given Treeview permissions
when working within a child nodihen their name cannot be allocated against a record for any of the child
nodes, except in the following instance:

If another user (User B) has Treeview permissions and aggregates all the risks from the parent node level to
which User A has been assigntiten that user B can assign user A to anywighin that project tree. This
is because the system will show all possible users assignable throughout the project tree.

It is advisable therefore, that if ownership iiéks etc need to be changed, this should be done at the
individual node level.

The system logic for permissions is built on the assumption tlzatigfer has permissions for a parent node,
then they should have access to all child nodes.
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5.3 Role GroupManagement

You will only see Administrators in this panel, but just as withRbk Typesy clicking on Manage, you
can quickly allocate or remove people from this role group.

I Manage I Refresh List Search
Licensed TlLabeI | Active Users

Administrators Manage...

Viewing 1-1 of 1 5 v nn.un

| Close |

Figurel3 ¢ EditRole Group®anel
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Itis in the Users Panel where you can create and edit individual users. You can:

Create / edit the User Name

Apply user information, such as their Real Name, Email addresses, Phone numbers and Notes
Set Passwords

Assign them to Role Groups, Permission Group and Role Types

Refine Permissions

Allocate Nodes

= =4 =4 =4 =8 =4

Real Name
Primary Email Address Email Address 2

Phone Number 1 Phone Number 2

Authentication Type

Require User to Change Password

Disabled

Effective Permissions Effective Views Effective Project Nodes

None.

Role Types

Figurel4 ¢ EditUserPanel

hyOS &2dz KIS ONBIFIGSR IyR alF @SR GKS o6FaAr0 dzaSNI Ay

appear so you can refine their permissions.
The Password rules are available by hovering ovePthext to Password.

For reference these are noted below:

1. Atleast 8 characters long and no longer than 128 characters.
2. No more than 2 consecutive characters the same.
3. Meet at least 3 complexity criteria (at least 1 uppercase, 1 lowercase, 1 digépmcial character).

Fora LISOAL f OKI NI OGSNB GKS T2t 26AryF+I{d1}0S@dxSRY
n < > L2\,

You carDisablea user fromEdit Permissions Panat refine their permissions if an exception to the
Permission Group is needed.

C2NJ SEI YL S &2dz Y8 KIF&BS | whia]l hoySNIt SNYAZEA
included. However, for whatever reason for a particular Risker@ 2dz R2 ¢+ yi GKSY G2
WAYLERNIGQ OFLIoAftAGEYT @2dz OFy Fff2¢g (GUKAA o0& asSfts

zt

STI G
ANJ RSTL dzf G @ ADRfad Viewdiad. Ol y

i K

Ca
[} N8

AlSoArAasSs AF GKS
hLIR2 NldzyAiASaQ |

Q¢ ¢
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From the Project Nodes field, you can select which nodes you wish that user to have access fadd@ick
bring up theProject Tree From here you can select a specific node (or multiple nodes).

NOTE If the user hagreeviewpermissions, then you only need to select the parent node and they will
automatically have permissions to the child nodes.

Dasablad

Parmissizan

Figurel5 ¢ EditProject Node

Some fields in the User Management can be configuredr{3filiveTechnicaBupportTean) so that they
can be mandatory and therefore enforced by the User editor.

These fields ardReal NamePrimaryand Secondary EmaiPrimaryand Secondary PhonandNotes.
NOTEWhen users are added to the system, they default to the bottom of the list of the Role Types.
If you want users to appear in alphabetical order, once you have created a user, gaRoléh&€ypesand

selectSmart Sort You then choose which sort order you wish to apphither First,Lastor Last,First This
is handy if you have just bulk uploadseveralusers.

Risk Owner 15 X _
Smart sorting will update the current
RCL Action Owner X order of Role Users.

Risk Manager 42 X You will need to select a strategy for
sorting:
AAA (rebecca.cope-lewis@riskhive.com) X
. * First, Last = sort by first name, then last name
Demo.user (rebeccacopelewis117@gmail.com) X = Last, First = sort by last name, then first name
Risk Manager Onea (rebecca.cope-lewis@riskhive.com) X Name suffixes in parenthesis are ignored, and any
. . separate numeric component is treated as part of the
aaall.test (cctest@riskhive.com) X |
ast name.
Names with only a single component are treated as
being the first part of the sort strategy, and sorting Is
- case sensitive so that lowercase sorts aﬂ?r uppercase.
To keep the updated sort order you will need to Save
Changes afterwards.
Smart Sort Change Order... Save Changes Close

Figurel6 ¢ User Creatiorr Smart Sort
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Changing the User Gndew

2dz Oly +tta2 OKFy3dsd (KS INAR OA86 o8 aStS0GAy3I (K
you to see on the grid, information such as, email addresses, when the user was created and when they last
logged onto the system.

|

| |

‘ Title 0

| Name |
Email
Role
Groups
Lists
Permissions
Project Nodes
Views
Type |
5S0 Identity 0
550 Context ]
Last Login
Last Password Change O

| Created
Password Scheme O I
Assignable

Update Reset Close

Figurel7 ¢ Changing thé&Jser Grid

Enabling Users and Assigning Use@uick Edit

You can Enable/Disable and Assign/Unassign users direct from the Edit User grid by clicking on the
tick/cross icon on the grid.

BB | Create | Edit | Refresh List Search x| v
u: - Role Groups Lists Permissions Project Nodes Views Last Login  Created  Statull Enabl.. Assig.
Column Visibility - Undate, Treevi L E 11/09/202 E
AAA teest user User Set 03 Managers pate, Treeview, RCL never / ol v v [edi.
Import, Export 011:16
Risks,
Uncertainties,
Create, Update, Delete, Trends,
Admin email MRS, Bowtie, Import, Export Assumptions 19/06/201 19/06/201
Admin User1 Admin User1 Admin : . Owners, ’ ‘ " RCL, Projects ‘ x v Edit...
Special Email ... . Schedule, Analyst, Actions, 516:42 516:42
Project Mana... .
Restricted, Elevated Benefits,

Opportunities,
Issues

Figurel8¢ Enabling and Assigning UserQuick Edit

No Access Users
A No Access User is only available where this is invoked within your user licence. A No Access User allows

the administrator to create a user so that name can appenin any of the role type lists. However, the
No Access User will not have access to the system. l.e., they must be disabled within the system.
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Whilst it is recommended that users should not be deleted (as this will remove their names from the
archive) users can be deletedSystem Administrators cannot sdeleted users.Where System Admin
tries to recreate a deleted usethe following message will appear:

There is 1 problem with the credentials provided
Please check and correct the following:

1. Username already applied to a deleted user; username must be unique.

support@riskhive.co.uknust be contacted for this user to be reactivated in the system.

From this panel you can see your licence information and where if required, you can enter your licence
Date Extension Key.

License Activation State License Date Extension Key
Expires 24/08/2022

License Usage

Role Allowed Used Available State
Administrators 5 0 5 <
Active Users 25 5 20 [
No Access 5 0 5 @
Licensed Active Licensed No Access License User Allowance Key

25 5

Figurel9 ¢ Manage Application Licend¢@anel

Each ERM Portal requires Antivation key. The key expires when an embedded date is reached. One

month prior to the expiry, a message is displayed on the top orange bar of the Adminispatietstating,

Yhvalid or expired activation key (administratorson@)® ¢ KA &a YSIFya 2yfe | RYAYyAal
tool and review their current license options and review their future license requirements.

The licence model consists of the following elements:

0 Active Userg users that may log into the application

0 No Access Usersnamed users who do not have access but may be associated to risks or
actions.

0 Administratorsc Upper limit for Administrators of the system (must be from the Active
User List)

In the screen shot above, a customer has purchasedas2blicence. They have determined that 5 of
those 25 users will be System Administrators.

b2 ! 0O0Saad dzaASNE | Nrlicenc®RRAGAZ2Y T Q G2 GKS Hp

To discuss licenses further contaen.baker@riskhive.com.

Classification: Internal Page32 of 163


mailto:support@riskhive.co.uk
mailto:ian.baker@riskhive.com

If a user is createdr editedand thatactivity would exceed the licence allowanagarning messages will
appear. Below is an example warning message where an attempt has been made to create a New user that
would exceed the licence allowance. In this instance, this User would not be created in the system.

Requested configuration of Stephen Jenkins will cause a
license limit to be exceeded.

Configuration changes have NOT been made as
requested.

You will need to reconfigure group memberships, permissions or user
configurations in order to make the desired membership changes and
remain within license allowance.

The license allowance considered in this assessement is as follows:

'Active Users' Licensed to: 20, Requested: 0

OK

Figure20¢ Licence Warning MessagéNew User

Below is an example warning messag®ere those changesould impact on the number of available No
Access Useragain in this instance changes will not be saved.

! The change to User raised a warning:
Requested configuration change of Bob Dylan
Has NOT been made as the license limit will
be or has already been exceeded.

'No Access' Licensed to: 3, Requested: 4

Figure21 ¢ Licence Warning Messagd=diting UseAccess Permissions
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TheRepors section allows individuals to create aadit Reports, Registers and theRisk on a Page
Reportsare used to exportata in an excel formatThis is an export function only.

NOTE 1Reports can also be exported to a JSON output. If this is needed, please contéskHines
TechnicaBupportTeam

I/0O Registesarean Import/Output Register Its purpose is to enable the initial import of data to the
system. Once the data is importedhere permissions are grantethis data can be rexported, updated
and then reimported.

NOTREZ : Exporting and Importing dataust be used witlextreme caution. It is not designed to be used as
an alternative to day to day mangement of data within the systéirior to using an I/O register for the

first time it is advisable to either contattte riskHiveTechnicaBupportTeamor design and test your 1/0O
register within your DeMepment Instance prior taising in your Live Instance.

Report and I/O registers will export to Excel, but can easily {savedas any othesupported file types.
NOTE 3: Reportand 1/0O Registers, by default hige first column in the row alternating white/grey. If you
wish this to be configurety theriskHive Techncial Support Teamthat the grey colouring is removéalr

alternative colour where available within the system).

NOTE 4: Reports and I/O Registers headers, by def@itirey The default heads may be configured by
riskHive Technical Support so that all reports and I/O Regisétas the same header colour.

Risk On A Pagis a semiconfigurable Dashlavd, that is deigned to be printed asReport.

4 System v i Help v Enterprise Risk Manager (RCL)
User Management Reports Drop Lists & Data Tools Display Structure System Drop Lists
Open All Sections + |
& Backup Main Data

- - . - . .
H— Reports H— 1/O Registers H— Project Reports @ Risk On A Page

Figure22 ¢ TheReportsSection
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Selecting theRegisteroption will bring up theeports edit panel.

Vianag heduled Exports |show v

Scheduled Exports Manage scheduled eport of reports
andjor registers

Custom Reports ]

No menu entries in this section.

Standard reports

ESG Risk Report This is the title of the report Report on Environmental, Social and

Governance areas

Ie

ESG Risk Report - for Power BI ESG Risk Report - for Power B Edit | Delete | Copy
Full Risk Report with Actions_Merged  Full Risk Report with Actions_Merged Edit | Delete | Copy

Trend Reporting Trend Reporting Edit | Delete | Copy

e ke Ie I

Summary Risk and Action Report Summary Risk and Action Report Edit | Delete | Copy

I«

Full Risk Report Detailed Risk Report Edit | Delete | Copy

ke

Consistency Consistency Report_ Quality Check Edit | Delete | Copy

Figure23 ¢ Configuringa Report
There areb sections within theeports panel

1 Manage Schedule Exportsinformation will appear here if you are using scheduled reports which
can be edited from this section.

9 Custom ReportsThis is a prgoared section where you can create and edit your own reports

1 Standard Reports These are preparerkports available to you witbtommon fields already
selected for you to use.

1 Portfolio ReportsThese are reporthat provideinformationacross the portfolia such aghe
Structure and Metadata Reponvhich provides the informatioheld at Project Level.

1 Arrisca Compatible; Please ignore this section (only applies to customer using both ERM and our
Arrisca Product.

NOTEDashboards and Reports/Risk Reports cannot be edited but can be hiddesved.
Reports/Custom and Registers can be edited. If in doubt, please contact the riskHive team.

At the bottom of thescreen,you will see the following buttons:

Add Menu Section Manage User Views Create New Report Save Changes Close

Figure24 ¢ TheReports Panei ConfigurationOptions
1 Add Menu Sectiorg Creates a new section at the bottom of the panel for you to add features. This
enables you to create new sections and move options into the sections e.g., a separate section for
different parts of the business or types or reports.

NOTEWhen adding a new section, you mut pré&gsterfor the change to take effect as well as
pressing Save Changes
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1 Manage User Views Thisoption enables different User Interfaces to have different
reports/exports.(Refer to Section 13- User Interfaces

1 Create New Report Enables you to create a new repgRefer toSection 6.1.2.

You can edit thé&lameof the report,title, and Tooltip/Notes.

TheNameof the report will be the information seen by the User when opening either the Reports or 1/0
register panel from the main application.

TheTitle of the reportis theinformation that appears in the output.

The EdifTodtip/Notes, if completed, will show the Tooltip to the User. If left blank, the information
displayed to the user will default to display the name of the report.

You carkEdit, Delete or CopyReportsby selecting the selecting the edit, delete or copy button.
You can alsoonfigure how the reports are displayed to the user. There are three options:

Standard reports

3 ESG Risk| Collapse
Hide

Figure25 ¢ DisplayOptions for Reports and I/O Registers

1 Showc This will display all the reports in that section (dependent on any display preference
selected for thaindividual repor].

9 Collapseg This will collapse the list of reports and will require the User to click on the + in their
Report screen to show the reports available. This is useful if youdesegalreports,and you have
a series of reports that are only used on occasion.
9 Hidec¢ This will hide the whole section from the user.
Please refer t&ection 13 for details on this functionalitjor Adding Sections, and Mariag User Views

All Reports must be created in the Master Dataset. Once created, these can then be edited at Dataset level
(Refer toSection 11.10 find out more about Datasets).
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SelectCreate New Reportrom the bottom of the panel A new report appears in the list:

Standard reports =W

= X NewReport New Report Edit Delete Copy I

% ESG Risk Report This is the title of the report PR 6L (Em e ), Seetk Edit Delete Copy
and Governance areas

& ESG Risk Report - for Power B ESG Risk Report - for Power BI Edit Delete Copy

3, Full Risk Report with

Full Risk Report with Actions_Merged Edit Delet @
Actions_Merged i elete opy

Figure26 ¢ Creatinga New Report

SelectEditand when prompted, seledflaster Dataset:

Edit Grid Columns - : Master | x}

EER—
Or Miabel  FeldDesripton |Acive locked State

Viewing 0-0 0f 0

Figure27 ¢ CreatingHeldsfor the New Report

Fron this screen, you caneate and edit your report and/or determine report specific display options via
the Header (Refer to Sectiog.1.1.1 Edit Report Head#sr detail9
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From thispanel selectCreateto create the new fields for the new report. The followisgreenappears:

Label’

[objectved

Label Source”

Hint

| Width”

| b

| Vertical

i [ Distributed

| Horizontal

| Wrapping

i ‘W'ap

| Rotation

| Heading Color
|

. Fixed Cell Color

|
| Force Single Cell’

| [True

Classification: Internal

Figure28 ¢ Greating Reportg, FHeld Options

What title do you want the column to have?

Leave this field blank.

This is a free text field.

If selected, this column will appear. At dataset level you can select
specific columns to be produced in that report (or not). l.e., you may ¢
0KS aladSNI KIgS GKAa WiA Old&des. |
The Value in the width column is a relative value to the other columns
l.e., of you have the first column set to 100, and the second column se¢
50, the second column will be half the width of the first column. If you
leave the value at 0 the systemillautomatically assign columns widths
according to the type of field selected.

This option dictates the vertical alignment of text/contents within a cell

NOTES A aGNROdzi SR aK2dzZ R 0SS dzaSR ¢
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Horizonal This option dictates the horizontal alignment of text/contents within a

cell.
Wrapping None, Wrap, No wrap.
Rotation 0,45,90
Heading Colour Drop down of all the colours available in the system.
Fixed Cell Colour Drop down of all the colours available in the system.
Force Single Cell? This option is only available for reports. By selecting True, this allows

to export the data into a single wrap cell. The output is 02 ¢ etc. if you
require a different prefix, you must contattie riskHiveTechnicaSupport
Teamto change this for you.

Field Select from the Drop down the field you would like to capture for your
Report.

NOTE:You may not be able to select every field tyg#ease contact Support for advice and guidance or
refer to theriskHive ERM Field Reference Manuahich is available upon request.

If you wish to create a report with the Action Commentary information, these fields are available within the
field section option within Reports.

These fields are within thilitigation Plans And Actionsection.

Field

multi Q,
Risk Keview Updated Uates{hg : Mult ine/cell risk review upuated date hst

Risk Review Username(S) : Mulfi line/cell Risk review by Username list

Risk Review Code(S) : Multi line/cell risk review unique code list
Mitigation Plans And Actions

Commentary Title(S) : Multi line/cell commentary title list

Commentary Description(S) : Multi line/cell commentary description list

Commentary Created Date(S) : Multi line/cell commentary created date list

Commentary Updated Date(S) : Multi line/cell commentary updated date list

Commentary Username(S) : Multi line/cell commentary by Username list

Commentary Code(S) : Multi line/cell commentary unigue code list

When you select theequiredfield, the editor will update to display @ommentfield.
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Halp bor Cormmantery Updated Dute]$]
At breel comesrlany spdated date il

Uines Scmnario: Bo

Uses Comment: et
Has Clok domon: ho

Flaa HTML Combanti: Mo

= >

——

Figure29 ¢ Action Comment Arrag Comment number field
Select which comment line you wish to export.

You can export up to the last 9 comments, with 1 being the most recent and 9 being the oldest.

Note: If you require more than the last 9 commentary items, please corgagport@riskhive.com

6.1.1.1.2 W! 6 SN | SI RSN&a

LT @2dz sAaK (2 KIFE@S +ty W oSN | SFRAy3Ia | ONRAa
FRRAY3 | T FFGSNIGKS fl1 0SSt 2F GKS FANRG AdSYo

: after each label.

Order T* Label
0 Risk Code; Risk- Process Info.
1 Risk Description;

2 Score;Inh Risk
3 Existing Controls
4 Score;Res Risk

Trend +/-
Additional Controls
Action Status

Figure30¢ Reports¥! 6 S NJ ¢ f&inaRiSghekample

The headings will be formatted as per the screen shot below.

Risk- Process Info. Inh Risk Res Risk

Risk Code Risk Description Score Mitigation Plan Score Trend +/-  Actions Action Status

Figure3l¢w S LJ2 NIl & W !cexpdtlexarBpleR S N
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Once you havereated your report you can determine where this report register is to be displayed within
the system.

Select Hader from the tables available at the top of the edit Grid Column panel.

Or_. T Lakee Fisld Descriprios It Crpnanio Widch VT

1 ol migact kit Likily Fermatied Lt Curfent

Figure32 ¢ Edit GridColumn PanelHeader

Once the Header option has been selected the Edit Report Header panel will appear.

Active for this Dataset’

Available On’

Risk View
Uncertainty View
Opportunity View
Assumption View
Trend View
Action View

Issue View
Notification View
Audit View

Report Data Selection’

Impacts

Scenarios
Exchanges
Percent -

Save Changes Close

Figure33 ¢ Edit Report Header
Active for this Dataset This identifies which datasets will display the reports.
NOTE It is recommended that this optiaremainsenabled to increase security for the master dataset.

Available Ong Determines from which Descriptor type the report will be available. For example, if Risk

View is selected, back at the main screen the report will only appear in the Report options on the Risk View.

Use the Control Key to select the views you wish the report to appear.

Report Data Selectionrefers to the options within the configuratigmanelwhen a user requests a report.

Classification: Internal Page41of 163



Scenariog this will givethe user to options to select the scenario information
Impactc this willgive the user the option to select the different impact types.
Financeg this willgive the user the option to select the currency.

Scheduleg this will givethe user the option to select the schedule types available.
Percentage; this will give the user the option to select percentage parameters.

O O O 0o

Use Risks From
Rastrictad Risks
Scenario”

Impact’

Schedule”

Percentage Complets >= (Min 0)

Percentage Complete <= [Max 100)

Figure34 ¢ Editing Reports HeadegsOptions

NOTE Care must be taken when selecting these options as not all will be appropriate to the report that has
beencreated.

Editing report data is managed in the same was as how data is created. The only difference is that you
select the skect the row that contains the field you wish to change, then select Edit.

If you have multiple datasets, you may need to create a report specific to that datéseexample, you
may need to reduce the information for one dataset but increase iafatheror change the order of the
items.

All data entries must first be created in tivaster Dataset.Once the field is created you must then either
make active or dactivate that field within the appropriate dataset

Inthe screenshotbelot KS R G S0 W9 RdzO!| 8 fleldsfdadtivatedvtiich aré act&eK Y Sy (i Q
in the master Ths information will not be included in any reporting.

B8 | Edit Fields Search
Order Label Field Description Impact Scenario Visibility ~ Weight Alignment  SearchType Ac... J Locked State
1 Legacy Legacy : Previous risk id. Toggle Hide 35 Left Basic x A it
; 5 Cause Cause : The primary cause of the risk Always Show 45 Left Basic x A Edit..
8 Effect Consequence : The primary effect/consequence of the risk Always Show 45 Left Seaiﬁ;ble x A it
32 Sub-cat Sub-Category : Risk Sub-Category Always Show 80 Default Droplist x (V] Edit...
Selected Prj. | t4D S Value : Selected Project
48 4D Scoring clectec T Impac core Yalue - selected Frojed Cost Current Toggle Hide 20 Centre Basic x (] Edit...
Impact 4D Score Impact risk level score
49 3D scoring Selloste b Ut SD Sewre Vell e Sellzwed! Diefizes Cost Current Always Show 35 Centre Basic x (V] Edit...
Impact 3D Score Impact risk level score
0 Code Code : The risk code Always Show 35 Left Droplist v a (V] Edit...
2 Node Node Name : Risk Node (Project in the EPS) Always Show 40 Left Droplist v (] Edit...

Figure35 ¢ IndividualDatasetReport ConfigurationExample
Where differences have been created &atditional datasets, this will be indicated bifferent warning
signs.
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B8 | editFields Search
Order Label Field Description Impact Scenario Visibility ~ Weight  Alignment Search Type  Active Locked | State |-
9 QuantProb Quant Prob Toggle Hide 35 Centre Basic v A Edit...

1 11 QuantTime Se\ected_?rj. Impact Score Value : Selected Project Impact Score ToklRls 35 G Basic v A Edit..
Impact risk level score
| 45 Node Node Name : Risk Node (Project in the EPS) Always Show 140 Left Droplist v A Edit..
| 5 Risk Owner Owner : Owner of the risk Always Show 45 Centre Droplist v Edit..
I 7 Risk name short Title : Short title. There is [risk] Always Hide 50 Left Basic v a Edit..
0  Code Code : The risk code Always Show 35 Left Droplist v a (V] Edit...
l 1 Legacy Legacy : Previous risk id. Toggle Hide 35 Left Basic v (V] Edit..
3 Info Info : Info (v4 flags_action) Always Show 35 Left Droplist v (] Edit...
4 RiskTitle Risk Summary : Risk Summary Information Always Show 75 Left Basic v (] Edit..

Figure36 ¢ IndividualDatasetReport WarningIndicators
Hovering over the icons will provide@oltip explaining thedifferent states and are listed below:

StateColumn:Red Triangle Thisindicatesthat whilst the field is activene (or all) of the followings
different to the master:

1. Field Header
2. Scenario
3. Impact
Changes to théeld data such afotationwill not trigger the red warning triangle.

State ColumnQOrange Circle; This indicates that the sort order for this field is different to the master.

Active ColumnRed Cross If you see a red cross within the active field, this indisdteat that field is
inactive for this dataset.

If you wish to change the settings back to reflect Master Datasetyou can either select the specific
element that is different to the master by clicking on tiige master dataset valueheck box to theight-
handside of the field.

Scenario Pre-Mitigated

‘ Dynamic v | use master datoset value
Impact

‘ Finance v| o

Save Changes Revert Close

Figure37 ¢ EditHelds- Use MastserDatasetValue

If you haveseveralelements that are different and yowish to revert albf these to match théMaster
Dataset then you can seledRevet.
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Youwill see the following warning message

Confirm Grid Column Revert n

Are you sure you want to revert this grid
column?

This action cannot be undone.

Hint: you can deactivate a column
without reverting it by unticking the "Active’ check and
saving.

Yes, Revert No, Cancel

Figure38 ¢ EditHelds¢ RevertOption
SelectYes, Reverand all items will be reverted to thielaster Datasetconfiguration for that field.

To change the sort order of theems, click onthe Sortbutton at the bottom of the panel

L A ————— (x|
Edit Felds ea
Order 1" Label Fisld Description Impact Scenario Width Vertical Horizontal  Wrap | Actve | Locked | State
0 Record ID Code : The risk code: Top Left L v ] Edit...
1 st Systarm Stata : System Stata (quarantined, ive, ratired) Top Canter v v ® e
2 Project Name Node Name : Risk Node [Praject i the EPS) Top Center v v ° .
3 Summary Aisk Summar sk Summary Information 35 Top Left v v © e
4 Cause CauselS) : All the causes of the risk s Top Left v v © .
5 Effect/Impact Effect(S) : All the effects/consequences of the risk 35 Top Left v v ©
&  ExposureStant Date Exposure Start Dats : This s the dats when the risk could occur Top Center v v C T
7 Exposure End Date Exposure Finish Date : This I the date when the risk s no langer a threat Top Center v v ® .
Quantitative Proximity : Qualltative Proximity - How soan could this risk accur
8 Proximity T Top Center v v © e
9 Clasification Classification : Risk Classifcation Top Center v v ©  En
10 Manager Manager : Risk Manager Top Center v v ©
1 Owner Ouner : Ouner of the risk Top Center v v ©  Er.
12 LostReview Date Last Review Date Top Center v v ®
Pri. Worst Score : Project Worst Scare The worst risk level score of each of the
13 Pre/inherent Worst Score P g Teas Hos ey e ot st il Pre-Mitigatad Top Center v v © e
Pr]. Worst Score : Project Worst Score The worst risk level score of each of the
14 Corrant/Residusl Worst Score configured impacts (Cost, time etc] at the project (dataset] level Current Top Canter v v @ Edit..
15 Mirigation Objactive Primary Traatment : Mitigation s Top Left v v © e
16 Mitigation Ouner Treatment Ouner : Mitigation Ouwner Top Left v v ©  En
Pri. Worst Score : Project Worst Score The warst risk level scare of ach of the
L LpALECED configured impacts (Cost, trm #te) at the project (dataset] level i 1) e e i ° Zh=
Viewing 1-18 of 18 [E2K
Creme || Sont

Figure39 ¢ SortOption ¢ Reports and I/0O Registers
On the item you wish to rerder, left mouse click and drag and drop the item into the order you require.

Once completed, select Save Sort to save your changes.

¥ Last Review Date

% Pre / Inherent Worst Score

% Current / Residual Worst Score
¥ Mitigation Objective

¢ Mitigation Owner

< Target Worst Score

Save Sort Close

Figure40¢ Save Sort Buttoq Reports and 1/0O Registers
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CopyingRreportsand I/O Registerwithin the same Instance

To copy a report and/or 10 Register, select @@pyoption from the report editor:

— & ::;r:law Rick and Action Summary Risk and Action R Edit

Delete @

You will be prompted to select the section to which you wish to copy the report to. This list of options will

show the specific sections you have set up within your own system:

Select Section to Copy To n

Select Current or new Section.

Section

I Current Section

Current Section

Report: Portfolio Configurable
Report: Custom Reports

Report: Standard reports

Report: JSON Reports - IT Use Only
Register: 10 Registers

If copying a report to an I/O Register, you will only have the one option, with the ability to move this to the

required section from within the I/O Register editor.

Note: If copying a report to an 10 register, a review of those fields once copied, is recommended as there
are some fields that are available within reports that are not compatible with 10 Registers.

Copying Reports and I/0O Registers within the same Deployment

System Administrators can copy reports and/or IO Registers from one instance to ariotpgrdm Dev to

Live).
To export a report, select the edit option for that report.

From the top of the editor panel, select tleportoption.

Edit Grid Columns - Mitigation / Action Report [Master]
Or... 1 Label S iaiDescription Impact Scenarie  Width  Vertical
(4] Risk Code Code : The risk code Distributed
1 Project/Programme Mode Mame : Risk Mode [Project in the EPS) Top
2 Risk Title Risk Summary : Risk Summary Information Top
¢KS aeausSy gAftft R2gyf2FIR UKS NBLRBANUZ 023S0K

DO NOT EDIT THIS EXPORT
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Dataset Tableld Parentld  Columnid Label LabelSource  Fieldld Fie
1000.001.000 d9caladc-2d92-47d1-987ch2cf2eTcbf riskcode0001 Risk Code id
1000.001.000 d9caladc-2d92-47d1-987ch2cf2eTcbf nodestr Project/Programme nodestr
1000.001.000 d9caladc2d92-47d1987F9cb2cf2eTebf | |summa v RskTwle | |summal ¥
1000.001.000 d9caladc-2d92-47d1-987F-3ch2cf2eTcbf Risk Manager managerstr
1000.001.000 d9caladc-2d92-47d1-987F-3ch2cf2eTcbf ownerstr Risk Qwner ownerstr
1000.001.000 d9caladc-2d92-47d1-987F-3ch2cf2eTcbf startdate Start Date startdate
1000.001.000 d9caladc-2d92-47d1-987f-3ch2cf2eTcbf End Dats
1000.001.000 dScaladc-2d92-47d1-387f-3ch2cf2eTcbf phasetypastr State riskstatustypestr

If a (previous) version of the report already exists on target application and it needs to be refreshed with
fFGSN) dzLIRIF G6Sad {AYLX & aStSOd GKS NBLE2NI yR aGAYLR

cait Fields

Or... 1 Label Field DescrmpTo
0 Risk Code Code : The risk code
1 Project/Programme Node Name : Risk Node (Project in the EPS)

If the report does not exist on the target LILIE A OF A2y S gAGKAY ! RYAYA&GNF GAz
QELRNIKLYLRNI&E YR aStSOG GKS NBIdZANBR AYLEZ2NI 2LJ
complete copy of the report/register on the target application.

& Risk Reports & Risk /0 Registers & Project Reports

Note: If any of your Instances have a different configuration to the Instance from which you have exported
the report, this may result in the imported report not working as expected and manual adjustments may be
necessary.

If you are doing this for the first time, it is strongly recommended that you cotgabort@riskhive.coro
take you through this process.

As with any such system activity, remember to take a backup on the Instance you are importing to, prior to
import.

Portfolio reports are unable to be changed.
They can be hiddeifirequired and he Section Name changed

If you only vishto show one of theeports in this section but hilthe others, you mustreate a new
section and move your chosen report into that new section.

You can edit fields that are displayed in the Data Fields Complete and Data Fields Missing Dastiboard
Consistency Report.
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To edit this dashboard, select the Consistency from Standard Reports and edit as you would for any other
report, noting the following rules:

Rule 1:This report does not currently allow for the inclusion of custom fields.

Rule 2: You cannot rename the report configurator (Consistency), but you can rename the output reports.
These are by default called Data Fields Complete/Incomplete
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I/O Registesare an Import/Output Register. Its purpose is to enable the initial import of data to the
system. Once the data is imported, where permissions are granted, this data camekgorted, updated
and then reimported.

I/O Registersare created and edited in the same was as repqiitease refer to the section above for
configuration information.

NOTREZ : Exporting and Importing data must be used with extreme caution. It is not designed to be used as
an alternative to day to day mangement of data within the system. Prior to using an I/O register for the
first time it is advisable to either contattte riskHive Technical Support Teandesign and test your 1/O

register within your Development Instance prior to using in your Live Instance.

Project Reports allow Administrators to create their own specific Project Reports, including the inclusion of
project levelcustom fieldsanddrop lists

By default, a Standard Node Report is available which will export all node fields, except any custom drop list
or named values.

Note: Prior to R09, his was thesame report that was available from the main application, within the
NELI2ZNIQa LRNIF2fA2 aSOlAzy 27F. 4KS NBLR2NIax OlFffSR

The Standard Node report provides a baseline for all possible fields. If you do not want to create reports
from scratch, it is recommended to copy this report and make changes to the copy such as disabling,
renaming fields, or adding custom fields. Ifthd G Y RIF NR Y2 RS NBLIR2NIE Aa yz2i
may be useful in future.

Thenode level reports are only available to system administrators, and these can be downloaded from
Project Reportsvhich is accessible from tHeeporting Menu

|~ & C — @

R
[<d
[
HE
Be
g_o
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6.4 Report Management — Risk on A Page
Risk On A Pagis a semiconfigurable Dashboarandis deigned to be printech Word, in Landscape.

NOTE 1: Currently, there are only a limited number of fields selectable for this dashboard, however it does
not restrict the insertion of any/all Custom Drop Lists or Custom Fields.

NOTE 2: Should you require additional fields to be added to this dashboard, please contact the riskHive
Technical Support Teaind these can be added to subsequent releases.

There ae five elements to constructing a Report On A Page

1. Body

2. Header/Footer
3. Impacts

4, Scenarios

5.

Qualitative Worst Score Type

Edit General Configurations

& e [roreni
Section  Name Value Default

9, Project Node [1], Project Node [1], -, -, -, -, - - - Record

Number:1 [1], Code [1], -, Risk Summary:1 [1], Summary [3], Record

Type:1 [1], Descriptor [1], Owning Org. [1], Owning Org. [1], -,
Owner [1], Owner [1], -, -, System State [1], System State [1], -, -, -,
Risk On A Page Risk On A Page: Body Shadow Owner [1], Shadow Owner [1], -, -, -, =, = =, = = = Start Date x Edit...

[1], Start Date [1], End Date [1], End Date [1], Name [1], Name [5], -,
-, -, Free Text Field 1 (Risk).... [1], Free Text Field 1 (Risk).... [1], Free

Text Field 2 [Risk) [1], Free Text Field 2 (Risk) [1], -, -, -, -, -, Impacts
Table (Quant) [9], Impacts Table (Qual) [9], Actions Table [9]
N 5 . 3, Logo Image [1], Report Date [1), Official Sensitive:1 [1], -, Page N

Risk On A Page Risk On A Page: Header/Footer Number (Page X of¥) [1], - x Edit...

Risk On A Page Risk On A Page: Impacts Probability, Cost, Time x Edit...

Risk On A Page Risk On A Page: Scenarios All Scenarios L Edit...

Risk On A Page Risk On A Page: Qualitative Worst Score Type Project v Edit...
viewing 1.5 of 5 |4 [« [ ]1]:]

Close |

Figure41¢ Risk On A PageCustom Editor
Risk On A PageEdit Body

The defaulpanelis as per belovand the various elements are editable.

Edit Configuration Value [ x|
Section

Name
Risk On A Page Risk On A Page: Body
Value
Number of Columns
9 v‘ ‘ Add Row ‘ Insert Row H Edit / Resize Move H Empty H Cancel

Project Node Project Node

Shadow Owner Shadow Owner

Name Name

Free Text Field 1 (R... | Free Text Field 1 (R... | Free Text Field 2 (R... | Free Text Field 2 (R...

Figure42 ¢ Risk On A PaggEdit Body
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To configure your dashboard the following rules apply:
e Begin by selecting the number of columns for the table.

e Cell values cannot be duplicated, except where they are [Free Text], though a table may have multiple
empty cells.

e Empty rows are automatically removed, but empty cells in rows with at least one non-empty value are
preserved. If there are no other values, a single empty row is preserved, which allows for an empty
table.

e Cell values from the Label category have a light-yellow background and will automatically synchronise
with the language entry or database value for that label (current value shown), unless they are [Free

Text] where they are shown with a light blue background and will be output exactly as typed.

e Cell values from the Block category have a light green background and must be placed in the left-most
cell of a row and must span all columns.

e Cell values from the Field category have a white background and will be replaced with the actual value
of that field in the report output.

e C(Click 'Add Row' to add a new empty row at the bottom of the table.
e C(Click 'Insert Row' and then select a table cell to add a new empty row above the selected table cell.

e Click 'Edit / Resize' and then select a table cell to set the cell's value and width. Double click on a table
cell for the same action.

e C(Click 'Move' and then select a table cell to mark a cell value to move. Then select another table cell to
move the first selection to the position of the second selection. If the second selection has a value, it
will be swapped with the first selection's value. If either cell is too wide for its destination, you will be
prompted to automatically resize or cancel the move.

e Click 'Empty' and then click a table cell to remove the cell's value.

e C(Click 'Cancel' to end an edit, move, or empty action without completing it.
e For complex layouts, it may be easiest to add/insert empty rows and move cells into the empty

positions; remember that empty rows will be automatically removed.

To edit theHeader andér Footer, select the Header/Footer option

Section Name
Risk On A Page Risk On A Page: Header/Footer

Value
Number of Columns

3 v Edit Move Empty Cancel

Logo Image Official Sensitive Report Date

Page Number (Page X of Y)

Figure43 ¢ Risk On A PageEdit Header/Footer
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Theinformation in the top row will appear in the Header, with the information in the second row appearing
in the Footer

To configure the Header and Footer, the following rules apply:

e The number of columns for the table is fixed to 3, for left, middle and right respectively and cannot be
changed.

e Cell values cannot be duplicated, except where they are [Free Text], though a table may have multiple
empty cells.

e Empty rows and cells are preserved.

e Cell values from the Label category that are [Free Text] are shown with a light blue background and will
be output exactly as typed.

e Cell values from the Field category have a white background and will be replaced with the actual value
of that field in the report output.

e C(Click 'Edit / Resize' and then select a table cell to set the cell's value. Double click on a table cell for the
same action. Cell width is always 1.

e Click 'Move' and then select a table cell to mark a cell value to move. Then select another table cell to
move the first selection to the position of the second selection. If the second selection has a value, it
will be swapped with the first selection's value.

e Click 'Empty' and then click a table cell to remove the cell's value.
e Click 'Cancel' to end an edit, move, or empty action without completing it.

e |If you select Logo Image, the logo that you have provide riskHive that you may see when logging in will
be the logo that appears in the header of your report.

Risk On A Pagelmpacts

You can configure whidimpacts you wish to see on your report. The default is all impacts (which includes
Probability), butAdministratorscan selecspecific impacts and place them in order of preference.

Section Name
Risk On A Page Risk On A Page: Impacts

Value

All Impacts ¥ | |
Probability

Finance

Schedule
Safety
Security
Environment
Operational

Legal

Reputation

Guidanca

Figured4 ¢ Risk On A Pagelmpacts

To configure the Impacts table, the following rules apply:
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e Multiple impacts may be selected.

e The order of selected values may be important; to reorder, first remove and then add in the desired
order.

e Selecting All Impacts will include all available impacts in the report in your default order.

Risk On A PageScenarios

You can configure the report to display anyatityour scenarios. The default is all Scenarios

Edit Configuration Value n

Section Name

Risk On A Page Risk On A Page: Scenarios

Value

All Scenarios X |

Pre-mitigated

Current

Target

Figured5¢ Risk On A PageScenarios
To configure the Scenarios table, the following rules apply:
e Multiple values may be selected.

e The order of selected values may be important; to reorder, first remove and then add in the desired
order.

e Selecting All Scenarios will include all available scenarios in the report in your default order.

Risk On A PageQualitative Wors Score Types

You can configure the report to displthe Project Scorghe Corporate Scorer hide the Worst Score. The
default isthe Project Score.

Edit Configuration Value n

Section Name
Risk On A Page Risk On A Page: Qualitative Worst Score Type

Value

Project .

Corporate

Hide Worst Score

Figure46 ¢ Risk On A PageQualitative Worst Score Types

Select one of the options from Project, Corporate or Hide Worst Score.
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7 Drop Lists & Data

TheDrop List & Datasection allows individuals to create and edit standard and custom drop lists and data.

-+ .I ) Reports [ Drop Lists & Data | Tools Display Structure ’m

Open All Sections + ‘

CONTROL LIBRARY —

5

&) control tibrary

Action effect Action type

Data Quality Maturity Monitor Risk Happened Sentiment
Status

Classification CATEGORY/SUB GROUR/DIVISION Location Scope
Influence

Issue Status Issue Priority Issue Escalation Issue Scope Changed Issue ext1
Issue ext2 Issue ext3 Issue extd Issue ext5

ASSET/SUB 150 codes OBJECTIVE/INSTRUMENT Phase type Insurance

Maturity level

SCORING [QUALITATIVE) —
Exposure

RESPONSIBILITY LISTS —

Organisation

Custom Lists Name Values Project Lists

Figured7 ¢ The Drop Lists and Data Section

Each dataset contains a configuration of droplists. Mlaster dataset may have new elements added to it,
but child datasetscan only be edited. To create a new element in a child datagseimustcreate a new
element in theMaster dataset. It will then automatically populate in the child datasets.

You will be able to tell which dataset you are working in, as thedfttbat datasetwill appear in the dialog
header.

All the drop lists in this section are editable.
NOTEL: Drop Lists ardnstance wideand will appear within all Datasetsl.e.,you cannot switch the
whole field on/off at dataset level. Yoiwcan,however, switch then on/off for different Descriptors and

User Views.(Refer toSection13for Descriptor Management and User View Managemgnt

NOTE2: All lists areconfiguredin the same way. Exceptiorsye/ 2 y (1 NB f @ril Cystbrd DitaNE
(Refer toSection 7.1 and Section7.3respectively).

The individual drop lists appear in differgminels within the systemBelow is a table indication on which
panel you can expect to see these fields, should they be switched on with\ircgnﬁguration together
GAUK (GKS adGFyRIENR Whdzi 2F GKS . 2EQ hLIiA2yaod
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Section Name

List Name

WHEICR QIS

Out of the Box Options

Controls Library

Controls Library

displayed
Action Panel

To be added by customer as appropriatame
examples provided.

(Has Happened

Action Lists Action Effect Action Panet, Reduce Probability Reduce Impact Reduce Prob
Assessment and Impact Negate
Section
ActionType Treatment and | Treal Tolerate| Transferi Take| Terminate
Action Panel
Audit & Review | Data Quality Audit & Review | Quality of risk information is very reliableQuality
Lists of risk information is generally reliable but contai
gaps in knowledgk Quality of data is poor and
unreliable
Maturity Immature- Major gaps in knowledge concerning
Audit & Review| technology, location, and customer
Maturing - Information is building on technology,
locations, and customer
Fully Developed Technology, locations and
customer are known.
Monitor Audit & Review | Yes| No
(Watch)
Risk Happened | Audit & Review | No| Yes

Sentiment Audit & Review | Great| Good| Okay| Bad| Terrible
(Mood)
Status Audit & review | Closed; Resolved Closed; Impacted| Closed

Rejected

Configuration | Classification Metadata Strategic Operational Financia| Compliance
Lists (custom editor)
CATEGORY / | Metadata To be added by customer as appropriatame
SUB (custom editor) | examples provided.
GROUP / Metadata Division 1 (Dept 1.1, Dept 1.2) | Division 2 (Dept
DIVISION (custom editor) | 2.1, Dept 2.2)
Location Metadata Europeg London| Europeg Spain Europeg Italy
(custom editor) | | Europeg Denmarki Europeg Ireland| North
Americag Chicagd South Americg Argentinal
Asia¢ Chinal Asia¢ Japan Asiag¢ Dubai| South
Pacificg New Zealand SouthPacific- Australia
Scope Metadata Scope 1 Scope 2
(custom editor)
and/or Position
and Timeline
Influence Metadata High - We have great influenceMedium¢ We
(custom editor) | have general influenceLow¢ We have very little
and/or Position | influence
and Timeline
Issue Lists | Issue Status Issue Panel Completed In progress Move to change Mgmt
Outstanding Submitted| Superseded
Issue Priority Issue Panel 112 3|4
Issue Escalation Issue Panel Level 1 Level 2 Level 3
Issue Scope Issue Panel Yes No
Changed
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Section Name | List Name Where thisis ~ Out of the Box Options
displayed
Issue ext I Issue Panel Blank
Issue ext 5
Metadata Lists | ASSETS / SUB | Metadata To be added by customer as appropriateame
examples provided.
ISO Codes Metadata To be added by customer as appropriatame
examples provided.
OBJECTIVE/ | Metadata To be added by customer as appropriatame
INSTRUMENT examples provided.
Phase Type Position and Stage @ Strategic Definition Stage I
Timeline & Preparation & Brief Stage 2, Concept Desigh
Node Stage 3; Developed Desigh Stage 4; Technical
Design Stage & Construction Stage &;
Handover & Close OlitStage % In Use
Insurance Metadata Insured: Fully coveredinsured: Partially covered
Uninsured: InsurableUninsured: No policy
available Seltinsured
Node Lists Maturity Level | Nodeg Level 1¢ Project is fully maturé Level 2¢ Project
Assessment is reasonable mature but has weaknessésvel 3
Panel ¢ Project is immature
Key Control Found on node | This is configurable by the riskHive Technical
Type Support Team
Frequency Type| Found on Node | This is configurable by the riskHive Technical
Support Team
Assessment Found on Node | This is configurable by the riskHive Technical
Confirmation Support Team
Type
Scoring Exposure Qualitative Very Rare Rare| Infrequent| Occasional

(Qualitative)

Frequent Continuous

Responsibility
Lists

Organisiation

Responsibility
Panel

Business Unit L Business Unit 2 Business Unit 3

Custom Data

Custom Lists Metadata Benefits| AAR Custom List 1 RBS (2 tier array)
(Custom editor) | Options

Name Values | Metadata Free Text Field 1 (Risk onlyyree Text Field 2 (Ris
and/or Position | only)| Free Text Field 3 (Project Onlyifree Text
and Timeline Field (Risk & Project)

Project Lists Node- Project List 1 (Proj List¢ITask 1, Proj ListdTask

(External Description 2)| Project List 2 Project List 3

Project)
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7.1 Drop Listsg ControlsLibrary
Where the use of a Controls Library is in use, the li€aftrolsare created within theControl Library

To create a new Control, sele€teate

Edit Control Library Entries x|
[@ ] cors [ [ e [rereme EEI—
Code ‘Typa Category Name Treatment Type Use Count Order +
L1000 Preventive Authority Delegated Authority Register Treat 3 1 Edit...
L1002 Fallback Business Continuity BC Plan - Access Denial Treat 7 80 Edit...
11005 Fallback Business Continuity BC Plan - Strike Action Treat o 85 Edit...
L1003 Preventive Commercial Contract Management - Customer Reviews Treat 0 20 Edit...
L1006 Response Emergency Response Emergency Response - Fire Treat 0 70 Editu..
11007 Response Emergency Response Emergency Response - Gas Treat [ 76 Edit...
L1004 Preventive H&S H&S SOP - Ashestos Management Treat 8 5 Edit...
11001 Preventive Supply Chain Management Supply Chain - Approval Process Treat 7 10 Edit...
< »
veurg 210
Close

Figure48c¢ Drop Lists The Control Panel

Select the appropriate Action Type. In the example below the action types configurBdesentive,
ResponseandFallback

Edit Control Library Entry | x}

Action Type

[ Preventive ~|

Preventive

Response

Fallback
Name

| Delegated Authority Register |

Treatment Type

et <]

Category

‘ Authority |

Description

DAR - register of authorities for financial transactions (Purchasing levels, Commercial Approvals)

Order
E |

Usage Count
3

Delete Save Changes Close

Figure49 ¢ Controls Library Creating a&New Entry

Name This is the name of the Action Type

Treatment This is tle preconfigured Action Treatment Type

Type

Category By creating Categories, this will help the user to find the list of controls when in the
Action panel

Description This is the description of the Control

Order Thisdetermines the order in which the user will see the items in the edlopvn list.

PressSave Changeshen complete.

Classification: Internal Page56 of 163



The method of creating and editing drop lists is the same for all the Drop List opfithrese there are
nuances, these are outlines within their specific sections.

Drop lists can be imported, however thirust be done by theiskHive Technical Support Team

Select the Drop List you wish to configure.

Thefollowing panelwill appear.

Please select a Droplist configuration.

Dataset

[ Master b

Edit Droplists Close

Figure50 ¢ Drop Listg; Creating dNew Entry

Regardless of which dataset you wisle data entry to appear, you can only create new items within the
Master dataset

Qreating new fields in a droplist will populasd! the child datasets.

If you do not want specific entry taappear within the drop list for a specildataset,then you must edit
the entry within the appropriate dataset artdrn the indicator fromTrueto Falseby unchecking theActive
Field.

Trueis indicated by a Green Tick in the Act@umn and-alseis indicated by a Red Cross in the Active
Column.

Dataset Name Notes Adiive Order
1000.001.000 Strategic x 1
1000.001.000 Operational 2
1000.001.000 Financial 3
1000.001.000 Compliance 4

5 v

Figure51 ¢ Drop Listg; Active / Inactive Entries

Classification: Internal Page57 of 163



7.2.1.2 Creating a Drop LigtDatasetVariations¢ A WorkedExample

Below is a worked exampt# a Dataset variatiorysing theClassification Drop List
Inthe Classification Drop Lisin the Master Dataset we have 4 options:

Strategic |Operational | Financial | Compliance

Edit Droplists | x|

I

Dataset Name Notes Active Order D

1000.001.000 Strategic v 1 1055.002.000

1000.001.000 Operational v 2 1055.003.000

1000.001.000 Financial v 3 1055.004.000

1000.001.000 Compliance v 4 1055.001.000

< »
Save Close

Figure52 ¢ Drop Liss ¢ Master

However for one of our DatasetfLogistics Programm& S R2 y 2 ¢l yid G(KS 2LJiA2Yy
the drop down for the User.

Select the Logistics Programme

Select Droplist Configuration n

Please select a Droplist configuration.

Dataset

‘ Master V‘
Master )

Educational Progamme
Construction Progamme

Logistics Programme
Transport Programme

Figure53 ¢ Drop Liss ¢ Dataset Options

Slectthe entry item you want to edit and seleEditin the topleft-handside of thepanet

Edit Droplists | x|

Reset to Master

Dataset Name Notes Active  Order ID

1000.001.000 Strategic v 1 1055.002.000

1000.001.000 Operational v 2 1055.003.000

1000.001.000 Financial v 3 1055.004.000

1000.001.000 Compliance v 4 1055.001.000

. ,
Save Close

Figure54 ¢ Drop Lists; Editing aSoecific Dataset Entry

A newpanelwill appear To deselect this option from the Drop List
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dick on theActiveCheck | Active button sothat it is no longer checked as indicated in the

screen shot below

Edit Droplist

Name Sort [»] Dataset
|strategic | 1055.002.000 1000.001.000
Notes

Mot applicable for Logistics - No strategic risks will be identified in this programme

Save Changes Close

Figure55 ¢ Drop Liss ¢ Editing aDatasetEntry¢ ActiveCheckBox

Once you have saveaur changes thpanelwill refresh Your User will no longer séBtrategi€as an
option within the list of options from theClassificatiorfield when workingwithin the LogisticPataset.

Any deviation from the Mastdbataset is highlighted in Green.

In the example below, the Notes are highlighted in green as these were typed inkotiesfield at the
time of deactivating thentry.

Rt Moser
Name

Or

1 1055.002.000
2 1055.003.000
3

4

1000.001.000 Operational v
1000.001.000 Financial v
1000.001.000 Compliance v
«

1055.004.000
1055.001.000

Figureb6 ¢ Drop Liss$ ¢ Editing aDatasetlList ¢ InactiveEntry

You can edit, delete, and rearrange the sequence of lists using this approach.
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Administrators can create their own custom dat&hese can be in the form of drop $§Custom Ists) or
free text fields Named Valuek

Both Lists and free text fields can be made available at the individual recorddviskand/or Project Level.

Custom Lists enable project teams to add bespoke data fields to Projects and Risks.
At the Project Node lev&lustom ListeandNamed Valuesnay be assigned to data sets

Within Custom List oNamed Valuesselect theMaster row then appropriateCustom Lisbr Named Value
From the Target Type, selegither Risk, Projecor Risk and Project

This option is generally only used for BenefdSPRNnd Optiong; if an array is required
for any other customer list, please contdbe riskHive Technical Support Team

Custom Listsan have multiple leveld.é.,Parent/Child) You can have up to 3 tiers).

Name Active Sort Full ID
| [customList 1 1800.004.00

Notes

Target Type Is Array List
0

! Cascade Level

1 Tier (single v

Edit | Create | Delete | Export

Dataset Name Notes A.. O..ID

Save Close

Hgure57 ¢ Assigningrarget Type or Cascade Levels
When notes are added to the individual List Items, these will appeaiTaslarip for the User.

Targen Tygs b By Lis

Hgure58 ¢ Assignind\otes to @stomer Drop Lists
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Note: This list should never be deleted.

You can create a list of benefits to the project, from witBimstom ListsWhen created, risk owners can
identify if their risks could impact any of these benefits.

SelectBenefitsand thenEdit List

New Edit Delete

i0

1D
1807.001.000

Benefit 1 Motes for Benefit 1 true
Benefit 2 Motes for Benefit 2 true 20 1807.002.000
Benefit 3 MNotes for Benefit 3 true 30 1807.003.000
20w
Close

FHgure59 - TheBenefits List

The above lists 3 different benefits which is applied toMuesster dataset, meaning all nodes will have
these 3 benefit options.

To edit a benefit, select a row then selé&adit

name Active
Benefit 1|

Notes Order
Notes for Benefit 1 10

Sub-categories
Edit | Delete

ame e ctive Orde ID
Y true 10 1807.001.001

N true 20 1807.001.002
20"

FHgure60 - ThelndividualBenefitOptions

The above is showing the first benetgnefit 1). TheSubcategorieslist is showing the options the Risk
Owner could select on the main screen (within their risk) i.e., could this risk impact Benefit 1, yes or no?
You could add more options such as this benefit could be impacted by 25%, 50%, 75%, 100%.
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Changes made here or in the previqanelwill appear in theedit Node Data/Benefitpaneland the
Edit/Benefitspanelon the main screen. Risk Managers can identify which benefits relate to their project
and Risk Owners can state if their risks could impact any of these benefits.

i Open Al Sections = Multi-Select View Mode. Single Merged
IDENTIFICATION —
NopE INFORMATION — —
j Definition &= Fosition & Timeline a Responsibility
Q‘ Description Q Objectives
@ classifications
()
- People ﬁ: Custom Fields Aecrssmeny —
Q F—— % e A =% qualitative =2 Qualitative with Scores % Quantitative
&
1 Escaiation
% Prgject Cost Models
TREATMENT -
TiMEQENE DEFINITIONS — } Treatment ‘% Allocation @ Ematicons
1; Phalies ﬁ Milestones 1 .
(@ Review Record G= Commentary KA email
REVIEV@ & AuDIT —
D) Archive
I~ Asse: ent a Sign Off
METADATA -
c Sign-f Reset (all) [ Group Membership T Linked Assets @ Uinked Objectives
. .
conrrcullrion - = Linked Tasks h Linked ISO Codes 0 uinked nsurance
ﬁ Formato. Settings ‘ Rates/Exchanges | @ Attachments [ Aternate views ﬁgr,ustnm Data
|
Benefit Fred Benefit 2 Benefit 3 Benefit Fred Benefit 2 Benefit 2
Y v Y v Y v v
Save Changes | Close save Changes | Close
: e litw - - -
Fgure61- TheEdit Node Data / BenefitSption FHgure62- TheEdit/ BenefitsOption
Code Info 681 B2 8 B 85 8 87 B8 89 810 811 B12 813 Node

- " vvu.l\l""(u:! projects located In ;O_'a v Y Y —
de the £U =
oM Experts seeking experience on European projects may not 9‘5 R101 START
see the UK as a visble career optionmmm | 5
9 Beenitissues affect us e v v Il BN R101_START
(0440 financlal service contracts with EU countries are lost eece O.E Y Y R101_START
016 sl ¢ BN Y Y i v B By R101_START

Hgure63- TheBenefitsGrid

Note: This list should never be deleted.

You can create a list of Options to the project, from witBunstom ListsWhen created, risk owners can
identify if their risks could impact any of these options and carry out analysis based on those oftiiens.
works in a similar way tBenefits;however, thiss a complex configuratiotherefore please contact the
riskHive Technical Support Tetoractivate this functionality.

Note: This list should never be deleted.
The AAR list is a predetermihbst and allows users, for selected projeetitribute the aspects of AAR

applicable for an individual risk. Tharget Jpe should always be set to Risk and Project, to enable the
option of having this available for a specific Node (editable within Edit Node Data).
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Named Values

Names Values are free text fields that can be creattithin the Name Value panetnter the Name of the
Field as you wish it to be displayed to the User.

Toconfigurethe field to be at the Risk level hrtypeRin the R(iskP(roject)/P+R field.
For Project level, type iRand for both typeP+R.

Type in theSortvalueto determine which order the user will see the Named Value fields.

Edit Droplist - Name Values u

Name Active Sort ID Dataset
Free Text Field 1 (Risk) E 1780.002.  1000.001.0(
Notes

R(isk)/P(roject)/P+R
R

Save Changes Close

Hgure64- TheNamed Value Panel
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Project Lists

Project List may be used whesers need to link Tasks to a specific risk/opportunity.
To create a new Project list, selé€gteatefrom ProjectLists
Type in the Name of the Project and any associated notes.

This list will now appear in the Edit Node Data / Description within the External Project Field.

Name Active Sort Full D
Iquect List 1| 0 2000.001.000

Notes

\ X
Title \ Notes

Corporate Node.kp Wibe project and context here..

Node Type Node Category Current pha External Project
‘ Programme v ‘ | v ‘ ‘ Project List 1 v ‘
Start Date Finish date Navigator map region’
01.07.19 o1.1032 | ‘ v] | Projectlist2

Project List 3
Project Budget (at node) Risk Reference (at node) Risk Budget (at node) Cost per unit (Day)
‘ 200,000 |0 ‘ 0] ‘ 0

Save Changes Close

FHgure65¢ Creating a Project List

To create a list of associated tasks, seketitfrom the Project Listpanel.

SelectCreateand enter in the details as required.

Once a List has been selected at the Node Lewekubset of tasks have been created, then these will
appearin the Linked Tasks option from the editor on the main application.
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Edit Projectlists

Name Active Sort. Full ID
Project List 1 a o | 2000001000
Notes

[T one [ oo [ooor]

1000.001.00 2001.001.00

o Proj List 1 - Task 1 1 v 0 °
1000.001.00 2001.002.00
o Proj List 1 - Task 2 2 4 2 0
1000.001.00 Proj List 1 - Task 3 3 v 3 2001.003.00

i
Viewing 1-30f 3[4

(@@ Tasks - co014

al Project Set from pre-defined task...

Task Id Proj List 1 - Task 1 [1]
: Proj List 1 - Task 2 [2]
Proj List 1 - Task 3 [3]

Notes

Save Changes H Close ‘

FHgure 66 ¢ Assigning a Project List &oProject
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8 Tools

TheToolssection allows individuals to carry csthmeGeneral(system widg Configuration, ManageTasks
System ExportsImports, APIAccessand Change Lofpformation.

@ system > 1 Help~ Enterprise Risk Manager (RCL) D riskHive
User M R Drop Lists & Data Tools Display Structure System Drop Lists Support
Open All Sections + [F t trie J

BEFORE YOU ACTION ANY OF BELOW -

& Backup Main Data

GENERAL CONFIGURATION —

f General Configuration Eﬁ Language Strings
g

DATA & SCHEMA TooLs -

Manage Tasks & System Backups ﬁ System Exports/Imports

APl -

‘ APl Access

LoGs -

U Admin Change Log

Figure67 ¢ TheToolsSection
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General configuration allows Administrators to configapecific elements within the systerRor example,
email addresseglefaults, and assessment panel refinements.

8 || Edit | Refresh List Search v

Section 4 Name Value Default

Analysis Adjustment Value 80 v Edit...
Email Fixed Email Address rebecea.cope-lewis@riskhive.com x Edit..
Smtp/Ftp Smtp Host Address smtp.hosts.co.uk v Edit...
Smtp/Ftp Smtp Port v Edit.
Smtp/Ftp Smtp User ID riskhive.com v Edit.
Smtp/Ftp SmtpPassword e v Edit.
Smtp/Ftp Smtp From Email Address. TBD_NO-REPLY@riskhive.com x Edit..
Monitors Days Before Warning 7 v Edit.
Monitors Monitor/Validator Template Folder v Ediit.
Moanitors Monitor/Validator Template Prefix v Edit...
Monitors Days Before Expired 0 v Edit.
Menitors No. Days to Escalate 7 v Edit...
Monitors No. Months before ignored 3 v Edit.
Monitors No. Months finish Ignore 6 v Edit.
Moenitors Fallback Email rebecca.cope-ler x Edit..
Monitors Impact Changed Email rebeccs, rebecc: hive.com x Edit.
Monitors Monitor Risk State True v Edit.
Monitors Monitor Previous Impacts True v Edit.
Customisation Per-Impact Assessment Rationale None v Edit.
Customisation Quantitative Assessment Impacts Probability, Cost, Time, Reputation x Edit.
Customisation Custom Array editor column count 2 v Edit...
Customisation Top N text title Top N (risks) v Edit.
Customisation Mandatory User Fields Name x Edit...
Customisation Create Risk Impacts Probability, Cost, Time x Edit.

v

Customisation Create Risk Scenarios All Scenarios Edit..

Figure68 ¢ The Edit General Configuration Panel

This enables the configuration of the Percentile used for Mdiatido adjustments value. The default
setting B 80.

This enables the configuration Beriod Profiling. Once enabled profiles may be created and managed
within simulations.

This enable#&djustment Values Transfer to Risk Allocatidine default is set to False.

All emails generated by the system are directed to this account vemeamail address is entered in this
area It is generally used for testing purposes, for example when first testing out an ematicadirect all
email traffic to a specific person during that testing period.

This is the IP address of the Smtp server.

This is the part to be used on the Smtp server.

This is the Smtp User ID
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This isSmtp password. Its value is configured in plain text but obfuscated for display.

CKAA Aad GKS SYFAf FRRNBaa GKFG A

QX
o
N
QX
w»
puji
C:
N
>
¢
(0p))
<,

This is the number of days before the datgt 0 days before expiry.

Thisis thelocation of application/client specific variants of the standard Monitor/validator email templates
(e.g.,"abc" where abs is the client name)

Thisisthe Prefix for application/client specific variants of the standard Monitor/validator email templates.

Expire 0 days before the date but 7 days before escalation.

Escalate 7 days after the date.

Ignore all dates older than 3 months. Nothing has been done.

Ignores all RISihish dates older than 6 months and only deals with recent risks not legacy

A fallback email should always be entered in case an existing user email addressciznoebavalidThis
is even more important, when you hawgonitorsor alerts in use, so that if no monitor/validation email
address has been specified, the system can email the Fallback address.

If you are using the Impa@hangednonitor, you must have an email address in thiement.

This must be set tdrue whenusing the Risk State Monitog.
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This must be set tdruewhen using the Impact Change Monitoring.

This allowsyou to configure individual rationale fields per impadthin the Qualitative or Quantitative
Assessment panels. Bgfault,only one rationaldield will be configuredRrobability).

This allows you to configutle specific impacts you wish to be seen on the Quantitative panel.

This allows you to configute number of columns within the custom NINEdé&od. (The default is 2.

This sets the default of the Top Bixt tile.

Within User Management administrators can make certain fields mandatory for completion when creating
or updating a User. These fieldse Name, Primary Email, Secondary Email, Primary Phone, Secondary
Phone and Notes.

To select the fields to become mandatory, just click in the Value field and select the appropriate fields.

This allows you to configure which impacts are displaybdn creating a risk in the risk wizard. If n@are
listed, then all impacts will show.

This allows you to configure which scenariosdisplayedn the assessmerganelswhen creating a risk in
the risk wizard. If nonarelisted, then alkscenarioswill show.

This allows you to configure whialpactsare displayed in th&®eview Riskf nonearelisted, then all
scenarios will show.

This allows you to configure whidefault scenario you wish to appear on the main application grid and
Reports/DashboardsThis can be overridden at the grid or when generating a Report/Dashboard.

This allows you to configure which Worst Scores are displayed in the Review Risk Panel. You can select
either Project, Corporate or both.
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This provides the StandaBipoint Graph Lines when running the Monte Carlo Analysis.

This enables you to add additional Graph Lines when running the Monte Carlo Analysis.

TheRationale field within the scoring panel is seFalself you wish thefield to be always open by
default, you must change the value from False to True.

The indicator within the bowtie to show Risk Has Happened, by default is set to False. If you wish to display
this option within the bowtie, you must change the value from False to True.

Setting thevalue to True will enable you to run Json reports.

This allovs access to panels Bydmin, SupportElevated. This should lehievedusing permissions, but
for the Edit Node panel an empty panel is displayed.

ThisSyl 6t Sa GKS FOGA2y adGrdsS G2 tdziz2YFGAOFfte OKIFy3:
to 100%b ¢2 SylofS GKAXAEGARS ¢PaIEWNA & 2ia] if 40 &ckich s beén2 W e N
completed and then changed back teprogress, the %lmplemented field will remain at 100% but can be

edited by the user.

The Admin Change Log can be Offiormal,or Formal. The default setting is Informéfl.set to Informal or
Formal the system will open a dialogue box to enter in reasons foadmynistrativechanges. When set to
Fomal, the change records will become mandatory. Any texgenin the Change Log within thieools
Section.

This enables the risk closure date field to be automatically populattédtirne date on which the system

{41 4GS A& OKI NomSfR risk Bas Beéhfclasadami@erogenedi KS WREF S Of 2aSRC
maintain the date of its original closure. When closed againckbgeddate will become the newldtest)

closeddate.

Thisenables users to calculate the quantitative scofde default is set téalseyou must change this to
True to enable.
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This enableghe Action Closed Date field to be automatically updatdten a user selects

Completed/Closed Action Stat&lote: fa user changes the Action Status back from Completed/Closed to
another state thedate will notbe removed. If the user changes the Action Status back to
Completed/Closed the date will be updated

Note: if you do not wish users to be able to overwrite the system date, then you do not have to display this
field within the Action Editor, as the system will still capture this informatad if switched on this
information can be displayed in the Actions Grid and/or be used in Reporting.

To display and/or report on this field information select Action Closed Date from the list of possible field
options within the Data Source.

This enables the panel Menus to be pinned by default.

¢tKAA ff2a (GKS | RYA Y Aa 0 NI ée%hblﬂeﬁtlﬁoftﬁeéﬁﬁojediw&frdh{méméf Qa
the main screen.

The default level is 3 but this can be increased up to as many levels as requireshiovigeat any one
time.

The minimum value must be greater than or equal to 1.

If you have multiple scenarios showing on the main gridGhiel Show Scenario buttan the main
applicationcan beswitchedoff. This is usually setto TueiftHelNA R A& aSd G2 dzasS GKS

In the main screen, when editingisk, the system can be configured show users either the Single
Merged or the Multiple Individual option first. Both options remain available, the change relates to which
option the users view first.

The main screen can lm®nfigured so that the Is@trolled button iseither hidden or visible.

This allowghe Quant to Qual conversion to use Pert in place of Triangular.

This allows the Quariean (from Min & Max) to be usesk best fit rather than the best fit coverage of the
level.
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The application may monitor for specific changes to risks/actions or test and validate data consistency.

To schedule aMonitorortve A RF G2 NJ dzaS GKS | LILINRPLINARIF GS SRAG2NI gA
+FfARFG2NED® LG Aada NBO2YYSYRSR GKIF G §K(@3:08)OKcE&RdzA S G
task has been scheduleshydata pertaining to that task (for example, responsibility change) will begin to

be collectedand not before. Changes prior to the scheduling are unknown.

To reduce email clutter, a person will receive at most 1 email per monitor/validator per schedule period.

The email will summarise those monitors/validators that regsitleeirattention. Since Validators are email
oSR3I GKSNB Aa y2 NBalLR2KRAE ¥BOKEWAEY FRARE ! IODBEI
expired)If the receiving person doa®mt log onto ERM andorrect the validation problem (update NB @A S ¢

R I { tBey willreceivethe same validation email the next day.

The application can schedule jobs to perform a variety of tasks including Data backups, Application
accessibility, Monitors and Validators. To schedule and manage these jobs use Manage tasks. There are
currently 4 task types and 1 central task manager.

Open All Sections + |

—
== Manage Tasks/Monitors m Schedule ERM Data Backup m Schedule ERM File Backup m schedule Data Clean g Schedule Email

[l
Schedule Monitor V Schedule Validation 8 Schedule ERM Access -‘ﬂ Activity Log

Figure69 ¢ Manage TaskBanel

NOTE Monitors and validators, such as the Action Overdue Validator include the parent risk type and the
node/project location of the risk within the email Alert. This allows for easier recognition/location of the
risk and action.

It is possible to switcbff or change the order ahost of the information fields that are provided in the
alerts/monitors to enable configuration to best suit customer requiremeriites can also be added to
the bottom of the alerts which can be different per alert typ@ustomisation of théayout and content of
the email may behangedby theriskHiveTechnicaBupportTeamshould it be required.

Use ths to manage the existing set of Tasks currently live on the sy¢téemes are shown in UTC).

Edit Delete

Task Name Task Type Initial Run Next Run 1 Repeat |Created By Updated By Notes Active
Scheduled a validation test of whether

30.05.18 15:15 04.06.18 15:15 Daily support support risks have review dates have expired, false
about to expire.

Risk Review Date

Risk Review Date Expired Expired

|
|
|
|
|
|
| |
| Scheduled checks for actions that I
1 Action have changed management or |
| Action Responsibility Change Responsibility 30.05.18 15:22  06.06.18 15:22  Weekly support support ownership. The monitor then collates false |
Change the information into a single email I
| that is sent to those responsible.

| Scheduled checks for risks that are |
| no-longer centrolled by their actions. |
| Control Blocking Monitor Control Blocking ~ 30.05.18 16:20  06.06.18 16:29  Weekly support support The monitor then collates the true |
| information into a single email that is |
sent to the responsible owners. I

|
| |
| |
| |
| |

5/v| 1

Close

Figure70 ¢ ManageTasksMonitors

Classification: Internal Page72 of 163



Selecting a scheduled task, it is possible to change the scheduling date/time and frequency. It is also
possible to disable and rename as appropriate.

From withinManage Tasks the followinzpckup and data clean scheduldsuld be available to view
within the Live Instance:

Attachments Backup
Simulation Backup
Configuration Files Backup
Live Data Backup
Historical Data Backup
ERM File Purge

Historical Data Clean

= =4 =4 =8 =8 =8 =N

Important Note:If any of these are not showing, please contact our Technical Support Team @
support@rikshive.com

Data Backups of the application are important dorarding primarily against user errors for example
accidental deletion of important data, application failures unknown bugs that cause data loss or corruption
and device issues that result in catastrophic failure within the server.

Daily backups of the main application data are schediakea norm. Depending on the Application
O2y FAAdzNI A2y > (GKSasS INB faz2 C¢t QSR lgle& FTNRBY (K

There are 3 backup types, Live Data, Historical Data and Configuration Files.

1. Live datacontains the currently active ERM data.

2. Historicalmaintains a history of all risk activities. Since Historical data can be large and each backup
will contain most data from the previous backup, these need only be scheduled weekly as a
recommendation.

3. Configurationfile backup consists of rarely changing configuration managed by support (colours,
YSGFRIGEFEY f232Qa3x tFy3dad 3IS FAtSaovd 2SS1te ol O
after 1 month.

It is possible to reduce remote copies of theckuptypes available. In the example below, the Live Data
backups will be reduced to weekly once 2 months old, and Monthly from 6 months. with an age limit of 12
months.

I.e.,everything will bekeptfor the last 2 months, and then after 2 montbely weekly backups are kept.

After 6 months only the monthly backup as kept and finaiything more than 12 months old will be
deleted.
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Task Type

| Live Data Backup V|

Repeat
[ Daily VI

Start Time
[23:30 |

Start Date
| 27.07.22 |

Keep Weekly From: (months)
B |

Keep Monthly From: (menths)
G |

Delete Older Than: (months)
12 |

Apply Close

Figure71¢ Schedule ERM Data Backup Editor

¢KS LINIYSGSNE OFy 068 SRAGSR I FGSNI

function.

Name Active

| Live Data Backup 2022_07_27_233000 |
Start Date Start Time Repeat’ MNext Run

|27.o?.22 | |23:3El | 27.07.22

Keep Weekly From: (months) Keep Monthly From: (months)

2 | [e |

Delete Older Than: (months)

2 |
Notes Created Updated
Scheduled Backup and Transfer of the main ERM live data 27.07.22 27.07.22

Save Delete Close

Figure72 ¢ Edit Schedule Task Editor
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Simulations and Attachments are backed up individually and these are user generated. These cannot be
deleted by the Application, only owning usersyrdelete these files. Hence there is no application file
management of these two sets of data.

To periodically back up Simulations or Attachments, select either the Attachments Backup or Simulations

Data Backup. A weekly backup is considered sufficient, but this can be changed to any of the options within
the Repeatfield.

Task Type

| Attachments Backup v|

Attachments Backup |
|

Simulation Data Backup
| Weekly V|

Start Time
|23:SU | :

Start Date
|27.07.22 |

Apply Close

Figure73¢ Schedule ERM File Backup Editor

C2NJ SOSNE NAxa]l OKFIy3aS 002YYAUUuYE SKSOGKSNI G2 (GKS N
supporting data), a clone of that risk is made and saved to the Archive. This allows a user who has made 10
changes to a risk over the course of a tlayeturn to the exact state of that riskt say 14:00.

However, this means that the archive files become very large, very qaitttlgan impact on the storage
spaceA lot of the data may also not be relevant and hence we are also savingrfilesessarily

Scheduling thdistorical Data Clearesults in reducing the data in the Archive.

In the example belowfpor all risk updates older than 24 months leave only the last chamg® for a risk

on that day. Any changes to the risk SINCE the configured months (the most recent changes) are left
untouched.

This would mean thaf a risk was updated multiple times in a day 2 years ago the archive would only hold

the risk record of the last changée.,if the risk was changed at 14:00 and at 15:00 pm only the record
from 15:00 would be available to restore from.
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Task Type

Historical Data Clean v
Historical Data Clean

ERM File Purge
“\a"\.l'eekl\,.r V‘

Start Time

‘23:30 ‘ :

Start Date |

11.08.22 |

Delete Older Than: (months)
24 |

Apply Close

Figure74 ¢ Schedule Data Clean Editor

Scheduling th&RM File Purgeemovesfiles from the local ERM servand deletes all backup files older
than N months.l.e.,this will deleteboth the main (live) backup files (erm_main) and large archive files
(erm_history)andany downloaded/uploaded reports/registerghis will reduce space on the local server

ForSEF YL S 1S8SSLIAyYy3I m &8SIFENBERQ 62NIK 2F o6 Oldzld At S&
in time 1 year agdt would not be possible to go beyond that.

LG O2dzZ R 6S GKFG NBY2:GS C¢t o6 O1dzld FAEtSa KIF @S | f
case the remote backup would allow restores fréurther back in time.

Note 1: If riskHive are NOT hostitige ERM Software=TP backups to a backup server will not have been
made.

Note 2:The data cleanse schedules will not purge simulations or attachmeitaulations can only be
deleted from theSimulationHistory within the Tools Edit Panéttachmentscanonly be deletedfrom the
AttachmentsHEditor in the Edit Risk Pangr node level attachments and at threcord level for individual
record attachments.

Using the improved capability to email selected Groups or selected Users that exist within the system you
can set up email reminders (Weekly/Monthly) to be sent to a specific group of a regular basis.
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The application may monitor for specific changes to risks/actions. There are cuBendlitors as
described below.

Task Type

Control Blocking

Risk Responsibility Change
Treatment Responsibility Change
Action Responsibility Change
Risk State Change

Risk Impact Change

Apply Close

Figure75¢ Schedule Monitors

Detects when a Risk becomes uncontrolled according to its actitaria.

A Risk changes ownership or management.

A Treatment changes ownership (there is currently no management)

An Action changes ownership or executor.

An email is sent to the appropriate responsible person (owner/manager) if either of the above pass their
appropriatecriteria.

The default for thismonitor detects when &isk/Opportunity becomes an issu&/hen detected, the

monitor will email the Owner/Manager of the issue informing them. If an Issue does not have an Owner or
Manager a designated email (called the fall back) will be notified. The fall back will also be the target email
should an Issue be&ated from scratch (without initially being a risk). At the time of creation an Issue does
not have a designated Owner or Manager hence the need for a fall back.

NOTE This monitor can be configured for any risk state change such as Category changes, Phases, Draft to
Live etc. However, this will require a code change and therefore any such changes would be delivered via a
patch or subsequent upgrade. BUT the specifiumement for this, when it was built, was to monitor

when the risk type changes (Risk to Assumption, to X) and there is a specific requirement within that to
email owner/manage/fallback should the risk change from risk to issue.
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Thismonitor checks for changes to both qualitative and quantitative scores. This monitor detects the
change to impacts and send emails accordingly. It includes a configurable target email for impact change
SopSyiao ¢KS SYIAf gdesd 0SS aSyid G2 WFAESR SYIFAfQ

Scheduling a Monitor is via the task interface. Here the required task type is selected, date/time of initial
run given and its repeat frequency. Date/Time and Frequency can be altered using the Manage Tasks
Function.

Task Type

lCo"t'o Blocking V]

Repeat

| Weekly w |

Start Time
|23:50 |

Start Date
[17.08.20 |

Figure76 ¢ Schedule Tadklitor

The application mayalidate data consistency for any aspect of the ERM database. Thecaragatlyonly
3 validatorsas described below.

Scheduling a Validator is via the tagterface. Here the required task type is selected, date/time of initial

run given and its repeat frequency. Date/Time and Frequency can be altered using the Manage Tasks
Function.

Task Type

| Risk Review Date Expired hd |

Repeat

Daily v]

Start Time
|23:30 |

Start Date
|17.08.20 |

Figure77 ¢ Schedule Validator Editor
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Tests for all Risks that have an expiry that falls inside an Informational range (X days before), Warning range
(Y days grace, before/after), Escalation Range (Z days after grace pEnwls arescalated through

Reviewer, Owners and finally Manager. The logic for the validation escalation is currently very basic. As is
what constitutes a valid risk that has an expired review dateavoid flooding the system with emails

regarding legacy risks/actions, ActtinNE OKSO1 SR I3l Ayad OFfAR NRAlAD !
a start and finish date. The finish date must be within 6 months (configurable) of the currentfdatésk

does not have a finish/Start date but has a review date it is still ignored.

Tests for # Actions that are overduein Rl @ 4Q GAYS O6AYyTF2NXIFOGA2YIEf0X |, R
grace period), Z days after grace period (Error/Escalation)

The values for X, y, z are currently software support configurable.

To avoid flooding the system with emails regarding legacy risks/actions, satimehecked against valid
NA&dlad ! a@FtARE NARAA] Ydzad oS FOGABS FYyR KI @S | a
(configurable) of the current date.

Informational and expired actions aegnailedto Action owners. If an action hits the Escalation period, the

Risk owner is notified.

Tests for # Treatments that are overduein Rl @3 Q GAYS OAYF2NXI GA2Y It 0X
(Warning grace period), Z days after grace period (Error/Escalation)

5

The values for x, y, z are currently software support configurable.

To avoid flooding the system with emails regarding legacy risks/acfioeatmentsare checked against

gFrftAR NA&alad ! a@FftARE NR&A]l Ydzad oS FOGABS YR KI
months (configurable) of the current date.

Informational and expiretreatmentsare emailedto treatment owners. If @reatment hits the Escalation

period, the Risk owner is notified.
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Access to the ERM application canrbstricted. There are 3 possible restrictions:

1. Read OnlyUsers cannot change any data in any way.
2. Closedfor Administration Only All logons, except Administrators, cannot gain access.
3. User Readonly, Admin Full Acce3tiis allows Administrators to be able to edit risk information
YR NHzy NBLRZ2NI&AX &adzOK a /w!Qad ! AaSNE OFly O2yi

These restrictions may be useful when the data has been frozen and is under review (read only) or the

system is being prepared for upgrade (Closed). By using the scheduler, it would be possible to create
GAYR26a Ay 6KAOK dal OO feiicils Fohexampld, Mad bifyRit weekanls\orihe @S NI |-
5 days of each month.

Task Type

| ERM MNormal Access Vl 1

Repeat

[—our',r V]

Start Time
2330 |

\ Start Date

| |1?.c5.2:| |

Figure78 ¢ Schedule Data Access Editor

There are 2 tasks to schedule within the Activity Log. These arkctingty LogArchiveand the Activity Log
Stats Generate. These amportant as part of application security and audihis functionality has only

been made available to System Admirastrs to allow access by customers who have their databases on
their own servers.

Task Type

Activity Log Archive s
Activity Log Archive

Activity Log Stats Generate

‘ Weekly ~ ‘

Start Time
[22:20 |

Start Date

[27.1022 |

Figure79 ¢ Activity Lodgeditor

These will be scheduled initially by riskHive Support as part of any new installation and should not require
to be adjusted. These tasks should be scheduled to run outside of normal working hours.
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System backups allow administrators to create immediate backups of the data

Open All Sections £

-“ Backup Main Data & Backup History Data -“ Backup Configuration Data l‘ﬂ Backup Configuration Files

Figure80 ¢ System Backup2anel
There ared backup types

BackupMain Data ¢ Thisexports the main live data to a single file and should be the type of backup taken
prior to undertaking any configuration changes to gystem.

BackupHistory Datac This exportgshe main live data and is history. This would usually only be exported
upon request bythe riskHiveTechnicaSupportTeam

BackupConfigurationData ¢ This exportsll the configuration datae.g.,drop lists,user information etc
This would only be exported upon requestthg riskHiveTechnicaBupportTeam

Backup Configuration FilesThis exportall the configuration file®.g.,local language files, colour
schemes, WebApi Key information etc)his would only be exported upon requesttbg riskHive
TechnicaBupportTeam.

Generally, backups should be made as a security measure prior to making a major data change. Perhaps
when the enterprise tree structures are being reorganised, or by Software support prior to upgrading the
system. Rarely should an import be needed as (fdpg changes go to plaif, following a configuration
change you require your backup to beimported, please contagupport@riskhive.com

Daily backups will always be happening as scheduled jobs, but an immediate backup provides a snapshot of
data up to the minute.

Note: Time areshown in UTC.
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System Exports/Imports produces Excel reports that can be updated-fompert. It allows for bulk
changes to be applied to all enterprise project tree structures, Alternate Structures and Wsearsng,
this functionality isdangerous!lf changes are applied incorrectly there is a potential for corrupting the
system.

Generally, system imports should be used under advice of software support. Exports however can give
useful understanding into how the system is set Bpy. Exporting the Project Tree Structure also provides
Node information.

Open All Sections &

CONFIGURATION EXPORTS —

-‘n Project Structure .t Escalation Structure -*ﬂ Alternate Structure 2 .“ Alternate Structure 3
Users

CONFIGURATION IMPORTS —
:’ Project Structure -fﬂ Escalation Structure -fﬂ Alternate Structure 2 -?g Alternate Structure 3
& Users

Figure81 ¢ System ConfiguratioRanel

{2a0GSY ' RYAYAAUGNI G2NE Ol y 3ISYySNI S seduRtyidanide B awsid 2 9 .
riskHive having to send API information via email.

Toallow API access, an API key must first be created for an existing ERM user. It is advisable that this is
allocated to one of the system administrators.

Note 1: If the allocated system administrator is subsequently deactivated and/or deleted then the report

will fail due to an error accessing the API. If there is a change in system administrator, a new API will need to
be created, therefore it is important toacefully consider which API User is selected.

Note 2:This functionality will usually only be used whequiredto schedule .JSON reports.

Note 3:Whilst users (access permitted) can schedule reports, they do not have access to get an APl URL.

Go to System Admin | Tools | APl Access

p APl Access

FigureB82 ¢ APl Access
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Select Add API User

Edit APl Users a8
[x]

Username “ ERM API Key APl Enabled User Status | Effective Slzbusl
Admin 01 WnirBzFk6AxxjuB097iogvSrVylG3KMAXAUohnS2tqyp9-nEkG1eEm2iDgAKDnz5m ® Active Denied Regenerate... Remove...

Close

Figure83 ¢ APl Access Add API User

Selecta user that will be used to access the ERM API. This should be one of your system administrators.

Select AP User | x|
Select a user that will be used to access the ERM API. Note that disabled entries already have an APl key.

API User

Action Owner
Admin 01

Basic User

Bob Smith
Compliance 1
lan Baker

John Smith (Ext)
Lewis Hamilton
Max Verstappen
Professor Green

Figure84 ¢ API Access Selecting a User

Once a user is selected the ERM API Key wieherated and appear within the API editor.

Edit API Users | x|
Add API User | Refresh List Search Izl

Username ERM API Key APl Enabled |, UserStatus  Effective Status‘ ‘
RCLO1 Hg_UtNNwStby1RUeMQ9DzUCAJFoESkGIIfG5R1r6b1ypObPspblxhoBIbFVKZSde v Active Allowed Regenerate... Remove...

Figure85 ¢ API Access Generating an API Key

You can now schedule any report using this API Key.

Go to the main app and select schedule output

s § C

@
ol ol o] s e

Nla"ageme RCLO1 Schedule Output
n

-
v

Schedule a Report or Register for
regular output.

Financial lan Baker

Nocmeivon  lme Dialene

Figure86 ¢ API Access Schedule Output

Select Schedule Exports and any scheduled reports will appear in the Schedule Exports Editor.
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Select the required report and click on the Get APl URL at thiefibpandside of the editor.

@ Scheduled Exports - Corporate B
[ET oo [~ ]
Task Name |Task Id Initial Run ‘Next Run ‘M Repeat  Created By Updated By Notes Active
72186dc1-883d- . .

:.VE-R'"m;m Name_ISON Monthly G 09 goch,- 01.07.22 02:30 01.12.2302:30 Monthly manager Admin 01 E‘"s 'E"(r’i" ': ° "f“:th‘v export for power o

isk Repor 10d8b0aetcfd reporting for risks.
LIVE_Instance Name_Full Risk Report with c74bfc22-268d-4572- ' ) . Monthly Actions Report - scheduled for
i R 9855-c6¢20a82d91d 28.04.22 07:00 28.11.23 07:00 Monthly  manager Admin 01 e i o b s true
. .
w2212 XD nnoon

Close

Figure87 ¢ API Access Scheduled Export

Assign the user you wish the report to be run as.

The following screen will then appear:

API URL for 1SON Monthly_RCL_ESG Risk Report2022_07_01_020000 | x|

Copy the URL below for secure access to the JSON API.
Task Name: JSON Monthly_RCL_ESG Risk Report2022_07_01_020000

AP| User: RCLO1

AP| URL:

https://demo.riskhive.cloud/rcl/Api/GetExport.ashx?
webapikey=Hg_UtNNwStby1RUeMQ9IDzUCAIFoESKGIIfG5R1r6b1yp0bPspblxhoBIbFVKZSde&
883d-4609-90cb-10d8b0aebcfd

Please note that this URL provides direct access to the most recent data for the export, if
any has been generated, and as such should handled as confidential/privileged
information.

4

Close

Figure88 ¢ API AccessObtaining APl URL

You must then right mouse click on the Ufelherated to copy the link. (This is the link you copy into your
power Bl system). Then close the panel.

Note: If for some reason you require to obtain the APl Key again, click on the Get URL and this will display
the same data.

Each JSON report will have a different Web API URL, and this is identified through the export ID.

Disabling API Access

You may need to disable the API. This can be completed by clicking on the green tick within the API editor.
A disabled API will appear with a red X as persttreen shot below This will stop the API being accessible.

Edit API Users [ x|

I Add APl User | Refresh List Search I x I
Username T |ERM API Key API Enabl... User Stat... ‘Effective | |

Admin 01 WnrBzFk6AxxjuB097iogvSrVylG3KMAXAUchnS2tqyp9-
nEkGleEm2iDgAKDnz5m

x Active Denied Remove...

Regenerat

Figure89 ¢ API AccessDisabling API Access
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Regenerating an API Key

It may be a requiremenig(g, as part of your I'BecurityPolicy) that API keys should be rotated
intermittently. To do this, within the API Editor, select the user and click Regenerate

Edit API Users | x|
I Add API User | Refresh List Search I .3 I
Username ‘ERM AP| Key APl Enab...\, User Status Effective St»..‘ |

NjlwwBZvma_z1HXrPV1NgdRUNXZLnh3ptDBE-

RCLO1
6N5WWolujBTgmeifOEeeHq5BtCo

v Active Allowed RecSheats

Remove...

Figure90 ¢ API Access Regenerating ann API Key

The following message will appear:

Confirm API Key Regeneration n

This will generate a new ERM API key for
the selected user.

The new API key will be different to the
previous one and, as such, the old API
key will become invalid.

After regeneration, please be sure to update all uses of
the old API key to use the new one in order to continue
to use the ERM API.

Are you sure you want to regenerate the selected user's
ERM API key?

Yes, Regenerate No, Cancel

Figure91 ¢ API Access Confirm API Key Regeneration

The API Key will now be different to the one previously displayed.

Edit APl Users [ x|

I Add API User | Refresh List Search I x I
Username ‘ERM API Key AP| En... J User Stat...|Effective ‘ ‘

RCLO1 0Jf6FIk7HALPSBt_TIW2WEeGBNdXNWPghAnAgBOgt- Regenerat
4iyoUCIWOEqWBInSDOQSmx e..

v Active Allowed Remove...

Figure92 ¢ API Access API Key display

After regeneration, you will need to go back into the schedule reportgarerate a new URL for that
report and inform those using the old URL that is has been changed.
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8.4 Logs

Admin Change Log

The system automatically captures all administrative chamggde within the system.

WhereAdministrators have recorded the reason, this informatioh f £ 0 S RAWH@® | /@ BIRAZMWD

(Refer toSection8.1 GeneralConfigurationg Admin Change Log Mode for details on the Change Log
Configuration).

madg |K|TI

When Whao What (Title) What {Action) Why -

30/03/2022 14:56 manager Edit Droplist update made security inactive

31/03/2022 14:57 manager Edit Droplist update made field project level

30/03/2022 14:56 manager Edit Droplist update made environmental inactive

01/03/2022 14:21 manager Edit User update made disabled

01/03/2022 14:22 manager Edit Users togglea:mgnahl made assignable

30/03/2022 14:56 manager Edit Droplist update made Schedule inactive

Viewing 1-6 of 6 (254 total) alc|2]:]»
Close

Figure93 ¢ Admin Change Ldganel
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9 Display

TheDisplaysection allows individuals toonfigure thelayout of the entry pages grider Risks,
Opportunities, Actions etchanging the look and feel of options within key functionzonythe main
screen and fomdividual editorsas well as changg=neral colours

A System v i Hel

pen All Sections +

BEFORE YOU ACTION ANY OF BELOW —

|

-*- Backup Main Data

MAIN GRID CONFIGURATION -

R riske BB opportunities BB issues B Actions ER Assumptions BB uncertainties
B trends EEB Benefits B Notifications BB Audits EB wobile

- s
= ditRisks == Grid Controls == Project data o= Tools = Dashboards == Scheduled Output

MASTER CUSTOM EDITORS -

(& standard editors (& intermediate editors (& sasicEditors

Ul CONFIGURATION ToOLS -

o Coioursets
L J

MASTER REVIEW EDITORS —

(&’ standerd Editors (& intermediate Editors (&' sasiceditors

Figure94 ¢ TheDisplaySection
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The editors within the main grid configuration allow administrators to change the look and feel of the main
entry pages. These are

Risks
Opportunities
Issues
Actions
Assumptions
Uncertainties
Trends
Benefits
Notifications
Audits

Mobile [not active]

= =4 = =4 =8 =8 -8 -8 88 s

After selecting one of the grid editors the administrator decides if the grid changes are common (master
dataset) or specific to a givesubdataset. Once the dataset is chosen the following dashboard provides
the editor interface onto the columns of the grid.

Sorting of columns can be achieved at this point by drag dropping fields to their required place in the list.

B8 | Edit Fields Search
Order Label Field Description Impact Scenario Visibility Weight  Alignment Search Type  Active Locked —State
0 Code Code : The risk code Always Show 35 Left Droplist v a (V] Edit...
1 Legacy Legacy : Previous risk id. Toggle Hide 35 Left Basic v (V] Edit...
2 Node Node Name : Risk Node (Project in the EPS) Always Show 40 Left Droplist v (V] Edit...
3 Info Info : Info (v4 flags_action) Always Show 35 Left Droplist v (] Edit...
4 Risk Title Risk Summary : Risk Summary Information Always Show 75 Left Basic v o Edit...
5 Risk State System State : System State (quarantined, live, retired) Toggle Hide 35 Centre Droplist v (V] Edit...
6 Risk Description Risk Name : The primary name of the risk Toggle Hide 100 Left Free Text v (] Edit...
7 Cause Cause : The primary cause of the risk Toggle Hide 100 Left Basic v ©  Edit.
8 Effect Consequence : The primary effect/consequence of the risk Toggle Hide 100 Left Not Searchable v ®  Edit.
9 Risk Start Date Exposure Start Date : This is the date when the risk could occur Always Show 35 Centre Date v (V] Edit...
o Eimich Do This e tha datn ssban tha deb ie na banmar o

Figure95 ¢ Grid Column SlectionEntry Point

Here columrs mayalsobe added, deleted, or updatedJpdating or creating a column uses the same

editor® 9AUKSNI aSt SO0 | Omfedithyyou cdnreithér$dkest thé EdR Midlds / NB I S
option at the top of thepanel oruse the Row inline editor to thight-handside of the panel. This is useful

when there are manfields in useand avoids the need to scroll up and down the page.
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The nexipanelis split between 4 sections:

Description
Display
Functionality
Data source

= = -8 =2

Label this is the master dataset

« Active

g 1
< g
I

Visibility”
| Always Show ~ |

User View Restrictions”

Select User View Resfrictions |

Weight’
8 |

Alignment

<

+ Allow Word Wrap

Functionality

Search Type
\ v
Sort Strategy
[ ~]
Sort Type
\ ~]
Sort Prinrit\r!
Click Action’

Has HTML Contents
Field
| Review: Latest Risk Review x v |
Help for Latest Risk Review
Uses Scenario: No
Uses Impact: No
Uses Comment: No
Has Click Action: No
Has HTML Contents: No

Save Changes Delete Close

Figure96 ¢ Grid Column Editor

TheDescriptionsection pravides the olumn header namandits associated floabver hint text.
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TheLabelfield is the title of the column.

ThelLabel Sourcés generally not usedut with support help the applicatiocan proved stringthat
change according to lgmage context.

TheHint provides information for the creator of this field and is only viewable in this screen.

Finally a field may be deactivated if itoh needed (within asub-datasetsay). Activemeans this field is
active.

TheDisplaysectionprovides any layout and formatting criteria such et dignment and width plus
whether the field is permanently displayed or perhaps toggled off/on

Visibility includes the following options:

Always Show The field will be displayeoh the main grid.

Always Hide  The field is created but is not displayed on the main grid.

Toggle Show The field is placed on the Column Visibility list and wheected will hide from the
main grid.

Toggle Hide  The field is placed on the Column Visibility list and when selected will show on the
grid.

User View Restrictiongelatesmeans only users within the type of view restriction selected will be able to
see this field(Refer toSection 13or details onUser Viewnterfaces).

Weightdescribes the width of the columns on the main grid.
Alignmentrelates to text alignment within the column.

Allow Word Wrapmeans the contents of the column will automatically be wrapped to the next line if
required.

TheFunctionalitysectionprovides any search opti@(advance searchepresentation) and sorting
(Ascending/Descending) be applied to the selected field.

Search Typelaces this field within the Filter, enabling users to filter their data on the main screen by this
field. The options ardasic| Not Searchabl¢ Free Text Drop List Date.

Search Type

Basic
Not Searchable ]
Free Text

Droplist
Date

Figure97 ¢ Gid Search Types
Basic
This columnsused by the search box for any text in any column (except those marked as not searchable)
CKA& AGSY FLIWX ASa (2 GKS WvdzaiOl {SIFNDK 2yfeQo

For Users, thedsic search acts like a converging sedoclusersi.e., ifthey typedin risk mitigation the
system will only find entries whemsk AND mitigationappear in the record.
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Users will be able tase quotation marks within the quick search:
& cthis allowsthemto find a phrase. l.e.,ftheytypedind NX & 1 Y Ahé syslemiwaull yeturn any
records which have the phrasisk mitigation.

Not Searchable
LT @2dz YF1S + FASER Wb2d { SI NDH#skrsuse h@badicloSreeitexta G SY &
aSFNDODK 2LIWA2Yy ® LeSdY AG LW ASa (G2 020K GKS Wvdz

Free Text

This acts like a coluraspecific search box and searches for specific text in only that column. This also acts

F& Fy W2NXR 2N RAGSNHAY I udetstahiickedse thainundb@r ofdeérds\yrawhidhk S LJ
they can search. l.e.,ifiey typedin material and then use the + and type lmmeach the system will return

all records where the word material was usaad all the records where the word breach was used.

ol [+
Node ‘ v+ X
Info [ v+ %
Risk State [ AR
Risk .
Description [matenal | t
[breach | x
Risk Start Date ‘Sta‘t Date to ‘ End Date ‘ + %
RiskFinish  [ciortpate  ltolendpate  l+x
Figure98 ¢ GridFreeText

NOTEL: Records will only show for the current set of data in the gl are working in.
NOTE2:UsersOl yy 2 dzaS 1jdz20l GA2Yy YINJl & a & gAGKAY GKS F

Drop List
This will allow users to search any/allthe list options for that specific field, where that data is held in the
gridthey are working in. l.e., evenybuhad a list of 6 phases set up within your configuration, if the
records in the grid only have 2 assigned, then only two options will appear within the filter options.

Code

| v‘-&x
Node | MR
|

Info vl +x
Risk State | VJ + %
Risk Start Date |S|arl Date ‘tc End Date + x
Risk Finish

s ! [150322  [to[endDate |+ x
Date
R‘Sk Phase -+ )
Risk Owner | +x

G1 i

Created G2 ‘ + %
Tar_Score [ v+ x

Figure99 ¢ GridDrop List
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Date
¢CKAaA

e

aSHNDK 2y WTINRYQ

Fft2¢6a dzaSNR 02
RD:tK:WSh [15.03.22 to[End Date |+ x
Risk Phase | BES o V22~ ]
Risk Gwner | V|+ Su Mo Tu We Th Fr Sa
Created | v+
Tar_Score [ ~|+ I_:l” 2|l 3| 4 s
Risk type |7v 2 7‘”‘ 9| 1of 1) 12
Is Group |:H 13 14| 15 16| 17| 18| 19
20| 21| 22 23| 24| 25| 26
Watched | v+
27 28| 29 30| 31
Group ID | B e ———
Mtemate\u‘iewl v+ x
Figurel00¢ GridDate

NOTEL: If theyonly enter in a start date, but no end date the system will return recorsr afterthat

date selection.

NOTRE2: If they only enter in an end date, but no start date, the system will return recorder beforethat

date selection

Sort Strategyallows an additional sort algorithfior custom droplists The optionsre Default
(alphanumeric, blanks first Alphanumeric blankslast| Numeric, blanks firsf Numeric blanks lasf
Alphanumericcase insensitive, blanks firtAlphanumeric, case insensitive, blanks last

Examples of each of these are provided below:

Default Alphanumeric, | Numeric, blanks| Numeric, blanks| Alphanumeric, | Alphanumeric,
(alphanumeric, | blanks last first last case insensitive, case insensitive,
blanks first) blanks first blanks last
Sorts numbers as| Sorts numbers as| Numbers are Numbers are Identical to the Identical to the
text and put text but blanks sorted sorted default default
blanks at the top. | are now sorted to | humerically and numerically and | alphanumeric, alphanumeric,
Itis also case the bottom. As before text, but before text, but except that text except that text
sensitive. with the default, it | with blanks sorted| with blanks sorted| case is ignored (sq case is ignored (sq
is case sensitive. | to the top. Still to the bottom. aand A are aand A are
case sensitive. Still case sensitive| treated as equal). | treated as equal).
As with default, For this, though,
blanks are sorted | blanks are sorted
to the top of the | to the bottom of
list. the list.
T <blank> f a 1 <blank> T 1  <blank> T a
1 a T b T 1 1T 2 1 a T A
T b T A 1T 2 1 10 1T A T b
T A 1T B T 10 T a T b T B
T B 7T 1 1 a T b 1T B T 1
1T 1 1T 10 T b T A 1T 1 1T 10
T 10 T 2 T A 1T B T 10 T 2
T 2  <blank> i1 B  <blank> 9 2 I <blank>

Classification: Internal

Page92 of 163

YR wi2Q RI



Sort Typddentifies if this column will be sorted.

To change the sort order of the items, click on 8mtbutton at the bottom of the panel

Order 7 Label Field Description Impact Scenario Width Vertical Horizontal Wrap  Active | Locked

Top eft Edit.

Edit.
Edit.

Edir.
Edit.
Edir.
Edit,

2

¢
5
N
i
[
E
E
E
b

0 00000000

Edit.
Edit.
Edlt
Edir.
Edit

LS A A A A S A S A A LS AE
o000

LSRR N SR SR Y TR R R UK U O SR R

Pre-Mitigated

e o
g

Edit

Edir.

15 Mitigation Objec
r Edit

16 Mitigat

§ 7§58 § § 7585 § 3ggg3Fs

8¥73¥8F¥eIr 20

448
L Lt g
o 00

worst risk level scare of each of the
project (dataset] level

Target

Figurel01¢ Sort Optiong Main Grid

On the item you wish to rerder, left mouseclick and drag and drop the item into the order you require.
Once completed, select Save Sort to save your changes.

¥ Last Review Date

< Pre / Inherent Worst Score

% Current [ Residual Worst Score
% Mitigation Objective

% Mitigation Owner

% Target Worst Score

Save Sort Close

Figurel02¢ Save Sort Buttog Main Grid

Sort Priorityenables the fields on the main screen to be sorted in an order. You can state where in the
order this column will be.

Click Action determines what system action is performed when a cell is clicked within this column.
Has HTML Contents meathe cells within this column will have HTML contents.

Data Sourcallows selection of the required field from all possible soned fields.
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TheEdit Riskganel relates to thdeditoption (| @ | ) on the main screen.

Identification [show @

N € » 0 m

e

& # B aFiioB ¥

Figurel03- TheEdit Risk8utton and Panel

As an Administrator, you can move whole sections or individual elements within each section by clicking
and dragging th®rag to reorderbutton: ==. Providing you sele@ave Changeat the bottom of the
panel, your changes will be saved.

You can delete sections by selecting belete this Sectiotutton: i . Todelete a section, all contents
must be moved elsewhere, and the section must be empty.

To the right of each option is a column entitledit Key WordsYou can enter key words which you think
describe the contents of the option within tHeditpanel on the main screen. This helps describe each

section as well as searching for key features.

To the right of this is a column call&dlit tooltip. This text will show if the mouse is rolled over the relevant
heading in the panels or reports. It is designed to give guidance and support to users. Once you have filled
in a section, please remember to prdssterand thenSave Changeotherwise changes will not be saved.

On the far righthand side is a list:

TheMenu Onlyoption will ensure an option appears and is usable in the rel&diepanel

Classification: Internal Page94 of 163



TheShortcut & Menuoption enables you to create your own favourite section within Euitpanel By
selectingShortcut & Menuthe option will still appear in th&ditpanel,but a newShortcutssection will
appear at the top and this option will appear here as well.

TheDisabledoption will deactivate a field within thEditpaneland the option will appear grey and un
selectable on screen.

TheHiddenoption will remove a field from th&ditpanel,but any information stored within the option will
be saved.

At the bottom of the panel is the optioAdd Menu Sectiorvhich creates a new section at the bottom of
the panel for you to add features. This enables you to create new sections and move options into the
sections e.g., a separate section for qualitative and quantitative options.

Identification |Show v ®

B Defmivon : EEE it nd outline ofrisk

1, SOurCe, Faised, accountable,

K € = m

Y

RoMT; 00z

Figurel04¢ Relationshibetween theEdit Risk®aneland Edit(Main Sreen)

Changes in Administratidaditwill be reflected within the Main Screeidit panel.

As an Administrator you can move whole sections or individual elements within each section by clicking and

dragging theDrag to reorderbutton: . Providing you selégave Changest the bottom of the panel,
your changes will be saved.
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Grid Controls

This section relates to th&rid Controldutton (m ) on the main screen. You can move, hide, or delete
features the same as you would in tEelit Riskgpanel.

Open All Sections +

ﬁ Grid Settings E Togele Hierarchy View

D] Column Visibility * Row Selection Mode

Figurel05¢ Relationship between th&rid ControldPaneland Grid Contro(Main Sreen)

Changes in Administratio@rid Controlswill be reflected within the Main Scree@fid Controlpanel.
Project Data

This section mainly relates to thedit Node Datautton ( %n the main screen. However, there is an
additionalOverviewsection which has options relating to théew Node Overview ) andChange
Navigator View( ). By default, th&/iew Node Overvievand Change Navigator Vievare hidden but
by selectingVlenu Only their options will appear in thEdit Node Datgpanelon the main screen. You can
move, hide, or delete features the same as you would inBti¢ Riskpanel

- [recewe ]

Q o & i
{g Benefi Q #ro

13 T wie

e & senor C ser

& com

aseogs & Reyjichnges Contral Oeh

a B ]

Figurel06¢ Relationship between theroject DatéPaneland Edit Node Data

Changes in Administratiddroject Datawill be reflected within the Main Screeadit Node Datganel.
NOTE If you require the Node Data edit panel to be restricted, then it is possible to restrict access to Edit

Node Data to Admin and /dElevated user only. This configuration setting is a riskHive Technical Support
function.
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Tools

This section mainly relates to tf@olsbutton ( ) on the main screen. However, there is an additional
Overviewsection which has options relating it Node Databutton (E). By default, theedit Node
Datais hidden but by selectingienu Only this option will appear in th&oolpanelon the main screen.

You can move, hide, or delete features the same as you would iBdhdriskpanel.

LT

Map View

Bowtie Generator [shew  v|
Ak NewBowte
[ Bowtic from Selected
-E Bowtie from All

{5, _Bowtie from Grou

Statistical & Analysis /sow  ~

B costaphs

B Schedf < Analysis
B sir dlaon History
=5 £ uslitafive to Quantitative

6 Quantfstive to Qualiative

Groups [show || W

map, georgraphy, location, project

Bowtle, new, creste, graphic, cause, risk, effect
Boetie, new create, graphic, cause, risk, effect
Bowtie, new, creste, graphic, causs, risk, effect

Bowtle, new, create, graphic, cause, risk, effect, group

Monte Carlo, simulste, analysis, statistic, stochastic,
confidence, 50, 80, 90

Monte Carlo, simulate, analysis, statistic, stochastic,
confidence, 50, 80, 90

Monts Carlo, simulate, analysis, statistic, stochastic,
confidence, 50, 80, 90, previous, historic

conwert, conwersion, change, qualitative, quantitative

convert, conversion, change, qualitative, quantitative

Group, relationship, link, asseciation, family, hild, parent,

displays 2 graph indicating the lavel of

Identify where projects are located

Creste a new Bowtie
Create a Bowtie from the risks selected
Craste a Bowtie from ll risks displayed on screen

Create a Bowte from a Group of risks

Run a Monte Carla Cost Analysis
Run & Monte Carlo Schedule Anslysis

Review previous Monte Carlo Analysis
Convert qualitative assessment ranges te quantitative
minimum, most likely and maximum velues

Convert quantitative assessment minimurm, mest likely and
maximurm values to qualitative ranges

Wenu Only ~

Wenu Only v
[Menwony, ]

[Manuonly .

Menu Only ~
Menu Only ~
Wenu Only ¥
[Menwony, ]
Wanu Only ¥

x
System Tools |Show v o
— . . . Edit the project details including budget, responsibilities,
5 EdR Node Deta rojact, valus, contingancy, budget, overview Wenu Only -
= Proy ey T phases and milestanes and submit a sign off e Only
Enterprise Attachments sttachment, documents, documentation, hyperlinks Attsch documents or hyperlinks relating to project [ only -
Word Cloud word, cloud, analyser, repast, duplicate, sentence, phrases 4Ny repecitive words or phrases across s rangs ofrsks and |, oy v

@ Creste froup Create a Group from tha risks selected Menu Only ~
grandparent, create L
anours =
Group, relationship, link, association, family, child, parent, .
rou dd selected iskis] o a Group e Only .
crests Giow o ncdto Grow (3 Remove from Groups 2 grandpareat, sdd,lnk =) Menu Only
anape e from Groups s:::;.ﬂl:“::f;,h".:;\":mm‘ famity. child. parent.  emoue selected rsk(s) from @ Group Menu Only v
Usea Toors = Groups g::z:f_‘v: ion, family, child, parent, Review and manage Groups Menu Only -
B ser mccess B user Aatiity BB uses Risk ctty
¥ ferosn ks 23 refesh poge £ scheduie Expors 1=8
line user, online Users who are currently connected to the system Menu hd
BULK EXPORT/IMPORT -
View whohy v systm {or o) within a5t tim 1
€] s copy e Loskepotnsts B sk tmport ks - login, seces, ser v who has scessed hesystem (o) wiehin asetsime o -
e
vity log in, time out, log out, user View who has logged in or aut within a sét time periad Menu Only ~
BB User Risk Activity log in, time out, log out, user, activity Shows the activities you condurted within a time frame. Menu Only ]
@ Refresh Rsks change, alter, administration, update, lists, custom, drop down, To ensure all administration changes are shaving within the ‘Mer Only i~
show see changes risks
L8 Refresh Page change, alter, sdministration, ugdate, lists, custom, drop down, To ensure all administration changes are showing on the Mierss Only o
show see changes screen
B Scheduled Exparts schedule, export,timed, task Manage scheduled eport of reports and/or registers Menu Only C
Bulk Export/import [show |
Transfers a set of filterad risks or 2 complete project structure
Bulk Copy Risks bulk, copy. transfer, export, impart Menu Only -
) O oy T T T T e Mewory |
& Bulk Export Risks R Bulk exports a sat of risks or & complate project structura for Menu Only -
cither archiving purposes or later kmport (as new] (MenuOly |
£ Bulkimport Risks o BT = Imports a bulk export file. The file may be a set of risks or a Mens Only -
‘complete project structure. S, —
Add Menu Section Manage User Views Manage Descriptor Types Save Changes Close

Figurel07¢ Relationship between th&oolsPaneland Tools(Main Sreen)

Changes in Administratiombolswill be reflected within the Main Screefivolspanel.
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