riskHive Enterprise Risk Manager
specification, functions, and features = =

RAID database system specification and features overview

Designed to provide a simple and cost-effective way of centralising risk management
and reporting, riskHive quickly and effectively imports, consolidates, and maintains
your existing risk registers in a portfolio database allowing you to start generating
information and reports straight away by importing current excel risk registers.

riskHive ERM brings together and consolidates RAID data and information from
everywhere your business operates, securely incorporating and amalgamating both
your organisation and its supply chain, instantly creating your whole risk universe.

ERM application System features

Manage risks, opportunities, issues, assumptions, benefits and more...
Hyper-configurable user interfaces with user/project maturity alignment
Configurable to reflect ISO, AU/NZ and COSO standards

Project > Programme > Portfolio aggregation system

Multiple hierarchical data organisation structures

Simultaneous multiple languages and currencies

Qualitative and quantitative assessment and reporting

NEC3 Trend (emerging risk) management process

Fast and easy import / export of data and information

Advanced interactive data graphics; bowties, word-

clouds, map-views, radials, heatmaps and risk-radars

Built-in Monte Carlo Simulation and Analysis for cost (CRA) and schedule
(SRA) and combined cost & schedule analysis (JCSRA) — all at the click of
a button, removing reliance on SMEs and making analysis accessible to all
Linkable to BIM data and other third-party management systems
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ERM application Elemental diagram

Actions

ERM System specification

Industrial-strength professional database application

2048-bit data encryption and SSL TLS security

Encryption of data at rest and in-transit

Single sign-on (SSO) SAML2 multi-level and hybrid IP capability
Super-secure cloud hosting or on-premises installation
Browser-based application works with all platforms & browsers

No client-side downloads, plug-ins or add-ins required

High resilience, low data bandwidth, auto-archiving of data
Triple-system deployment: Live, Staging and Training environments
Supports 25 - 25,000 system users (<250 concurrent)

Super-fast deployment: ready for configuration in <48 hours
Application is ‘white-labelled’ and can be branded to client specification
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ERM application Features diagram

Visualise

Scoring

*Qual
* Quant

Highly Configurable Editors and User Interface

One of the most configurable parts of the system available to Administrators,
allowing the ability to create Custom Editors and User Interfaces.

Custom Editors - Enable System Administrators to determine what fields they

wish to be shown and in what order. Editors can be combined to provide a user with
a single editor to make risk updates quicker and easier.

User Interfaces — our out of the box provision of Basic, Standard and
Intermediate User Views available, System Administrators can create unique editors
that display exactly what the user needs, no more, no less, supporting users where
they are at different levels of risk management understanding, or can be used as
part of enhanced permission requirements.
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A Basic User may only see the Editors below:

Edit Panel 3

Open Al sections & Multi-Select View Mode: [Ginge merged ~] [

[T

-
== combined - custom gditor

== qualitative Scoring

>

-
= crove Memsership Q Arachments

An Intermediate User may be given access to many more functions and features.

Open All Sections £ Multi-Select View Mode: Single Merged v
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An example of a single editor for a Basic User - providing them with just the fields they need

(1) Custom Edit - 00133 )
Position & Timeline

Project Node
@ Corporate  Construction Business = London Underground

Start Date £nd Date
[Em ] [osexs

Owner’
[Reson -

Top N Risk (1-5)"

Project / Risk Information

Pre Mit Scenario Current scenario Post Mit Scenarko

Probability (%) 50, Probability (%) 67| Probability (%) 2|

cost () v e vl con(e) v 206 v|  coni v 3¢ -

[ To94884] | 1.736.735) | w3 | | 7os.268| | 70se60e | 10,000 | 12000] | 15,000
Time (d) v I3 V] | Timeid) - T | Time(d) - .

19201 1.0000] 12800 3240 wanol 768.0] 17 1 1
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Risk Wizard

:33 riskHive"

Probably the hardest thing to get right is the articulation of the risks. Our risk wizard
is designed to help users to build an accurate and informative description of the risk,

Summary

its causes, and its effects.

[subcontractor Failure

]

Sentence

There Is a risk that Sub-contractor X goes into administration due to current economic climate, the contractor’s subcontractor may go bust, which will result in delays to programme as new sub-

contractor to be found and employed..

Descriptor

[ere s [a sk vl
Name

[that | [subcontractor X goes into administration ’
Cause

[gueto [current economic climate, the contractor's subcontractor may go bust.

\ L3

Effect

[which wil result in

Full

| [delaysto programme as new sub-contractor to be found and employed.

and

: .
|In 2015 there were indications that the company were struggling. The company has now announced It has gone bust.

Save Changes 1 Close ‘

Goto Project

Global Navigator Map View
Displays projects overlaid onto their continental locations.

Click-through on continent to see projects by category and then select project to view in
main system grid.

Project: High Speed Train v2020

Asia
Commercial
Projects

Space Transport
High Speed Train v2020

unassigned
Concept
Design
Manufacture
In-Service
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User Interface in over 70 National Languages & currencies

Designed to work with Google Translate extension, the application can be viewed in any
one of 109 different languages (and counting). Trans-national users can view the same
screen at the same time in their own national language and any local currency.
Both the application controls and text-entry information are translated in real-time.
Central management teams can view the whole portfolio in any currency of choice.

ANATASNE -
=
REAN -
=
» =
Rune -
= mans
3 e
Ruan -
o nan

RERE .
AEARE -

Chinese (traditional)

Data Field Complete/Missing Identification

These reports generate histograms displaying mandated field titles and their degree of
completeness or, conversely, the extent of missing data across the portfolio.

Data Summary

Fields Outstanding for 93 risks selected (Project:Maintainance and Service Contracts)

0% 1
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Instant hierarchical risk portfolio aggralytics

Even with different risk register formats, currencies and scoring mechanisms being used

across the organisation, ERM can homogenise and aggregate data and information into

an instant portfolio — displaying your whole ‘risk universe’ at the click of a button. Search,
filter and report in a live and agile way like never before and say goodbye to Excel®.

Edit Project Tree x

4 (_ Corporate
4 (_ MegaProject
( Investment/Fin
_ Planning
4 (_ Infrastructure
4 (_ Transport
4 (_ Trams
4 (_ Project A
4 | Sub-project 1
4 _ Design
(_ Electrical
L Cc&l
(' Mechanical
L Track
 Build
. Commission
_ Operate
. Trains
_ Metro
¢ Fast Ferries

Node 'Corporate’ details on date: 23.04.21

Node Title

Rating State Score

Gt I e Minor Weakness

Node Type Start Date Project Budget (at node) Project Budget (summed)
Programme 01.01.16 £200,000,000 £16,887,188,009
Sponsor Finish Date Risk Budget (at node) Risk Budget (summed)
Risk Manager 26 30.06.25 £10,000,000 £324,377,103

Manager Dataset Risk Reference (at node) Risk Reference (summed)
Admin User 3 Corporate £0 £101,110,000

Node Risk Allocation

Contributing Risks Scenario
5 Current
Minimum Expected Maximum Likely > 50% Prob. Probabilistic Mean
£685,000 £1,581,666
Node Values
£ 14,000,000 7
Futdre >
LRl e EEEE BEEEL EEEEE SEEEE SRR
v
£10000000 | T T T A
“
v
£8000000 | - 5
.
B s
E \
£6,000,000 v
£4,000,000 4
EEETE CEPEY SREEE TR R
£2000000 T Es=s§sEssfsEsEgEETET TR, t N
£0 —

pP p0® 0P el et et et e el e et Le? et
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Risk Review Mode - made to make risk reviews easy

ERM supports workflow for interactive risk reviews. Using a split-screen approach, a list
of risks - whether contained in a single project or a subset or superset from the whole
portfolio - can be systematically reviewed, amended (with logs) and checked-off one-by-
one. A configurable data panel displays detail with click-through to access data fields.

Enterprise Risk Manager (1B)

All || Current
Code Owner Risk -
PNTWE o ager 37 There is arisk that Life time Review Record
0328 N33 estimated.
Last reviewed today by manager. @
ABBAS L ianager2g There is arisk that subiway
0383 terrorism
sar Definition E
UKLU 0336 Contractors  There isarisk that Severe v
by tracks over 4 manths
is a ri Code Risk
UK LU 1063 Contractor A There is a risk that Severe v
by tracks over 4 months UK LU 0336 Severe weather damage sustained by tracks over 4 months
fas T RiskManager 19 There i a risk that Traintra  Summary
Severe weather damage
Aus SFF There is a risk that expensiv
0375 RISk MR 53123 sttt i
AUSSFE ol Manager 22 There 1@ isk that New ves Causes. Effects
0356 sabotage « Electric boxes and tracks damaged due to lightning, frost and extremely « Trains may need to be adapted for future severe weather
AsSFE g Thereisarikthatsmaller( | temperatures * Ballast issues
0348 15K MANSEEr 2% 5 ongside large vessels
CHI BEB There is a risk that New valy - Responsibility, Classification & Timeline u
Risk Manager 31
0333 may not be suitable
;:’:BTWB Risk Manager 39 IThedrle is al ri;: that Busesm  Owner Manager Classification Category
an "“.! platiorms Risk Manager 3 RMO5 Operational Safety
DMK MOBT :’I:\ere isa risk t.ha[t[Unuﬂ:al
0366 @ carriage paint to peel  5eation Proximity Start Date End Date
metal lements o rust E Lond 1730 13.07.16 01.04.17
e ) Curope- tonden ) o o
0390
ITL RSE There is arisk that older ol 5cenarios & Impacts = n
0395 the new high-speed scootel
UK LU 0010 Cortractar & TheT is adnsk that M(aml;n Pre-mitigated Current Target
misaligned between Custor Impact Level Min Exp Max Level Min Exp Max Level Min Exp Max
There is a risk that Maintery
UKLU106L Contractar A, ed between Custor  Prob Very High 85% High 62% Low 2%
NECSWT o Manager17 There isariskthat 251ming  coq £7,094,694 £17,736,73%28,378,77) £709,469 £7,094,694 £709,469 £7,094,694
0012 which are due to retire bety
M&S Time 32.0d 60.0d 90.0d 4.0d 7.0d 10.0d 11.0d 25.0d 31.0d
There is a risk that Mainten
Contracts  RMO5 fi ly viabl
0333 inancially viable. Performance
s There is a risk of unaccepta i i
Contracts  Risk Manager 16 Pla  Reputation Medium
exchange rates
0281
is a ri i Health And Safety NELTT Low
UKLU 0326 Risk Manager 12 11ere i risk that Terrorist
impact smooth running of t
B Legal
UK LU 0337 Risk Manager 13 There is a risk that Train day
elements
5 Group Cost
UK LU 1057 Risk Manager 12 There is a risk that Tgrmnst
impact smooth running of t
There is a risk that Train dat
UK LU 1059 Risk Manager 12 .
12 plements Treatment & Actions
10 There is a risk that Tamsm o
environmental regulations  Primary Treatment Objective
Develop new processes or technology to safe guard equipment.
USACT o There is a risk that the lead
0321 delay production of tram Primary Type Owner Primary Effectiveness Primary Status
Treat RMO& Improvement required (25-60% Live
USACT RMO4 There is a risk that strike ac successful)
0319 personnel could be conduct
Actions
NZCSWT . ianager 19 There s a risk that mechani
0014 e requirements standards Code J Name Description Owner Instance Finish.. Progress Act Stat... Current...
Not-
NZ CSWT There is a risk that Trains m
0352 Risk Manager 15 onmental requirement  A0768  Redisign trains Redisign trains Response ] j;?prove 0
AUSSEE L ergq There 18a risk that Roads by Effective
0374 E transport large ferries acros Not-
Aus SFF ’ There is a risk that Navigati H I Approve
0372 RiskManager23 ' " ec A033g | 2veasupply Fallback o d: 0
of ballast 5
o Ineffectiv
3;2 :As Risk Manager 25 T:u::l |se.;'::t|: ‘::at Electro T -
Ly . Agree way Work with customer to understand the findings and how the Risk Complet
- AQ096  forward with  current maintenance contract can cope. If not, how the Manager Control 01.03.17 100 e: 0
ABBAS g Manager 27 TTore o2 fisk that Parts of Customer contract can be updated to address extra costs 13 Effective
0376 8 safe for the English Royal Vi s :
Gather R . .
CHI BEB Sk Mameger 33 There is a risk that manufac information an Identify critical orswngle point parts that may be damaged. Complet .
0358 e e A0095 A . Understand the suppliers, lead times, costs and potential ~ RMO6  Control  01.12.16 100 e: 0
g revious Next Ed Print Cl
0330 Risk Manager 35 o\ o\l standlards
.
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riskHive

Custom Hybrid scoring mode

Facilitates a combination of quantitative and qualitative scoring on one screen. Enforce
the use of quantitative data input where appropriate — the system automatically
calculates the qualitative equivalent score so all the heatmaps still work.

(5) Quantitative Assessment - UK LU 0326

Prob (%) ® [ 0 Poam ® g pebpy L] 0
Cost (£) v B | Tranguer v con) v B rrianguar v costif) “ B | viangusr -

28,378,777 49,662,860 70,946,543 2,837,877 4,966,280 7,054,694 283,787 436,620 709,469
Time (d) v B |Taangular v Time (d) v B [ frangutar - Time (d) -

32 &0 S0 32 60 90

Prob o 1 2 3 2 s |[IB o 1 2[s]a s B o 122 « s &
Cost (] 3 6 9 12 E] ] 3 6 9 12 15 L] 3 6 9 12 15
Time 5

° 1 2 3 a L] o 1 2 3 2 s o 1 2 3 a

Pre-mitigated Scenario

Bow-Tie Graphical Interface

The interactive graphics of our Bowtie visualiser allow the user to define the threat-space
more effectively by describing not just risk line items but multiple causes and effects,
active controls, and fallback actions. The risk information in the database can be edited
and added to using the graphical interface with all changes being committed back to the
system database. Bowties can also be generated from multiple risks or word-searches.

CAUSE CONTROL RISK (CURRENT) RESPONSE EFFECT (COST) FALLBACK
T which
eedcted o Tt the UK
‘every year Further damage to
[ — 3 already weakened
Communicate warmngs to. Flaodune
————— [ — ]
Understand exactly what is.
————— prime
[ |
= e Improve the level of cove UK - London Underground
S ) Fallbaack2
future floods
[ —
Extreme weather Worlk with local gpwemme
predicted to hit the UK
every year
CAUSE CONTROL RISK (CURRENT) RESPONSE EFFECT (COST) FALLBACK
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True Monte Carlo Simulation for Cost (CRA)

Online risk analysis of cost based on filtered and sorted data is as simple as clicking a
mouse. Multiple scenarios such as Pre, Current and Post mitigation can be run
simultaneously and compared side by side on a single graph or chart which is drillable.
Standard outputs such as S-curves, histograms and cost-risk tornadoes are all easily
produced for no additional effort and all data can be exported to Excel files. Analysis can
even be aggregated through the hierarchical tree structure which gives statistically
correct views at project, programme and portfolio level.

All simulations and results are archived and can be easily retrieved.

Cost of Financial Risk (CRA)
Fixed Cost Risk
100% ~ =T 1 ' | QT 4.0%
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Outcome
. Pre-mitigated (S-Curve) . Current (S-Curve) . Target (S-Curve) . Pre-mitigated (Frequency) . Current (Frequency)
. Target (Frequency)

LOST Of HInancial Kisk (LKA)
Fixed Cost Risk
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riskHive"

p—
UKLU 0345 B > [ 13 <
UKLU 0336 > @—-
UK LU 0326 > - -0 —<—
UKLU 1036 > —p ® «
UKLU0337 B »0-<
UKLU 0346 :(.-‘—
UKLU 0010 .
UKLU0290 B o
UKLU 0288 » °
r - - - - - : : T
-15000000 -10,000,000  -5,000,000 0 5000000 10,000,000 15000,000 20,000,000 25000000 30000000 35000000 40,000,000 4500000

Schedule Risk Analysis (SRA) including Cost (JCSRA)

Our built-in scheduler can be used to create nested schedules using the simple online
interface without the need for external plans from P6 or Project if they do not exist,
although they can be imported using simple file translation. Risks can be associated with
tasks or phases and monte carlo analysis calculates the combined effect on cost from
both cost and schedule extension perspectives, as well as durations and finish dates.
S-curves, tornadoes and risk-adjusted Gantt charts advise the risk or project manager.

Work Breakdown Structure x

+ g% Design and Build e loaatuey
+ [ Approvals
n
+ Z;Planning
>
e C0854:Approval is delayed “ppone
L p—————us
+ [ Design .
= Detail build e —
2 D Build Detail build b —
8 C0855:Build task1 cannot be sig... By
. O Fit-Out S :
| First Fit Mol '
4 Commission Commision P
{4 Handover Handover b | ! ! —
2018 2019 i 2019 2020 202020 2021 2
»
Schedule Lag Type Schedule Lag Value (+/-) Overrun Cost (£) (Per Unit) -
Finish-to-Start 0 0
Project Duration (d) (By Dates) Project Cost (£) (Deterministic) Project Cost (£) (Per Unit)
1275 10000000 10000
Deterministic (Planned) values Pre-mitigated Variance Values Current Variance Values Target Variance Values
Tune Valiia Min  Fva Mav  Shana Min  Fva Mav  Shana Min  Fvn  Mav  Shana
Schedule Gantt
Design and Build » * -«
Approvals B hﬁ" <
Planning b -— - —
Design I -4
Detail build b —
Build > | S b= ¢ ————
Fit-Out b —p——
First Fit | K |
Commission b ] I
Handover b | 4
T T T T T T T T
Jul 2018 2019 1ul 2019 2020 1ul 2020 2021 Jul 2021 2022
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Word Clouds

Word clouds expose common themes and subjects by displaying the most frequently
occurring words in the database. These can be filtered individually and composed of tile,
cause, effect, or all description fields.

Word Cloud

drivers shown _ Cost months actmneather
transport damaged cecurty”

Addiiona Customer's fure
meetdalMaAgECro

life Oldci l state COStS site

tests ySlmpactMaJ"
trackye€ars t rtgf(t: k]Sld dLams

l l t used - mt
e BUSES S Ccurrent

ContraCtS find use
fully metro areas 201

Safet
Customer alertlNCreasewater standards ytan:

Duplicate / Common Risk / Sentence Finder

The system features an automated search facility to identify common words or even
sentences within the database. All description fields may be interrogated and then
applied as a filter to view in the main grid.

Text Analysis

Risk Count . Word Risks Search?

Aus SFF 0348, Aus SFF 0374, Aus SFF 0375,
14 damage (CHI BEB 0333, |RE DT 0403, IRE DT 0405, SPN MM 0386, X

UK LU 0336, UK LU 0337, UK LU 0345, UK LU 1055,
UK LU 1059, UK LU 1063, USA CT 0370
CHI BEB 0358, CHI BEB 0360, DMK MOBT 0378,
IRE DT 0401, IRE DT 0402, IRE DT 0404, IRE DT 0405,
NZ CSWT 0352, NZ CSWT 0353, UK LU 0230, UK LU 1056,

USA CT 0280, USA CT 0319, USA CT 0321
Aus SFF 0373, CHI BEB 0333, CHI BEB 0347,
12 Customers DMK MOBT 0367, ITL RSE 0400, JPN TWB 0338, X
M&S Contracts 0281, M&S Contracts 0443,
SPN MM 0388, SPN MM 0389, UK LU 0346, UK LU 1062
DMK MOBT 0368, DMK MOBT 0378, DMK MOBT 0380,
12 trains NZ CSWT 0011, NZ CSWT 0012, NZ CSWT 0352, X
UK LU 0010, UK LU 0326, UK LU 0336, UK LU 1057,
UK LU 1061, UK LU 1063
Arg BAS 0376, DMK MOBT 0367, DMK MOBT 0368,
10 maintenance JPN TWB 0331, M&S Contracts 0320, X
M&S Contracts 0332, NZ CSWT 0011, UK LU 0010,
UK LU 1061, USA CT 0319

Arg BAS 0382, Arg BAS 0383, DMK MOBT 0367,

10 train DMK MOBT 0368, DMK MOBT 0373, NZ CSWT 0353, X
UK LU 0337, UK LU 0345, UK LU 1055, UK LU 1059
Sentences I
Risk Count . Sentence Risks
2 Loss of life Arg BAS 0383, SPN MM 0386
2 Water Buses may need to be removed from service JPN TWB 0329, JPN TWB 0330

5 Maintenance records may be misaligned between Customer

UK LU 0010, UK LU 1061
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User Access Logging & Activity Reports

The system keeps track of users logging-in and logging-out and also records what they
have done so activity can be viewed over time. This makes it simple to identify users
with the most and least data update activity.

User Activity Dashboard x
User Activity (From '08.03.21' To: '08.04.21")

Timestamp - Event Type User Session Type IP Address

08/04/2021 17:19:39 Login manager Internal 77.99.163.98
08/04/2021 11:53:08 Session Timeout manager Internal 77.99.163.98
08/04/2021 10:52:52 Login manager Internal 77.99.163.98
06/04/2021 16:07:22 Session Timeout manager Internal 77.99.163.98
06/04/2021 15:06:00 Login manager Internal 77.99.163.98
24/03/2021 16:21:42 Session Timeout suppaort Internal 77.97.236.17
24/03/2021 15:21:02 Login support Internal 77.97.236.17
24/03/2021 15:20:36 Session Timeout support Internal 77.97.236.17
24/03/2021 15:19:40 Login support Internal 77.97.236.17
18/03/2021 10:47:48 Session Timeout manager Internal 77.99.163.98

18/03/2021 09:09:41 Login manager Internal 77.99.163.98

User Risk Activity (From "08.03.21' To: '08.04.21')

Search -

Risk Name Total Risk ... \|- Create Update Delete Other
A. User 196 1 195 0 0
4 »

Viewing 1-1 0 1 []

B e | o |

AAR Compliance (UK Single Source Pricing Regulation)

The system provides a facility for capturing AAR justification data for each risk
(Appropriate, Attributable and Reasonable) and checkbox compliance status.

Summary

Failure to maintain strong liquidity position

Sentence

There is an uncertainty that Maintaining a strong liquidity position to y gestion de flujo de caja i because Inadequate credit control and cash flow
management which will result in a failure to meet our financial obligations.

Full Description, Background and Assumptions

AAR Compliance:: AAR Justification:
I Appropriate The risk would not occur if the contract were not in place.
Guidance
Attributable Cost will Be Incurred In The Conduct Of Delivering The Qualifying Defence Contract Or Qualifying Sub-Contract In Question.
Guidance
Reasonable Reasonable If By Its Nature It Does Not Exceed What Might Be Expected

Guidance

‘ Save Changes Close
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Inline risk editor

An inline editor function allows data entry and update of single or multiple risks at once.
This interface also facilitates the side-by-side comparison of metadata for up to 5 risks at
any one time — useful when comparing similar risks across the breadth of a risk portfolio.

oI Lo e = - I Lo - - B

M...Actio.. Wat... Info Risk Name Classificati... C... Esc. Level Risk Locati.. Owner Proxi... Velo
i Present
L [v] 'E current company infrastructure is not sufficient for N Levell- N / Imm.
w0e @ ves ) Bl = Strategic Change Corporate ghm'::: - RiskOwner1 oL W
nt
Il A 5 Level2- Europe - Imm
-Q ves i E Serious HS event Cluster Operational Yes People S Corporate " CRO =
USA customer is well established and has a mature Lt Morth :”*’“ e
0002 ves ) @IE procurement system which is not aligned toour  Operational [ Change “ Corporate  America-  RMO6 )
Corporate § immine m
UK ordering system. Chicago o
! @off  les parties prenantes peuvent retirer leur soutien ) , Level1- <90  Med
w362 @ves = ok phicuzs profels i, Strategic Organisation s Corporate cRO doys m
@ B O Grupode trent nio arrisca no né Brexit Bredt (W 6 ganisation Level2- Coporate P cro Low
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Synchronous Multiple edit windows

Synchronised multiple windows allow an array of data entry and update screens to be
viewed simultaneously, where you want to see multiple aspects of each risk all at once.
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ERM Dashboards and reports

Risk Exposure Waterfall Chart
A fully user-configurable chart showing quantitative exposure and mitigation spend for all
scenarios and levels within the nodal hierarchy, including node aggregation. Rebuild the
chart on the fly with live-edit functionality.

Total Node Values from 08.10.20 to 08.10.21

Node Velues.

10000000 e

£6,000000
8000000
7000000
6000000
i 5,000,000

4000000

£3000000 \
\_\‘
o

£ 2000000 o

1,000,000

[

»

» » £ " a» 2 > 2 2 2 A ¥
** o ¥ o »® [ o o o* " »* o

= Summarion - Fre-mingated - Frobabiaric Mean Sumenation - Curteen - Probabilistc Mean  Summation Target - Prosabllstic Mean

—8— Summation . Pre mvigaod - Total Abscation —8— sumemation - Curteet - Tota Allocation —8— Surmmation . Taget - Total Alocaton

—#— Corporute - fre-mirgated - Probabilitic Mean 4 Corparate - Curent - Probabiiync Mean === Corporate - Target - Probabilisnc Mean

Corporate - Pre-miraated - Totsl Mocarion =@ Corparate - urent - Tatsl Abocation =8 Corporate - Target - Total Mocation

pint | Configure | Close

Risk Summary Dashboard

A graphical view of the profile of risk by status, scoring level and classification with lists
of Top 'n' risks by fiscal impact and by closest proximity to being active. Can aggregate
from node and descendant nodes.

Project Summary Dashboard a
Total 11 risks {Project 'Carporate’) Date: 08.04.21 MNumber of Risks by Level
Project
Comporste
anager sponsor Dwaser Tors sk
A User 3 sk Manager 26 Corporse u
——

0000000 @ €10500.300 1111505

. Unsllsated Bisk Bt
ey 101110009 320377108 enssnose

Fisks against Aggregate Project Valur

Wi’ Risk {5) Exp’ Risk [%] Max' Risk (%] Likely (%) Prab’ Mean [%)
o e s L
vkt E) [z (el iz (=1
ks it Brogect Vi
Wi Risk (%) g’ Risk %) M ik (%) Ukaly (%) Prab’ Mean %)
[ ) o o © Tumber of Risks by Categary
aom £saiLe6e £11.800000 E e o
viewing 1201 2[R
e of Rk s I
i
— £s00m
@ : @ . 0 ™ P To—
Risks with Closest Proximity
Code _Project Title _Mitlgaﬁon |Prox. Cost Score Prob Mean Alloc.
C1069 Corporate There is a risk that facilities damage Move Facility -38 £0 £0
C0869 Corporate There is a risk that buildings damage ~ Move my facility -251 £0 £0
0417 Corporate There is a risk that Serious HS event 829 0 0

Cluster
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Risk Radar Gantt Chart

Risks and their associated actions are displayed in gantt format on a timeline that
includes project or business phases and milestones, showing graphically when risk
exposure and mitigation planning is active. The chart is interactive and clickable to edit
risk or action dates or assessment parameters. Can be built from a whole portfolio.

C000S: currant compamyirase_ ¥ |
40024 Understand arass which &
ATD5 Cost up how much the inf_.

AO027 Adagt corveet drasiruc |
C0445: Grupo de Beexit n3o arr—. |

€0349: toya handelslagar kan pd ¥
AD126 Masiify which countries. |
AL Work weh customars e | | e

AD171 Comenuricuz bes problime.. |

Jul 2015 ms o 2016 2007 i 2017 ms Jul 2018 208 d 2019 2000 Jul 2020 2 2l 2021 2022 ol 2022 2003

Print Configure Close

Risk Landscape Chart

Get a graphical view of your risk landscape that shows you which projects or nodes are
risk hotspots and see how peer-level projects compare with each other. Select from up
to six different risk measurement parameters.

Risk Landscape for Total 93 risks (Project "Maintainance and Service Contracts’) Date: 08 April 2021 18:20:09
sot{DefatUnsorted ]

Risk Values as a percentage of Node Values

Risk P-Mear Risk Min

R g e

Risk Values on top of Node Values

£ 10,000,000,000

N ‘fﬁ@“j ST S
ry & & & &I & f\
&S5 sy ,f“gffﬁgfﬁg
gfé‘ & g{:& & ‘F; ;f’ Gﬁ, E ‘r\\
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Risk Radar Radial Chart

Risks or project nodes displayed on a clickable radial 'bullseye' chart helps focus on the
significant risks. Configurable using risk parameter selections.

Risk Proximity Radar 09/04/2021 at Node + Descendants: Scenario: Current L=
3 in .. Zone 1: Impacting (proximity <= 0}
S Zone 2: Imminent (proximity <= 60)

Zone 3: Future (praximity > 60 or no praximity data)

Segment 1: Spain - Madrid Metra
Segment 2: Italy - Rome Scooter Express

Segment 3: Argentina - Buenos Aires Subway
Segment 4: UK - London Underground

Segment 5: USA - Chicago Trams

Segment 5: Japan - Tokyo Water Bus

Segment 7: China - Beijing Electric Bicycles

Segment &: Ireland - Dublin Trams

Segment 9: NZ - Christchurch South West Trains
Segment 10: Maintainance and Service Contracts
Segment 11: Denmark - Malma Qresund Bridge Train
Segment 12: Australia - Sydney Fast Ferries

Spain - Madrid Metro : Impacting

1 SPN MM 0390 (Proximity = -1681): Metro staff may go on strike

=-1816): the metro could suffer a terrorist attack

15): metro links could be disturbed continuously for the next 3 years

41 SPN MM 0333 (Proximity = -1925): means there could be an increase in people avoiding paying their fares
43 SPN MM 0392 (Proximity =-1225): carriages will not be of sufficient quality or style

48 SPN MM 0389 (Proximity = -1590): customers become increasingly dissatisfied with the cost of the rides

Spain - Madrid Metro : Imminent
No results,

Spain - Madrid Metro : Future
No results.

Italy - Rome Scaoter Express : Impacting

Control Action Effectiveness Chart

Displays how much has been spent on actions that have been either successful or
unsuccessful and indicates how much is left to spend on pending actions.

Action Success Dashboard x
Filtered 9 Risk Impacts and Risk Action Spending & Success
£22,000 £ 55,000,000
£20,000 - £50,000,000
£18,000 - £ 45,000,000
£16,000 - £ 40,000,000
£14,000 - £ 35,000,000
g 12000 - £30,000000 &
b £
c
2 c1000 L £25000000 2
3 X 000, z
£8,000 7 s - £ 20,000,000
£6,000 - £ 15,000,000
£4,000 = },?_ = - £ 10,000,000
£2,000 —— —— - £5,000,000
100088 ane 40,000 45,0005, 3300e 13,000
£0 s T . +——o—— +— T £0
O ST @@ e e o e e e
AR A LA AL SN Dt LN DL LN e COARC IS S IR LSRN
o o > o oF oF ° oF o® o
oY K K Ko K o oY o o
Selected Risks from total of 9 risks.
. Unsuccessful Actions Cost Pending Actions Cost . Successful Actions Cost
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Risk Appetite Summary Heatmaps

Display all PID heatmaps with their independent appetite articulation colours and scoring
and drill-down to each individual heatmap to access any perspective and any risk.

Multiple Heatmaps - Project Current Overview - Pre-mitigated Scenario
L Cost o Time
Eil 3
& &—
TR T ey e ey TR T Iy o ey
Cost Time
o Reputation o Health And Safety
3
= -
W | we | tow [ me | Hon | ve | no | e | wow [ e | e | e |
Reputation Health And Safety

Click-through to generate familiar PID heatmaps for any scored impact type for any
mitigation scenario. Another click-through takes you straight to the threat detail.

Heatmap - Global Current x

Impact Type: cost

The Group has a moderate
appetite for Cost risk that
must be balanced against the
upside of carrying this risk.
Cost risk must be ROC and
not part of allocated CAM
budgets.

Current Heat Map on 09.04.21 - Pre-mitigated Scenario from 9 Risks
18 24

b Ason

Major Risk

review and execute
management plan to
reduce risk exposure as a
Level 2 priority.

qoid

Negligible Low Medium High Very High
Cost
Code T Class. Project Name Cat. Score - Likelyhood  field.txtcost Previo
. UK - London Terrorist threats and actions may )
1} 30
UKLU 0326 Operationa Underground impact smooth running of track Security ° =
N UK - London Severe weather damage sustained by
g My epeien] Underground tracks over 4 months Eaet & e
UKLU D345 Operational UK~ Londen Tracks flooded Environmental 20 5 12
Underground
UKLUO0346 Operational UK - London Safety seating becoming unsafe for Safety a3 12
lindereraund nassenoers

The heatmap can be configured to show the number of threats in each cell instead of
threat references.
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A heatmap can be generated for most records. Below is an Opportunities heatmap.

Heatmap - Project Current

Code

Current Heat Map on 13.12.21 - Current Scenario from 2 Opportunity(s)
E 22 ‘

b LA

?
&
4
2
H
]
Insignificant Minor Magerate Major Exceptional
All Impacts
T Class. Project Name Cat.
0102 Training Resource savings.
0105 Training Extra budget may be available.

Worst Score L Assessment

Cost
Financial

The heatmap colours adapt to relate to a threat, opportunity, issues or assumption.

0016

0017
0042

0049

0073

0074

0096
0098

UBIH A1

Equally heatmaps can be generated for Issues.

Project Current.

Current Heat Map on 13.12.21 - Current Scenario from 20 Issue(s)

Severe 18 Severe 20
0016

Severe 19

0042 0098
0073

Medium 10

Impact Type: All

Severe

Medium

Insignificant Moderate Severe
All Impacts
class. Project [Nome cat. Worst Score Likeli Impact
Due to planned maintenance requirements,
Babeock Group the refue_Hing crane will not be availa_ble as 2 a
planned in support of scheduled project
requirements.
Babcock Group Contractor going into administration Schedule 2 4
Babcock Group materials not performing well during testing Cost 3 3
specialist engineers have been locked down
during Covid which means they have had to
Babcock Group suspend their physical activities until Sept Schedule 2 4
21, causing a backlog of activities and
replanning for facilities.
Technical /
Babcock Group There is an issue of overcrowding in building X. Engineering 3 3
| Performance
Technical /
Babcock Group There is an issue of falling masonry Engineering 5 s
Performance
Babcock Group Specialist builder unable to attend core presentation 8 Schedule 3 2

Babcock Group Roadwork cordon _Scheduls 3 3
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Or heatmaps can be produced for Assumptions.

Heatmap - Global Current
Current Heat Map on 13.12.21 - Current Scenario from 12 Risks
CF
£
o
H
)
-
H
g
"'..
“
s
£ AB 3
.
"
%
oy LY [y LY
5
§
-
Mevrmal et Maragealie Impect Sonncant Impact COrice Impact
Sensitivity
Code  Cass. Project Name
UYVNOD1 People Project X- 123 Something will occur
UYVNOO2  Stakeholder Project Y- ABC Something will not o ccur
UYVNOO3  Security ProjectZ - 005 Technology willwork successfully
UYVNOO4 Stakeholders Project X- 123 Technology can be replaced
UYVNOOS People ProjectZ - 005 Resource is available
UYVNOOS  Security Project Y- ABC Controls in place
UYVNOO7  Security Project Y- ABC Security tools can be replaced
UYVNOO8 People ProjectZ - 005 People survey conducted

This is Beige

§

o

As with the above, all heatmaps can be configured, in this case to a 4x4 matrix. Cell

references, numbering and colours can be configured.
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Risk Profile Chart

Understand the nature and distribution of risk types that your business is exposed to.
This chart provides a summary of risks and a histogram of number of risks in each
category plus the quantitative risk exposure for each category.

Project
Corporate
Manager Sponsor Data Set Total Risks
Admin User 3 Risk Manager 26 Corporate 1
Project Budget (at node) Risk Reference (at node) Risk Budget (at node) Allocated Risk Budget
£200,000,000 £0 £10,000,000 £1,111,905
Project Budget (summed) Risk Reference (summed) Risk Budget (summed) Unallocated Risk Budget
£16,887,188,009 £101,110,000 £324,377,103 £8,888,094
Number of Risks by Category
£1.500000
£ 1.000000
: i
500000

I Cotepory Court —— ohtean

Risk Reliance Chart

Understanding the deltas between scenarios (e.g., Pre, Current and post) can help
understand where the focus of effort needs to be applied to achieve target scores. The
risks that have the biggest difference between the pre and post scores are the ones that
are most reliant on the mitigation actions for effective risk management and those risks
with the biggest deltas between current and post are where the most effort is needed.

Strategic Risk

Risk Severity Assessment (P = Pre-mitigated, C = Current, T = Target) Risk Management
Major Risk it R
30 25 pL 20 18 b 1t Owner Manager

coppg  Currentcompany ) e Aick Owner 1 -
infrastructure is not sufficien...

C0417  Serious HS event Cluster CRO
USA customer is well

C0002 RMO& RM10
established and has a mature...

o362 Iesrparhes prenantes peuvent CRO Contractor A
retirer leur soutien pour plus...

c0a49 Grupo de Brexit ndo arrisca no crRO RMO2

no Brexit.

€0451 WeatherCluster el ¢t m sttt m e s n Admin User 3 Contractor A
C0869  buildings damage Risk Owner 2

€0349 Nva_ han_dglslagar kan.paverka COOUGEALULOLEL, 1 Contractor A Contractor A
projekt i lander utanfér EU

0007 Several core supplierscould w0 RMO6 Risk Manager 30
struggle to produce key prod...

cosso Dl polltlsc‘hen Spannungen ey N T cRO RMOS
steigen zwischen Land Cund ...
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RIC-ROC Chart

The UK MoD developed and uses a means of assessing and reporting fiscal risk which
relies on the categorisation of risk being either inside or outside planned cost provision.
Aside from the ability to improve risk allocation planning capability the balance of RIC
(Risk Inside Cost) and ROC (Risk Outside Cost) is a good indicator of the degree of
effectiveness of the overall risk management strategy and actions plan.

Probability Exposure Dashboard %

Total 288 risks (Project "Corporate’) Date: 01 March 2021 18:34:31

Exposure Current Exposure Target
~RIC
Unassigned
assigned
ROC
Void
LoHI
B rc 7 W ~c 55 = 2
I roc 102 I roc 124 I roc 140
B e 1 W e 19 | 1
Void 1 Void 1 Void 4
Unassigned 97 Unassigned 89 Unassigned 131
Exposure per Provision
160 - £1,400,000,000

140

120

100

Risk Count

2

1
Provision Cost

I pre-mitigated Risk Count Pre-mitigated Provision Cost I current Risk Count

—#— Current Provision Cost - Target Risk Count —&— Target Provision Cost

Print Configure Close

© riskHive Software Solutions 2024 Page 22 of 22



