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Thank you for purchasing Enterprise Risk Manager from riskHive or one of our resellers. We value your
business as an Enterprise Risk Manager customer, and we are here to help.

If you need help you can use any of the following options:

Q Call us on +44 1275 54 58 74

@ Email us at support@riskhive.com

N/
AN

User our ‘Instant Answers’ from our online interactive support solution

Refer to our FAQ, Feedback and Support, which is available to you from the help
T:J' menu in the application

riskHive Enterprise Risk Manager

The riskHive ERM is a fully featured, online Enterprise Risk Management and Risk Register Handling
solution. As a web-based tool it is constantly being updated with the latest and best functionality to support
evolving needs of high-end risk managers and senior executives in large, complex businesses.

The central risk repository is used for collating and storing risk registers with essential risk reports and
quickly and effectively centralises and maintains your risk registers whilst not changing the way you work by
allowing the export of registers back to your native format.

The core system is designed to manage risk treatment information; produce management reports and
information dashboards; manage asset and insurance information; and produce bowtie diagrams and
graphics for better risk articulation. The riskHive ERM is aligned to both the ISO 31000 and COSO
frameworks' and is highly configurable by the User-administrator. The system can be configured to be
multilingual and to display your own risk terminology. Multiple currencies can be managed for assessment
and reporting and are User-switchable.

You can run cost and schedule analysis; manage information security risks in line with ISO 27001; and
manage control assurance information.

This guide covers functionality available in the system for Users, Risk Managers and Administrators. One of
the many advantages of this system is its configurable nature. This means that each Company can request
different configurable features or even have features removed. Due to this, this manual may not display
the same functionality as you experience in the tool. Contact your administrator for a list of their
configuration changes.

We hope you find Enterprise Risk Manager useful and easy to operate. We are eager to hear your feedback
- either positive or critical - and ideas. Our contact information is provided above.

We hope you have an enjoyable and productive experience!

" Appendix 1 — ERM functionality link to 1SO 31000 & the COSO frameworks
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Version Update Notes

In this latest addition of the Help Manual, we have included:

Ref Section

Dev-068 1
Dev-332 5.4.3.1

Dev-375 5.4.7.1

Dev-400 6.4.10.1

Dev-286 5.6
Dev-351 5.8.1.24

Dev-347 5.9.1.3.5

Dev-366 5.9.1.6.2

Dev-370 5.10
Dev-362

Dev-322 5.14
N/A 8.13
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Description

Updated Application Hosting — Operating System Information

Nuances for users display when not enabled with tree view permissions —
New section to provide more detail around user selection options when
using parent/child register aggregation.

Calculate Headline Quantitative Score

New functionality to be able assign individual values for quantitative data
to arrive at a headline score.

Treatment Actions

New Field Closed Date

Updated section on Deleting Risks

Project Risk Count

New dashboard

Bowtie — Has Happened

New indicator available

Users and System Activity

Updated to include reference to additional activity logging

Monte-Carlo Analysis — new section (now split from tools) plus new
functionality:

Cost Profile Definitions / Transfer of Adjusted Risk Values

Section has been rearranged to account for new editor layout.
Searches and Filters — Removal of ‘Manage Filters and Setting Sets’ as this
was not working as users expected. This is being re-worked for a future
release.

New section to explain meanings behind the different ‘toast’ messages
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The installation of Enterprise Risk Manager varies dependent on whether riskHive or your organisation is to
host the system. If your company hosts the webserver and ERM data, then there may be additional
requirements to access the system.

All that is required to use the application is a standard modern Internet browser. The application supports
all platforms (not just Microsoft-centric systems) on multiple devices that can run a browser such as PC,
Mac, Smart phone, Tablet, eBook, etc.

All browsers are supported but those we certify to work correctly are MS Edge, Firefox, Chrome, Safari, iOS
Safari and Opera browsers.

The application itself must be delivered to the users using a physical server. This can be an actual ‘server’
or a PC or even a laptop configured with some server components.

Recommended minimum system in Bold.
Operating System:

Windows Server 2016 or Windows 10 or later
Microsoft .NET Framework 4.8

11S10 or above

Database:
SQLExpress or SQLServer 2019 or later

Internet browser:
MS Edge, Chrome, Firefox, Safari, Opera

The software includes “factory set” terminology that relates to ISO 31000, it also has pre-set dropdown lists
for risk reporting; however, all pre-settings can be User adjusted to meet your requirements.

You are advised to check your organisation’s procedures and policies to ensure that the terminology is
appropriate.
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The following are common terms used when carrying out Risk Management. Not all terms are used in the
riskHive ERM but all of them should help the User gain a better understanding of how to identify, collect,
manage, analyse, and report risk. Terms used in riskHive ERM are in bold.

Assumption

Broad Brush Risk
Assessment
(BBRA)

Cause

Causal Chain

CCS

Consequence
Control

CWS

Effect

Event

Exposure
External Context

Financial Impact

Frequency

Hazard

An assumption is a presumption or supposition with a degree of uncertainty. In the
system Assumptions are input items with a high degree of pre-supposed dependent
factors that have a degree of uncertainty.

A Broad-Brush Risk Assessment (BBRA) is a facilitated risk assessment that endeavours
to identify all the significant hazards that may impact upon the organisation, including

Health and Safety and Environmental aspects, but not necessarily every instance of the
hazard manifesting itself as a risk.

Directly precipitates an event.

Necessity. A cause must be necessary, i.e., without it, the event would not have
happened.

Sufficiency. A cause must be sufficient, i.e., sufficient to precipitate the event alone.
Conditions. A cause usually has conditions, i.e., other elements which are necessary for
the adverse event/change of state but not in and of themselves sufficient to cause it.

Often used legalistically it describes a series of events/events and conditions which are
directly linked to each other, i.e., one caused the other. Causal chains are usually

necessary to prove fault.

The Corporate Cost Score shows corporate scores by cost only. Corporate scores are
global scores and are defined in the Global Heatmap.

Outcome of an event affecting objectives.

Measure to modify

The Corporate Worst Score, i.e., the worst score of each of the configured impacts (cost,
time etc.). NOTE: Corporate scores are defined in the Global Heatmap whereas Project
scores are defined by the administration of each project Heatmap.

The set of direct and indirect causal implications from the realisation of the risk.

Occurrence or change of a set of circumstances (an event can lead to a range of

).
Extent to which an organisation is subject to an
External environment in which the organisation seeks to achieve its objectives.

The direct and immediate financial effect that a business will feel because of the
realisation of a risk.

Measure of the of an expressed as several events or outcomes per
defined unit of time.

A source of potential harm to a person, or a situation that has the potential to cause
damage or loss to the business, its plant and infrastructure or its people.
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Impact

Indicators

Influence

Input Items

Internal Context

Mitigation

Monitoring

Opportunity

Outcome

Parameters

PCS

Probability

PWS

Residual Tisk

Resilience

Review

Risk

Risk Acceptance

Risk Aggregation

The direct and immediate outcome of the risk being realised.

Used in the context of ‘key risk indicator’. The state of an object or relationship which
suggest that something is at risk.

The state/condition of an object or relationship which may influence another object or
relationship.

The system manages more than just Risks. For example, it can handle such items as
Trends, Assumptions, and Issues. These things can have different metadata assigned to
them and have different workflows. We refer to these inputs as

Internal environment in which the organisation seeks to achieve its objectives.

A strategy or series of activities which are designed to reduce the impact felt by the
realisation of a

Continual checking, supervising, critically observing or determining the status in order
to identify change from the performance level required or expected.

One of riskHive’s’ ERM . A possible action that that can be taken that could
have a positive effect on objectives.

The direct event and set of conditions which result from the realisation of a risk
event/change of state.

Defined within this document as a set of tolerable values, e.g., lowest tolerable value,
and highest tolerable value.

Project Cost Score. The Project scorings for cost only.

Chance of something happening (AKA: Likelihood or Frequency). Measure of the
change of occurrence expressed as a number between 0 and 1, where 0 is impossibility
and 1 is absolute certainty.

Project Worst Score. The worst risk score of each of the configured impacts (cost, time
etc.).

Risk remaining after risk treatments (AKA retained risk). Residual risks can contain
unidentified

Capacity to resist being affected by an

Activity undertaken to determine the suitability, adequacy, and effectiveness of the
subject matter to achieve established objectives (this can be applied to the
) ora

There are several definitions for ‘Risk’. We use the 1ISO3100 definition — A negative
effect on the uncertainty of objectives. (Some organisations refer to risks as ‘Threats’).

Informed decision to take a particular

Process to combine individual to obtain a more complete understanding of
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Risk Analysis
Risk Appetite

Risk Assessment

Risk Attitude
Risk Aversion

Risk Avoidance

Risk Context

Risk Criteria

Risk Evaluation

Risk Financing

Risk
Identification

Risk
Management

Risk
Management
Framework

Risk Matrix

Risk Owner

Risk Register

Risk Retention

Risk Sharing

Risk Tolerance

Risk Treatment

Threat

Treatment

Classification: Internal

Systematic process to understand the nature of and to determine the level of risk.
Amount and type of an organisation is prepared to pursue to take.
Overall process of risk identification, risk analysis and risk evaluation.
Organisation’s approach to access and eventually pursue, take, or refuse

Attitude to turn away from

Decision not to be involved in, or to withdraw from, an activity based on the level of

The goals, objectives, strategies, scope and parameters of the activity, or part of the
organisation to which the risk management process affects.

Criteria against which risk is evaluated in association with organisation’s internal
policies, goals and objectives and the interests of stakeholders.

Process of comparing the level of risk against the criteria.

Form of
meet the financial

involving contingent arrangements for the provision of funds to
should they occur.

Process of finding and describing sources of risk.

Coordinated activities to direct and control an organisation regarding risk.

Set of components that provide the foundations and organisational arrangements for
designing, reviewing, and continually improving risk management processes throughout
the organisation.

Tool for ranking and displaying by defining ranges for and
Position holder who is delegated the responsibility for ensuring that the mitigation

treatment and associated actions to minimise the impact of the risk to the business are
effectively actioned.

A register of assessed business risk which is maintained and reviewed for purposes of
reference, assurance, and continual improvement.

Acceptance of the benefit of gain, or burden of loss, from a particular

Form of involving the agreed distribution of with other parties.

Organisation’s readiness to bear the after to achieve its objectives.

Process of selection and implementation measures (
existing risk to zero or a lower risk level.

) to eliminate or modify the

Effect of uncertainty on objectives (Alternative to the use of word ‘Risk’ for some
organisations).

The application of some form of action or behaviour towards a risk or its indicators or
impacts. Risks can be treated by either reducing the probability that they will occur or
by reducing their impact.
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Trigger A trigger is an event or the presence of a set of pre-conditions which gives rise to the
cause of a risk.

Uncertainty State, even partial, of deficiency of information related to or understanding or
knowledge of an , its ,or .

Vulnerability Intrinsic properties of something that create susceptibility to a source of risk that can
lead to a
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General Functions for Users
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As Enterprise Risk Manager is a web-based system the only software required to access the system is a web
browser such as Microsoft Edge, Chrome, Firefox, or Safari. To access the system simply open your chosen
web browser and enter the provided web address to access the system.

When first connecting to the system, you will be presented with a login dialog box. You will need to enter
the Username and password that have been assigned to you, then press Login. This will take you to the
system main screen.

Customer Logo

Username |Usemame.” |

Password |Passx-vordm |

User Manual

Login

Figure 1 - ERM Login Dialogue

If you are using Single Sign On (SSO), you will either be directed to the ERM system via your company
website / intranet, in which case your log in screen may look something more like the log in screen below.

ERM - Live ERM - Dev ERM - Training

Figure 2 — Customer Specific SSO Login Dialogue

Alternatively, you may see the ERM screen, but with the option to sign in using SSO. If this is the case, just
select the Login using SSO Gateway.

Customer Logo

Username Username... ]

Password | Password... ‘

User Manual

Login using SSO Gateway

COR!

Figure 3 - ERM Login Dialogue - SSO
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Once logged into the system you will be taken directly to the main screen. The main screen is split into four
key areas:

Top Navigation Bar This is identified by a Grey Bar and holds the System Menu Option, the
Help Button, the Navigator Option, (sometimes referred to as the tree or
node structure) containing the list of all the project risk registers, Node
Information, Edit Node Data, Alternative Navigator Views, Grid Settings,
Row Selection options and Your Messages.

Upper Grid Control Bar This section contains the menu options available for the Grid selected.

The Main Grid This part of the screen shows the main risk information related to the
selected risk register.

The Lower Grid Control Bar ~ Provides the information regarding the number of risks visible and page
navigation buttons.

Top Navigation Bar )
/ Upper Grid Control Bar
'Ccrpumte - =58 A Enterprise Risk Manager (RCL) .-

Control Type  View = — - N .

Al Risks any/alavaiabie § = | B Zl+ja]b A{ FmjCy s = v
Code Node info Risk Title Risk Start Date _ Risk Finish Date Classification . Risk Owner Pre_Score Curr_Score Prj Tar_Score LastReviewed  Trend
coosz coporate  @IE Third Party Mangement 25.08.21 011021  Operational  RCLOL 12 s 030123 ®

9 150523 ®

02.05.21 260822  Operational Ian Baker 12

a
g
)
a
g
(<]

Main Grid -
Lower Grid Control Bar

Figure 4 - The ERM User Interface

At the top left of the screen are the primary buttons which help Risk Managers manage risks, project data

and reports.
1 2 g 4 5 6 7 8 9

Control Type O B = + 0| | | &~ C s @

Un-controlled Risks

10 11 12 13 14 15 16 17 18 19 20 21
Figure 5 — Key main buttons and functions

The functions bar contains most of the buttons and selections you will require to select functions or
navigate around the system.

1 This option helps you log out and access other areas of the
system. Depending on permission this may include
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any / all available

administrative aspects, but generally it includes the Dashboards
page.

Help provides Information and support through access to both
PDF and web-based User Guides as well as a searchable
knowledgebase of ERM and the ability to report problems and
provide recommendations to improve the software to the
Support Team.

Enterprise Project Structure (EPS) or Nodes list enables users to
find where risks are stored.

View Node Overview provides a summary of the key features of
the project.

Edit Node Data button. View and edit the project information.
Includes project rating, budget, state, and ownership. This is
taken from the project node and its subsidiary nodes.

Change Navigator View. The EPS is the normal Master view. The
user can see the project through alternate views/structures
which can be set up. This will usually include Levels of Escalation
and might also include the alternate structures of Cost
Breakdown Structure (CBS) and/or Work Breakdown Structure
(WBS).

The Change Grid Settings button enables you to filter the risks on
screen. This option is also included within the Grid Controls
panel (see below).

The Row Selection Mode button allows for selection rows or
pages of risks.

The User Messages button opens the local message inbox for the
logged-on user. Messages within the inbox are those created by
the Monitoring and/or Validation system.

The Control Type View button enables the options to select
controlled/uncontrolled risks, the Scenario, Display Type (e.g.,
Risk, Issue, Action etc) and a specific User View. Depending on
your configuration not all these options will be displayed.

The Node Only button displays only the risks in the selected EPS
the structure. Select to see subsidiary nodes.

The Show Split Panel button switches the application into risk
line items and edit panels.

Once a risk(s) is selected, users can use the Edit feature to make
changes to the risk’s details.

The New button helps create risks.
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Delete a risk. A deleted risk will be removed from the screen and
placed in the archive. A Retired risk has been through the risk
management cycle but could still be impacting the live system
(such as the aggregate probabilistic means for its assigned node).
A Retired risk will remain on screen.

The Duplicate button enables the user to copy risks to other
levels within the EPS.

Reporting Parent button provides access to the main reporting
systems. These are presented as foldouts (sub-menus) to the
parent. There are 5 sub-menus. These are: Dashboards, Excel
Reports, Excel Registers, Report Scheduler, My risks, and My
Actions.

IR E=0 A

Be
b

Offers several dashboard style reports.

Configurable Excel Reports.

Configurable Excel Export and Import Registers

Project Reports are only available to System Administrators,
provides node data information as an Excel Report.

Schedule an Excel Report or Excel Output register to occur on a
regular basis.

My Risks enables you to see the risks which you have been
identified as the risk owner or managing the risk.

My Actions shows the status of all the actions allocated to you.

The Tools button provides the options to run a statistical risk
analysis (Monte Carlo simulation), create Bowties and Groups.

When drop down menus, users or information has been changed
by the Administrator, the Refresh Grid will help show the

changes on screen.

The Reverse Sort button reverts the main grid sorting to the
initial configuration.

The Risk Summary/Review displays the details of a risk so that
the risk can be reviewed, edited, and printed.
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The System feature provides access other areas of the system, such as access to Administration or Datasets.
However, this will depend on the user permissions setting.

# Main
Dashboards
Administration
Datasets

& User: manager

= Logout |

Figure 6 — The System menu

Select “Dashboards” to give you instant access to the Project Summary Dashboard. Select “Logout” to log
yourself out of the system.

Within your User Settings you can change your Password, Email Address(es) and Phone Number(s).

Go into the Systems option, click on your User name and the following panel will appear:

Username
manager

Real Name

[manege] ]

Password’
Show password characters,

Primary Email Address

Email Address 2

| |
Phone Number 1

| |

Phone Number 2

Update Close

Figure 7 - The Change Password button and panel

Type in your new password and click on the Update button.
By clicking on the ‘?’, guidance notes for password creation will appear.

Passwords must obey the following rules:
At least 8 characters long and no longer than 128 characters.

No more than 2 consecutive characters the same.
Meet at least 3 complexity criteria (at least 1 uppercase, 1 lowercase, 1 digit, or 1 special character.
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This feature provides several help options.

1 Help ¥ Navigator: [SRIesy

wIFAQ, Feedback & Su... o
d | User Manual C
Noc Online Tutorials B
“o Custom URL
Nid
o Event Log de
Nid
s Client Error Log
Nide hd

Figure 8 — The Help button
4.3.1. FAQ, Feedback & Support button.

This can be used to contact riskHive support, give feedback on the system and browse the knowledge base
of frequently asked questions.

Send message

Figure 9 —The FAQ, Feedback & Support panel

To begin searching the current knowledge based, type your search word(s) in the Message subject. The
search is intuitive and will direct Users to existing online material (orange lightbulb) or documents (piece of
paper). The results will be displayed on the left-hand side of the panel.

Feedback ideas are captured in the bottom Left-Hand Side of the panel. All users can vote and/or add
comments on these ideas. This information is captured and reviewed by riskHive to help determine future

delivery possibilities.

By selecting Contact Support users can ask for direct help to a problem. By selecting Give feedback, users
can offer advice on how to improve the system.

NOTE: If you wish to find out more about the riskHive company, our consultancy and tools please select the
riskHive symbol at the top right of the main screen.
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This provides you with templated riskHive videos on functionality such as creating risks, copying risks etc.

Where a customer has developed their own training videos or reference material, this can be linked to that
customers URL. This link will only appear if this functionality has been used by that customer.

The Error log is log of what happens on the server where ERM is running. It will report such things as
database errors hidden from the outside world. You should run the event log after any error and include
this within any communications to support@riskhive.com.

The Client event log reports problems on the “Client” (the Browser, edge, chrome) and might report
problems with the User interface (input, display problems.). You may be asked to run one of these if you
are experiencing error regarding the ‘client’.

The EPS (sometimes referred to as the tree or node structure) is a list of all the risk registers. When you
select a risk register, the risks within this register will appear.

The path of the node is displayed. When the path is too long, rest the mouse cursor over the node to view
the full path details.

Navigator: |[Shi

Maintainance and Service Contracts
UK - London Underground
USA - Chicago Trams
NZ - Christchurch South West Trains
Australia - Sydney Fast Ferries
@ Australia - Developing the Emergency helic...
Argentina - Buenos Aires Subway
China - Beijing Electric Bicycles
Japan - Tokyo Water Bus
Denmark - Malmo Oresund Bridge Train
Spain - Madrid Metro
Italy - Rome Scooter Express
Ireland - Dublin Trams
1. A Projects -

Figure 10 - The EPS or Node Structure menu
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4.5. View Node Overview

This button will provide you with a summary of the main project features.

-USA Chicagn Trams o
Mode 'USA - Chicago Trams’ detaiks on datr: 17.07.20
Rating sate Score
SeowsWeskness
fiode Type Start Dote. Project Budget (at nade) Project Budge (summed)
Project 100615 525,006,415 525,008,419
sponsor Finish Date Risk Buoget (st node) Risk Budget (summed)
««««« e oL0630 54001026 5100028
Manager Dataset Risk Reference {at note} Risk Reference (summed)
none assigned Maintenance Service Contracts 2 0
Noite Risk Aliocation
N
Camiibuting Risks Scenario
o Currers
ninimum Expecten warimum Lsery > 50% Pron. Proanilstc Mean
SO B — L] S——
Medealves
suman .
e
i
Sumam i
samam = i
- i
i
QT T . T
Close

Figure 11 — The View Node Overview button and panel

4.6. Edit Node Data
The Edit Node Data is permissions based, therefore you may or may not have this option.
It is vitally important to understand the journey the project will face and the projects general health, which

in turn will help readers understand the risks better. The Edit Node Data panel helps us define the projects
context.

o —
i :de Data x|
- —
.- ‘ ‘
g Description Q Objectives & People ﬁ: Custom Fields
-ﬁa’ Custom Arrays % Project Attachments
TIMELINE DEFINITIONS —
11 Phases {:r Milestones
2
REVIEW & AupIT —
]- Assessment n Sign Off

Figure 12 - The Edit Node Data button and panel

Node Description Provides the basic description of the project
Information E with start and finish dates.
Q Objectives Lists the objectives for individual projects.
[ ) People Shows those responsible and stakeholders for
-l

the project.
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Timeline
Definitions

15
PA¢

Review & Audit l-

Custom Fields

Custom
Arrays/Benefits/Options

Project Attachments

Phases

Milestones

Assessment

Sign Off

Shows custom lists and fields for the project.

Shows custom arrays and fields for the project.
Contact riskHive Technical Support if you wish
to use Options.

Shows attached documents and hyperlinks for
the project.

Shows the various phases of the project.

Shows the various milestones of the project.

Gives a general assessment of the project’s
health along with supporting documentation.

Providing you have elevate permissions, you
can sign off a project’s risks showing the date
and comments of the last formal assessment
and approval.

General information on the project is captured such as the start and finish date of the project, the budget
and risk contingency, the phase and geographical region of the project.

&

Title

Notes

Maintain the current trains and stations for the London Underground.

Deliver standard service contract to existing London customers. Risk
maturity is good.

Node Type Node category Current phase’ External Project’

‘ Project V| | v ‘ | v ‘ ‘ Project 1 '|
Start Date Finish date Navigator map region®

‘01.01.20 | |30.06.25 | Europe hd ‘

Project Budget (at node)

Risk Reference (at node)

Risk Budget (at node) Cost per unit (Day)

‘SUU,DDU,OOO

| o

|50,ooo,ooo ‘ ‘o

Save Changes Close

Figure 13 - The Description button and panel

The Title is the full title of the project.

The Notes section enables you to describe the project and its context.

Node Type enables you to indicate if it is a programme or a project.

The Node Category indicates they type of project.
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The Current Phase indicates which phase the project is currently in i.e., manufacturing phase.

The External Project indicates which project is assigned to the node. This is relevant if you are using the
Linked Task functionality.

The project formal start and end dates are indicated in the Start Date and Finish Date.
The main residency or headquarters of the project can be identified in the Navigator map region list.
The Project Budget* (at node) is the Project Budget for the node level.

The Risk Reference* (at node) is where there is a need to have a different value against your project, that is
different to the Project Budget.

The Risk Budget* (at node) is the budget allocated to risks.

The Cost per unit (Day) is the pre-determined value you wish to allocate to time. (This is important if you
are using the Schedule Analysis functionality).

*Refer to additional notes in section 5.12.6 in the How do I? Section

It is vital that the objectives of the project are fully documented so that further analysis can identify if the
risks impact the objectives and therefore the potential success of the project.

v

Objective T Objective Name Instrument /M Instrument Name

Remove

1- Develop
new markets

Develop new markets in space travel
in space
travel
2- Maintain
or improve
customer
relationships

Work with current customers to address problems and improve

Maintain or improve customer relationships 21
communication.

3-Improve
company

Sfciency by | ornany effciency by inreasing company knowledze. 11 Improve communication and general efficiency through staff training
increasing programmes.

company

knowledge.

Figure 14 - The Objectives button and panel
Each objective is numbered and subsidiary objectives (i.e., Instrument Name) is also numbered.

To add an objective to the project select Add:

Objective’
( 4]

Instrument

Figure 15 - Selecting Objectives
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Select an objective number and an instrument (sub-objective) number. The objectives text will appear on
the right, then select Add.

The major influential people related to the project are identified in the people section. These people
contribute to the general health and progress of the project and therefore are stakeholders in the risk’s
progression as well. Keeping stakeholders informed of major and sudden risks is important as they will
provide support and additional contextual awareness when required. These fields are configurable;
therefore, your screen may look different to the one below.

- Project Manager’ Project Sponsor’

Finance Commercial

Risk Manager

Figure 16 - The People button and panel

The most common types of people are:
The Project Manager is the person with ultimate responsibility for the project delivery.

The Project Sponsor identified the need of the project and the projects definition. Usually someone in
senior management who resolves issues that are beyond the control of the project manager.

The Finance representative of the project reports on the projects budget, spending and financial forecasts.

The person responsible for sales, marketing, contracting, negotiations, finance, and contract law is the
projects Commercial contact.

The Risk Manager ensures the risk management process is appropriate and followed.

Please enter as many stakeholders as possible and select Save Changes.

If you are required to complete additional information regarding the project, then you will have a Custom
Fields option in the Node Information panel. The drop downs will have been configured by your system
administrator in line with your risk management policy requirements.

An example is shown below:

o

Hame of Custom List Custom Field Title’

Option 2

Figure 17 - The Custom Fields button and panel
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4.6.5. Project Attachments

Important documents and hyperlinks relating to the project can be attached i.e., Project Overview, Risk
Management Strategy, Project Schedule.

Q

| Uplozd Attachment | Add Hyperlink [| Delete / Remove
Attachment Tii L Creator

https://unw.riskhive.net/vs/Main.htm 2019-01-22 18:12:35Z
2016-02-25 14:59:23Z
2016-02-23 15:41:56Z
2016-02-09 17:30:18Z

manager

RIBA Plan of Work 2013 Overview.pdf
EU Guidelines for Business.docx

http://riskhive.com/
«

manager
manager

manager

.

Figure 18 - The Attachments button and panel

To attach a document (Microsoft Word, Excel, PowerPoint, Project as well as pdf and notepad text files)
select Upload Attachment. To include a hyperlink select Add Hyperlink.

4.6.6. Phases

By listing the many phases of a project, the Risk Manager can identify which risks could impact particular
phases of a project.

11 — Phases - RCL <]
9 -]
Phase Date Duration (days) Cost/Unit Sort 1 Notes
Research 10.06.15 100 0 10
Assessment 18.09.15 50 o 20
Detailed Design 07.11.15 150 o 30
Manufacture 05.04.16 250 o

40
I

Viewing 1-4 of 4.

Figure 19 - The Phases button and panel

To add a Phase, select New and the following panel will appear:

Create Phase n
Phase Type” Order

( +] | |

Duration (days) End Date
\ | |

Notes

Save Close

Figure 20 — Adding a Phases to the project

The Phase Types has already been created and is listed.

In the Duration section, identify how many days has been allocated for this phase.
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The Order section relates to the sort column. The first phase will be 10, the second phase will be 20 and so
on. This is to ensure the list of phases are in the correct order.

The End Date identifies the ending of the phase.

The Notes section can be useful to add a fuller description or context.

It is very important to identify the major events in the lifespan of a project. A list of milestones not only
gives the reader a greater context of the project but also allows users to identify which risks may impact
which milestones.

A

New Edit Delete
| Milestone Date
04.07.16
20.09.16

T Notes

| End of Concept Stage Notes to be entered here.

| End of Design Stage Notes to be entered here,

I s v

Figure 21 - The Milestones button and panel

Select the New button and the following panel will appear:

Name

Date

Notes

Figure 22 - The Create Milestones button and panel

Type the name of the milestone into the Name section, select the date when the milestone will take place
in the Date section and select Save.

It is always useful to understand the general health of the project which may give greater understanding of
the project risks.

[~

Has Assumptions Reglster / MDAL

Has supparting infarmation

Figure 23 - The Assessment button and panel

Classification: Internal
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The Score describes the general health of the project and options include On Target, Minor Weakness,
Serious Weakness or Critical Weakness.

The Rating section identifies if the project is considered critical to the business path or not.

The State identifies if the project is Live or Not Live (archived). If you select Not live, the circle next to the
node will turn red once you log out and then log back into the system:

avrstralia Sydiney Fast Fermies
@ Australia - Develaping Emergency halicopters
Argentina - Busnos Alres Subway

The overall Maturity Level of the project will help readers understand why a project may have a high level
of risks.

Underneath is an Audit section which enables you to identify which core documentation the project has.

Once your changes have been made, select Save Changes.

This tab is provided to only those users who have rights to assess and approve the overall risks of the
project (i.e., CEOQ, Director). The administrator will ensure this person is given the appropriate access (i.e.,
elevated).

When the Sign Off button is selected, the following panel appears:

Notes

Assessed By
<not currently assessed>

Assessment Date

<not currently assessed>

[] | attest that the information contained in this register is accurate and complete an
that there are no additional known risk exposures or disclosures or other matters |
requiring escalation to Group, which may impact on the integrity of the enterprise |
risk environment or ctherwise prevent the plc Board from making the required

disclosures in respect of principal risks and uncertainties in the Annual Report and
Accounts.

Confirm & Lock Close

Figure 24 - The Sign off panel

The Notes section gives the person signing off the risks the opportunity to explain some of the context or
why they believe the risks are appropriate to the project.

Select the tick box relating to the attestation statement.
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Select Confirm & Lock. A confirmation panel will appear:

| confirm that the information contained

in this register is accurate and complete

and that there are no additional known

risk exposures or disclosures or other

matters requiring escalation to Group,

which may impact on the integrity of the

enterprise risk environment or otherwise prevent the
plc Board from making the required disclosures in
respect of principal risks and uncertainties in the Annual
Report and Accounts.

Note that ence locked, only the current user can unlock
this project to update or remove the sign-off.

Confirm & Lock

Figure 25 - A Confirmation panel
Select Confirm & Lock.

When you or others view this panel, they will see your name and the date when it was assessed.

Notes ‘
Management review carried out with Risk Director and Senior Management Team | |

Assessed By
manager

Assessment Date I
17.07.20

| attest that the information contained in this register is accurate and complete an
that there are no additional known risk exposures or disclosures or other matters |
requiring escalation to Group, which may impact on the integrity of the enterprise|
risk environment or otherwise prevent the plc Board from making the required
disclosures in respect of principal risks and uncertainties in the Annual Report and
Accounts

Confirm & Lock Close

Figure 26 - A completed Sign-Off panel
This will now be a historical statement of the date when the projects risks were assessed and confirmed.

Only the person who originally locked the risks can unlock them. Equally, only an Administrator can reset
all signoffs (through the Sign-Off Reset (All) option).

Depending on your access, you may have access to Rates/Exchanges.
The Rates/Exchanges indicates how the various impact assessments will be measured. For example, Cost is

measured through a country’s currency, Time is measured through a variety of time durations. Cost and
Time are the key measurements for each project.
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- | .
time”

cost”

‘ GBP (£) V‘ | Days "|
performance reputation

| <] | ]
Health and Safety Legal

Save Changes Close

Figure 27 — The Rates/Exchanges button and panel

The Navigator View is permissions based, therefore you may or may not have this option.

Select the Change Navigator View button:

& x

Views [MESter V]

i

Change Close

Figure 28 - The Change Navigator View button and panel
Select the node structure you wish to see and then select Change.
The Node structure has changed to the different levels of hierarchy and depending on the node you select.

Levell-Corporate y

4  Levell-Corporate
4 _ Level2-Strategic
~ ( Level3-Programme

Figure 29 — The Escalation Levels within the node structure

If you select the Escalation option, risks could have been automatically escalated through their Heatmap
score or a user could have selected a particular escalation level for a risk. If you select the 2 other view
options, the user would have needed to select these views for each risk. To return to the normal node,
select Master.
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4.8. Grid Controls

This panel enables the user to organise the way they view and select risks on screen.

Open All Sections +

GRID CONTROLS —

ﬁ Grid Settings B Toggle Hierarchy View

COLUMNS & Rows —

m Column Visibility * Row Selection Mode

Figure 30 — The Grid Controls button and panel

Grid Controls ﬁ Grid Settings Filtering the risks on screen.
Toggle Hierarchy View Displaying either the risks within the current
E node or including risks within subsidiary
nodes.
Columns & Dj Column Visibility Temporarily displaying more columns.
Rows
* Row Selection Mode Selecting rows or pages of risks.

4.8.1. Change Grid Settings

The Grid Settings are another way for users to view risks through creating their own filters.

Display
Scenario
Hierarchy | Node v ‘
Include Live only v
Tree Line | Restricted (Direct Family) V‘
Show | In Progress (Active, Attested) V‘
e
Risks Al hd
o

Update Close

Figure 31 — Grid Settings button and panel
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Grid Settings allow users to view input items by type. The options available will be dependent on the
options selected by your administrator.

Display
Risks
Opportunities
Issues
Notifications
Audits
Trends
Assumptions
Mobile
Actions
Benefits

Scenario

Hierarchy

Include

Tree Line

Show

Controlled Risks

Restricted Risks

Cost

Time

Classification: Internal

The default view displaying only risks.

Displays only Opportunities.

Displays only Issues.

An additional grid to display ‘additional’ record types if required. (E.g.
records where a user is unsure of the actual record type).

This is a new grid type and is currently under further development.
Trends could indicate emerging risks which are not formally listed as risks
but are showing signs of developing into risks. Equally trends can indicate
something which could positively impact risks and their mitigation. This
displays emerging trends so that very early risk/opportunity information
can be monitored as soon as it begins to develop.

Displays only Assumptions.

Gives you a cut-down view optimised for smaller screens such as tablets
and smartphones.

Display all the actions within the current node. You can also view the risks
they relate to.

Displays the benefits within the current node.

Scenarios represent pre-mitigated, current and target risk assessments.
View risks allocated to the selected project node or the project node and
the nodes descendants.

View risks from projects which are either live or not.

The Tree Line relates to the node structure.

Restricted (Direct Family) — Displays risks whose owners are allocated to
the selected node and nodes above.

All Users — Shows risks owned by all users.

Node and Children — Shows the risks of users who have access to the
node and subsidiary nodes.

Views risks in a variety of states.

Displays risks that are controlled or not by their Actions. There are 3 filter
types:

All — Display all risks irrespective of their control state.

Un-controlled — Displays only those risks that are not controlled by their
actions.

Controlled — Display risk that are controlled.

This option is only available to users that have “Restricted” permission.
“Restricted” implies a user may view and edit risks marked as restricted.
There are 3 filter types:

Standard — Displays standard (not restricted) risks.

Restricted — Display risks that have been tagged “Restricted”

All — Display all risks irrespective of their restriction level.

Enables you to set the cost view to a specific currency which is essential
for geographically dispersed organisations.

Enables you to set the view by time. For instance, certain projects may
view time by days and others by weeks or another unit of measure.
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Toggle between viewing risks within the selected project node or descendant nodes.

=

Figure 32 — The Toggle Hierarchy View button

If you select a node, the risks within just that node will appear on screen. If you select Toggle Hierarchy
View, the risks within any subsidiary nodes will also appear on screen.

The Column Visibility panel allows you to select additional temporary columns which will be added to the
main screen but will disappear when you log out of the system.

The options available will be dependent on the options selected by your administrator.

i

Realised

Full title

Risk type

Current Prob

Mitigation J
Has Actions
Ctrl
Cause O
Effect [l
Assumption J

Status

Cost Mean Formatted

Figure 33 — The Column Visibility button and panel

Select the columns you wish to see, select Update. The columns will appear on the main screen.
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To select an individual row, click with the left mouse button on a row. However, you can use the Row
Selection option to select a variety of rows and pages.

r

Select: None Page A nverse

Sticky:

Multi Group

Close

Figure 34 — The Row Selection Mode button and options

Select

None No rows are selected.

Page Only the rows on the current page are selected.

All All rows on subsequent pages are selected.

Inverse If you have already selected rows, you can use inverse to select all other
rows e.g., if you want to select all rows on the main screen except 2 rows,
select the 2 rows you do not want and then inverse, and all other rows will
be selected.

Sticky

None No rows are selected.

Multi Randomly select rows.

Group Select consecutive rows. Select the first row and the last row and all rows

in between will become selected as well.

Remember to turn this feature off when you no longer need it.

k Refer to 5.8.4.

[‘!‘] To complement Monitors and Validators (see Administration: Manage Tasks), when a Monitor or

Validator generates an email, the application also stores the email directed at ERM users as local

messages. This provides a basic inbox that alerts users to system messages. When a user logs in and they
have un-read messages, they will see an alert (bottom right). Clicking the alert (you have N new messages)
or selecting this (“Your Messages”) icon invokes the local inbox.
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|

L B Read | - Delete | ~ Show All J
I
Created | User Name Email Code Node Message Type Unread Title
) UK . . RN )
08.06.18  Risk o . UK - London Action Responsibility 1 Actions within Risks UK LU 0290, have been assigned Management or
: ary.lowe@riskhive.com LU v

15:01 Manager 2 b0 Underground Change Ownership to you
08.06.18  Risk T e U uk-tondon Treatment » 1T within Risks UK LU 0345, have been assigned Management or
15:00 Manager 4 - - 5545 Underground Change ownership to you
08.06.18  Risk e co3s Risk Responsibility ) ‘ ‘ .
R Manager 2 Gary-loweariskhive.com 5% Corporate prishing v 1 Risks have been assigned Management or Ownership to you: C0362
08.06.18  Risk - co3s Risk Responsibility ) i
20 Manager 3 Gary-lowedriskhive.com S Corporate Chonog v 1 Risks have been assigned Management or Ownership to you: C0362

« |« 1| | »

Close

Figure 35— The Your Messages local inbox

Within the local inbox, a use may “read” the full message (which marks the message as read), permanently

“delete” messages or “show all” previously read messages.

Classification: Internal
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5. Upper Grid Control Bar

5.1. The Control/Type/View Button

The Control / Type button opens a pop-up (below) for the type where you can select the following options:

Control Type View = E # + |

All Risks any / all available

Controlled Risks (Control)

All v
Scenario
Current v

Display (Type)
Risks v

User Views (View)

any / all available

Set & Update Cancel

Figure 36 — The Control / Type / View button

Control: This gives you the ability to view risk where they are controlled by its actions. There are 3 states of
action control. Controlled, Un-Controlled and All. The selection determines which of the risks are shown in
the grid. The default is ALL, but this can be configured across the application.

Controlled Risks (Control)
|All -
All

Un-controlled

Controlled
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Scenario: This shows and switches the selected or default scenario in which the risks are displayed. Using
the Scenario selection, risks may switch between the configured scenarios, for example, pre-mitigated,
current and target.

Scenario

‘Current|

Pre-mitigated
Current

Target

Display (Type): This shows and switches the current main grid view. Using the View/Display selection pop-
up (below), risks may switch between the configured views. Depending on configuration, these are
generally Risks, Opportunities, Trends, Assumptions and Actions but can include Notifications, Issues,
Benefits and Audit.

Display (Type)
‘ Risks -
Risks

Opportunities

Issues

00
Notifications

Audits
JK Trends
03

Assumptions

View: Should a user have multiple permissions (for example both Standard and Basic) the user may choose
to work in either configuration. This option will not show if you only have been allocated a single View
Interface.

User Views (View)

any / all available
Standard
Intermediate

Basic

Classification: Internal Page 42 of 230



5.2. Node & Desc

ERM will display the risks relating to the node you have selected within the EPS (node structure). If you
wish to see risks within child nodes, select the Node & Desc button.

i)

Figure 37 — The Node & Desc button

5.3. Split Panel Mode

For Risk/Opportunity editing, the application can now split into a line items and editor. This allows for
simpler reviewing and editing of risk information. Based on the standard Panel editors, split screen also
allows risk merge and side by side editing.

B

Figure 38 — The Split Panel button

Toggling the “Split Panel” button creates the following layout. Selecting a risk or risks populates the bottom
right editor. The standard set of risk editors are selectable from the bottom left.

To change the side of the Grid Editor Split, use the “Up/Down” arrows next to “Save Changes”.

# system ¥ § Help ¥  Navigator: [ JSotnoty N o= Enterprise Risk Manager (RC1) [ ISKHING

Control ‘vpz View
FESeWEHD O0B B A0Eond = ]
Code Node Risk Title Risk Start Date ~ Risk Finish Date Classification . Risk Owner Pre_Score Curr_Score Prj Tar_Score Last Reviewed Trend *
o092 Coporate QIS Third Party Mangement 25.08.21 011021  Operstionsl  RCLO1 03.01.23 .

Recruitment, retention and .
co159 Corparate [ 1 reverds 02.05.21 260822  Operational lan Baker 15.05.23 .
Corparate g-ﬁ; Company Infrastructure 11.01.22 241028  Operational lan Baker 26.04.23 .
0161 Coporate @IS Earthwuake 2 10.10.23 251023
rnaas L —— -~ -
i B
viewng 17017 IR A ~ 2 <[ a]-]>]
Responsibil R
- ey Qualitative - C0092 scoringHelp | Quickset | save Chang:
@ Classifcations Threat level [30) Exposure Velacity’
~|  [occasional 4) v [Medum @ M

—

E Combined - Custom Editor Pre-mitigated Scenario #* Current Scenario # Target Scenario #
il

— c Ol Em ¢t o EEER ¢ NN

Qualitative Scoring

e e [ R
Qualitative with Scores
3
3
3
3

ft Hit

% Quantitative Scoring [ & 1 2 4 1 2 3 4 1 2 3 Il

% Hybrid Scoring Safety v 1 2

4 1 2 3 a4 1 2 3 4
Escalation
1 Security = 1 2 4 1 2 3 4 1 2 3 4

Environment v
L Treatment - 1 2

Figure 39 - The Split Panel User Interface
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The Edit button opens a variety of panels which help you manage the risks and actions. The options
available will be dependent on the options selected by your administrator. A record must be selected

before using this button.

»
t? Open All Sections
k&) oefinition

-— -
e
=¥ Qualitative

1 ectation

,c Treatment
@ Audit & Review

Q@ tinked Objectives

% Attachments

2F
L, custom Data

Identification

n @

Assessment -—
—

1

Classification: Internal

Multi-Select View Mode:

Single Merged V) [

- . ° i
== Position & Timeline & Responsibility

—
2= Qualitative with Scores % ouantitative

[ O © emoticons

@ Commen tary g Email

h Linked IS0 Codes U unked insurance
f—

= sroup Membership 2= Linked Tasks

3

‘3
Qv Custom Arrays

Q) Classifications

% rivbrid scoring

D) archive

-
UL Linked Assets

D] Alternate Views

Figure 40 — The Edit button and panel

Definition

Position & Timeline

Responsibility

Classifications

Qualitative

Qualitative with Scores

Quantitative

Hybrid Scoring

Escalation

Initial description of risk.

Relating the risk to the project’s node, phase,
and scope as well as timelines.

Identifying who will take varying
responsibility for the risk.

A mix of tags to describe the risk within the
context of the project or organisation.

Shows the basic qualitative assessment of a
risk.

Shows the qualitative assessment of a risk
alongside other assessment impacts (i.e.,

Probability x Impact (2D), Threat, Exposure
and Velocity (3D) and Project Rating (4D)).

Shows the quantitative assessment.

Allows a mixture of qualitative and
guantitative scoring for different impact
types.

A way of raising awareness of a risk to the risk
hierarchy.
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Treatment C
¢
“
Review
Metadata

Y2 B @aF < ¢ (VO 6 ©

1 —
2 —
3_

o
o

Classification: Internal

Treatment

Allocation

Emoticons

Audit & review

Commentary

Email

Archive

Linked Objectives

Linked 1SO Standard

Codes

Linked Insurance

Linked Assets

Attachments

Group Membership

Linked Tasks

Alternate Views

Custom Data / Custom

Arrays

AAR Panel

Providing an overview of the mitigation plan
and the detailed actions.

Shows how much money needs to be
allocated to this risk and the cost of the
actions.

Shows a subjective feeling towards the risk.

Review details.

Adding additional comments.

Providing the system has the correct email
address, you can send a message regarding a
risk to a colleague(s).

Shows previous versions of the risk.
Previous versions can be reinstated.

Identifying which objectives could be
impacted by the risk.

Identifying which ISO Codes may be impacted
if the risk occurs.

Reviewing if insurance can cover part or all of
the risk impacts.

Identifying the physical or intellectual assets
that could be impacted by the risk.

Attaching documents or hyperlinks for
contextual or additional information.

Creating a Group to identify links or
relationships between risks.

Shows which scheduled project tasks could
be impacted by the risk.

Viewing risks in alternate ways.

These are custom fields which are used when
additional information is required to be
recorded.

To enable compliance to the Single Source
Pricing Regulations.
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Issues Issues Panel By selecting the Issues icon, this will allow
o you to capture specific information regarding

Issues.
Trends Trends Panel Selecting the Trends Icon, this will allow you
|M to capture specific information regarding
Trends.
AAR ﬁ: AAR Panel To enable compliance to the Single Source
Compliance Pricing Regulations.
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The Definition panel enables a risk to be fully described, not only through a standard statement e.g., ‘Due
to ... there is a risk (or opportunity) ... which will impact ...” but also its background.

E el

Descriptor

There is arisk v
Name

that Changes to security state

Cause

because of increases in security state

Effect

wihich will result i increased restrictions on warkforce movements/access

Preview

There is a risk that Changes to security state because of increases in security state which will result in increased restrictions on workforce
movements/access.

Full Deseription, Background and Assumptions

[Assumption that there will be changes to the security sate, based on previous experience that this changes relatively often

Figure 41 — The Definition button and panel
As you fill in the Name, Cause and Effect sections, the Preview section will begin building a risk statement.
You can view the risk using a Bowtie and make further changes.

Note: The order of the fields is configurable, and so may be different per customer deployment.

The Project Node section enables you to check if the risk will be stored in the correct place. The Proximity,
Start Date and End Date information is very useful for analysis and used in reports.

=]
] !
= Project Node
RCL » Maintainance and Service Contracts a UK - London Underground -
Proximity’ Legacy Code Phase Type’
‘ <90 days v ‘ ‘DK798 ‘ ‘ Manufacture v
Scope Influence’
\ < ‘]
Start Date End Date Proximity
|19.06.19 | [s1210 | Has Expired 6 Months ago
Date Raised Created Updated
[08.01.16 | osonie 07.05.20
Save Changes Close

Figure 42 — The Position & Timeline button and panel
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If existing risks from a previous risk register have been migrated into the ERM system, their original risk id
will be stored in the Legacy Code and ERM will generate a new risk id. This enables easier searching if the
user can remember the old risk id.

Identify which parts of the project Phase or Scope may be impacted and the level of Influence you have
over the impacting risk.

Proximity is an approximate estimate to when the risk could occur.

The Start Date is a more precise measure of when the risk could occur.

The End Date identifies when the threat of the risk is over.

Where possible, fill in both the Proximity and the Start and End Dates.

Complete the necessary information and select Save Changes.

The Responsibility panel helps identify who was augmented in the initial creation and mitigation of the risk.

- Owning Org. Owner’ Shadow Owner
‘ Design and Manufacturing Contracts V| ‘ Risk Owner 2 ~ ‘ ‘ ‘
Manager? Source Raised By’
‘ Risk Manager 47 "| ‘manager ‘ ‘ Risk Manager 3 v ‘
Prop. Owner Created By

Save Changes Close

Figure 43 — The Responsibility button and panel

The Owning Org identifies if another organisation should own this risk, but an arrangement has been
agreed whereby your organisation will mitigate the risk.

The Owner is the person responsible for the mitigation and reporting of the risk. Where owners may not
be permanently present, a Shadow Owner can be appointed, and they have the same responsibilities as the
Owner.

The Manager is the person who will regularly review if the risk management process is understood and
implemented and support the Owner and Shadow Owner where possible.

The Source is the person who first identified the potential risk. This person can often provide contextual
information and trigger points causing the risk.

The Raised By is the person who is raising the risk at the meeting or within the ERM system.

The Prop Owner is the Proposed Owner. When a risk is first created, it has a proposed owner. A process of
reviewing and approving the risk should take place, after which the official Owner is identified as well as a
mitigation plan and budget allowance.

The shaded grey field Created by automatically captures who created the risk in the system (l.e., the person
logged on inserting the risk). This may be different to the tag “Raised by” as that is a manual selection. The
“created by” field may be reported on or added to the grid view as any other standard risk field.
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Complete as much as possible and select Save Changes.

If a user (User A) has been assigned to a specific parent node and has not been given Treeview permissions
when working within a child node then their name cannot be allocated against a record for any of the child
nodes, except in the following instance:

If another user (User B) has Treeview permissions and aggregates all the risks from the parent node level to
which User A has been assigned, then that user B can assign user A to any risk within that project tree. This
is because the system will show all possible users assignable throughout the project tree.

It is advisable therefore, that if ownership of risks etc need to be changed, this should be done at the
individual node level.

The system logic for permissions is built on the assumption that if a user has permissions for a parent node,
then they should have access to all child nodes.

This panel indicates which parts of the organisation the risk could impact. The fields you will see will
depend on the set up of your system, and what segmentation requirements your organisation has
determined.

)

Classification Location

[ Brexit VI ‘ v |
Category? Sub-Category

| Organisation v ‘ ‘ v |
Organisation Group Organisation Sub-Group

| *J ~]
Cascaded Workstream Cascaded Workstream

| V‘ ‘ v|

Figure 44 — The Classifications button and panel

A risk can be identified by which Classification (Strategic, Operational, Financial or Compliance), Location
(especially useful when a project may expand beyond several countries), Category (Key logistics of running
the business i.e., commercial, governance, environmental or safety), Organisational Group (Divisions within
the business) or Workstream it may impact.

If you see additional fields, these will have been created by your administrator and will be unique to your
configuration.

Usually, these scoring ranks align to an objective scoring system laid out in corporate governance or a
centralised risk management plan. There is, however, nothing wrong with scoring projects subjectively.
Subjective scoring by domain specialists allows for the application of expert knowledge.
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The Qualitative field provides all qualitative scoring against Probability, Cost, Time, Performance,
Reputation, Health and Safety and Legal. These are default impacts and can be changed by the
Administrator who can remove as many of these fields as they wish to reduce the burden of data entry in
smaller projects, however this could reduce the richness of reporting. Administrators are advised to keep
as a minimum Probability, Cost, Time, and Performance, although Probability and Cost are the most
important.

—-a— Threat level (3D) Exposure Velocity?

Probability 1 2 3 4 1 2 3 4 i | 7 3 4

Cost i 1 2 3 4 1 2 3 4 1 2 3 a
Time < 1 2 3 4 1 2 3 4 12 ER |
Safety . 1 2 3 4 1 2 3 4 1 2 3 4
Environment L 1 2 3 4 1 2 3 4 1 2 3 4
Reputation - 1 2 3 4 i 2 3 4 1 2 3 4

Carbon v 12 3 s 1 2 3 4 1 2 3 a4

Figure 45 — The Qualitative button and panel

Normally, a risks impact is calculated by multiplying Probability x Impact (2D). This creates a 2-dimensional
view of the risk assessment. Other aspects that could impact a risks assessment is the impact the threat
could have on the project and the project status (if a project is critical or not).

At the top left of the panel, you will see a drop-down list of Threat Levels: Noticeable, Significant and
Catastrophic. The Threat Level represents the risks level of impact on the project. The Threat Level adds
another multiplication i.e., Probability x Impact x Threat Level, this is known as 3D.

The project status also impacts the risk status by multiplying Probability x Impact (2D) x Threat (3D) x
Project Rating (4D). These impacts are shown on another option called Qualitative with Scores.

The level of Exposure means how frequently the risk could occur and the user can choose from Very Rare
to Continuous. This enables us to understand how often this risk could occur and decisions may be
different in mitigating a risk which happens very infrequently to a risk that occurs continuously. This field
may also be included within the 3D calculation.

The Velocity field is an additional parameter which conveys the rate at which a risk can impact an
organisation. This field may also be included within the 3D calculation.

As the risk may have many impacts, all at various levels, there may be an occasion where the impact you
are most concerned about but not the highest value needs to be identified. To identify the Lead Driver,
select the tick next to the impact (in the example above there is a green tick next to Reputation, this means
Reputation is the Lead Driver).
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5.4.5.1. Scoring Help

The Scoring Help option allows users to see the description of all the impact values.

If Scoring Help is selected, the following screen will appear:

Al Impacts Probability Cost Time Safety Environment Reputation
Impact Type Mt 1 Name Description
<10%
Probability 1 Improbable « Improbable; unlikely, should virtually never occur
* Difficult to realise and only in exceptional circumstances
>=10% - <25%
Probability 2 Unlikely + Remote; could occur, can be envisaged, possible but not likely
« Has occurred in similar business in last 5 years
>=25% - <50%
Probability 3 Less than likely * Occasional; occurs some of the time, possible to occur
* Can be envisaged but has not happened in past 5 years in our company
>250% - <75%
Probability 4 More than Likely * Probable; likely to happen, can be anticipated
* Has happened in similar business in past year or in our business past 3 years
>=
Proliaeaey 5 Prchalee . riz‘uen|; s expected to occur often, almost certain
Cost 1 Negligible <0.5% of project Value
Cost 2 Minor >=0.5% - <2% of project Value
Cost 3 Moderate >=2% - <5% of project Value
Cost 4 Major >=5% - <7% of project Value
Cost 5 Extreme >=7% - 100% of project Value
Time 1 Negligible Up to and including 5 days
Time 2 Minor >=6-<11days
Time 3 Moderate >=11 - <21 days
Time 4 Major >=21 - <41 days
Time S Extreme More than 40 days .
Print Close

Figure 46 — The Scoring Help panel

To reduce the display to only see the Probability or other Impact types, users can click on any of the tabs at
the top of the panel.

Qualitative Scoring Help { x|

Alllmpacts | Probability | Cost | Time | Safety | Environment | Reputation

Search I x | Y I
Impact Type D 1 Name Description
<10%
Probability 1 Improbable « Improbable; unlikely, should virtually never occur
& Difficult to realise and onhin a i

Figure 47 — The Scoring Help panel — tab visibility options

The Assessment levels can be printed. For all impacts to be printed, the All Impacts tab must be selected.

Classification: Internal Page 51 of 230



The Quick Set option is configurable and may be switched off in your system. (For example, if you are using
the Hybrid assessment option).

The Quick Set option enables you to copy your assessment scores to either other impacts or scenarios in
that risk.

Read Values From: €

Scenario Impact

| ¥ ‘ ‘ h

Quick Set Rules:

Copy To
[Do Not Copy V]

Overwrite Existing Values Copy Empty Values
O O

Set Close

Figure 48 — The Quick Set panel

Scenario Select the scenario you wish to copy to other places.
Impact Select the impact you wish to copy to other places.
Copy To Dependent upon your selection in Scenario and Impact will depend on what

options you can choose.

Specified Impact in other Scenarios will copy the impact you have chosen in
the Impact section to the same impacts in the other scenarios.

Other Impacts in Specified Scenario copies the impact to all Impacts within the
same scenario.

All Impacts in All Scenarios copies the impact to all impacts within the Pre-
mitigated, Current and Target scenarios.

Overwrite Existing Select this option if you wish to overwrite any values in the destination fields.

Values

Copy Empty Values Select this option if you wish to copy empty values into the destination fields,
so empty values will overwrite current values in the destination scenarios and
impacts.
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5.4.5.3. Rating Rationale

To the right of each scenario heading is a pen symbol:

Pre-mitigated Scenario #

Figure 49 — The Pen symbol next to the scenario headings

Select the pen symbol to open a free text box:

Figure 50 — The Rating Rationale box

As the feint text implies, a rationale or justification of the assessment needs to be captured to explain the
thinking and assumptions of the person conducting the assessment.

You can resize the rationale box by selecting the three lines on the bottom RH side of the panel to read any
additional text entered.

You may have the system configured to have individual rationale boxes for specific Impact types. If this is
the case when you click on the pen icon the specific rationale boxes will appear.

Assessment Rationale - Pre-mitigated n

Change the Assessment Rationale as necessary then click 'Set' to update.
Please note that changes will only be saved as part of Save Changes for the associated assessment.

Probability

Time

Set Close

Figure 51 — Individual impact Rating Rationale box
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You can convert a Qualitative assessment to a Quantitative assessment. If you have qualitative Cost data
but wish to generate an actual quantitative Cost figure, you can run a Quantitative Conversion.

Prob . n s
o *® , . .. The Conversion
Time - 5 N -

Performance 1] 1 2 3 El
Reputation 1] 1 z R

Health And Safety 0 1 2 3 4

Legal 0 1 7 3 El

Figure 52 — The Quantitative Conversion option

Select the Conversion button and the following panel will appear:

Conversion is available.
The quantitative value for Cost is outside the target range for the current qualitative value.

The current qualitative value of Moderate is defined as Uniform >=£40,000,000 <£99,999,999 (deterministic mean of
£69,999,999).

The current quantitative value of Uniform £150,000 £200,000 (deterministic mean of £175,000) is assessed as Negligible.
For comparison, the Project Deterministic value is £2,000,000,000.

Performing conversion will set the quantitative Cost to Uniform £40,000,000 £99,999,999.

Convert Cost Cancel

Figure 53 — The Quantitative Conversion panel
The Qualitative Level is the current Cost assessment.
The administrator will have set up a figure(s) representing each assessment level. If you select Cost as Very
High, in the system background will be identified a number to represent Very High which is used to

calculate a suggested quantitative figure.

The Current Quantitative Mean is the mean of any figures entered into the quantitative assessment panel.
If there are no current figures in the Quantitative assessment, this will be blank.

The Project Deterministic figure represents the projects budget.
Select the Convert option. The new figures are entered into the Costs Quantitative assessment:

Note: Whist all users will be able to click on the ‘convert’ option and see what the conversion results would
be, the ability to carry out the conversion is only possible if you have the ‘Convert Scores’ permission.
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(@ Quantitative Assessment - M&S Contracts 0317

v v v v
Project Budget (at node) Project Budget Risk Reference (at Risk Reference Risk Budget (at node) Risk Budget Node deterministic
£155,000,000 (summed) node) (summed) £15,000,000 (summed)
£11,396,275,027 £0 £0 £203,845,602
09 - — - 09 [
conte .. <ont e conte 2 e
28,490,687| ‘ 68,377,650‘ ‘ 113,962,750‘ ‘ 28,490,687‘ | 159,547,850‘ ‘ 284,906,875‘ ‘ ‘ ‘ ‘ ‘ ‘

Figure 54 — A successful Quantitative Conversion
5.4.6. Qualitative with Scores

By selecting Qualitative with Scores, you will see not only the normal Qualitative panel but also the impact
of selecting a Threat Level, Exposure and Velocity and Exposure (3D) on the risks scores. The basic score
(i.e., 2D) is a multiplication of the Probability x Cost assessment. As you select the different levels, the 2D
score is multiplied by the value indicated in brackets.

The default setting only calculates the 3D score based on the Threat level selected. However, the system
can be configured to include all or any of the options for the 3D scoring.

In the scenario below, the threat level Exposure nor Velocity have been selected and as such the 2D, 3D
and 4D scores are all the same (1.e 2).

(@ Qualitative Assessment with Scores - C0013

Threat level (3D) Exposure Velocity®

| < < ]
Probability 2 - 2 3 4 5 - 2 3 4 s C. - 2 3 4 s
20: 1 3D: 1 4p: 1 0 1 3D: 1 ap: 1 0: 1 3D: 1 ap: 1

2D: 3D: 4D: 2D: 2 3Di2 402 2D: 2 3D: 2 ap: 2

Figure 55 — The Qualitative with Scores panel — No options selected

In the next scenario below, the threat level Exposure have been selected (Significant (2)) and therefore the
3D and 4D scores have now increased to 4.

@ Qualitative Assessment with Scores - C0013 n
Threat level (3D) Exposure Velocity’ -
‘ significant (2) v ‘ ‘ v‘ ‘ -
2D: 1 3D: 2 4D: 2 0: 1 3D: 2 4p: 2 0 1 3D: 2 4p: 2

Cost < 1 2 3 4 E 1 - 3 4 s = 1 - 3 4 5

2D: 3D: 4D: 0: 2 3D: 4 aD: 4 : 2 3D: 4 4D: 4

Figure 56 — The Qualitative with Scores panel — Threat level selected

Classification: Internal Page 55 of 230



In the next scenario below, the Threat Level AND the Exposure have been selected (Significant (2) and Rare
(2)) and therefore the 3D and 4D scores have now increased even further - to 8.

Threat level (3D) Exposure Velocity’
| Significant (2) V‘ | Rare (2) V‘ ‘ v|
Probability - - > 3 4 s - 2 3 a |'s 2 - 2 3 a4 s

2D; 1 3D: 4 4aD: 4 2D: 1 3D: 4 4D: 4 2D: 1 3D: 4 4D: 4

2D: 3D: 4aD: 2D: 2 3D: 8 4D: 8 2D: 2 3D: 8 4ap: 8

Figure 57 — The Qualitative with Scores panel — Threat & Exposure levels selected

In the next scenario below, the Threat Level Exposure AND the Exposure AND Velocity have been selected
(Significant (2) / Rare (2)/ Very Low (2)) and therefore the 3D and 4D scores have now increased again - to
16.

Finally, if we assign the node as Critical (within the Edit Node / Assessment Panel) we can see the 4D score
changing to 32 as the 4D score is triggered by the Node and multiples the 3D by 2.

@QualeMmm:wimmm-mﬂlz n
Threat level (3D) Exposure Velocity® -
| Significant (2) V‘ ‘ Rare (2) “‘ | Very Low (2) V‘
2D: 1 3D: 4D: 16 T— o E— 2D: 1 3D: 8 4D: 16

jeast 1 2 3 4 5 1 - 3 4 5 = 1 - 3 4 5

2D: 3D: 4D: 2D: 2 3D: 16 4D: 32 2D: 2 3D: 16 4ap: 32

Figure 58 — The Qualitative with Scores panel — Threat, Exposure & Velocity levels selected

Note: If you require your system to be configured to calculate the exposure and or velocity, please contact
riskHive Technical Support.
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Where possible try to include actual figures especially for later analysis and reports. The Quantitative panel
includes the same assessment impacts as the Qualitative panel: Probability, Cost, Time. As this is
configurable, other impact types may be shown.

4 v v v
Project Budget (at Project Budget Risk Reference Risk Reference Risk Budget (at Risk Budget Node
node) (summed) (at node) (summed) node) (summed) deterministic

£200,000 £830,000 £0 £0 £0 £0

Probability (%) 5 Probability (%) Probability (%)
Cost (£) v Triangular v Cost (£) v Cost (£) v

’ 1,300‘ ’ 1,5!-10‘ ’ 1,700‘ ’ 550‘ ’ 750‘ ’ 1,000‘ [ |200| ’ 290] I 370|

Time (d) v Time (d) v Time (d) v

’ 10.0‘ ’ 15‘0‘ ’ 20.0‘ ’ Z‘O‘ ’ 3.0‘ ’ 4.0‘ ’ 1.0] ’ 2.0] I 4.0]
Quick Set Save Changes Close

Figure 59 — The Quantitative Panel

In the third column of each scenario is a drop-down list. This list identifies what type of estimate you are
entering.

Prob (%) - 50

cost @ .

| ss000|| 75,000 | :u::-l::-l:

Figure 60 — The Distribution type
Constant means you are entering a single figure. Beta measures the risk against the index/market. Uniform
means you are providing a minimum and maximum figure to show a range. Triangular is the most common
and enables a 3-point estimate i.e., Worse, Most Likely and Best estimates.
When a word ends with ‘whole’, you must enter whole numbers 1, 2 and 3 and not 1.4, 2.3, 3.9.
Select the type first, then add figures directly into the various sections and select Save Changes.
Note: If there is an absence of any numeric values for fields other than Cost, this is because for this
portfolio the business has not agreed on the rates and units of measure for areas other than cost and time.

However, quantitative assessments provide the fundamental underpinning for Monte Carlo simulations.

The Project Budget and Risk Budget show the summed budgets from the current and subsequent nodes.
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Value at Node displays the Project Budget of only the current node.

Contingency at Node displays the Risk Budget of only the current node.

Users can disaggregate the quantitative assessments into individual elements to support team members to
understand how the headline value was identified.

Within the Quantitative Editor double Click on the Value field, to access the editor to assign the component
values.

v v - v

Project Budget [at node) Project Budget Risk Reference (st nade] Risk Reference (summed) Risk Budget (at node) Risk Budget [summed)
£500,000 (summed) £600,000 £600,000 £4,001,025 £4,001,025 Project
£500,000

Probability (%) 70 Probability [%)

Cost (€] PE - Cost (€] v w

Time (d) v P m Time (d) v 0E

Figure 61 — The Assessment panel

The following editor will appear.

Impact Scenario Type
Cost Pre Likely

Quantitative Value Calculated Value Calc. Value Difference
£676 £0 £676 less

Figure 62 — The Calculate Quantitative Score panel
Impact: This shows you which impact you are working on.
Scenario: This displays which Scenario you are working on.
Type: This displays the scoring type, e.g., Minimum, Likely or Maximum.

Quantitative Value: If no value has been previously entered in the quantitative assessment editor, this will
be £0.00. If a value has previously been entered, then this is the value that will be displayed.

Calculated Value: This is the calculated value from the individual line items that can be added in this editor.

Calc. Value Difference: This will display the variance between the newly entered individual values and to
that captured in the quantitative assessment panel.

For example, in the screenshot below, there was a previous value of £676 captured in the quantitative
assessment panel. A single line item of 200 has been added, hence the Calc. Value Difference of £476.

Classification: Internal Page 58 of 230



Add ew Vel Colisiote A 2t

Figure 63 — The Calculate Quantitative Score — Value Difference

To add new values, click on Add New Value.

Calculate Quantitative Score n

Impact Scenario Type

Cost Pre Likely

Quantitative Value Calculated Value Calc. Value Difference

£676 £200 £476 less

|200 ] | Direct Costs | @
Add New Value Calculate & Set Close

Figure 64 — The Calculate Quantitative Score — Adding New Values

Type in the value and value description and select Calculate & Set.

This action will return you to the quantitative assessment editor and will display the calculated value.
Where a calculated value has been generated this is indicated by the calculator icon appearing in the left-
hand side of the value field

® Quantitative - C0137 n
v v v v

Project Budget (at Project Budget Risk Reference (at Risk Reference Risk Budget (at Risk Budget Node deterministic
node) (summed) node) (summed) node) (summed) Project Budget At v
£500,000 £500,000 £600,000 £600,000 £4,001,025 £4,001,025

Cost (£) v 3PE v Cost (£) v 3PE ~
285] E 676] i 7,653] i 123] I 465] i 1,000]

Figure 65 — The Calculate Quantitative Score — Headline Score
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To remove a calculated value item, open the Calculate Quantitative Score editor and click on the delete

icon (bin icon). This will turn red when selected.

Scenario Type

Likely

Impact

Cost Pre

Quantitative Value Calculated Value Calc. Value Difference

£676 £676 no difference
[200 ] lDirect Costs ]
[476 ] l\nd'\rect Costs ]

NN\

]

NN

Add New Value Calculate & Set

Figure 66 — The Calculate Quantitative Score — Deleting a Value

Close PE

m

Once selected, a confirmation message will appear to check if you wish to delete the value.

Are you sure you want to delete this
value?

After Calculate & Set is clicked, this
action cannot be undone.

Yes, Delete No, Cancel

Figure 67 — The Calculate Quantitative Score — Confirmation Message

Once deleted, select Calculate & Set to re-calculate your updated values.

Importing updated headline quantitative values

If the headline quantitative values are exported in an I/O register, changed and re-uploaded, whilst the
headline value will change, the individual Calculated Quantitative Scores will not be changed.
Where the updated headline value is different to that of the sum of the individual Calculated Quantitative

Scores, this will be indicated by a warning icon (Red triangle).

Probability (%) | 57|

Cost (£) A~ v ' 3PE v|

| f A ) 900| | 1,000
v

Figure 68 — The Calculate Quantitative Score — Warning Icon
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Left click on the warning icon and update the individual values as appropriate.

Impact Scenario Type
Cost Post Likely

Quantitative Value Calculated Value Cale. Value Difference

£900 £800 £100 less

‘200 ‘ ‘D'\rect Costs | @
|60d | ‘Indirect Costs | iy

Add New Value Calculate & Set Close

Figure 69 — The Hybrid Scoring panel
Note 1: You do not have to use a calculated value for every entry.

Note 2: The individual calculated values are currently only available via this new editor.

If you have Quantitative Cost Impacts and wish to convert these to Qualitative scoring you follow a very
similar process to Quantitative Conversion.

In the following example, we are converting the target Quantitative figures to Qualitative figures of the
Target scenario, but this is the same process for any scenario:

Probability (%) - 50
Cost (£) ¥| € | Triangular v
s5jooo| | 85,000| | 25ojooo|

Figure 70 — The Quantitative Cost impact within the Target scenario

Note: Whist all users will be able to click on the ‘convert’ option and see what the conversion results would
be, the ability to carry out the conversion is only possible if you have the ‘Convert Scores’ permission.

Dependent upon the customers’ requirements, the system can be set up by riskHive Support to convert the
guantitative 3-point estimate into a qualitative score using 3 different methods.
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Select the Conversion button and the following panel will appear:

Conversion is available.

The quantitative value for Cost is outside the range of values
allowed by the current qualitative value.

The current gquantitative value of Triangular £65,000 £85,000
£250,000 (deterministic mean of £133,333) is assessed as
Moderate.

The current qualitative value of Minor is defined as Uniform
>£5,001 <=£50,000 (deterministic mean of £27,500).

For comparison, the Project Deterministic value is £100,000.

Performing conversion will set the qualitative Cost to
Moderate.

Convert Cost Cancel

Figure 71 — The Qualitative Conversion panel
The Current Mean is established by ((£65,000 + £85,000 + £250,000) / 3) = £133,333.

The Equivalent Qualitative uses the pre-established qualitative levels in the system background to assess
which qualitative level the current mean relates to. In this case the levels are:

Negligible <=£5,000

Low >£5,000-<=£50,000
Moderate >£50,000-<=£500,000
High >£500,000-<=£2,000,000
Very High >£2,000,000

Note: The means are for display purposes, they provide a summary of the values. Depending on the “Best
Fit conversion” being used in the system (see below), The actual level selected may depend on a range of
values or the mean.

The Current Qualitative shows the current qualitative value if there is one. If there is no current Qualitative
assessment, this will say <Not Set>.

Project Deterministic shows the project budget.

Select the Convert to Equivalent option. Moderate will now be placed in the qualitative current cost
section.

Note: Whist all users will be able to click on the ‘convert’ option and see what the conversion results would
be, the ability to carry out the conversion is only possible if you have the ‘Convert Scores’ permission.
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Upon customer request, riskHive Support can apply a PERT Mean conversion:
The Current PERT Mean is established by ((£55,000 + (£75,000*4) + £100,000) / 6) = £75,833.33.

In this case, £75,833.33 = Medium.

When converting the quantitative values to the qualitative equivalent the default setting is ‘Best Fit
(Range). This considers the impact range (Min £55,000-Max £100,000) which in this example covers the
Medium qualitative level.

Upon customer request, riskHive Support can apply a Mean conversion which establishes the most suitable
gualitative level according to the mean outcome.

In some cases, your organisation may use a mixture of qualitative and quantitative scoring for different
impact types.

For example, quantification may be required for cost and time, but only a qualitative assessment is needed
for other impacts, such as Performance, Reputation and Health and Safety as those impact types are not
guantifiable.

To support these cases a Hybrid Scoring panel is provided to enforce the scoring methodology across the
organisation.

The combination of qualitative and quantitative assessment methods is configurable in System
Administration and can be set at each node level and inherited / overridden at child nodes.

root . ros - i -

Cost (£) v @ Cost [£) Cost (£) v @ Triangular v

[ 28450887 | 68,377,650| | 113962,750] | | 28,400,687| |

Time (d) v Time {d) Time {d) v @ Triangular v

s . N 2 [2] =

Perform: = 0 1 lzl 3 4 0 1 lzl 3 4 0 1 2 3 3
Reputation v 0 1 2 s [ 0 1 2 s [ 0 1 2 s ]
Health And Safety v g 1 2 lzl a 0 1 2 ) o 1 2 a
Legal = 0 1 z lIl 4 0 1 z lIl 4 0 1 2 lIl 4

Figure 72 — The Hybrid Scoring panel
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When you enter the probability and quantitative values, the system will calculate the qualitative equivalent
against the reference tables when the Save Changes button is clicked.

This means the ability to report using heatmaps and RAG statuses is maintained and eh qualitative scores
automated when quantitative scoring is in use.

The calculation is based on the parameters configured in administration of the node metadata.

There is also the option to calculate the qualification equivalence at Project or Programme level by selecting
the ‘summed’ version of the denominator.

By clicking on Settings at the bottom of the panel, this will display the current selected conversion
factor. You can change the qualification assessment by clicking on either:

Project Budget at Node This calculates the RAG status based on the budget at the node
level that you are working in.

Project Budget Summed This calculates the RAG status based on the budget levels,
summed. l.e., will include all project budgets below and

including the node you are working in.

Risk Reference at Node This calculates the RAG status based on the alternative Risk
Reference figure to the project budget.

Risk Reference Summed This is the alternative figure, summed. l.e., will include all risk
references below and including the node you are working in.

Project Budget and risk reference numbers are entered in the Node Edit panel.

See section 5.1.5 Edit Node Data for instructions on how to do this.
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We can view risks by selecting a node from the EPS. However, there is another way of viewing risks -
through a function called Escalation. Escalation does not move, edit, or delete the risk. Escalation purely
allows us to view risks in a different hierarchical way by giving the risk a hierarchy tag.

j Escalation Level by Heatmap

Level2-Strategic

Escalation Level Override®

a Level1l-Corporate
4 Level2-Strategic
a i Level3-Programme

Close

Figure 73 — The Escalation button and panel

When a risk is assessed, the Likelihood and Financial Impact is used to provide the risk with a generic
number score. This number is then plotted on a Heatmap report which generates an overall score for the
risk. When a risk attains certain scores, it will automatically be raised to the next escalation level. For
example, if a risk acquires a score of 15, it may automatically be escalated to the next level, moving from
Escalation 3 to Escalation 2.

The Escalation levels are set up by the administrator.

You can override the automatic Escalation by using the Escalation Level Override section. You select the
Escalation Level and select Save Changes.

Once the risk has been described and assessed, we now need to understand how we will intervene and
mitigate the risk. Emphasis is placed on understanding how a risk is being mitigated and the success of that
mitigation.

,C-

Primary Treatment Objective

Understand cause of increased security, impacts on project and how to limit the impact on the project

Summary

Date Raised Owner’ Primary Treatment tvpe?
Risk Manager 4 - Treat ~
Status Effectiveness’ Implemented Review Date
Live v Improvement required (25-61 ~ 75% e
Start Date (Baseline) Finish Date (Baseline) Start Date (Forecast) Finish Date (Forecast)
23.09.15 30.09.21 22.09.20 29.09.20

Figure 74 — The Treatment button and panel
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The Primary Treatment Objective describes the overall approach to mitigating the risk. This should be a
broad statement showing the key actions. Where a large amount of text has been added to this field, users
can select the 'pop-out’ Icon | @y | to view the text in a new panel.

The Summary is a free text field. Where a large amount of text has been added to this field, users can select
the 'pop-out’ icon | gy | to view the text in a new panel.

The Primary Treatment Type list helps identify if the risk will be tolerated, treated, terminated, transferred,
or considered residual.

The Owner of the risk is identified as the person with overall responsibility for the mitigation and
responsible for reporting progress.

The Effectiveness captures the degree to which the plan is effective.
The Implemented captures the degree to which the plan has been implemented.
The Status of the plan is stated as Not Approved, Approved, Live or Completed.

This panel is critical when it comes to visual Bowtie analysis and a key determinant when calibrating risk
information across the project.

The Start Date (Baseline) indicates the date when the overall Treatment is planned to start.
The Finish Date (Baseline) indicates the date when the overall Treatment is planned to finish.
The date when the overall Treatment started is shown in the Start Date (Forecast).

The date when the overall Treatment finished is shown in the Finish Date (Forecast).

At the bottom of the panel shows the Controls, Fallback and Response actions in a table format:

Treatment Objective

Further reduce probability of risk occurring by introducing system generated metrics for potential concerns. (metrics to be developed by procurement function) and modify vendor review programme to allow for changes in vendor listing.

Summary

Status’ Ownar’ Effactivenass’ Implemented”

n Progress v RCLOL - 90% - Effective (>=90% successful) v 25% -

Primary Treatment type’ Start Date (Baseline) Finish Date (Forecast) Date Raised
6.06.22

ish Date (Baseline) Start Date (Forecast) Review Date

Instance Start Date Finish Date  Prog. Act Status Current Spend Actual Spend

Preventive 20.06.22 30.06.22 0 :Overdue £0 £0

Preventive  20.06.22 15.07.22 0 :Overdue £0 £0

Figure 75 — The Treatment and Actions Table

You edit the actions using the ‘Edit’ button or by clicking on the action code. This will bring up the actions
panel.
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5.4.10.1. Treatment Actions

To create a Control, Fallback or Response, select New and the following panel will appear:

Action Treatment Type’

‘ e ‘

Action Type’ Associated Definition

\ < -

Implements Library Entry’ Is Prime Implementation’

Title

Description

Owner’ External Owner Executor® Help Required
‘ -1 | ] ] 0
Start Date (Baseline) Finish Date (Baseline) Is Working
Start Date (Forecast) Finish Date (Forecast) Is Complete
Status’ Implemented’ Effectiveness’

\ L <] -

Date Raised Review Date

Date Created Date Updated Closed Date

Commentary / Outcome

Action Effect Current Spend Actual Spend Notes on Action Effect

\ -] L |

Cost (£/K) |

Action Commentary
+ New | B Edit | — Delete
Code G uwm

Save Changes Close

Figure 76 - The Treatment Actions fields
The Action Treatment Type field shows if the approach is to Tolerate, Treat, Terminate, Transfer, or
consider the risk as Residual. When a selection is made in Implements Library Entry, an empty (or default)

Action Treatment Type will be updated to match the Library Control, but this value can be changed.

The Action Type identifies if the action is a Control (addressing a Cause) or a Response or Fallback
(addressing an Effect).

The Associated Definition shows which Cause or Effect the action is addressing.
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The Implements Library Entry field allows the user to select a pre-defined control. The list of pre-defined
controls will change according to Action Type selected. (Note: this field is not visible by default and must be
added to the Actions panel by an administrator.)

The Prime Implementation field, when checked, indicates that this Action is the primary implementation of
the Library Control for its associated Cause or Effect. There can only be a single prime implementation of a
given Library Control for a given Cause or Effect. (Note: this field is not visible by default and must be
added to the Actions panel by an administrator; also, this field requires Implements Library Entry to be
visible.) Refer to Section Controls Library - Nested Actions for details when using this check box.

The Title is a short phrase to describe the action. When a selection is made in Implements Library Entry, an
empty (or default) Title will be updated to match the Library Control, but this value can be overwritten.

The Description provides more details about the action. When a selection is made in Implements Library
Entry, an empty (or default) Description will be updated to match the Library Control, but this value can be
overwritten. Where a large amount of text has been added to this field, users can select the ‘pop-out’ Icon |

to view the text in a new panel.

The Owner is responsible for fulfilling the action and reporting to the Risk Owner on the action’s status,
completion, and effectiveness.

The External Owner is a free text field, and can be renamed to capture additional action metadata.

The Executor is the person conducting the action (although normally this is the Action Owner).

The Status of the action shows if it is unapproved, approved, live, or completed.

The Implemented shows how much of the action has been implemented so far. The system can now be
configured so that when Users select Action Status to Completed, the Action Implemented will
automatically be set to 100%.

The Effectiveness is how effective is this action, is it reducing the Probability or Impact as expected?
Ticking the box Helped Required indicates that the Action Owner/Executor required additional assistance.
The checkboxes Is Complete and Is Working have configurable settings nominally controlled by the
Implemented and Effectiveness settings, respectively. Usually an action is deemed “is complete” when it
reaches 100% implemented, though in some cases this could be 75%. An action deemed “is working” when
its effectiveness is generally “Effective >90%”. These values are configurable according to the data set
configuration. They may for example also include a specific status value (Approved or Live say).

One additional configuration setting is the ability to override the selections for Implemented and
Effectiveness. This may be achieved by tagging an action “Is Complete” and/or “Is Working” by checking
the boxes irrespective of the corresponding drop list values. Note that this functionality is usually
configured off but may be enabled by software support.

Identify when the risk was raised by selecting Date Raised.

The Review Date when the action’s completion and effectiveness will be next reviewed.

The Start Date (Baseline) indicates the date when the action is planned to start.

The Finish Date (Baseline) indicates the date when the action is planned to finish.
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The date when the action started is shown in the Start Date (Forecast).
The date when the action finished is shown in the Finish Date (Forecast).
The Date Created and Date Updated fields (shaded grey) are system generated fields.

The Closed Date field is the date the action was closed. This can be manually entered, or the system may
be configured so that this date is automatically updated when the Action Status is set to Completed/Closed.
Note: If, as a user you select the Action Status as Completed/ Closed and then change the status back to
Active, the date will not change, and will have to be manually modified. When selecting the option to
Completed/Closed again, the field will be updated with the date this status was selected.

This field is not usually displayed unless Users are required to manually update this field.

Any comment can be entered in the Commentary/Outcome section i.e., problems completing the action,

help required. Where a large amount of text has been added to this field, users can select the ‘pop-out’
Icon m fO view the text in a new panel.

Multiple comments can be created for a specific action.

Each new entry will have its own Code, Created Date, Title, Description, Username (who created the
comment) and the Date it was updated.

When the commentary is created for the first time, the updated date will be that of the created date.

This information is not able to be displayed on the Action grid, however, it can be exported for reporting
purposes.

The Action Effect describes the aim of this action. Generally, actions aim to reduce the Probability and/or
Impact.
The Current Spend indicates the money being spent currently.
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The Actual Spend indicates the amount of money so far spent on this action.

The Notes on Action Effect indicate how effective this action is so far.

The Quantitative Assessment is the assessment format of the estimate cost of the action.

Finally, the Cost is the estimated cost of the action by identifying the minimum cost, most likely cost, and
potential maximum cost of the action.

Once all entries have been completed select Save Changes.

Note: If the Controls Library is in use, users will have the option to select Sync with Library. Where the
Title, Description and or Treatment Type varies from the library configuration users have the option to
select, Sync with Library. Where the Title, Description and or Treatment Type match the library
configuration this field will be greyed out.

Sync with Library Save As New Delete Save Changes Close

Figure 77 — The Sync with Library button

Once you have selected a control from the Implements Library Entry options, you may choose to make this
action the Prime Implementation. If this box is checked, the action is identified within the system as a
formal CONTROL in the audit column of the action grid.

Many actions can implement the same Library Control for a specific Cause/Effect, but only one action can
be the Prime Implementation. The others are marked as ACTIVITY in the audit column of the action grid
and can be consider as "nested" inside the primary implementation marked CONTROL.

For a set of actions that implement the same Library Control for a specific Cause/Effect, where one is set as
the Prime Implementation, all will show the action code of the primary implementation in the Prime
column of the action grid. This makes it easy to see the group of actions that contribute to the primary
implementation.

New Edit Delete
Code Name Description Owner Instance Finish Date Prog. Act Status Current Spend Actual Spend Associate... Audit St..J, Prime |
Supply
Chain
Manageme
Supply Chain .Process for selecting and approving third parties (includes liabilities, Preventive o . Successiul 0 0 nt: L1001 CONTROL 0036
Approval Process  insurance levels etc) Supply
Chain -

Approval
Process

A0036

Figure 78 — The Action Panel — showing CONTROL / PRIME ID
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When a Prime Implementation has been set, creating, or updating an action with the same Library Control
and specific Cause/Effect will show a warning when attempting to make the non-primary implementation
into the primary. If no warning is shown, there is not currently a Prime Implementation for this Library
Control and Cause/Effect combination.

New Ediit Delete
Code Name Description Owner Instance  Finish Date Prog. Act Status Current Spend Actual Spend Associate... AuditState Prime
Supply
Chain
Manageme
Project Managgr to set up‘ c\wgn( re\/\e\.«d meetings with ABC CDn(ractolrs Superuser0 Preventive 75 0 0 nt: L1001 ACTIVITY  ACO36
on monthly basis for monitoring supplier performance - as new supplier 2 Supply
Chain -

Approval
Process

Review meetings
A0049 with ABC
Contractors

Figure 79 — The Action Panel — showing ACTIVITY and associated Prime ID

Note: If you are using this functionality, it is suggested that the action grid is sorted by Prime ID then by
Audit State. This will make it easier to see the groups of actions that are associated with controls, and
which is the primary implementation.

The allocation is an essential field as it shows the level of contingency funding required/allocated to cover
the risk. When the User performs Monte Carlo simulations at a later stage the simulation outputs allow for
the User to then automatically re-adjust the Allocation field based on the simulation outputs.

¢

Rate Total From Actions
£ 3156 0
Manual Allocation Available Allocation Expires
3156 | [or01.16 | loL0119
Save Changes Close

Figure 80 — The Allocation button and panel

The currency of the project is shown by the £ sign underneath Rate. The Total money allocated and spent
is listed and the cost of The Actions is also shown. The current cost of the actions will automatically be
summed by the system and entered into the From Actions field when the Treatment panel is completed.
The contingency funding is entered into the Manual field along with when this funding will be available.

Most of the information we enter into the system will be based on facts or the information we hold has a
certain quality or level which makes us feel secure making decisions. However, sometimes we rely on our
own experience, skills, and gut feel. We can tag a risk with an Emoticon which means we feel a certain way
about a risk. This is subjective but can bridge the gap between what is known and our own sense of the risk
e.g., a risk may appear to being successfully mitigated but as a seasoned professional you may feel the risk
still needs close monitoring, or you feel uneasy about the risk and therefore tag the Emoticon of the risk as
Bad.
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Mood

©

Save Changes Close

Figure 81 — The Emoticons button and panel

Select the mood you feel towards the risk and then Save Changes. This symbol will be displayed in the
Mood column on the main screen.

Note: Emoticons can be configured with different icons, where those icons can be added by support in our
software. In the example below, the icons have been configured to indicate the level of risk movement.
This is a manual selection, not logic driven.

CRCRONNY

Reviewing the progress of a risk is fundamental and used in many meetings and reports. The Audit and
Review Record panel allows Managers to understand how the risks are changing and the review process.

@

Has Happened® Is Restricted’

Classification: Internal

System State

Active

Maturity’

Approved By’

Reviewed By’

Closure Date

Further Actions

Closure Criteria

Outcomes

Status?

ive

Quality

Mood

v Good r

Watch
v Mo v

Last Review

MNext Review

Save Changes Close

Figure 82 — The Audit and Review Record button and panel
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The Has Happened is used, to indicate that the risk has occurred.

The System State indicates whether the risk is Quarantined (not approved), Active (approved), Retired (no
longer a threat) or Attested (the risk has been confirmed it is true).

The Status gives more detailed status levels such as New (the risk is new), Live (the risk is live and being
mitigated), Watch (monitor the risk), Approved (risk approved), Retire or Archive (risk no longer a threat),
Risk Occurred (risk developed into an issue). Your administrator will edit the Status list to fit with your
company needs.

We can tag a risk with an Emoticon which means we feel a certain way about a risk e.g., a risk may appear
to be successfully mitigated but as a seasoned professional you feel the risk still needs close monitoring. In
this case, you feel uneasy about the risk and therefore can tag the risk with a Bad emoticon.

Maturity could represent familiar risks, risks where there is a history and therefore the information, we
hold is mature. Equally, in new fields, technologies or industries risks have immature information as there

are lots of unknowns and as information is gathered the risk matures.

The quality of the information you hold on the risk. There may be gaps in information or the information is
inconsistent. Good Quality information is reliable, poor Quality information is vulnerable.

Like an Emoticon, use Watch when you wish to monitor a risks progression.

Approved By indicates the person who confirmed this was a true risk and would go through an assessment
process?

Last Review shows the date when the risk was last reviewed.

Reviewed By shows the person who conducted the last review.

Next Review indicates the date of the next review.

Closure Date shows the date when the risk was closed. (Note: depending on the configuration of your
Instance, this field may or may not be automatically populate when users select the risk state of closed).

Any Further Actions that should be taken after the closure of this risk i.e., transfer information to another
department, collect knowledge management records.

Closure Criteria shows the basis or criteria that meant this risk could be closed.

Outcomes shows any further events/results after the risk is closed.
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The Commentary panel is useful for adding general comments. Comments could relate to the changing
context of a risk, the mitigation success, key information that develops during the life of the risk or the

schedule which may be impacted by the risk. Comments can relate to anything but should provide the
reader with additional useful knowledge.

New Edit Delete
Created Title Description Username Updated
22.07.20 Commentary 1 Commentary 1 Notes Risk Manager 10 22.07.20
»
5 v

Figure 83 — The Commentary button and panel

To create a new comment, select New and a panel will appear:

Title
[

Description

Created By User

Updated

Figure 84 — The Comment panel

Give the comment a Title. Write the comment in the Description section (which will be shown on the
Comments page) and select Save.

A risk can be selected and then emailed to a colleague or a number of colleagues (using the CTRL key to

select multiple names) providing the colleagues email details have previously been entered into the system
by the administrator.
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Email To

Risk Manager 10 =

Risk Manager 5 -

Subject
Message From: Risk Manager 10, Regarding Risks: C0970:
Message

Apply Close

Figure 85 — The Email button and panel

Identify who you wish to send the risk to, give the email a Subject and Message and then select Save &
Send. The email recipient will receive an email containing your message, not a copy of the risk.

When in edit mode, the system will automatically capture the risk code, however the subject field can be
edited as appropriate.

5.4.16. Archive

The Archive panel maintains a record of all risk changes. All records can be opened and all the information
about the risk at that point in time is saved in the format of the New Risk dialogue. Any of the captured
records can be restored by returning the risk back to a specific point in time by selecting Restore.

Note: If a risk is restored from certain point, the retrieval will also include the Treatment, Actions and
Action Commentary from that time stamp.

The information Users can see will depend on the display configuration completed by the System
Administrator.

Revision Change Notes Update Notes Archived
Risk Manager 10 Updated Commentary 22 July
2020 11:07:02

Risk Manager 10 Updated Risk 22 July 2020
10:36:48

Risk Manager 10 Updated Risk 22 July 2020
10:32:48

Risk Manager 10 Updated Risk 22 July 2020
10:32:14

Qualitative Conversion 22 July 2020 10:17:54
Qualitative Conversion 22 July 2020 10:17:21
Qualitative Conversion 22 July 2020 10:15:32

7 22 July 2020 11:07:02

6 22 July 2020 10:36:48
22 July 2020 10:32:48

22 July 2020 10:32:15

(PRI

Figure 86 - The Archive button and panel
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5.4.17. Linked Objectives

The Risk Manager will need to enter the objectives into the system before they can be selected but once
inputted the user can identify which objectives the risk may impact. This is important when measuring risk
against corporate strategy as well as the strategic objectives of the various divisions.

@ Objectives - M&S Contracts 0868 n

Obje... > Objective Name

Instr... T Instrument Name

1 Develop new markets in space travel 1.1 Identify new space travel markets

Work with current customers to address

2 Maintain or improve customer relationships 2.1 . L
problems and improve communication.

«

Viewing 1-2 of 2 «

1] »

Close

Figure 87 — The Linked Objectives button and panel

Select Add and select an Objective from the list. Each Objective may have a sub-objective (Instrument) list
underneath. After each selection, select Add.

Select Objective to Add |
Objective’
| 7]
Instrument

‘ M |

Add Cancel

Figure 88 — The Objectives and Instrument panel
5.4.18. Linked I1SO Codes

As with the Objectives, the ISO Standard Codes will need to be added to the system first, but once added
you can identify which codes the risk relates to.

Wl o @

1SO Standard Code P
A.6.1.2 Segregation of duties

A.7.3 Termination and change of employment
«

»

Close

Figure 89 — The ISO Standard Codes button and panel
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Select Add and the following panel will appear:

1SO Standard Code

Add Cancel

Figure 90 — The ISO Standard Codes list panel

Select a code from the list, then select Add. Repeat until all the codes relating to the risk are selected.

It is useful to understand if all or part of the risk is covered by insurance which could reduce the number of
actions taken and the allocation made.

U

This is Commentary & Information
Insured: Fully covered VI Notes to be entered here

Policy Ref.’ Policy Details
CY9287D V‘ Provider: ABC Ltd, Broker: A. Smith

, Type: Cyber Insruance Policy

Save Changes Close

Figure 91 — The Insurance button and panel

This provides a list with varying levels of insurance cover. The Policy Ref provides the reference details.
Commentary & Information allows you to describe the elements of the risk which are covered by

insurance. At present, insurance details are to be provided to riskHive Ltd who will ensure the details are
entered into the system.

The Attachments tab allows you to upload documents as well as attach hyperlinks relating to the risk. This
is incredibly powerful where teams are relying on certain business artefacts, e.g., risk management plan,
financial models, schedules etc.

!

Upload Attachment | Add Hyperlink § Delete / Remove

Attachment Timestamp J Creator

1

Figure 92 - The Attachments button and panel
Classification: Internal Page 77 of 230



To attach a document (Microsoft Word, Excel, PowerPoint, Project as well as PDF and notepad text files)
select Upload Attachment. To include a hyperlink select Add Hyperlink.

The Group Membership option can analyse data across many risk registers to identify potential links or
relationships which may need to be monitored. To manage potential relationships, risks can belong to
groups. The risks will not be moved out of their current EPS node, they simply belong to a group which can
be recalled whenever necessary.

The Group column on the main page will indicate which risks relate to which Groups (by showing the Group

Ids):
All B Current
Control Type

Un-controlled Risks

ME&S
Contracts
0868

M&S
Contracts
0317

M&S
Contracts
0332

M&S
Contracts
0443

M&S
Contracts
0942

M&S
Contracts
0320

Yes

Risks § (O
OB

gﬁba
O

o=
O-fi=
e-fi=

0

= 8 BN Bl B [~
+ja )b 2 fFlC

s i1 C

9

@

Yes "‘ Operational Operatiofal

No r.‘ Strategic Technicalj

End User
No Financial and
Custome
Agreemefts
. Support
No Brexit . C0538
Operatiogs
No

No r.‘ Financial Governarfe C0538

EITEE.
and
ervice
ontracts
aintainanc
and
ervice
ontracts
aintainanc
and
ervice
ontracts
aintainanc
and
ervice
ontracts
aintainanc
and
ervice
ontracts
aintainanc
and
ervice
ontracts

Figure 93 — The Group column

Europe -

London

Europe -

London

Europe -

London

Europe -

London

c. Level

Level2-
Strategic

Level2-
Strategic

Level2-
Strategic

Level3-
Programme

Risk Owner

There is a risk that Operational risks are not

Admin User 2
managed properly

There is a risk that Commissioning of Facility may Risk Manager
be withheld 26

There is a risk that Maintenance contracts may not

Risk O 9
be financially viable. ik twner

There is a risk that Suppliers move their Risk Manager
headquarters out of the UK two

There is a risk that electrocution

There is a risk that programmes may face Risk Manager
additional tax costs 10

In the above example, several risks belong to Group CO538. To view this group, select one of the risks,
select Edit and then Group Membership.

The following panel will appear showing the Group Code as C0538:

=

Add to Group
Code
C0538
5w

Remove from Group | delete

Name
Group of Brexit risks not in Brexit node

Project
Corporate

Notes

Close

Figure 94 — The Group Membership button and panel

It is very helpful understanding if a risk impacts an action on a schedule. The schedule activities must first
be loaded into the system but after this it is a simple case of selecting which activity the risk could impact.
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External Project Set from pre-defined task...

null |

Task Id Name

Notes

Save Changes Close

Figure 95 — The Task button and panel

The specific MS Project is added from Admin Datasets and then Projects. This functionality is vital when
assigning risks to a WBS structure (Alternate Structure) so that teams can see where schedule risks are.

Select from the list underneath Set from pre-defined task and the Task Id and Name will automatically
populate. Additional comments can be added to the Notes section describing how the risk could impact
the task.

Select Save Changes.

The Administrator can set up different ways of looking at a project. The default approach is by showing the
risk registers that exist within each project. However, there are alternative views such as a Work
Breakdown Structure or a Cost Breakdown Structure. The Alternative Views will be decided by your
organisation.

Alternate View 2 Alternate View 3
Global Account x A Functional Area x A
4 _ Global Account " Functional Area
4 Invesco Infosec
UK/EU Invesco Finance

USA Invesco
Account B

Save Changes Close

Figure 96 — The Alternate Views button and panel
Alternate Views enables risks to be viewed in different contexts. When these are assigned to a risk it

provides a powerful alternate view of risks and provides an insightful means of correlating risks against
costs and tasks.
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The Administrator can add additional lists in which to describe the risk. If you are required to add in
additional data, these fields will be available to you and will be specific to your organisational requirements.

o

Cascaded Workstream Cascaded Workstream

vl v

Test

Save Changes Close

Figure 97 — The Custom Data button and panel

Lists could include workstreams or different departments. The ability for the administrator to add your
own lists will help to understand the impact the risk could have on the wider business, areas, or disciplines.

Complete as much as possible and select Save Changes.

You can create an issue directly in the system, by selecting issues in the descriptor options.

When you select ‘Issue’ the Issue Edit icon will appear in the edit panel.

Open All Sections + Multi-Select View Mode: | Single Merged v ‘ ‘
a Definition == Position & Timeline - Responsibility ‘ Classifications
o Issue

Figure 98 — The Issue edit button
By selecting the Issues icon, this will allow you to capture specific information regarding Issues.

When you change a risk or opportunity to a risk, the system captures the date this occurred. This is
displayed in the Became issue on field.

The fields to capture Status, Priority, Scope Change and Escalation are provided as standard, however
there are 4 additional custom drop lists available.

The content and name of these lists are customisable with help from riskHive Technical Support.
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System State Became issue on
[ Active v]  2sa110 ]
Issue Status Issue Priority Issue Scope Changed
| o | “ | ‘
Issue extl Issue ext2 Issue ext3
| o | *| | -
Issue extd
| d
Issue Escalation Escalation Comment
| |
‘ Save Changes ‘ Close

Figure 99 — The Issue panel

5.4.26.Trends

Trend information regarding a risk can be captured.

Title

ITitIe of the trend information I

WBS Start Date Period
I Whs 2 VI |01.01.22 ] I Yearly VI
Funding Source Specific day Day of Week
I Funding 1 VI I Second V] I Monday VI
I + New | B Edit | = Delete
Period ']‘|Month ‘Date Acknowledged |Unsubstantia... Out Scope Ite... Explanation
R f
1 May 04.05.22 2000 5000 2000 cason for
movement

Viewing 1-1 of 1

Save Changes Close
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5.4.27. AAR Panel (Single Source Pricing Compliance Regulatons)

If you need to comply with AAR Compliance requirements you are able to select if the risk is appropriate,
attributable and/or reasonable. Users can also provide a justification for each of these elements.

The Administrator can add additional options lists. If you are required to add in additional data, these fields
will be available to you and will be specific to your organisational requirements.

This functionality is switched off by default but can be enabled by your system administrator.

Summary

Sentence
There is a risk that Terrorist threats and actions may impact smooth running of track because The country is on & higher alert of terrorist threats to public transport which will result in Trains
delayed

Full Description, Background and Assumptions

There has been increasing wami

ings of terrorist threats by Government officials.

Compliance Justification

Figure 101 — The AAR panel (Single Source Pricing Regulation Compliance)

The results (against each risk) might appear on the grid as follows.

Control Type
Un-controlled Risks

Figure 102 — The AAR results

Note: One current limitation of Question Array sets (SSPR) is that they may only be reported. Updates
cannot be imported (10 register).
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The Create New panel uses a combination of Definition, Qualitative, Quantitative, Hybrid, Treatment,
Responsibility, Proximity and Classifications at the top of the panel. The order in which they appear, will
have been set up during configuration in accordance with your risk management policy.

When creating a new risk, the user has the potential to provide a lot of key information and the risk will be
created in quarantined form (it is not yet approved). Users should not feel they must enter data into all
fields but rather (i) only enter data where they have precise information, and (ii) only enter the amount of
data necessary to perform the requisite analysis. However, sufficient quality and quantity of data enables
better and broader analysis and reporting. All the functionality and support the system offers is rarely used
but Risk Managers and other risk-based executives can increase the value they add and the risk intelligence
of the organisation by using ERM to ask the difficult and uncomfortable questions which arise from good
risk analysis.

+ Definition & f > Y ibility tive 9 o

Project Node

Summary

Effect

which will result in

Praview
There is a fisk that [name] because [cause] which will result in [effect]

Figure 103 — The Create New Risk button and Definition section
The Project Node option lists the EPS to ensure the risk is stored in the most suitable place.
The Summary text box enables you to provide a concise statement describing the risk.

The Descriptor ensures the event is appropriate described as a risk, opportunity, issue, notification,
assumption, trend, action, or benefits. What you will see, will depend on the configuration of your system.

The Name is the full name of the risk.
The Cause is the reason why the risk is occurring.
The Effect is the consequence or result if the risk occurred.

The Preview shows the Name, Cause and Effect within a statement which helps focus the mind as to the
description of the risk.

Select Next to move to the next panel.

To complete the process, refer to the panels as described in the ‘Edit Panels’ section of this document.
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A deleted risk will be removed from the screen and placed in the archive. You can select 1 risk or several
risks for deletion.

W

Are you sure you want to Delete the
selected risk?

Y854 Delete

Figure 104 — The Delete button and panel

Once the button Delete is selected, the system checks and asks if you still want to proceed with the
deletion. Select Yes, Delete.

Should a user wish to see deleted risk and permissions are provided, these can be seen by changing the grid
view to show Archived (Deleted) risks). No edits can be made from this view. Only System Administrators
can delete a record permanently (purge) or restore deleted risks.

A risk(s) can be copied to the current or any other node.

[ ...~ USA - Chicago Trams A

- RCL
Craig's area
Maintainance and Service Cont...

UK - London Underground
USA - Chicago Trams
NZ - Christchurch South West Tr...
Australia - Sydney Fast Ferries
@ Australia - Developing the Emer...

Argentina - Buenos Aires Subway

~ ( China - Beijing Electric Bicycles
Japan - Tokyo Water Bus
Denmark - Malmo Oresund Bri...
Spain - Madrid Metro

Select Close

Figure 105 — The Copy Risk button and panel

Select the Copy Risk button, select the risk register where the risk should be located, then choose Select.
Another panel will open checking you wish to continue and copy this risk:
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Are you sure you want to Copy the
selected risk?

Yes, Copy No, Cancel

Figure 106 — The Confirmation panel for copying risks
Select Yes, Copy and the risk will be generated and displayed in the main screen.

Note: If there are many risks to copy, ask your administrator to help as the administrator can move multiple
risks from one node to another.

Classification: Internal Page 85 of 230



The Dashboard option provides a variety of reports and graphs to view how your risks are performing or
impacting a project. They are the fundamental reason why we take so much care and attention in inputting
risk data. When configuring and generating standard or customised risk reports the need and utility of all
the system’s complexity becomes apparent. Without entering all the data, the User would not have the
same level of visibility and insight into project complexity. Project reports enable the User to display risk
data and risk analyses in a variety of ways which help executive managers bridge the gap from risk to
action. More importantly, good risk reporting uncovers dependencies and implications which are only
visible through deep analysis and by correlating disparate and seemingly unrelated data sets.

There are 2 entry points into the Dashboards system

1: Main page Dashboards Panel
2: Independent Dashboards page.

Both offer access to the same set of dashboards as described individually below. The main page panel
reports immediately on the node/risks/actions you are viewing. The independent dashboard page provides
a browse and report view of the system. The Dashboards page may be bookmarked and used as the main
entry point into the system for those users who are interested in the state of the system rather than
managing content.

The Dashboards page is accessed from the main navigator.

i Help +
A Main

Dashboards

& User: Risk Manager 10
[ Logout

Figure 107 — Main navigator drop down list

On entry to the page a dashboard is loaded by default. The default dashboard can be changed (per
deployment) as well as its default configuration (e.g., Node & descendants, just active risks etc.).

Risk Status Set

Active Only All Present (exc Deleted) Draft Only Retired Only More...

Figure 108 — Dashboard Configuration panel
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There are 2 main controls once in the dashboards page.

Top left, to “Configure” location and risk selection

# System v 1 Help v ¥ Configure

Figure 109 — Configure Dashboard

And top right, to select, configure and print a dashboard.

Enterprise Risk Manager (RCL) riskHive

Print Configure Dashboards

Figure 110 — Configure Dashboard — Print link

The main “Configure” invokes the following navigation tool. Here you can change nodes/projects as well as
select and filter on specific risks.

Select Dashboard Configuration n
Please select a dashboard configuration.
Project
4 RCL |
(_ Craig's area
4 (_ Maintainance and Service Cont...
(_ UK-London Underground
(_ USA - Chicago Trams =
Select
[ » Jrise | O] -]
Code Info Node Name
c1024 @ RCL .
C0981 Q'.‘ RCL AAAA Grupo de Brexit ndo arrisca no né Brexit nnn
€0985 (v} RCL x
J— .
c0932 = RCL chinese
C1001 (] 3 RCL
4 »
Close

Figure 111 — Configure Dashboard - Print

To change dashboards, select “Dashboards” from the top right. This invokes the standard dashboard list as

available from the main page. The “Configure” option here allows re-configuration of the selected
dashboard e.g., Node & Descendant, Quarantined risks.
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The dashboards page and panel have as default the following set of reports.

|~

Open All Sections +

il periodic Risk Report

| A Exposure Profile

Radial Risk Qualitative Probab...

il Management summary

EB single Risk summary

il Risk Data Complete

B Project Appatite Dashboard

Glebal Changed

Project Changed

EB risks/opportunities

il stratesic risk
@M Project Value/Exposure
Radial Risk Quantitative Probs..

il Management summary (Histo...

BB oo sk

il Risk Data Missing

am 5 B "
@@ Scenario Overview
HH

288 Global Unchanged

HH
228 Project Unchanged

BB Actions

il Risk Landscape

=
== Risk Radar Gantt

Radial Project

il Project Risk summary

@ Risk On A Page
A7 Action Performance

s

88 Global Current
ms® proj

888 Project Current

eeec
#< 52 PID (Quantitative)

B control Library Usage

alil ric/roC Performance

Radial Risk Proximity

il catesory summary

Wil Risk profile

B projec sk Counts

HH i
88 Global Historical

==
B8 Project Historical

Figure 112 — The Dashboard button and panel

When you select any of the dashboards a configuration screen will appear. Common for all dashboards are
the options around User Risks From, Risk Status Set and Restricted Risks.

The default is to report on the Grid filter. If you select any other option an additional suite of selections
within the Risk Status Set appears.

Use Risks From

Current Project Node

Restricted Risks

1

Restricted Al

I
1%

|ITIPEI:t?

performance

reputation

Current Node & Descendants

Health and Safety

Show Impact Boundaries (zero/not scored)

No

Generate Report

Default reporting configuration screen

Close

Use Risks From

Risk Status Set

Active Only All Present (exc Deleted)

Restricted Al

Scenario

Pre-mitigated Target

Cost”

GBP (£) usD (5) NZD ($) AUD (3)

Time’

{ours Days Weeks Months More...

In Progress (Active, Attested)

Grid Selection

Draft Only Retired Only

Generate Report

Additional options when selecting outside
of the Grid Filter

Figure 113 — The Configuration panel

Each dashboard will include additional configuration options depending on the report selected. For
example, the Monthly Risk Report will require data around reporting periods, and Heat Map Dashboards
will require configuration regarding scenarios.

Where there are more options than can be displayed on the screen, there will be a More button, which
when selected will display all the options available.
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This dashboard provides a current and historical overview of a selected project and descendants. It lists

counts of risks created,

closed and quarantined within each of the reporting periods as well as giving a

breakdown of the heatmap scoring such as Critical, Major risks.

Configure the report to use risks at the current node and/or descendants. The reporting periods can be
days, weeks, months or quarters. Number of periods defines how many reporting periods, whereas
Number of periods in detail tables specifies how many risk and actions lists are produced in the report,
generally this is the latest set (default=1).

Movement in Risks

Date 1 New Active Closed Quarantined Sum Active Sum Closed Sum Quaranti... Risk Count

03.09.2018 5 3 6 2 180 126 9 315

06.08.2018 8 12 8 0 183 120 7 310

02,07.2018 21 25 2 1 179 112 8 299

04.06.2018 6 2 0 4 160 110 12 282

07.05.2018 0 0 0 0 158 110 8 276
Trend in number of Active Risks ( Retired and Q i )

Value

pos®

8
20
7105 al0®!

Dates

I viajor

I scvere

T rivor

Significant

Risk Rating Count

Date 4 Minor Significant Major Severe
03/00/2018 69
06/08/2018 69
02/07/2018 64
04/06/2018 66
07/05/2018 66

New Risks |

Within Period: 31/10/2018

Created | Node Code Name Status Severity
Design and

31.10.18 Manufacturing cos10 Clarity in adherence of fire standards Quarantined Unacceptable risk
Contracts

Closed Risks

Within Period: 31/10/2018

Closed 1 Node Code Name Status Severity
Movement in Actions
Date New In Progress Overdue Closed Action Count
31.10.18 ) 0 24 4 39
30.09.18 0 0 0 0 12
31.08.18 0 0 0 0 12
31.07.18 o 0 0 0 12
30.06.18 0 0 2 0 12
31.05.18 0 0 10 0 10
New Actions (Date Raised)
Within Period: 31/10/2018
Created 1|Risk Code Node Action Code  Name owner raised
Closed Actions (Is Complete)
Within Period: 31/10/2018
Closed 1 Risk Code Node Action Code Name owner raised
Space . . y
31.10.18 €003 Exploration and A0004 Review rest and historical data on composite g7, jqrin
el material
Space . .
31.10.18 cooo3 Exploration and A0D08 Puldprodur Qe ilde bl patg Buzz Aldrin
Travel strength composite.
Space Conduct a resource profile for the project.
31.10.18 cooes Exploration and A0D12 Compare resource profile against current David Bowie |
Travel resourcing and identify gaps. |
Space
31.10.18 co005 Exploration and ADD15 Move resources from manufacturing into design. Neil Armstrong |
Travel |
|
. |
Overdue Actions |
Within Period: 31/10/2018 |
overdue 1|Risk code Node Action Code  Name owner raised |
|

Classification: Internal

Figure 114 — The Periodic Risk Report button and dashboard
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As the report provides a high volume of information in the tables, below is a detailed explaination of the
data tables and graphics.

Movement in Risks Columns

The Movement in risks columns provides the count of risks created (new) and the count of risks assigned
the status of either Quarantined,Active or Closed during a given period.

The counts of these columns are independent of each other.

Movement in Risks

Date 1 New Active Closed Quarantined
Pl ——| 02002018 [ s 3 6 2
06.08.2018 8 12 8
P2 02.07.2018 21 25 2 1
04.06.2018 6 2 0 4
07.05.2018 0 0 0 0

Figure 115 — Time duration with the Movement in Risks Report

Date: The count of the risks is dependent on the period ranges and calcuated as follows:

Period 1: 06.08.2018 - 03.09.2018 - the system is counting risks from midnight on the 06.08.2018 up to the
time you ran the report on the 03.09.2018.

Period 2: 02.07.2018 — 06.08.2018 - the system is couting risks from midnight on the 02.07.2018 up to
midnight of the 06.08.2018.

New risks: These are the risks that have been created in the system, irrespective of the start/end date of
the risk.

Active, Closed and Quarantined risks: This is the count of risks that have the status of Quarantined, Active
and Closed at the time of running the report for that period.

Risk Sum Columns

The second series of columns is the sum of all risks (dependent on the reporting configuration), and as with
the movement counts, these too are independant of each other.

Date Sum Active Sum Closed Sum Quaranti... Risk Count
03.00.2018 | 180 126 9 315
06.08.2018 183 120 7 310
02.07.2018 179 112 8 299
04.06.2018 160 110 12. 282
07.05.2018 158 110 8 276

Figure 116 — Summed risks within the Movement in Risks Report
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Sum Active, Closed and Quarantined: This is the number of risks that had the status of Quarantined, Active
and Closed during the reporting periods.

Risk Count: This is the sum only of the Sum Quarantined, Sum Active and Sum Closed.

Note: If, on your report the sum does not equal the sum of all three status’s, this would happen if you are
using the status option of ‘Attested’ and the report does not currently show ‘Attested’ risks.

Trend Graph

Trend in number of Active Risks (excludes Retired and Quarantined)
i - - - - -

<;nlgf;ll"“5

-]
o

Dates

P winor Significant I +ajor I severe

Risk Rating Count

Date 1 Minor Significant Major Severe
03/09/2018 69 10
06/08/2018 69 9
02/07/2018 64 9
04/06/2018 66 4
07/05/2018 66 4

Figure 117 — The Trend Graph Report
The Trend Graph provides a bar graph of counts of risks over each of the periods (dependent on the
configuration of the report. l.e. if you selected only Draft Risks only Draft risks would appear in the graph).

The corresponding Risk Rating Count summarises this information in a table.

Movement in Actions

Movement in Actions provides the count of actions new (date raised) In-progress, Overdue and Closed
during the reporting period. It also provides a summation of such actions.

Action Count: This is the total of actions in the system during that period.

Movement in Actions

Date 1 New In Progress Overdue Closed Action Count
31.10.18 0 0 24 4 39

30.09.18 0 0 0 ] 12

31.08.18 0 0 0 0 12

31.07.18 0 0 1] 0 12

30.06.18 0 0 2 0 12

31.05.18 0 0 10 0 10
_____________ At BN AN

Figure 118 — Actions with the Trend Graph Report
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This dashboard provides a 2-dimensional, high-level view of risks and their pre, current and target
qualitative assessment scores.

If there are more than two scenarios, you will see two types of lines between the scenarios. The first line is
solid and the second is dotted. This is for visualization purposes only and has no relation to the status of
actions etc.

1 I II Strategic Risk

Risk Severity Assessment [P = Pre-mitigated, C = Current, T = Target) Risk Management

Risk Manager 25

ME&S Contracts Commissianing of Facility may be
--------- Risk Manager 26
0317 withheld &

M8 Contracts Maintenance contracts may not be E— J—

0332 financially viable
M&S Contracts Operational risks are not managed

C mmenesanee Admin User 2 Risk Manager two

0868 properly < ¢

MBES Contracts
electrocution
2
MAS Contracts programmes may face additional tax
» Risk Manager Risk Manager 1
0320 costs P s} ager 10 s} anager 11

M&S Contracts P
e Contractor Failure Risk

M8 Contracts Suppliers move their headquarters out ] o " )
0443 ofthe UK Risk Manager two Risk Manager 6

Risk Owner 11

Figure 119 — The Strategic Risk Report button and dashboard
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This dashboard downloads each projects data such as status, score, budget, risk budget, minimum, most
likely and maximum assessment impacts. The report is split into 3 graphs: Risk Values as a precentage of
Project Values, Risk Values on top of Project Values and Risk Percentage per project as a percentage of
Total Risk.

1 I I I Risk Landscape for Corporate
S oeauit unsorted ]|

Risk Values as a percentage of Project Values

Project Value Risk P-Mean Risk Min Risk Expected Risk Max Risk Likely

5
Space Exploration and Travel

Denmark - Malmo Gresund Bridge Train
Brexit Risks

ed 20

us
Manufacture
pubin Trams

tracts

on top of Project Values
£15,000,000,000 -

£ 10,000,000,000

Value

£ 5,000,000,000

T 7 T
2 & 2 oA D s & & & 8
Eag, A i o & s
&0‘0 b\!\?‘ s a‘\@ _‘.Qg’ P +Q‘°'(9°o“" c;\o‘> <7 .\(”é\ 57 1\@6\ .g&"”\ & Qéé e & oe,‘} £ (“*
PP R S e S & e & N A
¢ ‘!@b & K o o7 b,\@ oo@‘ & & O 3’&.\ N \:“ﬁ \&0 \Q»" a"-”& : 5+ &63"@6;}
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& & o & & & F o 9,«"&@5' & @Q} &°
o O Sl Frd o & ,bcp . Q},‘)\ & PP
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Risk Percentage per project as a percentage of Total Risk
Project Value Risk P-Mean Risk Min Risk Expected Risk Max Risk Likely
 corporate — [
Spain - Madnd Metro [
Space Exploration and Travel |
Denmark - Malmo Oresund Bridge Train
High Speed Train v2020
Italy - Rome Scoof 5% |
rgeminy - Buenas |
| —
i
Dublin Trams.
NZ - Christchurch South West Trains |
Maintai ind Service Contracts. ! |
Design |
Research Blue Sky Travel
Health and Safety nsks I + } ; i I I :
0% 100% 0% s0% 100% 0% s0% 100% 0% s0% 100% 0% 0% 100% 0% 0% u

Figure 120 — The Risk Landscape Report button and dashboard

The Risk Values as a precentage of Project Values section shows how much risk each project node is
carrying.

Risk Values as a percentage of Node Values

Project Value Risk P-Mean Risk Min Risk Expected Risk Max Risk Likely

Maintainance and Service Contracts |
Spain - Madrid Metro -|

Denmark - Malmo Oresund Bridge Train -|
In-Service -

Ttaly - Rome Scooter Express -|
Argentina - Buenos Aires Subway |
UK - London Underground - | ]

USA - Chicago Trams |

Japan - Tokyo Water Bus -| [ ] | ] | ] | ]
Manufacture -|

Dublin Trams

NZ - Christchurch South West Trains |
Australia - Sydney Fast Ferries -
China - Beijing Electric Bicycles |
Design |

Manual Project Team -|

T T
0% 100% 0% 50% 100% 0% 50% 100% 0% 50% 100% 0% 50% 100% 0% 50%

Figure 121 — The Risk Values as a percentage of Node Values section

Classification: Internal Page 93 of 230



In the above example, the top node is Maintenance and Service Contracts. The red bar next to the node
represents all the node budgets underneath summed together making a total budget of 100%. By resting
the mouse on UK — London Underground it shows the figure 14.73 which means that UK - London
Underground has a project budget of 14.75% of the total summed budget across all projects.

The Risk Min column shows the amount of risk per project. The UK — London Underground project has a
project budget of £320,000,000. If all the quantitative current cost minimum values of every risk within this
project are summed for every risk the total minimum risk impact is £22,510,000 which is 7.05% of the
projects total budget.

The Risk Values on top of Node Values section shows you how much cost impact each node is carrying.
Risk Values on top of Node Values

£ 3,000,000,000

£ 2,000,000,000

Value

£ 1,000,000,000

co — | 1 BN
Q\‘S

Project

- Value Risk

Figure 122 — The Risk Values on top of Node Values section

Each orange column displays the project budget of each node. On top of each column in yellow is
indicating the Cost mean (minimum, most likely and maximum cost impacts summed together and then
divided by 3) for each risk within that node. If a node does not contain risks, it is not shown on the graph.

The Risk Percentage per project as a percentage of Total Risk section shows the total value of risk of all
nodes and the percentage of risk each node is carrying. All the quantitative minimum cost impacts across
all projects are summed together. Then the amount of summed minimum cost impact within each node is
shown as a percentage of all the projects minimum cost impacts.

Risk Percentage per project as a percentage of Total Risk

Project Value Risk P-Mean Risk Min Risk Expected Risk Max Risk Likely

Maintainance and Service Contracts -|IN [ ]
Spain - Madrid Metro -|

Denmark - Malmo Oresund Bridge Train
In-Service -|

Italy - Rome Scooter Express -|
Argentina - Buenos Aires Subway -|
UK - London Underground - ]

USA - Chicago Trams -

Japan - Tekyo Water Bus -| | | ]
Manufacture -

Dublin Trams

NZ - Christchurch South West Trains -|
Australia - Sydney Fast Ferries -|
China - Beijing Electric Bicycles -
Design -|

Manual Project Team -|

0% 100% 0% 50% 100% 0% 50% 100% 0% 50% 100% 0% 50% 100% 0% 50%

Figure 123 — The Risk Percentage per project as a percentage of Total Risk section
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The Sort option enables you to sort the graph by different columns: Project Value, Risk P-Mean Value, Risk
Min Value, Risk Expected Value, Risk Max Value, Risk Likely Value, Risk P-Mean Percentage, Risk Min
Percentage, Risk Expected Percentage, Risk Max Percentage, Risk Likely Percentage.

Field Where located
Project Value Edit Node Data / Description / Project Budget
Current Probability Edit / Quantitative / Current Scenario / Prob (%)

Minimum, Most Likely and Maximum Edit / Quantitative / Current Scenario / Cost (£f) for
cost values Minimum, Most Likely and Maximum
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The RIC/ROC Provision indicates the amount of budget required to cover high level risks (RIC), risks which
do not need funding at this time (ROC).

The report includes the options around the Project Value that you can select.

The Project Value list:

Probabilistic Mean Sums all the Probabilistic Mean values of the risks on screen.

Expected Sums all the Expected values of the risks on screen.

Maximum Sums all the Maximum values of the risks on screen.

Minimum Sums all the Minimum values of the risks on screen.

Likely (> 50%) Sums all the values of the risks with a Probability of 50% or over on screen.
Risk Allocation Sums up the risk allocations of all risks on screen.

Action Allocation Sums up the Current Spend of all actions related to the risks on screen.
Total Allocation Sums the Risk Allocation and Action Allocation of risks on screen.

No matter what you selected from the Project Value list, the top section provides the Pre-mitigated,
Current and Target pie charts showing the number of risks which have been identified as RIC, ROC, LPHI,
Void or Unassigned. RIC represents Risk Inside Cost. These are risks that have a high Probability and
Impact and therefore must have funding put aside. ROC represents risks with a lower Probability and
Impact and are not deemed to need funding at this moment in time. LPHI represents risk with a Low
Probability but High Impact. Although funding will not be available in the same way as RIC risks, these risks
still need regular monitoring. Void means that these risks have been assessed but the impacts have been
deemed non-existent. Unassigned means these risks have not been assessed yet.

The bottom graph shows each provisional type against the Probabilistic Mean (selected from the Project
Value list).

Again, the risks are categorised into RIC, ROC, LPHI, Void and Unassigned but Provision Cost axis shows Pre-
mitigated, Current and Target lines representing the aggregated values of the risks.

The Provision Cost lines are showing the provision for each category.

For the following example, Probabilistic Mean was selected.
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Exposure Pre-mitigated Exposure Current
U igned
Unassigned nassin
LPHI
RIC
RIC
ROC
ROC

W ric 7 H ric 4
M roc 8 M roc 10
1 eH 0 [ ehr 1

Void 1] Void (1]

Unassigned 1 Unassigned 1

Exposure per Provision
12 -

H

8

x

w

o

Total 16 risks (Project '‘Corporate’) Date: 05.04.17

Exposure Target

Unassigned RIC

LPHI

RIC ROC LPHI Void
Provision
1 pre-mitigated Risk Count Pre-mitigated Provision Cost
| current Risk Count ~—#— Current Provision Cost
|| Target Risk Count —4— Target Provision Cost

H ric 2
M roc )
[ Lerr 4
Void o
Unassigned 1
- £20,000,000
- £18,000,000
|- £16,000,000
|- £14,000,000
|- £12,000,000 g
]
- £10,000,000 .8
- £8,000,000 £
|- £6,000,000
- £4,000,000
- £2,000,000
....._ Lo
Unassigned

Print Edit Close

Figure 124 — The RIC/ROC Provision graph

Fields required for this report
Qualitative Current Probability impact

Qualitative Current Cost impact (Minimum, Most Likely
and Maximum)

Risk Allocation

Action Cost

Classification: Internal

Where to locate the fields
Edit / Qualitative / Current Scenario

Edit / Qualitative / Current Scenario

Edit / Allocation / Manual

Edit / Treatment / Edit / Current Spend
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This dashboard shows the financial impact of risks or budget allocations over a period of time (past or
future).

ra ”
Total Node Values from 17.05.16 to 17.05.17
Node Values
£ 65,000,000 - s
£60,000,000
£ 55,000,000
£50,000,000
£ 45,000,000
£40,000,000

£35,000,000 \

£ 30,000,000 +

Value

£ 25,000,000
£ 20,000,000
£ 15,000,000 +
£ 10,000,000 4

£ 5,000,000 /

£0 -

17.05.16  17.06.16  17.07.16  17.08.16  17.09.16  17.10.16  17.11.16  17.12.16  17.01.17  17.02.17  17.03.17  17.04.17  17.05.17

—+— Corporate - Current - Expected Corporate - Current - Maximum Corporate - Current - Minimum

Figure 125 — The Exposure Profile button and report

Before the chart can be created, the system asks a few initial questions:

Use Risks From

Current Project Node Current Node & Descendants Node & Next level Next level only Node & Next 2 levels More...

Risk Status Set

Active Only All Present (exc Deleted) In Progress (Active, Attested) Draft Only Retired Only More..

Restricted Risks

Standard Restricted Al

Select Periods

Daily | Weekly | Monthly | Quarterly

Multi-Select Project Values
Probabilistic Mean

Expected
Maximum

Likely (>50%)
Risk Allocation
Action Allocation
Total Allocation

Select Report Start Date
|zz.u1 20 ‘

Select Report Finish Date
[22.0121 |

Multi-Select Scenarios

Pre-mitigated
Current
Target

Generate Report Close

Figure 126 — The Exposure Profile button and report
The Use Risks From section enables you to identify which risks will be used in the report. The Grid Filter

option relates to the risks currently showing on the main screen. Other options include the risks within the
current or subsidiary nodes.
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The Risk Status Set relates to the status of risks you want to report on.

The Restricted Risks is only visible if you have ‘restricted’ access and will report on restricted risks if
selected.

The Select Graph Periods relates to how you would like the graph to display change over a period of time
i.e., weekly, monthly, quarterly.

The Multi Select Project Values list will be used to generate the graph. You can select many options (by
holding down the Shift key on your keyboard) e.g., showing the minimum, most likely or maximum cost
levels over a period of time.

The Select Report Start Date and Select Report Finish Date both indicate the time period you would like to
see in the report.

The Multi-Selected Scenario section is asking if you wish the report to show the pre-mitigated, current or
target state of the risks.

Fields required for this report Where to locate the fields

Risk Start Date Edit / Position & Timeline / Start Date

Risk Finish Date Edit / Position & Timeline / End Date
Quantitative Pre-Mitigated Probability Edit / Quantitative / Pre-Mitigated / Prob (%)
Quantitative Current Probability Edit / Quantitative / Current / Prob (%)
Quantitative Post-Mitigated Probability Edit / Quantitative / Target / Prob (%)
Quantitative Pre-Mitigated Cost assessment impacts Edit / Quantitative / Pre-Mitigated / Cost (£)

/ Minimum, Most Likely and Maximum

Quantitative Current Cost assessment impacts Edit / Quantitative / Current / Cost (£) /
Minimum, Most Likely and Maximum

Quantitative Post-Mitigated Cost assessment impacts Edit / Quantitative / Target / Cost (£) /
Minimum, Most Likely and Maximum

Risk Allocation Start Date Edit / Allocation / Allocation Available

Risk Allocation Finish Date Edit / Allocation / Allocation Expires

Risk Allocation Edit / Allocation / Manual

Action Allocation Edit / Treatment / Select an Action / Edit /
Current Spend
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5.8.1.6.

This report shows the amount of risk each project is managing.
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Figure 127 — The Value/Exposure button and report

Classification: Internal
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The report contains 3 sections:

Project Value vs Project Risk as %

Risk Value vs Project Risk as %

Risk Value

Shows the project budget, how many risks the project
contains and the percentage of risk (using the Quantitative
Current Cost Most Likely impact divided by the project
budget).

Shows the risk budget, how many risks the project has and the
percentage of risk (using the Current Cost Most Likely impact

divided by the project budget).

Project Risk shows how much percentage of risk each project
carries.

Project Value is the Project Budget.

Risk Value shows the summed current cost impacts of the risk
within each project.

If you rest your mouse cursor on any of the circles, a short summary will appear.

If a project has less than 5% risk, it will not show on the graph. If a project has more than 5% risk but very
few risks, the graph will show the name of the project without a circle.

If a project is critical to the business, it will be displayed as a red circle. If a project is not critically, it will be
displayed as a green circle. If the rating assessment has not been conducted on a project, the circle will be
grey. Note: The colours are configurable however the legend will provide the appropriate indicators.

The size of the circle relates to the number of risks within a project. The projects with the highest number
of risks (in comparison with the other projects on the graph) will attain large circles and the projects with
relatively low number of risks will have the smaller circles.

Fields required for this report
Project Value for each project

Risk Budget for each project

Where to locate the fields
Edit Node Data / Description

Edit Node Data / Description

Project Rating (is the project critical or not to the Edit Node Data / Assessment / Rating

business)

Quantitative Current Cost Most Likely impact for each risk  Edit, Quantitative

within the project

Classification: Internal
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This dashboard shows the timeline of active risks and their actions, along with the allocation start and
expiry dates.

sse
Frelmmary Desgn

Figure 128 — The Risk Gantt Chart button and report

The panel has red and green background colours. Any risks within the red shaded area are historical (l.e.,
prior to today’s date). Any risks and actions within the green shaded area are future items.

The left-hand column shows the risks as the left margin and their relative actions indented.
Risks in black text do not have any actions. Risks in red text have actions.

Actions which are black indicate the action start date is before the risk start date. Actions in red mean the
start date of the action is on/after the start date of the risk.

In the middle of the screen are the risks and actions durations represented by bars.
The colour of the risk bars indicates the qualitative cost impact shown on the Heatmap for each risk (e.g., if
a risk has a Heatmap score of 16, it will display as a red bar). A grey risk bar means the qualitative

assessment has not been conducted yet.

Actions are also colour coded and the various colours are based on the Implemented and Effectiveness of
the actions.

Green bar If an action is 100% complete and considered fully Effective.

Amber bar The action is considered still in progress unless it is 100% complete
(even if the Effectiveness is 100%).

Red Bar If an action is 100% implemented but not fully effective.

At either end of a bar there should be a triangle which represents the allocation Start and Expiry dates
which are also colour coded.

Green Start symbol No actions start before the allocation Start Date.
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Amber Start symbol Either there are no actions, or 1 or more actions start before the
allocation Start Date.

Red Start symbol The Allocation Start Date (Allocation Available) does not commence
until after an action finishes.

Green Finish symbol The risk and actions finish before the Expiry Date.
Amber Finish symbol Allocation expires before the risks Finish Date.
Red Finish symbol Allocation expires before the actions Finish Date.

The start and finish times of each risk and action is displayed. The vertical black line represents today.

At the top of the graph is a slider bar, which enables you to zoom in and out. This allows your data to be
displayed in years or months as appropriate.

You can edit the data direct from this dashboard. For example, by clicking on the coloured bar allows you
to edit the start and end date of the risk. By clicking on the arrows, this enables you to edit the start or end
of the risk allocation.

Fields required for this report Where to locate the fields

Risk Name Edit / Definition / Name

Action Description Edit / Treatment / Action Description

Quantitative Proximity of each risk Edit / Position & Timeline / Start Date

Risk End Date Edit / Position & Timeline / End Date

Duration of each action Edit / Treatment / Select an Action / Edit /
Start Date (Baseline) and Finish Date
(Baseline)

Allocation Edit / Allocation / Manual

Allocation availability Edit / Allocation / Allocation

Available and Allocation Expires

Action Start Date Edit / Treatment / Edit / Start Date (Baseline
or Forecast)

Action End Date Edit / Treatment / Edit / Finish Date
(Baseline or Forecast)
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Each radial graph reviews risks from 2 different views:

The Radial Risk Proximity shows the various levels of proximity and then by option selected from the

Segment list.

The Radial by Qualitative Probability shows the qualitative probability of the risks and then the segments
you choose from the Segments List.

The Radial by Quantitative Probability shows quantitative probability of the risks and then the segments
you choose from the Segments List.

By Secondary Nodes

Classification
Severity
Criticality
Phasetype
Maturity
Dataquality
Risk Status
Risk Category
Risk State
Exposure
Calculationmethod
Organisation
Objectives

Figure 129 — The Segment List

The options you can choose from are:

By Secondary Nodes

Classification
Severity
Criticality
Phase type
Maturity
Data Quality
Risk Status
Risk Category
Risk State
Exposure

Calculation method

Classification: Internal

The key nodes within the portfolio (secondary level nodes underneath the very
top node).

The bullseye segments are the different classifications of the risks.

The bullseye segments are the different levels of impact on the project.
Obsolete option. Please do not use.

The bullseye segments show risks in different phases.

The bullseye segments show the various maturity levels of the risks.

The bullseye segments show the quality of information the risks are based upon.
The risks status.

The category a risk may impact.

The status of each risk.

How often will the company be exposed to a risk?

How the qualitative assessment be used.
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Organisation The organisation with overall responsibility for the risk.

Objectives Objectives which could be impacted by a risk. This will be updated later to show
the objective names relating to each segment.

You can further refine the data by Restricted Risks, Scenario, and Impact.

The colours of the dots are the colour of the risk from the heatmap, for the selected impact. Clicking on
any of the dots enables you to edit that specific risk.

The information table below the graphic will provide either the worst impact where All impacts have been
selected or the specific impact where a singular impact has been selected. The risk ID, Summary/Title and
Proximity will also be listed. A start and end date must have been captured for the calculated proximity to
be displayed.

Construction Business : Impacting

2 (C0003 (Proximity = -167): Warehouse unavailable
8 C0077 (impact: Environment) (Proximity = -411): Severe weather damage
23 C0028 (impact: Environment) (Proximity = -411): Severe weather damage

27 C0033 (impact: Environment) (Proximity = -44): Concreate pour is delayed due to extreme heat

Figure 130 — The Radial Graphics Information Table

5.8.1.9. Radial Risk — Proximity

The Radial by Proximity graph will always show the various levels of proximity as the red, orange, and
green circles and your selection from the Segment List as segments within the bullseye.

For example, if you choose Classification the following graph will appear:

[ :

Risk Proximity Radar 13/03/2017 by 22 Filtered Risks: Scenario: Current

Figure 131 — The Radial by Proximity with Classification segments
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5.8.1.10. Radial Risk Qualitative Probability

The Radial by Qualitative Probability is very similar to the Radial Risk by proximity dashboard. This time
the bullseye circles are split by the qualitative probability of the risks and then the segments you choose
from the Segments List. Here is an example:

Radial by Project u
~

Risk Qualitative Radar 13/03/2017 by 22 Filtered Risks: Scenario: Current I

Figure 132 — The Radial by Qualitative Probability with Classification segments
In the above graph, the inner circles represent each risk qualitative probability:

Zone 1: 6 Certainty (C)

Zone 2: 5 Very High (Very High - Over 70%)

Zone 3: 4 High (High - Between 56%-69%)

Zone 4: 3 Medium (Medium - Between 31%-55%)
Zone 5: 2 Low (Low - Between 11%-30%)

Zone 6: 1 Negligible (Negligible - Below 10%)
Zone 7: 0 Zero (is zero, will not happen)

The segments represent the classifications.
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5.8.1.11. Radial by Quantitative Probability

The Radial by Quantitative Probability is very similar to the previous dashboards. The bullseye circles are
split by the quantitative probability of the risks and then the segments you choose from the Segments List.
Here is an example:

Radial by Project u

Risk Quantitative Radar 13/03/2017 by 22 Filtered Risks: Scenario: Current I

Figure 133 — The Radial by Quantitative Probability with Classification segments
In the above dashboard, the inner circles represent each risk’s quantitative probability:

Zone 1: >80% to 100%
Zone 2: >60% to 80%
Zone 3: >40% to 60%
Zone 4: >20% to 40%
Zone 5: >0% to 20%
Zone 6: 0 / Not scored

The segments represent the classifications.

The object colours relate the Heatmap colour of the risks. White objects mean the risk has not been
assigned the search information. Diamond shaped risks indicate more risks to view.
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Fields required for this dashboard Where to locate the fields

Probability Edit / Quantitative / Quantitative Current
Probability

A risks quantitative proximity Edit / Position & Timeline / Start Date

A risks classification Edit / Classifications / Classification

Risks severity Edit / Qualitative / Treat Level

Project Phases Edit Node Data / Phases
and

Edit / Position & Timeline / Phase Type
Risks maturity Edit / Review Record / Maturity
The quality of the information the risk is based on  Edit / Review Record / Quality

The category which could be impacted by a risk Edit / Classifications / Category

Risks status Edit / Review Record / Status
Risk state Edit / Review Record / State

Risks exposure level Edit / Qualitative / Exposure

Risk calculation method Edit / Qualitative / Type

Owning Organisation Edit / Responsibility / Owning Org
Objectives Edit / Linked Objectives
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5.8.1.12. Radial Project

This dashboard uses a bullseye chart to show the critical and non-critical projects within a node.

Programme Radar Radial 14/11/2016
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Key
Zone 1: Critical (score=2)
Zone 2: Not Critical (score=1)
Zone 3: [none] (score=0)

Segment 1: Corporate

Segment 2: Brexit

Segment 3: Design and Manufacturing Contracts
Segment 4: Maintainance and Service Contracts
Segment 5: Research Blue Sky Travel

Segment 6: Specialist Functions

Corporate : Critical

1 Corporate
Corporate : Not Critical
No results.

Corporate : [none]

No results.

Brexit : Critical

Figure 134 — The Radial by Project button and report

In the example above, Corporate is the parent node which has 5 child nodes (i.e., Brexit, Design and
Manufacturing Contracts, Maintenance and Service Contracts, Research Blue Sky Travel and Specialist
Functions). Each of the child nodes has a segment of the bullseye. Within each segment shows further
child nodes. In the example above the Brexit segment shows number 63, 35 and 64. 63 represents a child
node of Brexit that has been assessed as critical to the business. 35 represents a child node that is not
considered critical to the business and 64 is a child node of Brexit which has not been assessed. The inner
red circle relates to projects which are considered critical, the middle green circle represents projects which
are not considered critical, and the outer grey circle means these projects have not yet been assessed.
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Each child project is represented by a circle or a star. The circle represents projects, and the star represents

programmes.

If a project is represented by a red object, the project has been assessed as having critical weaknesses. An
orange object represents serious weaknesses, a yellow object represents minor weaknesses, and a green
object means the project is considered on target.

Fields required for this dashboard Where to locate the fields
Project Rating (is the project critical or not to the Edit Node Data / Assessment / Rating
business)

Project Score Edit Node Data / Assessment / Score

Project Type Edit Node Data / Assessment / Node Type
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This report displays the number of risks by Status, Level and Categories together with the probabilistic

mean.

Humber of Risks by State.

Number of Risks by Status

Levelcount

Number of Risks by Level

casgorycount
phisan

B T 8 BE 8 B

s e » S e

Figure 135 — The Management Summary dashboard

Fields required for this dashboard
Risk Status
Project Score

Quantitative Current Cost assessment impacts for each
risk

Qualitative Current Cost assessment impact for each risk

Category that could be impacted by a risk

Classification: Internal

Where to locate the fields
Edit / Review Record / Status
Edit Node Data / Assessment / Score

Edit / Quantitative / Current / Cost (£) /
Minimum, Most Likely and Maximum

Edit / Qualitative / Current / Cost

Edit / Classifications / Category
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This report displays the same information as the Management Summary Report, however, for this report
you can select a Report Start Date which will provide you a dashboard of the risk information for that date.

Use Risks From

Grid Filter Current Node & Descendants Grid Selection

Risk Status Set

: Active Only n Progress (inc Q)

L}
m
i
K

Restricted Risks

\
| Restricted A

Select Report Start Date
09.04.22

|  Scenario’

Pre-mitigated Target

Quarantined Only Retired Only Mor:

(%]
m

Generate Report Clase

Figure 136 — The Management Summary Historical Configuration panel

Fields required for this dashboard
Risk Status
Project Score

Quantitative Current Cost assessment impacts for each
risk

Qualitative Current Cost assessment impact for each risk

Category that could be impacted by a risk

Classification: Internal

Where to locate the fields
Edit / Review Record / Status
Edit Node Data / Assessment / Score

Edit / Quantitative / Current / Cost (£) /
Minimum, Most Likely and Maximum

Edit / Qualitative / Current / Cost

Edit / Classifications / Category
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As the name suggests, this dashboard provides an overview of the risks against the project value of the
node and subsidiary nodes. It gives several graphics showing the risk impacts and categories plus list of the
top financial (by probabilistic mean) and risks with closest quantitative proximity. Finally, it breaks down
this risk into each categorisation and list the top N according to probabilistic mean.

The report works with the current risks but can be asked to provide output at a given date.

Use Risks From

Grid Filter Current Node & Descendants Grid Selection

Risk Status Set

Active Only In Progress (Active, Attested) Draft Only Retired Only More...

Top N (risks)
E |

Select Report Start Date
122.07.20

Scenario

Pre-mitigated Target i

Generate Report Close

Figure 137 — The Project Risk Summary configuration panel

Classification: Internal Page 113 of 230



Total 27 risks (Project 'Design and Manufacturing Contracts') Date: 31.10.18

Project
Design and Manufacturing Contracts

Manager Sponsor Data Set Total Risks
Master 27
Summed Node Budgets Node Budget Allocated Risk Budget Unallocated Risk Budget
£85,125,840 £15,000,000 £2,745,146 -£2,595,146
Summed Risk Budgets Node Risk Budget (contingency)
£2,575,168 £150,000

Risks against Aggregate Project Value

Min' Risk (%) Exp’ Risk (%) Max' Risk (%) Likely (%) Prob’ Mean (%)
4 11 20 6 6
£3,892,998 £9,683,165 £17,182,999 £5,550,000 £5,803,474

Risks against Project Value

Min' Risk (%) Exp’ Risk (%) Max' Risk (%) Likely (%) Prob’ Mean (%)
4 11 20 6 6
£3,892,008 £0,683,165 £17,182,999 £5,550,000 £5,803,474

Mumber of Risks by State Number of Risks by Status

Unassigned

Quarantined

New
Live
Active
@ active 20 @ quarantined 7 ® Live 15 @ New 5 () Unassigned 4
A
Number of Risks by Level
8 - £6,000,000
7 4
Ea - £ 5,000,000
6
- - £ 4,000,000
EER
H
S oaq F£3,000,000 &
E 7 a
3 4 6
= - £ 2,000,000
2 4
- £ 1,000,000
1
0 ot g €0
oy x© of o 4
e @ e et " .
© wo 1™ o5 =
I Level Count —— pMean
Number of Risks by Category
8 £2,000,000
-6 £1,500,000
g
H
S =
a4 £ 1,000,000 Fi
s H
) a
-]
5]
2 g £ 500,000
13 1
0 b €0
% \ e o ) sl o o )]
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Top Financially Rated Risks (by Probabi
Code Project Title Mitigation Prox. Cost Score Prob Mean Alloc.
Understand and address
where technical and market
o005 Space Exploration and There is a risk that There is a severe lack knowledge is weak, how to o, £1,875,000 £300,000
Travel of specialist resource in space scientists. improve that knowledge and
conduct the necessary
communication
Identify if previous testing
c0334 High Speed Train There_ is a risk that Flight path results are was sufficient, |de_ntlfv what 852 £1,416,666 £53,146
v2020 unreliable has changed and if new
testing is required.
. o . Identify and address
Space Exploration and There is a risk that Composite technology .
Ccoo03 Travel may not have required strangth Strengtf.v weaknesses in new -913 £1,400,000 £150,000
composite product.
Hioh Speed Trai There is a risk that Communication e e e e
Co004 ‘2%20"“ Lelld receiver (which shares data with other ~ © “.;“-?Et <l % “"3 "“t‘”d 750 £416,666 £100,000
K space equipment) dees not work. (PROINEE Gl L8 Gl e OOF
source alternative product
Design and . . " B
o310 Manﬂfm“rmg There is a risk that Tenderers decline  Understand the gaps in the o, = 227,500 £100,000
bidding current tender and rewrite it.
Contracts
5[v] «|<[2]>]»
Risks with Closest Proximity
Code Project Title Mitigation Prox. Cost Score Prob Mean Alloc.
Design and o . .
c0310 Manufacturing Tlher_e is a risk that Tenderers decline Understand the gaps in ;he. 281 35 £227,500 £100,000
bidding current tender and rewrite it.
Contracts
Asbestos registers provided
to the contractor for Hangar
8. Contractor to undertake
High Speed Train e a Type 3 survey during design
Cc0297 v2020 There is a risk that Discovery of asbestos period. This intrusive survey 491 10 £7,583 £5,000
cant be dene pruior to
contract as building needs to
be unoccuopied.
Design and There is a risk that Strengthening of Identify the extra weight of
co291 Manufacturing structure required to support new the flues and the stress -568 £758 £500,000
Contracts external flues limits of the hangar.
Operations are often not
e e (it
Co304 Manufacturing There is a risk that Operational exercises ey 3 -568 £14,083 £250,000
maintained with Base to
Contracts q
ensure that adequate notice
is obtained if possible.
Design and There is a risk that Strengthening of Identify the extra weight of
coa14 Manufacturing structure required to support new the flues and the stress -568 £758 £500,000
Contracts external flues limits of the hangar.
5 «|<[a]]»
Risk Categories
Safety
Code Project Title Mitigation Prox. Cost Score Prob Mean Alloc.
Identify if previous testing
0334 High Speed Train There is a risk that Flight path results are was sufficient, identify what g, £1,416,666 £53,146
v2020 unreliable has changed and if new
testing is required.
Asbestos registers provided
to the contractor for Hangar
8. Contractor to undertake
0297 (I Spe=d] Thats There is a risk that Discovery of asbestos 1YPe 3 survey during design g, 10 £7,583 £5,000
V2020 period. This intrusive survey
cant be done pruior to
contract as building needs to
be unoccuopied.
DE Tech 10, references
relevant documentation. UFC
details all the relevant
sections of the NFPA, ETL 02-
Design and P - 15 references the relevant
C0303 Manufacturing There is a risk that Clarity in adherence american standards. All fire -700 10 £5,016 £7,000
of fire standards . :
Contracts engineering sub-contractors
to be LPC approved. If crown
fiore standards are more
stringent, then these are to
be utilised.
Acquisition Project Management
Code Project Title Mitigation Prox. Cost Score Prob Mean Alloc.
Design and p " .
: There is a risk that Tenderers decline  Understand the gaps in the
C0310 Manufacturing bidding current tender and rewrite it. -281 35 £227,500 £100,000
Contracts
Technical
Code Project Title Mitigation Prox. Cost Score Prob Mean Alloc.
. P . Identify and address
Space Exploration and There is a risk that Composite technology :
C0003 Travel may not have required strength Strellg[f’ weaknesses in new -913 £1,400,000 £150,000
composite product.
P [ understand how product has
- . There is a risk that Communication
High Speed Train ) ] . changed and how new
C0004 v2020 receiver (which :;h:res dat: W|tl'||( other product can be adapted or -790 £416,666 £100,000
EZCEREIU DIERAU GO RN O source alternative product
Keep abreast of personal
o technology use by customers
. " There is a risk that Customer technology ° .
High Speed Train - "' and review how technical
€0323 v2020 ir:ah);]i‘\]te more advanced by the time train improvements can be made 668 35 £38,666 £15,000
during the life of the
manufacture
Review the current weight
Design and There is a risk that Strengthening of limits, test the stress points
0298 Manufacturing structure required to support overhead  and identify what options -700 £17,333 £275,000
Contracts gantry. there are to strengthening
the gantry. v
Nacian and Thara ic a rick that Shranathaning f Tdantify the avies wainht of

Figure 138 — The Project Summary button and report

The top section provides information about the project such as who the manager is, how many risks the
project holds, the project value, the risk contingency budget and how much of the risk budget has been

allocated so far.

Classification: Internal
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The Risks against Aggregate Project Value section is showing:

Min’ Risk (%) This is the current minimum 3-point estimate of every risk within the project and
subsidiary projects summed together.

Exp’ Risk (%) This is the current most likely 3-point estimate of every risk within the project and
subsidiary projects summed together.

Max’ Risk (%) This is the current maximum 3-point estimate of every risk within the project and
subsidiary projects summed together.

Likely (%) This is the PMean of every risk within the project which has a probability of 50 or
higher.
Prob’ Mean (%) This is the minimum, most likely and maximum 3-point estimates summed together

and divided by 3 for each risk and then the result of each risk summed together for
the project and any subsidiary projects.

The Risks against Project Value section shows the following:

Min’ Risk (%) This is the current minimum 3-point estimate of every risk within the project summed
together.
Exp’ Risk (%) This is the current most likely 3-point estimate of every risk within the project

summed together.

Max’ Risk (%) This is the current maximum 3-point estimate of every risk within the project summed
together.

Likely (%) This is the PMean of every risk within the project which has a probability of 50 or
higher.

Prob’ Mean (%) This is the minimum, most likely and maximum 3-point estimates summed together

and divided by 3 for each risk and then the result of each risk summed together.

The Number of Risks by State graph is showing in percentages the number of risks by System State.

System states are generally Quarantined =, Active < and Closed (retired).

The Number of Risks by Status graph is showing in percentages the number of risks by Risk Status. The
values are generally client specific and may be subsets of the system state Active.

The Number of Risks by Level graph is displaying risks against the qualitative assessment level e.g., 7 risks
have been qualitatively assessed as having a High cost impact. This graph also shows a black line which is

the summative probability mean of the risks within the high-cost impact assessment column.

The Number of Risks by Category graph is displaying the number of Categories and the black line
represents the summed probability mean of the risks within each category.

The Top Financially Rated Risks (by Probabilistic Mean) section is showing the risks with the highest Current
Probability Mean. The Current Probability Mean column is sorted.
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The Risks with Closest Proximity graph is displaying the risks with the closest quantitative proximity to
today. This means the system reviews the current date against Start Date of the risk. The Proximity

column is sorted.

Fields required for this report
Project Manager
Project Sponsor

Dataset used for this project

Project Value for every project

Risk Contingency for every project

Quantitative Current Probability

Quantitative Current Cost assessment impacts for each
risk

Risk Status

Qualitative Current Probability

Qualitative Current Cost assessment impact for each risk
Category that could be impacted by a risk

Risk Title

Mitigation

Quantitative Proximity

Allocation

Classification: Internal

Where to locate the fields

Edit Node Data / People / Risk Manager
Edit Node Data / People / Project Sponsor
Only administrators will have this option:

Edit Node Data / Formats & Settings /
Dataset

Edit Node Data / Description / Node budget

Edit Node Data / Description /Node Risk
Budget (Contingency)

Edit / Quantitative / Current / Prob (%)

Edit / Quantitative / Current / Cost (£) /
Minimum, Most Likely and Maximum

Edit / Review Record / Status

Edit / Qualitative / Current / Prob
Edit / Qualitative / Current / Cost
Edit / Classifications / Category

Edit / Definition / Name

Edit / Treatment / Primary Treatment
Edit / Position & Timeline / Start Date

Edit / Allocation / Manual
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5.8.1.16. Category Summary

This dashboard shows you the number of risks by Category together with the probabilistic mean details of
the risks which you have selected on the main screen.

Management Category Summary Dashboard u

Total 11 risks (Project 'Tall Building Project') Date: 28 November 2023 15:20:00

Number of Risks by Category

[ £ 250,000
217.1K

I- £ 200,000

- £ 150,000

pMean

[~ £100,000

Category Count

[~ £50,000

-£0

c,ucmaz‘wanﬁ“’mzﬂ‘
I cstezory count —&— pMean
Configure Close
Figure 139 — The Category Summary panel
Fields required for this dashboard Where to locate the fields
Quantitative Current Cost assessment impacts for each Edit / Quantitative / Current / Cost (£) /
risk Minimum, Most Likely and Maximum
Category that could be impacted by a risk Edit / Classifications / Category

Note: By clicking on the Pmean key you can remove the line graph information.
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5.8.1.17. Single Risk Summary

This dashboard shows you the details of a risk which you have selected on the main screen.

Risk Dashboard
Definition
Code Summary
UK LU 0336
Project Owner Category Classification
UK - London Underground Risk Owner 3 Safety Operational
Allocation Proximity Comments
£4,868,339 -9 manager Updated Risk 23 April 2020 14:36:42
Risk
Severe weather damage sustained by tracks over 4 months
Causes - why could it happen? Effects - what could happen?
« Electric boxes and tracks damaged due to lightning, frost and extremely low temperatures « Trains may need to be adapted for future severe weather
o Ballast issues
Scenarios & Impacts
Pre-mitigated Scenario Current Scenario
Probability Level Probability Probability Level Probability
Very High 75% High 65%
Pre-mitigated Impact Levels Current Impact Levels
Id Impact Level Min Exp Max Exp Max
0 cost Medium 6500000 8000000 0 cost 5000000 6000000
1 time Very High 100 150 1 time 45 70
2 performance [NEGHILY 15000 20000 2 performance
3 reputation Medium 3 reputation
4 Health and Medium 2 Health and
Safety Safety
5 Legal
Target Scenario
Probability Level Probability
Medium 50%
Target Impact Levels
Id Impact Level Min Exp Max
0 cost 2000000 5000000
1 time 30 60
2 performance
3 reputation
Health and
4
Safety
Treatment & Actions
Primary Treatment Objective
Develop new processes o to safe guard
Type Owner
Control Risk Manager 6
Actions
Code | Name Description Owner Instance  Finish Da... Progress Act Status  Current ...
Not-
A0768 Redisign trains Redisign trains Response 17.01.20 0 Approved 0
: Overdue
Not-
H ly of Risk
A0338 Ve 8 SUppTY © > Fallback  04.0220 © Approved 0
ballast Owner 9
: Overdue
Agree way Work with customer to understand the findings and how the current oo lves
A0096 forward with maintenance contract can cope. If not, how the contract can be Control 100220 75 §
Manager 5 Overdue
Customer updated to address extra costs.
,Ga('he' . Identify critical or single point parts that may be damaged. Y Live =
ADDg5  MMOrMENONONyy derctand the suppliers, lead times, costs and potential delaysto Control 50 Partially 0
replacement . Manager 6 X
e current trains if there parts were not procured. effective
Edit Risk Bowtie Print Configure Close

Figure 140 — The Selected Risk panel

The Selected Risk dashboards provides an editable overview of the risk’s general description, quantitative
assessment, mitigation plan and actions. This is the same as the Risk Dashboard.
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Fields required for this report
Risk Summary

Project

Risk Owner

Category

Classification

Allocation
Quantitative Proximity
Comments

Risk Title

Cause

Effect

Quantitative Pre-mitigated Probability
Quantitative Pre-mitigated Cost assessment
Quantitative Current Probability

Quantitative Current Cost assessment

Quantitative Target Probability

Quantitative Target Cost assessment

Mitigation

Type

Owner

Action Name
Action Description

Action Owner

Classification: Internal

Where to locate the fields

Edit / Definition / Summary

Edit / Position & Timeline / Project Node
Edit / Position & Timeline / Owner

Edit / Position & Timeline / Classifications /
Category

Edit / Position & Timeline / Classifications /
Classification

Edit / Allocation / Manual
Edit / Position & Timeline / Start Date
Edit / Commentary

Edit / Definition / Name

Edit / Definition / Cause

Edit / Definition / Effect

Edit / Quantitative / Pre-mitigated / Prob (%)
Edit / Quantitative / Pre-mitigated / Cost (£)
Edit / Quantitative / Current / Prob (%)

Edit / Quantitative / Current / Cost (£) / Minimum,
Most Likely and Maximum

Edit / Quantitative / Target / Prob (%)

Edit / Quantitative / Pre-mitigated / Cost (£) /
Minimum, Most Likely and Maximum

Edit / Treatment / Primary Treatment Objective
Edit / Treatment / Primary Treatment Type

Edit / Treatment / Owner

Edit / Treatment / Edit / Title

Edit / Treatment / Edit / Description

Edit / Treatment / Edit / Owner
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Instance Edit / Treatment / Edit / Action Type

Finish Date Edit / Treatment / Edit / Finish Date
(Baseline) or Finish Date (Forecast)

Progress Edit / Treatment / Edit / Implemented
Action Status Edit / Treatment / Edit / Effectiveness
Current Spend Edit / Treatment / Edit / Current Spend (£)
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5.8.1.18. Top ‘n’ Risks

This dashboard is designed to show the most cost impacting or proximity impacting risks across a single

node, or the portfolio and you dictate whether you want the top 5, 10 or whatever number.

% Top Risks Dashboard u
Top Financially Rated Risks (by Probabilistic Mean)
Code |Project Title Miti Prox. Cost Score Prob Mean Allac.
0439 Corporate There is a risk that Tensions between Fr... Reinforce the strong relatio.. -109 £5,466,566 £7,000
0438 Corporate There is a risk that several currently dev... Establish a team to specific.. -109 £2,583,333 £10,000
0440 Corporate There is a risk that financial service cont... At present, wait until the Br.. -109 £2,475,000 £25,000
0444 Corporate There is a risk that we reduce or even c... Although our power to influ_. -109 £2,200,000 £50,000
0362 Corporate There is a risk that stakeholders may wi.. Meed to understand the und_ -71 £1,200,000 £0
-
Risks with Closest Proximity
Code Project Title it Prox. Cost Score Prob Mean Alloc.
0349 Corporate There is a risk that New trading laws ma... Understand the impact on o... -40 £195,833 £671,691
0362 Corporate There is a risk that stakeholders may wi... Need to understand the und... -71 £1,200,000 £0
0350 Corporate There is a risk that Political tensions are.. Understand the Chinese gri.. 83 £24,000 £413,348
0443 Corporate There is a risk that Suppliers move their... If we are a key customer =_. -109 £293,333 £10,000
o441 Corporate There is a risk that Experts seeking exp_. Even though we have litde . -109 £533,333 £800,000
—
Top Qualitative Rated Risks
Code Project Title Mitigation Prox. Cost Score Prob Mean Alloc.
0438 Corporate There is a risk that several currently dev... Establish a team to specific.. -109 £2,583,333 £10,000
0442 Corporate There is a risk that UK have less/no infl. We are unable to react until. -109 £795,666 £5,000
o351 Corporate There is an opportunity that Chinese Go.. Understand the timing, bud.. 205 -£2,083,334 £301,153
0440 Corporate There is a risk that financial service cont... At present, wait until the Br... -109 £2,475,000 £25,000
o002 Corporate There is a risk that USA. is well_. Und, d the ali d. -377 £5,833 £8,355
-_—
Close

Figure 141 — The Top ‘n’ Items report

When running this report, you are able to select either a specific impact or all impacts.

N.B the list of impacts shown in the figure below may be different as these are configurable.

Configure Report - Top Risks

Use Risks From

Finance

Grid Filter Current Project Node Current Node & Descenjda

| Schedule
Restricted Risks
Safety
Standard Restricted All
Security
Top N (risks) Environment
5
Operational
i 02
Scenario Legal
Pre-mitigated Current Target .
Reputation
Impact’ All Impacts
Finance Schedule Safety Security Environment \ Finance v
Generate Report Close

Figure 142 — Selection of Impacts
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The selection of All Impacts will provide you with the Worst Score.

Top Financially Rated Risks (by Probabilistic Mean)

Code Project Title Mitigation Prox. Prob Mean Alloc. Assessm... | Likelihood  Ipffpact  Worst Sc...
C0010  CompanyWide 1nereisa threat that Carbon £5,000 €0 Finance a a 16
Emission Targets are not met

Risks with Closest Proximity

Code Project Title Mitigation Prox. Prob Mean Alloc. Assessm... | Likelihoog Impact  Worst Sc...

Th a threat that our IT
C0009  CompanyWide o oo tireatinatourt 23 £0 £0  safety 3 4 12
infrastructure is compromised

. Apply policy 067 -
Ccooo1 Company Wide el eantatiela el subcontractor 49 £0 £0 Finance 4 3 12

key materials
management

Top Qualitative Rated Risks

Code Project Title Mitigation Prox. Assessment  Likelihood Enpact Worst Sco...\l

0010 Company Wide There is a threat that Carbon Emission Finance 4 4 16
TEFgEtS are not met

There is a threat that Delays of key Apply policy 067 -

49 Finance 4 | 12
materials subcontractor management

Co001 Company Wide

T s a threat tha
cooog Company Wide here i« a threat that our [T 23 Safety 3 4 12
infrastructure is compromised

rint Configure

Figure 143 — The Top ‘n’ Items report — Worst Score

The dashboard shows 3 sections.

Top Financially Rated Risks (by Probabilistic Mean): This section shows the risks with the highest Current
Probability Mean.

Risks with Closest Proximity: This section shows the risks with the closest quantitative proximity to today.
This means the system reviews the current date against Start Date of the risk.

Top Qualitative Rated Risks: This section shows the risks with the highest Current Qualitative Cost impact.
The Cost Score column relates to the Heatmap score generated by the risk.

The Probability Mean column shows the PMean of each risk. A PMean is the quantitative current cost
scores (minimum, most likely and maximum values summed together) multiplied by its probability.

The Allocation column shows how much money has been manually requested for each risk.

Fields required for this report Where to locate the fields
Quantitative Current Probability Edit / Quantitative / Current / Prob (%)
Quantitative Current Cost assessment impacts for each Edit / Quantitative / Current / Cost (£) /
risk Minimum, Most Likely and Maximum
Qualitative Current Probability Edit / Qualitative / Current / Prob
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Qualitative Current Cost assessment impact for each risk Edit / Qualitative / Current / Cost

Risk Title Edit / Definition / Name

Mitigation Edit / Treatment / Primary Treatment
Quantitative Proximity Edit / Position & Timeline / Start Date
Allocation Edit / Allocation / Manual
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5.8.1.19. Risk on a page

This report (configurable) displays each risk on a single page — for reporting purposes when printing.

The options are Grid Filter / Current Project Node / Current Node and Descendants / Grid Section.

Use Risks From

Grid Filter Current Project Node Current Node & Descendants Grid Selection

Generate Report Close

Figure 144 — The Risk on a page configuration panel

You can review the information prior to printing. The information on the screen will contain all the fields as
determined by your Administrator.

Risk On A Page | x|
Project Node Company Wide
Code 0030 Summary Paying Employees (risk) Deseriptor arisk
Owning Org. Business Unit 1 Owner Superuser02 System State Open
Shadow Owner Start Date 11.04.22
Name Playing Employees End Date 09.04.24
Cause 4P Payroll failing
Network not available
Absence of Payroll Personnel
Effect Employees taking strike action
System fails to run
Free Text Field 1 Free Text Field 2 (Risk)
(Risk)....
| Pprobabilty | Cost | Time | safety | Security | Emvionment | Operational | Legal | Reputation Score
Current 3 Less Than Likely 2 Minor 2 Minor 2 Minor 3 Moderate 3 Moderate 3 Moderate 2 Minor 2 Minor
Target 3 Less Than Likely 2 Minor 2 Minor 2 Minor 2 Minor 2 Minor 2 Minor 2 Minor
T
Action ID D Action Title | Resmrtiitiy | ActionStatus | StartDate |  FinishDate |Notes
A0029 Auto monitoring of uptime Completed 17.03.22 18.03.22
A0033 Notify IT Completed
A0034 Bring in Agency Staff using ABC Company
A0038 Management & HR Crisis Meeting Proposed
A0039 Auto monitoring of network availability Completed -
print | Configure | Close

Figure 145 — The Risk on a page review panel

Post your review, select Print and the information will be printed in A4 Landscape.
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Project Node  Company Wide

Official Sensitive

03/05/2022

Code C0030 Summary Paying Employees (risk) Descriptor arisk
Owning Org. Business Unit 1 Owner Superuser(2 System State Open
Shadow Owner Start Date 11.04.22

Name Playing Employees End Date 09.04.24
Cause SAP Payroll failing

Network not available

Absence of Payroll Personnel
Effect Employees taking strike action

System fails to run
Free Text Field Free Text Field
1 (Risk).... 2 (Risk)

Probability Cost Time Safety Security  Environmen Operational Legal Reputation Score
t

Current 3 Less Than 2 Minor 2 Minor 2 Minor 3 Moderate 3 Moderate 3 Moderate 2 Miner 2 Miner 9

Likely
Target 3 Less Than 2 Minor 2 Minor 2 Minor 2 Minor 2 Minor 2 Minor 2 Minor B

Likely
Action ID  Action Title Responsibility Action Start Date Finish Date Notes

Status
A0029 Auto monitoring of uptime Completed 17.03.22 18.03.22
ADD33 Notify IT Completed
AD034 Bring in Agency Staff using ABC
Company
A0038 Management & HR Crisis Meeting Proposed
50f9

Figure 146 — The Risk on a page print example

Fields available for this report
Project Node
Risk Code
Owning Org
Owner
Descriptor

Risk Summary
System State
Shadow Owner
Start Date

End Date

Risk Name

Classification: Internal

Where to locate the fields

Edit / Position & Timeline / Project Node
Risk ID

Edit / Responsibility / Owning Org
Edit / Responsibility / Owner

Edit / Definition / Descriptor

Edit / Definition / Summary

Edit / Audit & Review / System State
Edit / Responsibility / Shadow Owner
Edit / Position & Timeline / Start Date
Edit / Position & Timeline / Start Date

Edit / Definition / Name
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Cause

Effect

Custom Free Text Fields
Custom Drop Lists
Impact / Probability
Scenario

CWS (Corporate Worst Score)

PWS (Project Worst Score)

Action ID

Action Title

Action Responsibility
Action Status

Action Start Date
Action End Date

Action Notes

Classification: Internal

Edit / Definition / Cause

Edit / Definition / Effect

Edit / Custom Fields

Edit / Custom Fields

Edit / Assessment Panel (Qual, Quant, and/or Hybrid)
Edit / Assessment Panel (Qual, Quant, and/or Hybrid)

Edit / Qualitative / Current / Prob
Edit / Qualitative / Current / Other impacts

Edit / Qualitative / Current / Prob
Edit / Qualitative / Current / Other impacts

Action ID

Edit / Action / Title

Edit / Action / Owner

Edit / Action / Status

Edit / Action / Start Date (Forecast)
Edit / Action / End Date (Forecast)

Edit / Action / Commentary / Outcome
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The Risk Profile report shows fields the count of the risk by category, together with the probabilistic mean.
The data tables includes the risk code, project name, risk title, mitigation plan, proximity, probability mean,
allocation, qualitative likelihood, qualitative Cost impact score and Qualitative total score (Cost).

Project
Company Wide

Manager Sponsor Data Set Total Risks
Master 4
Project Budget (at node) Risk Reference (at node) Risk Budget (at node) Allocated Risk Budget
£200,000 £0 £0 £13,000
Project Budget (summed) Risk Reference (summed) Risk Budget (summed) Unallocated Risk Budget
£830,000 £0 £0 -£13,000
Number of Risks by Category
£amm

]

g i

5 1

e
T cotseary couer —— gucan

Risk Categories

T
Code Project Title Mitigation Prox. Prob Mean Alloc. Likelihood Cost Score
Financial
Code Project Mitigation Prox. Prob Mean Likelihood Cost Score
<0011 Company Wide n opportunity that another one Primary Treatment Plan -06 £2,800 3 4 12
Co009 Company Wide risk that This is the risk Description IT DR plans in place -279 £1,283 3 3 9
Contract Management
Code Project Title Mitigatior Prox. Prob Mean Alloc. Likelihood Cost Score
o031 Company Wide Thiers iz 2 risk Playing Employess f:::;ié cLEe :_r"::"& in place £1,750 £5,000 3 2 6
Figure 147 — The Risk Profile Dashboard

Fields required for this report Where to locate the fields

Project Node Edit / Position & Timeline / Project Node

Risk Code Risk ID

Manager Edit / Responsibility / Manager

Sponsor Edit Node Data / People

Data Set Edit Node Data / Formats & Settings / Data Set

Project Budget (at node) / (summed) Edit Node Data / Project Budget

Risk Reference (at node / (summed) Edit Node Data / Risk Reference

Risk Budget (at node / (summed) Edit Node Data / Risk Budget
Allocated Risk Budget Edit / Allocation / Manual
Unallocated Risk Budget Edit / Allocation / Manual
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Category
Risk Code
Project
Title
Mitigation
Proximity
Prob Mean
Allocation
Likelihood

Cost

Score

Classification: Internal

Edit / Classification /Category

Risk ID

Edit / Position & Timeline / Project Node

Edit / Definition / Name

Edit / Treatment / Primary Treatment Objective

Edit / Proximity & Timeline / Start and End Date

Edit / Quantitative / Probability / Cost Impact

Edit / Assessment Panel (Qual, Quant, and/or Hybrid)
Edit / Qualitative / Prob

Edit / Qualitative / Cost Impact
impacts

Qualitative Worst Score (Cost)
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5.8.1.21. Risk Data Complete

The Risk Data Complete report shows fields which are completed within the range of risks on your main
screen.

il | =

Fields Completion for 18 risks selected (Project:Corporate)

100% -

80% -

60% -

100 100 100 100 100 100 100 100 100

40% - 83 83

Percent Complete
=
(=]
o

20% -

0%

e PSRN A S A R R S ® & & a4 R
c“b\'e,&c;d&oa‘f’ g _\,e?‘e'@q&“’ o e @ E @& S 4\"“:@"" ‘.\ob@‘e,é‘-"‘b o® 4\“‘:&"‘2‘,
o & ¢ &

Edit Close

Figure 148 — The Risk Data Complete report

For example, the above dashboard is showing that from 18 risks on screen the Legacy and Assumption
fields have not been completed for any of the risks, whereas Class has been completed for 88% of the risks.

Note: The administrator can change the fields so that you can review specific fields. For the above
example, the fields below are required.

Fields required for this report Where to locate the fields

Legacy Edit / Position & Timeline / Legacy Code

Risk Type Edit / Definition / Descriptor

Classification Edit / Classifications / Classification

Group Edit / Group Membership

Escalation Level Edit / Escalation

Assumption Change View: Grid Controls / Grid Settings / Display (change to

Assumptions)

In Assumptions: Select Assumption / Edit / Definition / Linked

Risk
Risk Owner Edit / Responsibility / Owner
Category Edit / Classifications / Category
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Risk Allocation
Proximity

CCS (Corporate Cost Score)

CWS (Corporate Worst Score)

PCS (Project Cost Score)

PWS (Produce Worst Score)

Probability

Cost

Time

Review (Last Review Date)
Start

Finish

Objectives

Classification: Internal

Edit / Allocation / Manual
Edit / Position & Timeline / Start Date

Edit / Qualitative / Current / Prob
Edit / Qualitative / Current / Cost

Edit / Qualitative / Current / Prob
Edit / Qualitative / Current / Other impacts

Edit / Qualitative / Current / Prob
Edit / Qualitative / Current / Cost

Edit / Qualitative / Current / Prob
Edit / Qualitative / Current / Other impacts

Edit / Quantitative / Current / Probability

Edit / Quantitative / Current / Most Likely / Cost

Edit / Quantitative / Current / Most Likely / Time

Edit / Review Record / Last Review
Edit / Position & Timeline / Start Date
Edit / Position & Timeline / End Date

Edit / Linked Objectives
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The Risk Data Missing report displays which major risk data is missing.

Lahl | x

Fields Outstanding for 18 risks selected (Project:Corporate)

100% —

80% -

60% -

40% -

Percent Outstanding

20% -

17 17 17 17 17
°’*’“s,d: S S . L S S R R s
+ ; :
oc d o c~:=° o?— (;b \\c-" o« & c:‘" @ @ & <\<“q@s~° gw@&,} o ® (}\,,e?
00

Edit Close

Figure 149 — The Risk Data Missing report
The above report is showing that from 18 risks on screen the Legacy and Assumption fields are not
completed for any of the risks (100% incomplete), whereas 12% of risks have not completed their Class
field.

Note: The administrator can change the fields so that you can review specific fields. Guidance on how the
administrator can make these changes is shown in the Administrator section of the manual.

The fields are the same as the Risk Data Missing report.
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This dashboard shows the effectiveness and spend of Actions against the Risks Cost impact.

ML—-——Q

Selected Risk Impacts and Risk Action Spending & Success

£ 9,000

- £ 2,200,000
2,000,000
£ 8,000 - - £ 2,000,000
,
1,700,000 — £ 1,800,000
£ 7,000 - 2,000
\‘ - £ 1,600,000
£ 6,000 - "u,
| - £ 1,400,000
- \ .
w
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£ 1,000 - 200,000
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. Unsuccessful Actions Cost

Pending Actions Cost

. Successful Actions Cost

Code

USA CT 0280
USA CT 0319
USA CT 0321
USA CT 0355
USA CT 0369

Risk Name

Sub-contractor X going into adminstration.

strike action by A, B and C personnel could be conducted
the lead time on the part may dalay production of tram
Trams may not meet new environmental regulations

Trams being defaced and logos/signs damaged or removed

Failed
1

1
1
1
o

Pending
0

[F

Successful
1

ROI

moE e

Figure 150 — The Action Success button and report

Each column represents a risk and the successful, pending, or unsuccessful actions within that risk.
Failed actions are actions that have not been considered effective or successful and are displayed as red.

Pending actions are actions which have not yet been 100% implemented or completed and displayed as
yellow.

Successful actions are actions that are considered successful and displayed as green.

In the example above, risk USA CT 0319 has a successful action (in green) costing £1000, 2 pending actions

(in yellow) costing a combined £3,700 and a failed action (in red) costing £500. A total of £5,200 has been
spent on actions.

Along with this column is a line which represents the pre-mitigated, current and target quantitative current
cost impacts.

ROI means the Rate of Investment and the tool considers if the amount of money spent on actions has been
financially worth it against the risks impact cost.

Underneath the graph will be listed the risks involved in generating the graph.
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Fields required for this report

Risk Name

Action Implemented

Action Success

Action Cost

Action Status

Quantitative Pre-Mitigated Cost assessment impacts

Quantitative Current Cost assessment impacts

Quantitative Post-Mitigated Cost assessment impacts

Classification: Internal

Where to locate the fields
Edit / Definition / Name

Edit / Treatment / Select an Action / Edit /
Implemented

Edit / Treatment / Select an Action / Edit /
Effectiveness

Edit / Treatment / Select an Action / Edit /
Current Spend

Edit / Treatment / Select an Action / Edit /
Status

Edit / Quantitative / Pre-Mitigated / Cost (£)
/ Minimum, Most Likely and Maximum

Edit / Quantitative / Current / Cost (£) /
Minimum, Most Likely and Maximum

Edit / Quantitative / Target / Cost (£) /
Minimum, Most Likely and Maximum
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This dashboard shows the count of risks by several List Types.

This dashboard provides risk information where that information can be ‘counted’. For example, the count

of risks by Classification, Location, Status Etc. The full list of options is available from the Standard List Type
drop-down menu option.

Custom Lists can also be selected. Users will only see custom lists for which they have access.

Outputs can hide or show the risk codes. Examples of the outputs are shown below.
Risk Count by Classification

Project Risk Counts for Classification

Project Name Strategic Operational

Construction Business
Londan Underground 10
Local Site 1

Tall Building Project 5]

TOTALS 3 18

Figure 151 — Project Risk Counts Dashboard

Note: If there is a value in the ‘No Value’ column this means that there is a record that does not have the
metadata provided for the count of record in question. By running the report with the risk codes, you can
quickly identify which record requires attention.

Risk Count by Classification, showing the risk codes.

Project Risk Counts for Classification

Operational Financial Commercial Reputational Risk Count

o o 1
TOTALS 3 I 2 1

€042, CO071, C0134, €0135,
€0143

RISKS, €089, C0173, CO180 €0122, CO146 €0137, C0148, CO174, CO178 €0033, C0179

Figure 152 — Project Risk Counts Dashboard showing risk codes
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5.8.1.25. Project Appetite Dashboard

This is a dashboard entry point into the individual “Project Current” heatmaps. It shows a summary of risks
scored for each impact type. The heat map gives a count of risks at each score. Selecting/Clicking one of
the Mini-Heat maps invokes the standard selected Impact heat map.

This would be used if you have different risk appetites for different risk impacts.

Financial Schedule Performance

Insi.. Minor Mod... Major Crit... Insi... Minor Mod... Major Crit... Insi... Minor Mod... Major Crit...

Reputation Health And (Safety)

Insi.. Minor Mod... Major Crit... Insi... Minor Mod... Major Crit... Insi... Minor Mod... Major Crit...

Figure 153 — Project Dashboard Summary risk scoring
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Note: The scenario overview is one of several Heatmap reports.

Each Heatmap provides a scoring overview for a set of risks. The Heatmap configuration and colours are
built by administrators along with risk and impact appetite descriptions. This definition is appended as an
index to the right-hand side of each Heatmap and varies according to client configuration. A sample
configuration is provided below:

Impact Type: Cost

The company has a moderate
appetite for cost risk where
good controls and KRI
measurements exist to
manage and control exposure
as it occurs

Critical risk. Immediate
action required. Board-
level escalation. Risk

Committee notification.

Unacceptable risk. Priority
1 mitigation planning.
Board-level escalation.

Tolerated risk. Priority 2
mitigation planning.
Programme-level
escalation.

Not Scored

Figure 154 — Risk Appetite Index

To reduce clutter the appetite index has not been shown with the Heatmap reports described.
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The Scenario Overview dashboard is a variant on the standard “Project Current” Heatmap. A Heatmap is
produced showing how a Risk (or Risks) qualitative scoring differ over each of the configured scenarios.

Heatmap Scenario - Project Scenario

Scenario Heatmap - C0009
Major RIC 15 Major RIC 20 Critical RIC 25

Pre-mitigated: CO0O0D%

]
=
[+]
o
w
=x
m

Major RIC 16 Major RIC 20

Ajx17 UELR 2oy

Major ROC 15

Target: CO00S Current: C0O009

A11qede.d
Aa1] ueyy ssaq

ApEiun

ajqeqoJduy

Megligible Minor Moderate Major Extreme
Cost
Code “T Class. |Pr|::ject |Cat.
C0009 Financial Company Wide Financial

Figure 155 — The Scenario Overview dashboard

The above dashboard is showing that the Risk 0431 has a “Pre-mitigated” score of 25 with and eventual
“Target” of 6.
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5.8.1.27. Global Current

The Global Current dashboard uses the Global heatmap (which may be different from project heatmaps) to
display all the risks on screen. Typically, you would select the top node and then Global Current.

The Heatmap dashboard is based on the qualitative assessment for each risk.

Configure Report - Global Current a
Use Risks From

Grid Filter Current Project Node Current Node & Descendants Grid Selection

Restricted Risks

Standard Restricted All

Scenario’

Pre-mitigated | Current | Target

Impact”

Cost Time Safety Security Environment More...

Show Risk codes [or Counts)

Risk Codes Risk Count

Generate Report Close

Figure 156 — The Global Current Dashboard - Configuration

The Restricted Risks section ask if you wish the report to show either Standard, Restricted or all risks. (This
is only used if you are using this functionality). If you are not using this functionality, then ignore this
option and accept the default ‘Standard’.

The Scenario section is asking if you wish the report to show the pre-mitigated, current or target state of
the risks.

The Select Risk Type is asking if you wish to report on either risks or opportunities — this is only applicable if
you have both Risks and Opportunities jointly displayed on your main grid.

The Impact section asks which assessment impact you wish the Heatmap to show. This will automatically
show a list of all impacts within the qualitative assessment section of the risks.

The Show Impact Boundaries (zero/not scored) includes all risks which have either been scored 0 or not
scored at all for probability and impact. This option can be switched on or off. A standard Heatmap will
probably contain a 5x5 matrix. If this option is turned on, the Heatmap will show additional blue cells:

=]

Current Heat Map on 13.03.17 - Current Scenario

iy A3y | Kuepe)

0349 coa59 co009

YRR

co3s0 co3sz

Financial

Figure 157 — The standard Heatmap with optional zero or not scored cells
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The Show Risk codes (or Counts) section asks if you wish to display the risk codes or the risk count.

When you select Generate Report using risk Code a Heatmap will appear (the Heatmap below is not
showing the 0 boundaries).

[ *

Current Global Risk Heat Map on 11.10.16 - Scenario: Current

Very High

High

Medium

Prob ()

-] s
C0350 Political te__ C0362 stakeholde.

.4 -y - J -y 5 |

Negligible

Negligible Very High

Cost ()

Figure 158 — The Global Current Heatmap
The above example is a 5 x 5 Heatmap and is separated into 25 numbered sections each indicating a level of
probability and cost. The sections can be coloured as above in green, amber, and red to also indicate the

various levels.

Each risk will display its risk id and name. Risks with a white background mean they have no additional
threat level has been identified. Risks with a blue background mean they have a noticeable threat level.

Risks with a red background mean they have a significant threat level and finally a risk with a black
background means it has a catastrophic threat level.

If you select a risk, the Risk Dashboard will appear showing the core details of that risk.

Scroll down to view all the risks used to generate the Heatmap.

Code ™ Class. Project Name Cat. Worst Sc... |-
End User and

USA CT 0274 Operational USA - Chicago Trams Contractor A goes bust Customer
Agreements

USA CT 0280 Operational USA - Chicago Trams L L £ TR R Commercial

adminstration.
strike action by A, B and C personnel

USA CT 0319 Operational USA - Chicago Trams could be conducted

Resource (Funding)

the lead time on the part may delay

USA CT 0321 Operational USA - Chicago Trams .
production of tram

Logistics

Trams may not meet new

. ) Environmental
environmental regulations

USA CT 0355 Compliance USA - Chicago Trams

Trams being defaced and logos/signs

USA CT 0369 Operational USA - Chicago Trams damaged or removed Security
cleaning product 123 may become
USA CT 0370 Compliance USA - Chicago Trams toxic in certain weathers as shown on Safety

limited tests

Figure 159 — Risks displayed underneath Heatmap
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The qualitative likelihood and cost figures are multiplied to produce the overall Heatmap score for each risk
e.g., Likelihood 4 x Cost 5 = Score 20.

Fields required for this report Where to locate the fields
Name Edit / Definition / Name
Risk Impacts Edit / Qualitative / Pre-Mitigated / Prob

Edit / Qualitative / Pre-Mitigated / Cost, Time, any Impact
Edit / Qualitative / Current / Prob

Edit / Qualitative / Current / Cost, Time, any Impact

Edit / Qualitative / Target / Prob

Edit / Qualitative / Target / Cost, Time, any Impact

Threat level Edit / Qualitative / Threat Level (3D)
Classification Edit / Classifications / Classification
Category Edit / Classifications / Category
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5.8.1.28. Global Historical

This dashboard is the same as the Global Current Heatmap but allows you to dictate which historical date
you wish to see the risks.

When selecting this dashboard, the following panel will offer several options, but this time will include
Select Report Start Date.

Configure Report - Global Historical n

Use Risks From

Grid Filter Current Project Node Current Node & Descendants Grid Selection

Restricted Risks

Standard Restricted All

Select Report Start Date
17.07.22

4.0
Scenario®

Pre-mitigated Current Target

Impact?

Cost Time Safety Security Environment More...

Show Risk codes (or Counts)
Risk Codes Risk Count

Generate Report Close

Figure 160 — The Global Historical Heatmap opening panel

Once the options are completed, select Generate Report to see the Heatmap:

[ wis

Prob ()

Current Global Risk Heat Map on 11.10.16 - Scenario: Current

Wery High
High

Medium
C0009 current co

-y -+ I . |

C0350 Political te... C0362 stakeholde.

Negligible

Negligible Medium High Very High

Cost ()

Figure 161 — The Global Current Heatmap on a specific historical date

The list of risks used in the generation of the report are displayed underneath the chart.

The same fields are required as the Global Heatmap.
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5.8.1.29. Global Changed

This dashboard displays only the risks that have changed their score during a certain period.

Configure Report - Global Changed B
Use Risks From

Grid Filter Current Project Node Current Node & Descendants Grid Selection

Restricted Risks

Standard Restricted All

Select Report Start Date
17.02.22 |

Select Report Finish Date
17.08.22 |

Scenario?

Pre-mitigated Current Target

Impact’

Cost Time Safety Security Environment More...

Show Risk codes (or Counts)

Risk Codes Risk Count

Generate Report Close

Figure 162 — The Global Changed Heatmap opening panel

The opening panel now displays a Select Report Start Date and Select Report Finish Date to determine the
time frame you would like to analyse. Once the options are completed, select Generate Report:

K >
Changed Global Risk Heat Map from 11.09.16 to 11.10.16 - Scenario: Current |

Wery High

Negligible

Negligible Medium High very High

cost ()

Figure 163 — Risks whose scores have changed during a particular time period

Using the global heatmap the report shows only the risks that have schanged their heatmap score during a
particular time period of your choice.

As with the other heatmaps, the risks used to generate the report are displayed underneath. However, now
displayed as columns is the Current Score, Current Likelihood and Current Impact score (eg Cost) as well as

Previous Score, Previous Likelihood and Previous Impact score.

The same fields are required as the Global Current Heatmap.
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This dashboard displays the risks that have not changed their score during a certain period. The same initial
panel opens and asks for a time period and other details. The Heatmap report is identical to the Global
Current and displays the risks used to build the report underneath.

The same fields are required as the Global Current Heatmap.

This dashboard uses the project Heatmap to generate a local Heatmap for the node you are displaying on
screen. In all other senses, it is the same as the Global Current Heatmap.

The same fields are required as the Global Current Heatmap.

This dashboard uses the project Heatmap to generate a local Heatmap for the node you are displaying on
screen. In all other senses, it is the same as the Global Historical Heatmap.

The same fields are required as the Global Current Heatmap.

This dashboard uses the project Heatmap to generate a local Heatmap for the node you are displaying on
screen. In all other senses, it is the same as the Global Changed Heatmap.

The same fields are required as the Global Current Heatmap.

This dashboard uses the project Heatmap to generate a local Heatmap for the node you are displaying on
screen. In all other senses, it is the same as the Global Unhanged Heatmap.

The same fields are required as the Global Current Heatmap.
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This dashboard displays quantitative values (options include Mean, Likely, Max) for Cost or Time impacts
against their probability.

There are 2 selectable options for the output, either by Velocity or by Proximity.
Velocity conveys the rate at which a risk can impact an organisation.
Where Triangle indicates highest velocity, Square = next highest, Circle = other.

Icon sizing is according to the heat map score.

Each data point is coloured according to their qualitative values as converted from quantitative
assessments. That is their Heat map High, Medium, Low, or corresponding values.

Quantitative PID indicating Velocity

Ukelihood Impact
-

cear ‘
0

Financlal Impact

Figure 164 — The PID (Quantitative) report - Velocity

Proximity provides an indication of the closest risks in days. Where Triangular implies Imminent, Square <

YN}

N days, Circle = other (“Imminent”, “< N days” are configurable).
A downward triangle indicates the risk has expired. Icon sizing is also based on the proximity.

Each data point is coloured according to their qualitative values as converted from quantitative
assessments. That is their Heat map High, Medium, Low, or equivalent values.

Quantitative PID indicating Proximity

coasy coes2 ok

Likelihood Impact
» -,- 2 3
-

Financial Impact

Figure 165 — The PID (Quantitative) report - Proximity
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5.8.1.36. Risks/Opportunities

This dashboard displays the risks owned by yourself or another with the greatest proximity or financial
impact.

% User Risk Status Dashboard | x|

User Name Name Total Risks Owned Total Risks Managed
Risk Manager 10 Risk Manager 10 2 2
Owned / Managed Risks
Code 1 Project Risk ‘Owner Manager |Prox. Prob.Mean Alloc.
USACT  USA-Chicago 1. time on the part may delay production of tram Risk Manager 10 Risk Manager 4 1513 50
0321 Trams
:;:SG ;Jrsa?ﬂ;(h"asn Trams may not meet new environmental regulations Risk Manager 10 Risk Manager 4 1148 50
:;2;‘7 zz;;(h.:agn Trams being defaced and logos/signs damaged or removed RiskManager 13 Risk Manager 10 -1513 $100,000
USACT  USA-Chicago  cleaning pr.od-uct 123 may become toxic in certain weathers as Risk Owner 1 Risk Manager 10 1543 25,000
0370 Trams shown on limited tests
Viewing 14 of 4 «[c]2]s]n
Risks with Closest Proximity
Code Project Title Mitigation Prox. (Cost Score Prob Mean Alloc.

Understand if the new

There is a risk that cleaning product 123 product is a) toxic and

USACT 0370 USA - Chicago Trams  may become toxic in certain weathers d -1543 526,486 525,000
- langerous to use b) cleans
as shown on limited tests
appropriately
Need to understand the
USACT 0355 USA - Chicago Trams There isa risk that Trams may not meet  patential impact of new 1148 $156,083 50
new environmental regulations regulations on current
designs.
Understand the suppliers
P . problems and impact on
USACT0321 USA-Chicago Trams  |1ere 8@ risk that the lead time anthe oo Cyyon iy 1513 $205,612 50
part may delay production of tram !
suppliers to overcome
problems.
. . Identify the most sought
USACT 0369 USA-Chicago Trams | ere 182 risk that Trams being defaced | C i o howehis 1513 $33,108  $100,000
and logos/signs damaged or removed
can be protected.

Viewing 1-4 of 4

Top Financially Rated Risks (by Probabilistic Mean)

Code Project Title Mitigation Prox.
Understand if the new
product is a) toxic and

Prob Mean Alloc.

There is a risk that cleaning product 123

USACT 0370 USA - Chicago Trams  may become toxic in certain weathers -1543 $26,486 $25,000
- dangerous to use b) cleans
as shown on limited tests .
appropriately
Need to understand the
s a risk th o
USACT 0355 USA - Chicago Trams There is arisk that Trams may not meet potential impact of new 1148 $156,083 0
new environmental regulations regulations on current
designs.
Understand the suppliers
R . problems and impact on
USACTD321 USA- ChicagoTrams | "ere 152 riskthatthe lead ime onthe 4o o work with -1513 295,612 50
part may delay production of tram -
suppliers to overcome
problems,
Identify the most sought

There is a risk that Trams being defaced

USACT 0369 USA - Chicago Trams
eag and logos/signs damaged or removed

memorabilia and how this  -1513
can be protected.

$33,108  $100,000

Viewing 1-4 of 4

Change User Configure Close

Figure 166 — The Risks/Opportunities button and report

In the above dashboard Helen Mirren manages 14 risks and is the risk owner for 8 risks and a list of the
individual risks is shown directly underneath.

The section Risks with Closest Proximity uses the quantitative proximity of the Start and Finish date of each
risk to indicate when the risks could materialise.

The section Top Financially Rated Risks (by Probabilistic Mean) organises Helen’s risks into risks with the
highest current probability mean.

At the bottom you can view the risks of someone else by selecting Change User.
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Note: You will only be able to view the risks from other risk owners within the node(s) you have access to.
Although you may be select other people’s names, you will not be able to see their risks.

Fields required for this report
User Name

Name

Risk Name

Risk Owner

Risk Manager

Risk Impacts

Proximity

Allocation

Classification: Internal

Where to locate the fields

Administration / People / User ID

Administration / People / Name

Edit / Definition / Name

Edit / Responsibility / Owner

Edit / Responsibility / Manager

Edit / Qualitative / Pre-Mitigated / Prob

Edit / Qualitative / Pre-Mitigated / Cost, Time, any Impact
Edit / Qualitative / Current / Prob

Edit / Qualitative / Current / Cost, Time, any Impact
Edit / Qualitative / Target / Prob

Edit / Qualitative / Target / Cost, Time, any Impact

Edit / Position & Timeline / Start Date

Edit / Allocation / Manual
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5.8.1.37. Actions

This dashboard shows the actions owned by yourself or another person.

User Actions Dashboard

identify which signs and logos need the greatest protection.

.

viewing 1-4of 4 |4

10

User Name Name Total Actions Owned Total Actions Assigned Executor
Risk Manager 10 Risk Manager 10 a
Actions Not Started On-Time
Code Combined Id Description Executor Owner Instance Act Type Basel...J Progress Act Sta...
. ,
iewing 0-0 of 0 |EIRE [« <[] ][]
Actions Not Completed On-Time
Code ‘Comhlnsd Id ‘Descrlpdon ‘E\oecmnr ‘Ownar ‘Inmm:a Act Type |Basal._¢|ngrsss Act Sta.
N B . Risk
A00SS  USACTO280  Meetwith key contractors every quarter to identify Manager Control Treat  01.12.17 20 Live
potential business threats 10
. . " s Risk
ADOS9  UsacTo3tel  Meetwith Unions to discover cause of problems, who is Manager Control Treat 011216 10 Live
affected and the demands of the workforce. 10
Test the new product on a variety of tram components and Risk
AD18B0 USACTO0370.1 in a variety of maintenance and weather conditions. Report Manager Control Treat 01.09.16 10 Live
the findings back to the Maintenance Team. 10
. A . Risk
ADI7E  USACTO3s9  Contactand work with festival and specialist stall owners to py wyonoeer 10 Manager Control Treat  01.07.16 10 Live

identify which signs and logos need the greatest protection.

Viewing 13 of 3

10

Actions Requiring Help
Code |Combined Id ‘Desctipn‘on |Executor Owner |Insmnoe |Ac( Type Basel...\k {ngress JAc( Sta...
b .
Viewing 0-0 of 0 <[] ]o]
Actions Un-Successful
Code !l‘ bined Id ll‘ |F.xec Owner | |Acﬂvpe aseL..»L‘l’rogress ‘Act Sta...
. . . Risk
A00SS  USACTO280.0  Meetwith key contractors every quarter to identify Manager Control Treat  01.12.17 20 Live
potential business threats 10
Test the new product on a variety of tram components and Risk
AD180  USACT0370.1 in a variety of maintenance and weather conditions. Report Manager Control Treat 01.09.16 10 Live
the findings back to the Maintenance Team. 10
. . - Risk
A0178  UsACTO3gey  Contactand work with festival and specialist stall owners to ooy \poooor 10 Manager Control Treat  01.07.16 10 Live

Code  Combined Id

viewing 0-0of 0 [EIRM

Print

Change User

Actions Without Baseline Dates
Code Combined Id Description Executor Owner Instance Act Type Basel..l- Progress Act Sta...
. y
Viewing 0-0 of 0 [« [ [1]5]s]
Actions Outstanding
Code  Combined Id Description Executor (Owner Instance Act Type Basel.. Progress ActSta...
f ,
Viewing 0-0of 0 [« [ Ja]o]5]
Actions Completed
Description Executor Owner Instance Act Type Basel..\ Progress

Close

Figure 167 — The Actions report

In the example above, Helen is the risk owner for 7 actions. A series of status is displayed underneath.

Select the Combined Id reference to edit an action. The panel will remain on screen but the risk containing
that action will appear on the main screen behind. Close the panel to edit the risk on the main screen.

Note: You will only be able to view the actions from other action owners within the node(s) you have access

to. Although you may be select other people’s names, you will not be able to see their actions.

Classification: Internal
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Fields required for this report
User Name

Name

Action Description

Action Owner

Action Executor

Instance

Action Type

Baseline

Progress

Action Status

Classification: Internal

Where to locate the fields

Administration / People / User ID

Administration / People / Name

Edit / Treatment / Select an action / Description

Edit / Treatment / Select an action / Owner

Edit / Treatment / Select an action / Executor

Edit / Treatment / Select an action / Action Type

Edit / Treatment / Select an action / Action Treatment Type
Edit / Treatment / Select an action / Finish Date (Baseline)
Edit / Treatment / Select an action / Implemented

Edit / Treatment / Select an action / Status
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This dashboard shows the count and specific uses of each entry in the Controls Library.

You can view additional information by selecting the Column Visibility Icon in the Top Left Hand of the

panel and selecting the following additional fields:

For Usage Counts: Code, Category, Name

For Usage Instances: Library Code, Action Type Action Code, Risk Code

Usage Counts

B
Type A Code
Fallback L1002
Fallback 11005
Preventive 11000
Preventive 11003
Preventive 11004
Preventive 11001
Response L1006
Response 11007
10 v

Usage Instances

E

Library Entry

Authority: L1000 Delegated
Authority Register

Authority: L1000 Delegated
Authority Register

Authority: 11000 Delegated
Authority Register

Business Continuity: L1002 BC
Plan - Access Denial

Business Continuity: L1002 BC
Plan - Access Denial

Business Continuity: 11002 BC
Plan - Access Denial

Business Continuity: L1002 BC

| Library Code

L1000

11000

L1000

L1002

L1002

11002

11007

Category
Business Continuity
Business Continuity
Authority

Commercial

H&S

Supply Chain Management
Emergency Response

Emergency Response

Action Type

Preventive

Preventive

Preventive

Fallback

Fallback

Fallback

Eallhack

Name

BC Plan - Access Denial

BC Plan - Strike Action
Delegated Authority Register

Contract Management - Customer Reviews

H&S SOP - Asbestos Management
Supply Chain - Approval Process

Emergency Response - Fire

Emergency Response - Gas

Action Code

A0003

A0052

A0002

A0056

A0057

A0054

annna

Action

Action 1

Set up patch routine in line with
Microsoft patch timings

Work within DAR paremeters

BC Plan - Access Denial

Have meeting with BCP Tea to
work out plan

Fallback - dr plan

RER Plan fr arrace donisl

Cause/Effect

lack of delivery drivers

The risk

[ TTES—
-.a lack of access controls
systems do not meet
specification

The Risk Impact..............inability
of unauthorised access to our
systems.

The Risk Impact..............inability
of unauthorised access to our
systems.

effect 2

inability to deliver our good

A Full Name ar)
Business Continuity: L1002 BC Plan - Access Denial
Business Continuity: L1005 BC Plan - Strike Action
Authority: L1000 Delegated Authority Register
Commercial: L1003 Contract Management - Customer Reviews
HE&S: L1004 H&S SOP - Asbestos Management
Supply Chain Management: L1001 Supply Chain - Approval Process
Emergency Response: L1006 Emergency Response - Fire

Emergency Response: L1007 Emergency Response - Gas

Search
Prime Impl. RiskCode 7 Risk Project
AD003 co0o1 Delays of key materials Company Wide
0009 This is the risk Description Company Wide
AD002 C0002 commissioning sign-off is delayed Project 1
AD0S6 €0009 This is the risk Description Company Wide
AD0S6 €0009 This is the risk Deseription Company Wide
00011 another one Company Wide
anana Fonnz Inshilit tn arrese e warahnice Prajort 1

Figure 168 — The Library Usage Dashboard

Fields required for this report

Action Type

Library Code

Library Category

Library Name

Library Description

Library Entry
Cause / Effect
Risk

Project

Classification: Internal

Where to locate the fields

Edit / Action / Action Type

Library ID

Edit / Action / Library Category

Edit / Action / Title

Edit / Action / Description

Edit / Action / Library

Edit / Descriptor / Cause or Effect

Edit / Descriptor / Risk Name

Edit / Position & Timeline / Project Node

A 4
Count
7
0
3
0
8
7
0
0
»
Y
PN
Print Close
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Risk data, which either spans the risk portfolio or belongs to an individual risk, can be downloaded to Excel
or JSON. However, only users with download access can use this feature. The reports available will be
different for each organisation, however if no specific reports have been defined, then the default reports
will be available. Each of these downloads are configurable.

|
Open All Sections +
_" Summary & Risk Register Summary Report _" Short Summary_Worst Assess...
-‘ﬂ Short summary -t Summary Hybrid -t Mitigation and Actions
_" Quantified —‘l Qualitative _" Summary Actions
-‘ﬂ Risk on a page
:’ Structure & Metadata & Data Fields Complete & Data Fields Incomplete
& Audit & Signoff & Benefits & Risk Landscape
& Risk Mitigations and Actions L... & Cause and Effect Register & On Screen View
& Arrisca Automation —" Arrisca Project Risk

Figure 169 - The Reports button and panel

The reports listed below are the default reports.

Risk Reports Qualitative Summary Report This report downloads risk data such as: Risk
name, start and end dates, qualitative scoring,
mitigation information.

Qualitative Risk Report Downloads risk data such as: cause,
consequence, category, source, phase, worst
scores, mitigation strategy and last review.

Detailed Qualitative Downloads risk data such as: classification,
category, start and finish dates, qualitative
probability, qualitative impacts for cost and time
and scores and last review.

Qualitative Risk, Mitigation and Downloads risk data such as: worst scores,
Actions Report Mitigation and Action information

Mitigation / Action Report Downloads risk data such as: risk name,

miitigation and actions, completion, current
progress and review dates, Action Commentary.
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Quantitative Risk Report

Hybrid Risk Report

Risk on a Page

Consistency Report for key fields

Portfolio Structure & Metadata
Data Fields Complete
Data Fields Incomplete
Audit & Signoff
Benefits
Risk Landscape
Arrisca Arrisca Automation
Compatible
Arrisca Project Risk
Custom

Classification: Internal

Downloads risk data such as: classification, start
and finish dates, probability, minimum, most
likely, maximum quantified cost impacts, and
probability mean.

Downloads risk dat such as: proximity, start and
end dates, classification, probability, minumum,
most likely, maximum quantitied cost impact and
gualitative worst scores.

Dowloads individual risk information on a single
excel sheet, with reach risk on a separate tab.

Configured to enable dashboard reporting for
Data Fields Complete / Incomplete.

Downloads project data such as: project titles,
ratings and scores, datasets used, project and risk
budgets, start and finish dates of projects.

Downloads the same data as Structure & Metadata
but also includes a section showing the level of
completion on key fields.

As above but this time showing the level of
incompleted key fields.

Downloads which projects have been assessed and
the assement details.

Downloads the risks relating to any beneifts of the
project.

Downloads project details such as aggregated and
individual node budgets, minimum, expected and

maximum cost figures, aggregated pmean for each
node, risks as a percentage of the project budgets.

riskHive also produces the software Arrisca which is
used specifically for analysing quantative risk data.
This report will generate an excel spreadsheet
containing the Cost quantitative values ready for
importing into Arrisca for analysis.

This report will generate an excel spreadsheet
containing the Time quantitative values ready for
importing into Arrisca for analysis.

Your administrator can create reports to meet your
exact requirements and they will saved in this
section.
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The Reports panel provides functionality for easily exporting Microsoft Excel Risk Registers into the ERM
system.

Select any of the reports and a configure report panel will appear. This panel may be slightly different
depending on the report selected:

Use Risks From

Current Project Node Current Node & Descendants Grid Selection

Risk Status Set

Active Onl All Present (exc Deleted In Progress {Active, Attested Quarantined Only Retired Only More

Restricted Risks
Restricted Al

Scenario

Pre-mitigated Target

Cost®

GBP (£ USD (% NZD ($) | AUD ($ More

Time’
Hours Days Weeks Months More

Generate Report Close

Figure 170 — The Reports panel

The Use Risk From section asks if you wish to download data from the Grid Filter (l.e. what is currently
showing on your grid, Current Project Node (l.e. everything in the node you are in at the time of running
the report), Current Node and Descendants (l.e. everything in the node you are in and below) or the Grid
selection (l.e. if you have selected specific risks showing in your Grid).

You can select the risk status from the options in Risk Status Set. Note: This is the system status only and
not the ERM states.

Restricted Risks will only be available to you if you have permissions to see restricted risks.
The Scenario section asks if you wish to see data from Pre-mitigated, Current or Target assessments.

You can choose to see currencies in the local rate of the project or a choice of other rates through the Cost
option.

As with the Cost, you can choose to see the report displaying the timing of the project or in different
timings of your choice through the Time option.

Once you have made your selections, select Generate Report and the data will be exported to Excel.

Depending on the report you selected, the spreadsheet will something like the below:
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Report ID:

1082.001.000

Project Name: UK - London Underground

Export Date: %0019 Risk Register Summary Report

Project Manager:

Project Sponsor:

Record Count: 10

Class Node Risk Status_|Risk Name Category Licinood [Impact |Cumuiative Score | Insurance Risk Owner itgation figation Owiner | StartDate|Finish Date |LastReview |Legacy
Tnere i o sk that Severe weather damage sustained by Develop new processes or technology to
tracks over ¢ months because Eleciric boxes and tracks

Operatonal UK~ London Underground — [Active damaged due to fghtning, frost and exiremely low satety nn 16 Risk Manager 50 Risk lanager & o7ee| o104 oot 3%
temperatures which wil resut i Trains mey need o be
adanted for fuiure severe weather sate quard equpment
Tnere is o sk that Terrorst ircets and achens may mpact Ensure maintenance crews are updated and

Operational UK- London Underground  |Active :‘Tfm ":r’;s‘r"‘a:’:r:’:“:t:‘::;iﬁ‘;"n‘s;:““"\‘:fm:h“m r"e‘gs::’in Securty 3l 12 RiskManager2 | prepared for deaing with normal Risk Manager 5 o10e1s|  01.11.13] 110318
[Trains delsved maintenance but also emergency equipment

All reports in the Portfolio section download immediately once selected and need no configuration to run.

The Registers panel provides functionality for easily exporting and importing Microsoft Excel Risk Registers
into the ERM system. The panel contains the standard Risk Register which can be downloaded and used as
a template. Organisations can create their own registers for their specific usage. If the field names remain

the same, registers can be uploaded without difficulty.

Individual risk data or risk data spanning the portfolio can be downloaded into Excel, altered, and uploaded

Figure 171 — Downloaded Risk Register Summary Report

back into ERM. Only users with export and import access can use these features.

To download a Register, click on the required register and a configure report panel will appear. This panel

¥

f

Figure 172 - The Registers buttons

may be slightly different depending on the report selected:

The report will download into excel and will usually appear as a download on the bottom left-hand side of

your screen.

Use Risks From

Current Project Node

Risk Status Set

Active Only

Restricted Risks
Restricted all

Scenario

Pre-mitigated Target
Cost?

GBP (£ UsD ($. NZD (%) AUD ($)
Time?

Hours Days Weeks Months

Figure 173 — The Register panel

Current Node & Descendants

All Present (exc Deleted)

lore...

In Progress [Active, Attested)

Grid Selection

Quarantined Only

Generate Report

Retired Only More...

Close

If you decide to amend the data within the download and wish to re-import the register, select the
equivalent register in the Standard Imports section. An import screen will appear:

Classification: Internal
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Drag and drop a file or click here to upload.

Close

Figure 174 — The Import panel

Drag and drop your excel file on the black part of the screen to upload your data into the system.
You can amend your Node Data information from the Register panel.

This panel allows users with the correct permission to schedule reports on a regular basis. It enables you to
email a particular person a copy of a report or register on a set time and date and repeat the email if
necessary.

& summary X sk Register Summary Report E2

-t Quantified _‘. Qualltative _‘- Summary Actions

.f, Risk on a page

o, Fisk Mitigations and Actions Log X Couse and Effect Register X ons @

ok Cost Risk Model Export update shest o sk Register - with inks X

Figure 175 — The Schedule Output button and panel

Manage Schedule Scheduled Exports Provides a list of current scheduled exports.
Exports
Standard Reports Risk Reports which can be emailed to a specific

person, at a specific time and date and repeated
eg weekly, monthly.
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Custom Reports Custom Reports which can be emailed to a
specific person, at a specific time and date and
repeated eg weekly, monthly.

Standard Registers Standard Registers which can be emailed to a
specific person, at a specific time and date and
repeated eg weekly, monthly.

If you select a report or register the following panel will appear, although depending on your configuration
the last two fields could look different:

Repeat

|Weekly v‘

Start Time

[23:30 |

Start Date

[06.03.18 |

Email To

| v]

Use Current Advanced Search?

[ves v]

Prior Reporting Period

| Months V‘

Updated within Last (select period)

[ \

Created within Last (select period)

[x |

Use Risks From

| Current Project Node v ‘

Scenario

| Pre-mitigated V‘

Financial’

| local rate v ‘

Schedule’

| local rate h ‘
Schedule Report Close

Figure 176 — The Schedule Report Summary panel

Once the Start Time, Start Date and Email To have been set up, you can repeat emailing the report or
register hours, days, weeks, month or years later.

The Start Time is asking the exact hour and minute you wish to email the report or register.

The Start Date is asking the exact date you wish to begin the report. It will repeat according to the selected
Repeat period.

The Email To is asking who you wish the report or register to be sent to. You can schedule a report to be
emailed to specific users and/or groups of people.

If you have previously used the Advanced Search to filter your risks on the main screen, the Use Current

Advanced Search? option will save your Advanced Search filter options and use this again if you were to
repeat emailing the report or register to someone at a later time/date.
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To reduce the content of the output to only those risks that have been created and/or updated during a
given time span, use the Prior Reporting Period. Here you can specify the report should contain only those
risks that are new or have changed during the N Days/Weeks/Months prior to generation of the report.

Use Risks From tries to identify where the risks are current stored (either in the current node or node and
descendants), risks that have been filtered or highlighted on the main screen.

You can select from pre-mitigated, current or target risk status using the Scenario option.
The Financial option is asking what currently you wish the report or register to display.
The Schedule option is asking what rate you wish the report or register to display.

By selecting Schedule report, you are setting up the time and date when the report will be emailed. This
will also be recorded in the Schedule Exports list in the previous panel.
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5.8.2.4. My Risks

My Risks enables you to see the risks which you have been identified as the risk owner or managing the
risk.

a User Risk Status Dashboard
User Name Name Total Risks Owned Total Risks Managed
Contractor A Risk Manager 3 13 6
Owned / Managed Risks
Code &y ‘ Project Risk Owner Manager ‘ Prox. ‘ Prob.Mean Alloc.
UK LU 0010 UK - London Maintenance records may be misaligned between Customer and Contractor A AMOS 2540 £10015
Underground ourselves.
0325 High Speed Train Cuflumers cannot update their station in time for the delivery of the . Admin User @ 1637 £50,000
v2020 train v2020
5) Explorati . - .
(0334 pace Lxploration Flight path results are unreliable Admin User 7 Contractor A -1994 £53,146
and Travel
UK-London o
UK LU 0336 Severe weather damage sustained by tracks aver 4 months Contractor A RMO05 -2224 £3,262,800
Underground
0349 Corporate Nya handelslagar kan péverka projekt i linder utanfor EU Contractor A Contractor A -2174 £671,691
‘ 3
Viewing 1-5of 17 KNS wle[1]2]3]4[»|»
Risks with Closest Proximity
Code Project Title Mitigation Prox. Prob Mean Alloc. Likelihood Cost Score
Review data
isali t probl
There is a risk that Maintenance ;n:;aﬁ:f:;:r;;r: :I::':
UKLU 1323 Tier2 SC records may be misaligned between N H -2540 £8,158 £10,915 2 5
processes are in place to
Customer and ourselves.
catch and correct future
misalignment problems.
There is a risk that Severe weather  Develop new processes or
UKLU 1317 Tier2 SC damage sustained by tracks over 4  technology to safe guard -2224 £2,419,290 £3,262,800 4 3 12
months equipment.
. . There is a risk that Impl it int
856 DesignandBuild o on ey omesIoning  AmPETEnt waypamt - gay £45499  £50000 4 4
sign-off is delayed sign-off measures
0451 Corporate There is a risk that Weather Cluster -1687 £0 £0 3 3
There is a risk that Severe weather  Develop new processes or
UKLU 1063 Tier2 SC damage sustained by tracks over 4  technology to safe guard -2224 £2,419,290 £3,262,300 4 9

months

equipment,

\flewingl-Sofl? « 12|34 »

Top Financially Rated Risks (by Probabilistic Mean)

Code Project

Title

Mitigation Prox. ProbMean  Alloc.  Likelihood Cost Score
Review data
There is a risk that Maintenance ;“;Zal'fs”u"::’l‘;”ﬁ’:b':’:f
UKLU 1323 Tier2 SC records may be misaligned between s 2540 £8158  £10915 2 5
processes are in place to
Customer and ourselves.
catch and correct future
misalignment problems.
There is  risk that Severe weather  Develop new processes or
UKLU 1317 Tier2 SC damage sustained by tracks over 4 technology to safe guard -2224 £2,419,290 £3,262,800 4 3 12
months equipment.
cosse Design andBuja  TNETeis@ isk that commissioning  Implement way-point . ciase 0000 4 B
sign-off is delayed sign-off measures
There is a risk that Severe weather Develop new processes or
UKLU 1063 Tier2 SC damage sustained by tracks over 4 technology to safe guard -2224 £2,419200 £3262,800 4 9
months equipment.
Work with custorers to
understand their
_  Thereisa risk that Customers difficulties in meeting the
High Speed Train N L . >
0325 cannot update their station in time  new planning regulations, -1687 £11,250  £50,000 2 3

v2020

for the delivery of the train v2020

their required changes
and how this impacts the
delivery of the train.

Print Change User Configure Close

Figure 177 — The My Risks button and report

In the above report Contractor A manages 6 risks and is the risk owner for 13 risks and a list of the
individual risks is shown directly underneath.

The section Risks with Closest Proximity uses the quantitative proximity of the Start and Finish date of each
risk to indicate when the risks could materialise.

The section Top Financially Rated Risks (by Probabilistic Mean) organises Risk Manager 10’s risks into risks
with the highest current probability mean.
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At the bottom you can view the risks of someone else by selecting Change User.
You can edit a specific risk, by clicking on the Code Reference.

NOTE 1: Only Administrators have access to the ‘Change User’ option.
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5.8.2.5. My Actions

This report shows the actions owned by yourself or another person. As with the previous report, there is an
option to state what level of confidentiality or security you wish to place on printed reports.

&+

User Actions Dashboard n

User Name Name Total Actions Owned Total Actions Assigned Executor
Risk Manager 12 Risk Manager 12 4 0
Actions Not Started On-Time
Code Project Combined Id Description Executor Owmer Instance  Act Type
A0Ba4 Trams USA CT0881.3 Work with higher management to highlight where the project is vulnerable Risk Control
and what level of support higher management can bring. Manager 12
20061 USA - Chicago Trams USA CT03193 Work with higher managsm_em to highlight where the project is vulnerable Risk Control Treat
and what level of support higher management can bring. Manager 12
‘ »
Actions Not Completed On-Time
Code Project Combined Id |D@u’ip|inn |Execumr |()uner |Ins|1n£e ‘AAIType
10840 Trams USA CT 08802 Communicate lead time pmblems_ to Team B and work with Team B to Risk Control
reschedule tasks and understand impacts. Manager 12
10154 USA - Chicago Trams USA CT 03212 Communicate lead time pmblems_ to Team B and work with Team B to Risk Control Treat
reschedule tasks and understand impacts. Manager 12
‘ »
Actions Requiring Help
Code Project Combined Id Description Executor |()wner |Ins|]n£e ‘AAIType
« »
Actions Un-Successful
Code Project Combined Id Desceription Executor Owner |instance  ActType
0061 USA - Chicago Trams USACTO319.3 Work with higher managem_enl to highlight where thg project is vulnerable Risk Control Treat
and what level of support higher management can bring. Manager 12
A0154 USA - Chicago Trams USA CT 03212 Communicate lead time pmh\ems_ to Team B and work with Team B to Risk a— Treat
reschedule tasks and understand impacts. Manager 12
« »
L
Actions Without Baseline Dates
Code Project Combined Id Description Executor

Owner  |instance  ActType
;

F]

Actions Outstanding

Code Project Combined Id Description Executor Owner |instance  ActType
3 v
Actions Completed

Code Project Combined Id Description Executor

Owner  |instence  ActType
;

afc|1]>|»

F]

Viewing 0-0 of 0

Print | ChangeUser | Configure | Close

In the example above, Risk Manager 12 is the risk owner for 4 actions. A series of status is displayed
underneath.

Select the Combined ID reference to edit an action.
The action panel will open a new window for in-line editing. Once the action has been edited and the

changes saved. Upon closure of the edit panel the system will re-fresh the My Actions grid and you can
continue editing the remaining actions.
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The Tools panel gives you tools to attach documents, view key words across risks and projects, view
geographical locations of projects, create bowties and groups, Monte Carlo simulations on costs and

schedule.

,‘ Open All Sections +

I% ‘Word Cloud

—e Qualitative to Quantitative
Qualitative to Quantitative

Create Group

B user Risk Activity

BULK EXPORT/IMPORT —

System Tools @

conerater | MR
¥
-
=
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W Bowtie from Selected 'E Bowtis from All [ sowtie from Group

9% auanitative to Qualitaive

o addtoGroup [E) Remove from Groups =] manage Groups
BB userAccess BB user activity A emai
C' refresh Risks &3 Refresh Page

Figure 179 — The Tool button and panel

Word Cloud

Map View

Report Manager

Upload/Register
Manager

New Bowtie

Bowtie from Selected

Bowtie from All

Bowtie from Group

The Word Cloud searches through the risks to
find common words or phrases and displays
them in a simple diagram.

Shows the geographical location of projects.
Provides the ability to re-download and or
delete obsolete/old files. This option is only
available to Administrators.

Provides the ability to re-download and or
delete registers. This option is only available

to Administrators.

Create a new risk using the bowtie.

Display the bowtie from the risk or risks
selected.

Display the bowtie from all the risks on
screen.

Display the bowtie of a Group.
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Qualitative & -—

il )+ & &

. . _-
Quantitative -a—
Convertors
Groups
User Tools

Q

8E

Q#H B ©

)
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Qualitative to
Quantitative

Quantitative to
Qualitative

Create Group

Add to Group

Remove from Groups

Manage Groups

Users Online

User Access

User Activity

User Risk Activity

Refresh Risks

Refresh Page

Scheduled Exports

Bulk Exports/Imports

Convert qualitative Cost assessment to a
quantitative assessment.

Convert quantitative Cost assessment to a
gualitative assessment.

Creates a group.

Add the current risk(s) to a group.

Remove the current risk(s) from a group.

Lists the current groups and enables you to
view the risks within each group, remove risks
from a group or delete a group.

Shows which users are currently using or have
accessed the system within the last hour but
their session has not yet timed out. This
option is only available to an administrator.
(Times shown in UTC).

Shows how many times a user has logged into
the system and the date of their last log in.
(Times shown in UTC).

Shows the date and time when a user has
logged in or out of the system within a given
time frame. (Times shown in Local Time).

Shows the activities you conducted within a
time frame. (Times shown in UTC).

There are many occasions where extensive
changes are made to a risk. To ensure all
changes are showing on the screen, select
Refresh Risks.

If work has been conducted in the Dataset or
Administration pages i.e., custom fields have
been added, lists altered, Heatmap colours
changed then the main page may need
refreshing to display those changes.

Only available to Administrators and Users
with ‘Schedule’ permissions.

These are only available to Administrators.
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5.9.1. System Tools

Word Cloud conducts an analysis on the text within the Name, Cause or Effect of the risks you have on
screen and shows duplicated words or sentences.

| ]

Use Risks From

Grid Filter Current Project Node Current Node & Descendants Grid Selection

Risk Status Set

Active Only All Present (exc Deleted) In Progress (Active, Attested) Quarantined Only Retired Only Maore...

Restricted Risks
Standard Restricted A

Analysis Fields

Mame, Cause & Effect Mame, Cause & Effect, prime only Name & Cause Mame & Effect Cause & Effect More...

Generate Report Close

Figure 180 - The Word Cloud button and panel

Once you have made your selection, select Generate Report and the following panel will appear:

|
Words
Click on a cross (X) in the 'Search?' column to add that row’s word to the main grid search. Click on a tick (+) to remove that word. Currently
searched for words can be seen with a  in that column. The main grid search can be reset by 'Clear Grid Search' button.
A word cloud of the contents of the Words grid can be generated from the "Word Cloud’ button. By default, all words are sent to the word cloud,
but you can select rows to include and only those will be used. Tip: select rows to exclude and then use the ‘Inverse’ selection option on the grid to
get an inclusive selection of everything not be excluded.
X Search
Risk Count | Word Risks Search?
N uK C0002, C0437, CO438, CO439, C0440, C0441, C0442, C0443, «
co444
0349, C0437, C0438, C0439, C0440, C0441, CO442, C0443,
3 EU X
C0444
7 new C0002, CO007, C0349, CO351, C0440, C0444, CO566 X
6 leaving C0437, C0439, C0440, C0441, C0442, C0444 X
6 due C0437, C0438, C0441, C0442, C0444, COS66 x
4 will C0002, CO007, CO440, C0443 X
4 projects C0349, CO351, CO362, CO441 X
4 countries 0349, C0440, C0441, C0444 x
4 leave C0349, C0438, C0441, CO443 x
4 referendum C0437, C0439, C0440, C0443 X
3 impact CO007, CO348, C0444 X
3 current €0009, CO437, C0440 x
3 company C0009, C0427, COS66 x
3 project C0349, CO350, CO351 x
3 contracts C0437, C0440, C0444 X
2 influence C0442, C0443 X
2 programmes C0442, C0444 X
| 50 <|1]> |
Sentences
| Search |
Risk Count | Sentence Risks
2 UK are leaving the EU C0441, C0442
| 5 «[<|1]>]» |
Word Cloud Clear Grid Search Edit Print Close

Figure 181 - The Text Analysis panel

The panel returns all duplicated words and shows how many risks contained a word in the Risk Count
column. The individual risks are displayed in the Risks column.

As many words are shown, you may wish to deselect common words which do not contribute i.e., due, will.
You can filter the risks further by typing in the Search box.
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By selecting the Word Cloud option, a graphic will appear showing the key words:

| x

changed standards problems Contractor next ferries ‘”*‘“5“*
weather requ1rements security r‘:-‘P“f‘cement

greatercontcr:i'cﬁ_en Progr mme water delayed | limited
local malntenance financial

P life
“Worktram ( , Delayga?leé;n
used LOSSyegrS [ deS gn metro g
requ1re;dme t“ l costs *"“Jtra]ntracks
trac : areas
S]tep]°r;’1r tarc?],rls - LC ySbundconducted
Fess COSE_tir amage month

i Buses regulatlons Saféty Major

contract ,,,,,

management Increase Customer transport dr]\‘/eﬂrs 1y

damaged
d]fflcult fficient issues  actio
Compan) manufactur]n ]ncreased su

s become aternative system

ctrike

Figure 182 - The Word Cloud panel
The Word Cloud acts as a visual interpretation of the key words across the risks. From the example above,
it is clear that within a specific project the main concern and opportunity is around damage and delays.

The Configure option enables you to tailor the filtering even further.

| x

Colour Scheme

[Trafﬁc Light {Gradient) VI

Font

| Default V‘

Maximum Number of Words

Minimum Risk Count

Update Cancel

Figure 183 - The Configure panel
The Colour Scheme enables you to change the colours on the Word Cloud.
The Font section enables you to choose a different font.

The Maximum Number of Words enables you to cut down how many words you wish to display on the
Word Cloud.

The Minimum Risk Count tells the system to display risks with up to a minimum number of repetitive words
within a risk.
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By changing the configuration of the example above, we can make the word cloud look something like the
below:

increased manufac
deayed  required

mamtenance

~ =Customers, . ..
Ad d 1 t] Oona l_ Delay transport

C tram d meet amage
ustomer e l years sudng

gr%c{'gn current ..

amage tra]n Safety security

’ ;rogramme t] me COSt Buses "
e Increase

water

requirements

contracts

Figure 184 - The Word Cloud panel reconfigured

The Map View provides a geographic view of where the various projects are located by clicking on the
various black boxes showing the number of projects in each area.

Q -

Commercial
Design and
Manufacturing Contracts

Space Transport

High Speed Train v2020 europe ." s
unassigned 1 project

Concept £03

Design

Manufacture ®

XY Afiica
In-Service i no projects
Europe South America
. no projects
Commercial
Space Exploration and

Travel

North America
no projects

South America
no projects

Close

Figure 185 - The Sign Off panel

This graphic is for information only. When a location is entered into the Administration panel there is a

Region option to select for each node. By selecting a Region, each project will be identified on the
Navigator map.
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Bowtie diagrams are a simple and effective tool for visualising and communicating risk information to
employees at all levels. Not only is a Bowtie a very simple way to create a risk but the diagram clearly

displays the links between the assumptions, potential causes, the controls, event and consequences of the
risk(s) and fallback options.

Figure 186 - The New Bowtie button panel

Right click anywhere on the screen, select Create New Risk.

Name

Project Node
W Corporate # Construction Business 4 London Underground
4 @ Corporate
W Climate
4 @ Construction Business
« @ Llondon Underground
W Local Site

Has Happened’

Save Close

Figure 187 — Creating a new risk

Type the name of the risk in the Name section. ldentify where you wish the risk to be stored in the Project
Node section. If the risk Has Happened, then you can select Y at this stage. Select Save.

Note: The option of Has Happened? Will only appear if your system administrator has this configured.
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RISK (CURRENT)

RISK (CURRENT)

Figure 188 —A new risk in the Bowtie
The newly created risk will appear in the centre of the screen.

To add a cause, right click in the Risk box, then select Add New Cause..., give the cause a Name and a
current qualitative Probability level and select Add. Do the same for the Effects and this time add a current

gualitative Impact. You can add multiple Causes and Effects.

NOTE: Any assessment impact can be selected for the Prime Effect, however, only Cost can be selected for
all other Effects.

Underneath the first Cause of Risk and Risk Effect you created will be displayed the word prime in grey.
The Bowtie will list the first Cause or Effect as the primary concern.

If you are not satisfied with the order of the Causes or Effects, come out of the bowtie, with the risk

selected, select the Edit button, and select Definition. In the Cause or Effect section, select the risk you
wish to move. Select Sort and the following panel will appear:

Drag to change sort order...
¥ Cause 1

¥ Cause 2

... then click "Sort' to save changes.

Figure 189 — The Sort panel

Click and drag the Cause you wish to move to the correct position within the Causes list. Select Sort.
Back in the bowtie, to delete a Cause or Effect, right click in the cause box and select Delete.
Note: The changes you make to the risks probability and impacts may affect the colour of the risk box.

Controls, Responses and Fallbacks can be added using this method as well. Select the cause box, right
click, and then select Create New Control and the following panel will appear:
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Name

\ |
Cause/Effect

\ ]
Description

\ | |
Status |
\ 7] |
Implemented

\ ]
Effectiveness

Figure 190 — The Create Control panel

Give the Control a title in the Name section. You will be forced to assign the control to a cause/effect.
Where there is more than one Cause/Effect these options will appear in the drop-down list. Once the
control has been linked you can continue with completing the other fields. Continue to complete the other
fields as appropriate. Select Save.

If the action has already started, identify the level of implementation and effectiveness.
Note: If an action is above 75% implemented and 75% effective, the action will be coloured blue within the

bowtie. This symbolises the action is controlled and needs no further monitoring. If an action is
uncontrolled (that is, under 75% implemented and less than 75% effective) then the action will be red.

Identify which countries wish to leave the..

\ Work with existing companies
whose countries will remain within ~ —_
the EU

Work with customers in countries which v..

Figure 191 — Example of Uncontrolled (red) and Controlled (blue) actions

As you can see, each action will also have a bar underneath split into 3 sections representing the status for
the risk, its level of implementation and effectiveness.

Identify which Cause or Effect this action relates to.

There are arrows between the Cause of Risk and the Risk Controls. These are links and showing which
actions are addressing which cause. If a Risk Control has not been linked to a cause (e.g., the final action in
the column) there will be no arrow.

Note: The Risk box will change colour according to the current highest probability and cost impacts.

The grey object within the actions sections means an action has not yet been created but the system has
put in a place holder instead.

To create a Response or Fallback, click on the Effect.
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ASSUMPTION CAUSE ‘CONTROL RISK (CURRENT) RESPONSE EFFECT (COST) FALLBACK

UK LU 0336 Risk Ouiner 8

P e e
i v

Redisign trains

Have a supply of ballast

UK - London Underground (Lavel 3)

Identify critical or single point parts..

ASSUMPTION causE CONTROL RISK (CURRENT) RESPONSE EFFECT (COST) FALLBACK

Refresh Download Image || Switch Layout Mode Prime Scoring Scenario Impact Close

Figure 192 — Example of bowtie with responses and fallbacks
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This is a very useful feature giving the Risk Manager the ability to view a Bowtie of a single risk of a
selection of risks.

If you select a single risk and then select Tools and Bowtie from Selected, you will see the following:

CAUSE CONTROL RISK EFFECT

The desire to leave the EU may

impact other countries who remain Ensure current trading laws that

benefit us are still in place

Identify which countries wish to leave the.

within the EU C0345: Benedict Cumberbatch
MNew trading laws may impact
projects located in countries
prime outside the EU prima

Time is required to understand the
changes in trading laws and how
they impact each project

Sl mr RS e T Wiork with customers in countries which .
Corporate Level 1)

Work with projects which have EU related

CAUSE CONTROL RISK EFFECT

Download Image Switch Layout Mode Prime Scoring Change Scenario... Close

Figure 193 — A single risk displayed in the Bowtie
The system will automatically generate a bowtie diagram using the cause, treatment, event, consequence,
and fallback information that has previously been entered into the system. Where information has not

been added, there may be blank spaces, but you can use the bowtie to add the elements required.

If you select several risks, then select Tools and Bowtie from Selected you will see:

=
CAUSE CONTROL RISK EFFECT FALLBACK
The desire to leave the [ = ] Ensure current trading
e LSeTETY i courdae v e [ttt
countries who remain AT stilin place
New trading laws may
impact projects located
in countries outside the prime
ome L Time is required to
— Work with custamers understand the changes
e e Cororate Coevel D I rading lsws and how
they impact each project
Wert o prci veh heve
i
Customer of Project
Electrical may
o linese o have more money to
== invest in other travel
New Chinese Leader Chineas Covernment 2 mediums (ie space).
" release a significant
e Sl ot amount of maney for o —
bl tolsad ndustry [ m— TEILEE
intain a. e Other Chinese
companies may wish to
diversify into space
travel.
CAUSE CONTROL RISK EFFECT FALLBACK -
’ .
Download Image Switch Layout Mode Prime Scoring Change Scenario... Close

Figure 194 — Several risks displayed in the Bowtie

If an empty box appears in the Risk Control column this means a place holder for an action has been
generated which you can complete later.

Classification: Internal Page 170 of 230



At the bottom of the panel are the following options:

Download Image Download the image to PDF.
Switch Layout Mode Makes a number of bow ties fit closer together.
Prime Scoring The colour of the risk is dictated by the qualitative Probability x Prime Cost

impact. By changing this to Worse Scoring, the risk colour will be dictated by
the Probability x Worse Impact score.

Change Scenario The bowtie will show the current scenario of the risk by default. You can
choose another scenario.

Close Close the bowtie and return to the main screen.

If you filter and display on screen all the risks you wish to see in a bowtie you do not need to select them,
you simply select Bowtie from All and a Bowtie will open showing all the risks.

Similar to Bowtie from Selected above, if you select the Group header, Tools and Bowtie from Group you
will see all the risks within the Group displayed within the Bowtie. The lead risk will show at the top of the
Bowtie.

Note: The more risks you display, the bowtie will be more complicated (and difficult to read) on screen.

Displaying a group of risks within a bowtie is not just simple but extremely effective when trying to update
several risks and reviewing the potential impacts of those changes on other risks within the group.

The bowtie editor allows users to be able to select if the risk Has Happened from within the bowtie. (Where
configured to do so by System Admin).

Name

One of our mobile workforce are involved in an accident

Project Node

W ... ~ Construction Business ~ Tall Building Project

4 @ Corporate
W Climate
4 @ Construction Business
~ @ London Underground
@ Tall Building Project -

Has Happened®

No v

Save Delete Close

Figure 195 — Bowtie - Has Happened Indicator field
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When the risk has not happened (or blank) a grey bar will now show above the risk information.

€0024: John Smith (Ext)
Accident of mobile workforce (Driving/Unsuitable vehicle)

Has Not Happene|

s One of our mobile workforce are invelved in an accident

[

Tall Building Project (Level 3)

Figure 196 — Bowtie - Has Happened Indicator — not happened

When the risk has happened the bar will turn black.

C0024: John Smith (Ext)

Accident of mobile workforce (Driving/Unsuitable vehicle)
; —

Has Happened

> One of our mobile workforce are involved in an accident

[

Tall Building Project (Level 3)

Figure 197 — Bowtie - Has Happened Indicator -has happened

Note: The grey and black colours are configuration by system administrators.

The Qualitative to Quantitative option enables you generate quantitative assessment figures from a
gualitative assessment.

-a—

Please select a scenario for conversion of Qualitative scores to Quantitative values.

Scenario’

[ 7]

Select Close

Figure 198 — The Select Scenario button qualitative convertor

The Scenario is asking where the current qualitative figures reside. Once identified from the drop-down
list, click on Select & Convert.

Equally, if you have quantitative figures which you wish to convert to a qualitative assessment you can use
the Quantitative to Qualitative option:
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% Please select a scenario for conversion of Quantitative values to Qualitative scores.

Scenario’

( v

Select & Convert Close

Figure 199 — The Select Scenario button quantitative convertor

When risks have similarities or relationships you may decide to create a group. The risks remain
independent and can be edited individually but they also can be retrieved in a group.

Select 2 or more risks (the first risk selected will become the dominant risk within the group). Select the
Create Group button.

Figure 200 — The Create Group button

Whilst the group is being established, a timer will appear on the screen briefly.

Risks can be added to existing groups. Select the risk(s) you wish to add, select the Add to Group option.

+

Existing Group

Figure 201 — The Add to a Group button and panel
The Existing Group displays a list of existing groups. Select the group relevant for your risks and select Add.

If the group does not currently exist, select Add to New Group.
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Add to Existing Group

New Group Name

\NE-\\; Group Name

Notes

Enter nptes here

Figure 202 — The Add to New Group options

Add the group’s name in the New Group Name section. Add a description in the Notes section (e.g., risks
with financial considerations to objective A, risks belonging to a struggling supplier, risks that could impact
environmental regulation 1.2). Help another user understand the relationships of the risks within the

group.

Select Add.

First, remove the risks within the group. Search for the parent risk. The parent risk and the risks within the
group should appear on the screen. Select one of the risks within the group, select Tools and Remove from
Group. Do this to all the risks within the group. Finally, you will be left with the original parent risk, but this
no longer belongs to a group as it no longer is linked to any other risks.

Select a risk which belongs to a Group, select Risk Actions and then Remove from Groups.

Figure 203 — The Remove from Groups button

The risk is not deleted. The risk remains on the main screen but is no longer part of a Group.

You can see all the Groups created by selecting Managed Groups:

ie Empty | Delete
Code I Name Project Notes
M&S Contracts 0287 Interpretation of Fire Regs, Contractor v Fire Officer. Projects Th?re hés been evidence to 5“559“‘ that (,iFE'EW’ Fire
Officers implement the regulations in varying ways.
USA CT 0355 Trams may not meet new environmental regulations USA - Chicago Trams
o417 Loss of Life Cluster RCL Group made up of distributed sub-risks
C0451 Weather Cluster RCL
M&S Contracts 0479 TestGroup Projects aaa
C0538 Group of Brexit risks not in Brexit node Corporate
C0540 Loss of Life Corporate Group made up of distributed sub-risks
S0544 Weather Corporate
M&S Contracts 0868 Operational risks are not managed properly Maintainance and Service Contracts
0976 ToEEs ir—:rv(le complete or partial loss of Low Voltage (LV) National Alr Traffic Service
electrical equipment
»
10 v 120

Figure 204 — The Manage Groups panel showing the list of Groups
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A list of the Group Headers will appear. To see the risks within a group, select the Code.

Show As Bowtie

Belongs to Group(s) Name Project Notes
Small design changes have been requested which
originally were agreed but are now proving more

M&S Contracts 0283 M&S Contracts 0479 Design more complicated than initially expected  High Speed Train v2020 difficult than expected. Not all design changes have

been implemented yet but the changes

implemented so far are indicating problems.

The original tender has insufficient information

M&S Contracts 0310 M&sS Contracts 0479 Tenderers decline bidding Projects i EhmEnsE R e e g

bidders could be extremely varied (and potential
not to the customers reguirements).

) ) ) Lead times are becoming more and more reliable.
Lead times will continue to be extended for the next ! e !

M&S Contracts 0318 MB&S Contracts 0479 £ monthe space Exploration and Travel Promises by key suppliers have not been uphelc
due to the suppliers own business problems.
M&S Contracts 0479 TestGroup Projects aas
5
5 v 1

Figure 205 — A list of risks contained within a Group

A list of the risks will appear. To view a risk, select the Code. The risk will appear in the main screen behind
this panel. To see the risk, close this panel first.

The User Access Dashboard shows you how many times a user has logged into the system within a given
period.

Select the date ranges for which you wish to run the report. (Times shown in UTC.

Select Report Start Date
23.06.20 |

Select Report Finish Date

23.07.20 |

Generate Report Close

Figure 206 — User Access panel

The User Activity gives you two options:

Users Only Displays a list of user activity showing when users logged into the ERM
system and when the system timed out. (Times shown in Local Time).

Users and System Activity Similar to Users Only, however, if you select Description from the
Column Visibility option, you can see which users have:

e Exports Requested,

e Reports Requested,

e Dashboards Prints Requested,
e Files Downloaded.
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User Activity (From '03.09.23" To: '03.10.23")
e
Timestamp { Event Type User Session Type 1P Address Description
y Downloaded File
03/10/2023 10:28:17 File Downloaded support 550 82.35.141.117 *datafarchive/Rel_Corporate. 20231003, 102815 listAlsx”
Generated "ESG Risk Report” at
03/10/2023 10:24:03 Report Requested Admin 01 Internal 81.135.126.85 "\configuration\ERM/data\reports\Rcl_ESG Risk Report
2023_10_03_102402.xlsx"
e . X Requested "Strategic Risk” at "~/App_Data/Downloads/Strategic Risk
03/10/2023 10:23:25 Dashboard Print Requested Admin 01 Internal 81.135.126.85 0231003102325 docx"
. . X Requested "Risk Landscape” at "~/App_Data/Downloads/Risk
03/10/2023 10:22:13 Dashboard Print Requested Admin 01 Internal 81.135.126.85 Landscape 20231003102213.docx”
03/10/2023 09:56:06 File Downloaded Admin 01 Internal 81.135.126.85 Downloaded File "rcl/logs/Trace.txt"
. o Downloaded File
03/10/2023 09:50:31 File Downloaded Admin 01 Internal 81.135.126.85 “dataforchive/Rel_Corporate. 2023_10_03_095030_structure.dse®
” . Downloaded File
03/10/2023 09:50:11 File Downloaded Admin 01 Internal 81.135.126.85 “dotafarchive/Rel_Corporate 20231003 095009 structure.log”
. § Downloaded File "data/reports/Rcl_....Mitigation _ Action Report.
03/10/2023 09:00:07 File Downloaded support 550 81.135.126.85 S, 10, (07 G T T A
Generated "....Mitigation / Action Report” at
03/10/2023 09:00:06 Report Requested support 550 81.135.126.85 B i Rel_....Miti _ Action Report
2023_10_03_050006.xlsx"
o § Downloaded File "data/reports/Rel_....Hybrid Risk Report
03/10/2023 08:57:46 File Downloaded support 550 81.135.126.85 2023.10_03_0857a.xl5x"
Generated "....Hybrid Risk Report” at
03/10/2023 08:57:44 Report Requested support 550 81.135.126.85 “\configuration\ERM/data\reports\Rcl_....Hybrid Risk Report

Figure 207 — The User Activity results with description selected

5.9.1.6.3. User Risk Activity

The User Risk Activity shows the total number of risks a person has changed, the number of risks created,
updated, or deleted. Note: This will include any amendments, such as spelling changes.

Configure Report - User Risk Activity

Risk Status Set

Active Only | All Present [exc Deletzd) | In Progress (Active, Attested) | Quarantined Only | Retired Only | More..
Restricted Risks

Standard | Restricted | All

Select Report Start Date
[27.08.19

Select Report Finish Date
[27.05.19 |

Generate Report || Close

Figure 208 — The User Risk Activity panel

Firstly, indicate the timeline by selecting a Start and Finish date. The select Generate Report. (Times shown
in UTC).

UserRiskactivity Dashboard | x|

User Risk Activity (From '27.12.16' To: '27.01.17")

Risk Name Total Risk Ac...| Create \Update Delete [Other
manager 37 1 16 10 ]

Figure 209 — The User Risk Activity results
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There are many occasions where either the Administrators or Users may make major or extensive changes
and it is possible these changes may not show on the main screen immediately.

C

Figure 210 — The Refresh button

Use the Refresh Risks option to ensure all risks are updated with any changes. Normal editing of a risk
should not require this function.

If changes have been made that impact the look of the main screen or drop-down menus, refresh the page
to see the updates.

7~
L
Figure 211 — The Refresh button
If you have permissions to create Scheduled Reports, this provides a list of reports that have been

scheduled. From this panel, reports may be re-scheduled (edited) or deleted from the schedule. (Times
shown in UTC).

Edit Delete
Task Name Initial Run Next Run 7 Repeat  Created By Updated By Notes Active
5.v| 1

|
|
|
|
|
| Summary2017_08_24_233000 24.08.17 23:30 24.08.17 23:30 Weekly support true
|
|
|
|

Figure 212 — Scheduled Exports edit panel
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If you have the permissions, you can use the Bulk Copy to clone a complete node, its children, and all risks
to another node. This is useful when a folder of templated risks exists as a starting point for a new project.

If you have the permissions, you can use the Bulk Export to back up a complete node, its children, and all
risks to a file. This is useful when it may be useful to take a snapshot of a node for potential reimport at
some later time or transfer to a different ERM application (E.g., Dev to Live).

If you have the permissions, you can use the Bulk Import of a backup previously sent to a file. This may be
needed if experimental changes to risks need to be reset (restored) or as a transfer from a different ERM
application (E.g., Dev to Live).
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Open All Sections +

s= Simulation History

@ Cost
M Default Profile Definition

Carbon

]

Schedule Cost

Analysis . —
Cost Analysis —
HH
Cost Profile
Definitions M
ESG Analysis —
HH
Schedule Cost —
Analysis —_—
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M Current Node Profile Definition

EE Schedule Cost Append
H—

Simulation History

Cost Analysis

Default Profile Definition

Current Profile Definition

Risk Profile Definition

Carbon

Schedule Cost

Schedule Cost Append

@ Risk Profile Definition

Runs previous Monte Carlo Analysis.

Runs the Monte Carlo Analysis.

Where the default period percentages are
defined for the default profile.

Where the period percentages are defined for
a specific project, where these need to
deviate from the default profile.

Runs a Risk Profile and allows the individual
and/or multiple edits for the risk profiles
where these deviate from the default/project
profile.

Runs the Monte Carlo Analysis for Carbon.
Note: This will only appear if configured by
riskHive Support.

Runs the Monte Carlo Schedule Analysis.

Appends risks to the Schedule Cost Analysis.
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This runs previous Monte Carlo Analysis. (Refer to Section Cost Analysis for details on graphics provided
when a historical simulation is selected).

Historical simulations can be viewed, deleted, or copied. You may also add comments to these simulations.

X | EE | View | Delete | Copy Selected Simulation | Refresh
| Date L Sim ID. Project Analysis Type Scenario lterations State Comment
24/11/2023 11:27 3 Corporate Cost Pre-mitigated,Current,Target 1000
| Tall Building ) )
24/11/2023 11:25 25 st Cost Current 1000 Submitted Submitted 23.06.23 for Project Approval
] P
23/11/2023 09:47 24 Tall Building Cost Current 1000
| Project
| Tall Buildi )
| 22/11/2023 1049 23 Al Cost Pre-mitigated 1000
| Project
| Tall Buildi
| 22/11/2023 10:44 22 ol Buliding Cost Current 1000
| Project
Tall Buildi )
| 227112002 10:03 21 ELEMIEME Time Current 1000
| Project
| L
Tall Build
| 22/11/2023 10:12 20 o Bullding Cost Current 1000
Project
Tall Buildi )
20/11/2023 14:16 19 LRI Cost Pre-mitigated, Current 1000
Project
Tall Build
16/11/2023 16:42 18 & Bullding Cost Current 1000
Project
16/11/2023 16:21 2 Corporate Cost Pre-mitigated,Current,Target 1000
10 v 1|2]3]4fs

Close

Figure 213 — Simulation History Panel

Monte Carlo simulation is a technique which can be used to quantify the impact of uncertainty on a
project’s cost and/or schedule. Ranges of possible outcomes are specified by the user as to how long each
individual task might take, or how much each item costs. Running a Monte Carlo simulation generates
hundreds or thousands of possible scenarios for each input, allowing decision makers to understand their
best-case scenario, their worst-case scenario, and everything in between.

Risks held in the ERM application may be assigned a quantitative cost impact across each of the configured
scenarios. ERM is then able to run a simulation which shows the distribution of the outcomes of those
risks, across all the simulated scenarios. ERM also calculates various statistics from all simulated values,
enabling the user to understand what their risk is at a given percentile. For example, if you wanted to find
out how much risk contingency you would need to be 90% confident it was sufficient, you would look at the
P90.

For cost analysis to provide some informative output, a node must have risks with cost impacts. Constant
values are permitted but may not provide any more insight than “adding” values. Risks and nodesin a
hierarchy are allowed, using node and descendant risks. The analysis will simulate ate each node and
aggregate results ups through the hierarchy as the analysis progresses.

Preparation for analysis of risks at a given nodes simply select the node and select “Cost Analysis”.

All risks will be added to the analysis, regardless of having any quantitative cost.
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5.10.1.2.1. Adding Uncertainty / Fixed Deterministic to the Node

Fixed Deterministic

[ ] ©» |

Overrun Deterministic (Per Unit) Schedule Lag Type

[ Finish-to-start |

e it Tt scne

Cost (£/K) Cost [£/K) Cost (£/K)
\ | | | | | | N | | B |

Quick Set Force Save Changes Save Changes Close

Figure 214 — Quantitative panel — adding uncertainty
Fixed Deterministic — This defaults to Zero but can be edited.
Overrun Deterministic — This is only applicable for SRA — do not use.
Schedule Lag Type - This is only applicable for SRA —do not use.
Adding Uncertainty — This adds uncertainty at the Node level for each of the scenarios.

The output following shows a single node with a fixed cost of £500,000,000 and multiple risks.

4+ 4 UK - London Underground
™ UK LU 0289: Changes to securi..
e UK LU 0336: Severe westher d.
W UK LU 0326: Ternorist thrests =...
W UK LU 0346: Safety seating be...
P UK LU 0345: Tracks flooded
UK LU 0337: Train damage due.

i Mame/Title Type Notes

| 08 Lo s o — |

; Project Cost (Deterministic)

{ sonsonnon ]
i Costsum (£)

i [es00,000,000 |

™ UK LU 0010: Maintanance raco...
e UK LU 0250: Industrial action

UK LU 1021 that X H
UK LU 1022: o H Data Fre-mitigated Variznce Values

Current Variance Values Target Variance Valves

P Type Velue
| £500,000,000

« I

Edit

Min|  Exp| Max|  Shape
« I

Min|  Exp| Max|  Shape Min|  Exp|  Max|  Shape

Save Changes || Simulate || View Simulations || Export || Import || Close

Figure 215 — Cost Analysis panel

5.10.1.2.2. Adding Uncertainty at risk level

As well as being able to adjust node parameters, each of the risks may be selected and their cost impacts
can be adjusted by selecting Edit Quantitative data.

M8 UK LU 0326 Terrorist thrests result in increased restrictions on workforee

pp— a
4 efa UK - London Underground Tve Title Notes

¥ UK LU 0289: Changes to securit. UKLU 0289: Changes to security state There is 3 risk that Changes to security state -

T —— Rsk becaue ncesses nsecurty sate whichwil [}

18 UK LU 0346 Safety seating bec
8 UK LU 0345 Tracks flooded

M UK LU 0337: Train damage due
M UK LU 0010: Maintenance recor.
88 UK LU 0290: Industrial action
UK LU 1021 that X

UK LU 1022: 17

UK LU 1027: New risk

Pre-mitigated Variance Values Current Variance Values. Target Variance Values

probabiii.|  Min|  Exp|  Max shape probabil..|  Min|  Exp| wax| shape
£1,000, £1,300, £1,700, Triangul
00 000 000 ar

60%  £40,000 £45000 £60,000 T’:"rg“'

Edit Quantitative Data...

e

359%

SaveChanges || Simulate || ViewSmulations || Export || Import || Close

Figure 216 — Cost Analysis - adding uncertainty at risk level
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(@ Quantitative Assessment a

——— ——
s oo ot E——
conte cante) J— E—
[ 40,000 | 4s,000| | 60,000] [ 1,000,000] | 1,300,000] | 1,700,000] [ [ [N |

Quick Set Save Changes Close

Figure 217 — Cost Analysis Edit Quantitative panel

5.10.1.2.3. Running a simulation

Once the appropriate Fixed costs, uncertainties and risk impacts have been configured an analysis can be
run by selecting Simulate.

You can run the analysis at the mode level or at individual risk level. To run the simulation, select the level
at which you wish to run the analysis and click on the Simulate button.

| configure Simulation | x|
Please configure a simulation.
Scenario
‘ Pre-mitigated -
| Current
‘ Target
| Quality
| standard - 1000 v
| Manual Seed
Run Simulation Close

Figure 218 — Simulate panel

You can select any, or all the scenarios, by using the control key. Then chose how many iterations you want
the analysis to be based upon. The selectable Monte-Carlo iterations/quality and their labels are
configurable (by Support). The default values are as follows.

Quality
l Standard - 1000 v

Test - 200
Standard - 1000
Detailed - 2000
Deep - 5000

Figure 219 — Iteration options

You can specify the number generation start seed for a Cost or Schedule simulation. The seed is saved with
a simulation.

Manual Seed

Run Simulation Close

Figure 220 — Manual Seed options
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Output from all scenarios will result in a combined summary of the Fixed Cost Risk.

Seed Profile Type

User Notes and Analysis Data

cost of Financial Risk (CRA)
Fixed cost Risk

Sl B z 3
g s 2 s
© £ H E
i £ &'
£ =
s 2 '
H
s
A
f” T
e ;
- ;
T
-
-") o
o% 77
ci0m0000 o comeoe  ememom 00000 comos Esamoom oo Emomom esoomom0 sogmom  coomow  moomow e
outcome.
[ Y Y- Y-
cost Risk-adjusted project cost
Fixed cost Risk + Deterministic Project Value
o - .
3 H H 5
e Ex - 2 Ex
£l & = el
. i z E
e
e
A
1
- -~
}’/
o o
o —
socsem  geeem  camomam  GmomoKn  fmoomo  £00m00 coosom  ememon  somme  Gmomemn  GeomRom  fGOOman 000

outcome.

@ rimiom  @armiane @ o

£10000000

esagon00

Submit Analysis/Profiles

Figure 221 — Cost Analysis Iterations output

The top graph in this example is showing the Fixed Costs at the Deterministic.

The bottom graph is showing the Cost Risk- adjusted project cost Fixed Cost Risk + Deterministic Value.

£140000000

£sa0c00000

Select Scenario

150000000

50000000

E100mom

esca0umacn

Print

Frequerecy Ulel oo

Fraquercy kel oo

You can switch of any of the results by clicking on the radio buttons which are situated below each graph.

. Pre-mitigated (S-Curve) . Target (S-Curve) . Pre-mitigated (Frequency)

Figure 222 — Cost Analysis display options
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5.10.1.2.4. Submit Analysis/Profiles

You can add commentary to the analysis by clicking on the Submit Analysis/Profiles button on the bottom
of the panel.

You can also select a Profile Type to indicate if the analysis has been Submitted or Rejected.

Submit Analysis and Profiles n

Profile Type
Rejected

{Submitted J

Save Close

Figure 223 — Submit Analysis/Profiles Editor

This information will appear in the State and Comment section within the simulation history.

Configure Simulation u

I X I @I View | Delete | Copy Selected Simulation | Refresh
Date \J,‘Sim ID. ‘Pru]ect Analysis Type Scenario Iterations State Comment

UK - Lond
24/11/2023 11:49 218 endon cost Pre-mitigated, Current,Target 1000 Submitted Submitted 23.06.23
Underground

Figure 224 — Simulation History Editor

It will also appear in the header section of the CRA itself.

UK - London Underground Iterations: 1000 Pre-mitigated,Current,Target - Type: Timeline

Seed Profile Type
Submitted

User Notes and Analysis Data
Submitted 23.06.23

Figure 225 — CRA — Header Information
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By clicking on the Select Scenario button you can retrieve a detailed simulation output.

In the screen shot below, the Current Scenario was selected.

seed

Scure Uleliheo

Y

3

Simulation Output

Profile Type
User Notes and Analysis Data
cost of Financial Risk (CRA)
Fixed cost Risk
i -
gl z U
! o o
: =
; 3
1 ~§
; = o
: 2= H
' S i
P 2
cistonan cinmomn es0000 © om0 000000 a0 00000 om0 a00m0 s csopmmo0 asoman 0o estonom a0
owame
cont Risk adjusted project cost
Fined cost Rk + Deterministic Poject Value
3 H -l 3 3 .
£ &1 i it 3
i ol z - - é"
£ & 2 Ei -
A 1 s
{ | i
1
|
| - 1
| ~ g
' i
| “ 5
! H
|
I
L
-
|
|
I
1
oaczme
@ e
Noge scenario Detarministic 00 750
UK-london Underground  Current + 5000
Tornat
> L]
> PRS-
> "
B -«
K 1]
L
L]
.
[
Risks cost Simulation Outcomes
" Prob.Mean st Meand Po0 #10 Pe0 P100
0 v

Figure 226 — Cost Analysis Iterations output - Example

The output consists of:

S-curves for the Fixed Cost Risk and node Deterministic.

Percentile results table for the selected node simulation output.

A Tornado graph for the contributing risks.

Risks Cost Simulation Outcome Data Table containing the data produced from the Monte Carlo
simulation. This shows the 0%, 10%, 50%, 85%, 90% and 100% probability of costs occurring, and
the percentage these figures are of the total project value. The statistical average is also produced.
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If you wish to view the output as a histogram, select the Toggle Histograms button at the bottom of the
page.

Uses Notes 30 Commentary

o of Financil sisk (5a)
Foued s sk

Figure 227 — Cost Analysis Histogram output - Example

Where applicable, each graphic and associated results may be viewed in more detail and printed (see
Download Data and Print buttons).

As well as analysing risks and uncertainty at a single node, a simulation may be run against a hierarchy of
nodes and impacting risks.

This is achieved by requesting Node & Descendant risks prior to opening the Cost Analysis tool. Select the
risks you wish to analyse using the standard grid filters (e.g., risks belonging to a certain category), and
these risks will be used for the simulation.

As an example, the following sample shows multiple nodes, where the risk category was filtered on
“Commercial”. Here you can see that the simulation will now run on those highlighted risks.

Wame/ Title Type Notes
Main Lainacs and Sarvita Contrats ey |

Shigs Hin) Expl Mz Shagw Hin, Exp| Max|  Shape

Figure 228 — Cost Analysis panel
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Note: For this functionality to be available, your system administrator must have enabled this within your
configuration. If this is set to false, the options below will not be shown within the Risk cost simulation
outcomes table.

When a Monte Carlo Simulation and Analysis is carried out on a risk register the results are often used to
set a risk appetite and define risk allocation based on a probabilistic outturn. Common indicative ‘P-
numbers’ are 10%, 50% and 90% although it is usual for a number between 70% and 90% to be used for
setting risk funding, sometimes known as risk allocation. This number is based on the probabilistic analysis
of all the risks in the data set and will yield a definite single numeric value.

This works fine for the project or at the whole risk register level, but where each risk is required to have an
allocation of its own, based on the P-number, ascertaining the individual risk allocation values can be
challenging. One could use the associated P-number result for each risk, but the resulting sum of those
individual P-numbers would add up to a number different from (probably greater than) the same P-number
for the whole project. This is difficult to explain to accountants.

riskHive ERM software has a unique function based on a standard method of P-number calculation that can
be used to calculate and then transfer individual risk P-numbers to each risk allocation where the sum of
the allocations will add up to the overall risk register P-number, keeping the accountants happy and saving
lots of time and external work in excel.

Example:
In an analysis of 8 risks in a register, the overall P80% for the analysed dataset is £29,896,907.

The raw P80% values of the individual 8 risks sum to a total of £31,547,417.

The 8 calculated individually system-adjusted risk values sum to £29,896,907 which is the same as the
overall P80% figure. These two sets of individual risk P80% values are shown in the table below:

Risks cost Simulation Outcomes

P80 Raw P80 .
| % || View Resuts | Transfer Selected Adjustment | Transfer All Adjustment
Risk Adjusted Node Scenario  Code ‘Assessment Prob. Me... Stat. ... < Adjustm..| Adjusted... Pas| Allocation
UK - London UKLU P:55% T: £7,094,694, £21,284,082, £13,006,93 £13,086,28 £22,519,63 £25,503,02£17,401,60
£23,762,866| £22,519,631 Underground U™ 0345 £42,568,165 [ o M7 1 E 3
UK - London UKLU P:50% T: £2,837,877, £4,966,280,
£4’5361545 £4’299’200 Underground Current e £7.084 691 £2,483,142 £2,518,067 1.731p £4,299,200 £5,133,36{ £4,743,129
UK - London UK LU P:45% T: £1,418,038, £2,837,877,
£2,138,657 £2,026,766 Underground  CUTeN 0337 £3.547,347 CL1T0624 1,136,173 17315 £2,026,766 £2,693,3201£1,566,144
UK - London UK LU
£1’069’328 £1’013'383 Underground Current iy P:15% U £709,469 to £7,094,694 £585,312 £582,653 1.731p £1,013,383 £0| £783,072
UK - London UK LU
£14'905 £ ]_4' 125 Underground Current 0010 P:15%T: £35,473, £56,757, £70,946  £8,159  £8,652  1.731p  £14,125 £0| £10,915
UK - London UK LU
£8,525 £8,079 Underground Ut e P:35%T: £10,000, £13,000, £17,000  £4,667  £4,653  1.731] £8,079  £13,02 £8,858
UK - London UK LU
£8,827 £8,365 Underground Ut 0336 P:62%Cat£7,793  £4832  £4630 1731 £8365  £7,793£3,262,800
UK - London UK LU
£7,764 £7,358 Underground CUTTent 0250 P: 75% T: £4,000, £6,000, £7,000  £4250  £4,257  1.731] £7,358  £6,08 £7,358

£31,547,417 £29,896,907

As the risk parameters change over time and the Monte Carlo Simulation and Analysis is re-run over again,
the adjusted value can be used to compare and assess whether the individual risk allocations are still
appropriate, and if they deviate significantly the function can be used to update the values.

Classification: Internal

Page 187 of 230



Prerequisites

1. At least one cost-quantified Risk, Opportunity, or Uncertainty object.
2. Monte Carlo Simulation available.
3. Admin-configured P-number is set (nominally P80% is default value).

Process

Prepare and compare

1. Run Monte Carlo Simulation on the risks that are to have allocation set.

2. Select the scenario from which you wish to set the allocation values.

3. Scroll down to view the ‘Risks cost Simulation Outcomes’ section of the page.

4. Review the ‘adjusted’ values against the current ‘allocation’ values.
This will give an indication of whether the risk is correctly funded w-r-t the appropriate P-number in
the Monte Carlo analysis. It will likely not be an exact match. If there is a significant deviation
between the ‘adjusted’ value and the current ‘allocation’ value, then it may be desirable to align
them by copying the ‘adjusted’ value into the ‘allocation’ field.

Transfer adjusted risk values - Individual risks.
In the results grid, select the risk(s) that you want to transfer the values for.

Click once on the ‘Transfer Selected Adjustment’ button.

Risks cost Simulation Outcomes

_,.4-'-'-'-'_'_'_._‘_\_\_‘-‘-"\-\1_
I L § l View Results KTransfer Selected ﬂdiustmc—nthranster.&Ilﬂ.djustment -

MNode # Assessme

UK - Landon Current UK LU P: 55% T: £7,004 694, £21 284,08
Underground 0345 £42,568,1¢
UK - London Current UK LU P: 50% T: £2,837,877, £4,966,28
Underground 0326 £7,004,6%
UK - London UK LU P:45%T: £1,418,938, £2,837,87

Current

Underground 0337 £3,547 3¢
UK - Landon UK LU e e

Figure 229 — Risk Coat Simulation — Transfer Selected Adjustment

Confirm or cancel the transfer in the dialogue box.

_z’__ T £9 483147 £7 512 0ART 1 7212 £4 700 700 £5 123 34
"l Confirm Transfer /
(s}
Are you sure you want to transfer the

. . 0

adjustment values for the selected risks?
U This action cannot be undone. 0
y 0
y Transfer Cancel 3

Figure 230 — Risk Coat Simulation — Confirm Transfer
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The screen will refresh, and the Allocation field will contain the same data as the Adjusted Value field.

Transfer adjusted risk values - all risks

Click once on the ‘Transfer All Adjustment’ button.

Risks cost Simulation Outcomes

l B l View Results [ Transfer Selected Adiustmeﬂ Transfer All Adjustment
Node Scenario Code

Sessmel

UK - London Current UK LU P:55% T: £7,094,694, £21,284,08
Underground 0345 £42,568,1¢
UK - London e UK LU P: 50% T: £2,837,877, £4,966,28
Underground 0326 £7,094,6¢
UK - London Fossont UK LU P:45% T: £1,418,938, £2,837,87
Underground 0337 £3,547,3¢
UK = London Crasvvnnt UK LU N- 4G 11 ST AGD A £7 NOA &1

Figure 231 — Risk Coat Simulation — Transfer All Adjustment

Confirm or cancel the transfer in the dialogue box.

TP E2A83 1A% £2 512067 1 7313 £4 700 200 £5 1283 IR

4
4l Confirm Transfer u i
|5
I
Are you sure you want to transfer the |
adjustment values for the selected risks?
[

*

This action cannot be undone. |

a

.

’
:
’
-
;
I
i
I
g
.

~

E
B
B

[
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i

]
0
o
0
/
=

Figure 232 — Risk Coat Simulation — Confirm Transfer All Adjustment

The screen will refresh, and the Allocation fields will contain the same data as the Adjusted Value fields.
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The Monte-Carlo analysis tool may be run against risks with impact types that have been quantified.

By identifying additional impacts to the Analysis Engine, those impacts may be “analysed”. For example, a
new impact “Carbon” may be created and risks that have an uncertain carbon output can be passed
through the analysis engine and percentile outcomes produced.

Risks Carbon Simulation Outcomes

iew Results

Node Scenario Code Assessment Prob. Mean Stat. Mean.)- POO P25 Ps0 P80 P85 P100
mpacts Current 0944 P: 80% T: 150,000T, 300,000T, 400,000T 226666 222782 0 197,235 266,959 321,382 330,257 389,679
Impacts Current 0945 P: 60% T: 150,000T, 300,000T, 600,000T 210000 211964 0 0 258,966 387,406 419,440 591,499

»

5 v

Figure 233 — Carbon Analysis — Risk Carbon Simulation outcome
Note: We can add Carbon (C02) if requested to existing deployments, but impacts are not restricted to
Carbon. Other impact types e.g. Energy (Watts) or existing impacts, for example Health and Safety are

permitted if there were a way to quantify these. If this is required, please contact support@riskhive.com.

Once this option has been created by riskHive Support, a new Analysis Icon will appear within the Monte
Carlo Analysis Editor from where simulations can be run.

@ Carbon

Figure 234 — Impact Carbon Analysis — Risk Carbon Simulation option

Classification: Internal Page 190 of 230



Projects and risks can be profiled from within the Analysis Monte-Carlo Simulation Editor.

Y C = @ Sei
ore § Analysis Monte-Carlo il
Simulation

Cost, Carbon Schedule Analysis and

related tools.
T T0R0

Figure 235 — Analysis Monte-Carlo Simulation

Before using this functionality, Users must build a common Profile at the Root /Top Node (This acts as a
‘Master’ from which all other Node profiles can be derived).
It is recommended that support@riskhive.com is contacted as this is quite a complex set up to the first

time.

The key steps are:
1. Set up the Default Profile Definition.
2. Set up the Current Node Profile Definition.
3. View the risk profile from the Risk Profile Definition and adjust if necessary individual or multiple

risk profiles.

To build the common profile, select Default Profile Definition.

M Default Profile Definition M Current Node Profile Definition @ Risk Profile Definition

Figure 236 — Cost Profile Definitions Editor

You must set up your default, Period | Risk Value | Period Date Format and the Max Period Count.

Period Risk Value Period Date Format’ Max Period Count

Month V| I Probabilistic Mean Vl | ‘ | ‘
Actual Project Start Actual Project End Profile Start Profile End
30.06.20 01.10.33 | ‘ | ‘

Figure 237 — Default Period Profile for Impact Editor
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Period: Select the Period Profile you wish to report. E.g., if you want the profile to display in Months,
select Months.

Period

| Month V|
Day
| Week

Quarter

Year

Risk Value: Select the Risk Value that you wish to be displayed and used for the risk profile.

Risk Value

Probabilistic Mean v
Probabilistic Mean

Expected

Maximum
Minimum
Likely (>50%)
Risk Allocation

— p00
elet pl10 [
P p60
1 Adj Value: p75
ps0
2 p100

Period Date Format: You can determine the Date Format, used on the graphs, from the options available.
These can be found by clicking on the blue question mark.

Period Date Format’ FPeriod Date Format

Custom format specifiers:
MMM Yy * dd - Day of month {leading 0)

* ddd - Day name short
* dddd - Day name long
Project Start date = M - Month of year {no leading 0)

* MM - Month of year (leading 0)
01.01.23 * MMM - Month name short
= MMMM - Month name long

* yy-Twe digityear

= yyyy - Four digit year
Examples:

. diM/y

= dd-MM-y
= MM.ddy
s ddd, MM
* dddd, MM

7/3/2008
07-03-08

3.09.2008
= , Mar 7, 2008

= Sunday, March 7, 2008

Max Period Count: This determines the number of periods that are shown in the graph. To ensure that the
graph remains legible, it is recommended that no more than 12 periods are entered in this field. This value
should not be more that the number of periods you create.

Max Period Count

12

Profile Start | Profile End: Unless you are going to run risk profile simulations at the top node level, you
can leave these blank.

Profile Start Profile End
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Now the individual periods and profiles must be defined. Select New within the editor and the following
panel will appear.

Impact Name

Cost

Period

E | |

Project Percentage

10 | |

Save Close

Figure 238 — Default Period Profile - Edit Project Period

In the example below, 10 periods have been created, each with a project percentage of 10%. The dates will
automatically be calculated based on the start date of the project and the period selected. In the screen
shot below, the period selected was Month and the start date of the project is the 01.01.23, hence the first
period date being 01.01.23.

Pare.. Period Date Project Period ‘T Project Percentage

v 01.01.23 1 10
v 01.02.23 2 10
v 01.03.23 3 10
v 01.04.23 4 10
v 01.05.23 5 10
v 01.06.23 6 10
v 01.07.23 7 10
v 01.08.23 8 10
v 01.09.23 9 10
v 01.10.23 10 10

10 v

Figure 239 — Default Period Profile - Individual Period Profiles

Note: At this stage all project nodes will inherit the default profile.

If your project requires a different profile to that of the default, this is adjusted within the Current Node
Profile Definition.

When you select this option, the following screen will appear:

Edit

Impact Summary
Cost Common Periods 10, Updated = 0
5 v 1
Save Changes Close

Figure 240 — Current Node Profile Definition - Editor
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The summary column provides an indication if any of the Common (Inherited from the default) periods
have been edited.

To edit the profiles, click on the Cost Impact and select Edit.

The Period Profile editor will appear, and you can alter any of the parameters for that project.

In the example below, the Period has been changed to Quarter, the Max Period Count changed to 8 and the
Profile Start and End dates have been assigned. These can be different to the Actual Project Start and End

dates.

Note: The Max Period Count cannot be larger than the Default Period Count.

Period Risk Value Period Date Format’ Max Period Count

Quarter v ‘ ‘ Probabilistic Mean v ‘ ‘MMM vy | |8 |

Actual Project Start Actual Project End Profile Start Profile End
01.08.23 29.06.28 ‘13.11.23 | |17.11.27 |

New Edit Reset (to project)
Parent Override Period Date Project Period 4 Project Percentage
v 13.11.23 1 5
13.02.24 5
13.05.24 10
13.08.24 10
13.11.24 10
13.02.25 20
13.05.25 10
13.08.25 10
13.11.25 10
13.02.26 10

XX x %X ¢ xxx <
W o N W N

=
o

10 v 1

Save Close

Figure 241 — Current Node Profile Definition - Editor for Impact

When completed your changes, select Save.

To view the risk profile, first select from the main grid, which risks you wish to have included in the
profiling, using the selection functionality.

Once the risks have been selected, select Risk Profile Definition from within the Analysis Monte-Carlo
Simulation Tool

|M Default Profile Definition M Current Node Profile Definition E Risk Profile Definition

Figure 242 — Risk Profile Definition
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The selected risks profile graph will be displayed, with the Risk Profile Values data table below.

Impact Profile
Risk Profiles
£25,200
£22.000
£21,000
[HECE T
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£8.300
i £7.000
8,200
3000
£4900
£2000 o
£24000 '-‘-"'“--u._ﬂ_
e d — * = Ty * * =
—
R - @ - «* - @ s @ @
Ir'ﬁ ‘aa.f w'l" “:\" - W ‘a'.\'.'" - {a w*ﬁ wi‘! . 91.‘
—— o7 o o042 pom —— ctate R —— caaa <o —— o —— 0 o —— 1% e
—— 00121 - Post
Risk Profile Values.
Omomm e =
Code Mode  Scenario Value Se... Source V... % Total Now 23: .. Feb 24:.. May 24: .. Aug 24:.. Mov24: .. Feb 25:.. May 25:.. Aug 25: .. Nov 25:.. Feb 26: .. Total
Tall .
coLs Bullding post Probabilist £384 £19 £19 £33 £38 £38 E76 £38 £38 £38 £38
7 . ic Mean
Project
C004 Lo Probabilist
5 Building P _:Mu; £12,740 £637 E637  £1,274  £1274  ELI74 E254E E1274  E1274 E1274  £1.274)
Project !
o0z o Probabilist
4 Building Past ic Mean £11,745 £587 £387  £1,174 £1,174 £1,174  £2349% E£1174 ELIVA E1LQ1M4 £1,174/
Project
coo7 e Probabslist
y Building Post Meal £2,613 £130 £130 E261 £261 £261 £522 £261 £261 £261 £261
Project : "
o013 o Probakilist
4 Building Past ic Mean £1,458 £74 £74 E149 £143 £14% £299 £149 £149 £149 £148
Project
i Tall
g Buiding Post Expectad  £58,314 £2915 £2915 £5831 £5B31 5831 11662  E5831 5831 E5,831  £5831
Project
o013 ol Probabilist
5 Building Past ic Mean £1,010 £50 E101 E101 £101 £202 £101 £101 £101 £101
Project
o1 . Probabilist
Building ic Mean £24,599 £1239 £1,229 £2459  £2459 £2450 £4919  £2450 £2450 £2450 £2,459
Project
L] L]
viewing 1-80f 8 [T wle]a]+]s
Print Configure Close

Figure 243 — Risk Profile Definition — Graph and Data Tables
Code: This is the risk code.
Node: This is the Node (project) in which the risk sits.

Scenario: This is the scenario showing. To change the scenario view, select Configure at the bottom of the
page.

Value Selection: This the Risk Value Type as selected within the Project Period Definition Editor.

Source Values: This is value at the time of viewing of the value selection.
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Total: This should always be 100%. If the value is more than 100% the cell will be Red, and if less than
100%, the cell will be coloured yellow.

Date Columns: These will be based on the Project Start Date, or the Actual Start Date, if a Project Start
Date has not been entered in the Project Period Definition Editor.

Total: This the total of values within the data table.

5.10.1.4.3.1.  Risk Profiling Individual Risks

Once the risk profile has been built, you can edit the individual risk profile. This can be done by selecting
either the Edit button or the Multi-Edit button.

Risk Profile Values
I BB | ® Edit | B Multi-Edit Search I x I
Code Node‘ Soenarin|VaIue Se... Source V... Nmr 23: ... .. Aug 25: ... ‘N(IV 25: ... ‘Feb 26: ... Total
Tall -
co1s Building Post P.mbatht £384 £19 £19 £38 £38 £38 £76 £38 £38 £38 £38]
i ic Mean
Project
4 »
Figure 244 — Risk Profile Definition — Edit and Multi-edit options
Edit Button

Selecting the Edit Button, this will open the Period Profile for Impact Editor. Here you can change the
profile for the single risk selected, or you can copy the updated profile to a selection of risks.

In the example below, the individual risk C0137 had its risk profile stat date changed.

Period Profile for impact n

Period Risk Value Period Date Format® Max Period Count

| Quarter V| | Probabilistic Mean V‘ ‘MMM vy | ‘10 ‘
Actual Project Start Actual Project End Profile Start Profile End

01.08.23 29.06.28 ‘13_11_23 | ‘17_11_27 ‘

Actual Risk Start Actual Risk End Profile Risk Start

Profile Risk End

14.09.23 14.02.26

‘14.09.24

| ‘14.02.26 ‘

I + New | B Edit | — Reset (to project)

Parent Override |

=]

Period Date Project Period ‘M Project Percentage |

Risk Percentage

13.11.23 1
13.02.24
13.05.24
13.08.24
13.11.24
13.02.25
13.05.25
13.08.25
13.11.25
13.02.26

X X X X 4 %KX L4
0 0 N s W N

[
[=]

4
Viewing 1-10 of 10

Save

5
&
10
10
10
20
10
10
10
10

3

«l<c|1]|r]|=

Copy Profile to Risks Close

Figure 245 — Risk Profile Definition — Individual risk profile editor
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This change will result in the profile for that risk being displayed.

Impact Profile

Risk Profile

Risk Profile
Risk Profiles

N 5 " % 5
e e o o o ;291‘;“?“6 ,m“"w o5 qﬁw“

0121 - Post —4— C0042 - Post 4 CB137 - Post —4— €0026 - Post —4— COO7L-Post —4— D135 - Post —4— 00024 - Post

Figure 246 — Risk Profile Definition — individual Risk Profile (edited)

The changes for risk profile values now follow the project percentages. In the table below, the % total is
now showing 70%, hence it is highlighted in yellow.

Risk Profile Values

I B § 8 Edit | B Multi-Edit Search I x I
C..\ Node| Scenario‘VaIue Se...|Source V... % Total Nov 23: ... Feb24:... May 24: ... Aug 24: ... Nov 24:... Feb 25:.. May 25: ... Aug 25: ... ‘Nnv 25: .. |Feb 26: ... ‘ Total
Tall
€013 Probabilist
Building Post I': n:e;: £334 70 £38 £76 £33 £38 £33 £33 £269
Project
oz ™! — . i

Figure 247 — Risk Profile Definition — individual Risk Profile Data Table (edited)

Depending on your requirements, you may need to update the risk profile percentages, to equal 100%.

If this is the case, you would need to edit the individual risk percentage within Period Profile for Impact

Editor.

Note: You will need to close the Impact Profile window and re-open to refresh the data.
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Multi-Edit button

The Multi-Edit button allows you to on a single interface change the individual risk profiles for the risks
selected.

If you change the values for a specific risk, you must complete all the fields, as an empty field will assume
the common profile value.

Risk Code Nov 23 Feb 24 May 24 Aug 24 Nov 24 Feb 25 May 25 Aug 25 Nov 25 Feb 26
PO1 P02 P03 P04 P05 P06 P07 P08 P09 P10

o [ d [ o [ o [ sof [ s [ o [ o [ o [ o [ 9
coos2 - J -—J 5 -+ -+ )3 1 7 [T | |
cooz4 -+ 1 7 7 7t 7 ] [ ] [ ] | |

Figure 248 — Multi-Edit Period Editor

Changes made from this editor will be automatically shown in the graph, upon the closing of the multi-
editor

Impact Profile

© r -+ + T T ¥ ¥ + + +
s < @ R & s & o e o
e e S o a9 - o & = 6
o P o e o e ! = - s
—— c137-Pox —— o0zt —— ooz szt —— co071-pot —— corss-pem —— comsest —— conss et

—— o121 -po

Risk Profile Values

c013 post Probabilist

ic Mean

Tall
Building
Project e

£384) 0 £0 0 £132 £192 £0 £0 20 £0 £0,

Print || Configure || Close

Figure 249 — Risk Profile — Updated graphic post multi-edit applied

Classification: Internal Page 198 of 230



When running a CRA, the risk profile information can also be seen by selecting the Toggle Profile button.
This will display the Summary Cost Period Profile, the Individual Risk Cost Period Profile and the Summary
Cost Period Profile data table.

You are able to edit individual risks direct from the data table.

Note: The toggle Profile button will only appear if the risk profile functionality is configured in your system.
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Figure 250 — Risk Profile — as displayed in CRA
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Schedule analysis can be used to understand time impacts on a given project. The scheduler will show the
activities in the programme Work Breakdown Structure (WBS).

You can also connect risk information of project activities to the baseline schedule which will enable you to
run a Schedule Cost Analysis (SCA). This will provide you with sensitivity information of individual project
activities to assess the potential impact of uncertainty on the final project duration and cost.

You have 3 options when using the Schedule Cost Analysis function:
Option 1: You can either create a WBS first and then assign risks to the WBS.
Option 2: Run an SCA on selected risks without creating a WBS.

Option 3: Run an SCA on selected risks and later create a WBS and assign previously selected risks to the
newly created WBS.

Select the Schedule Cost Option, from within the Schedule Cost Analysis Section within the Analysis Monte
Carlo Simulation Editor.

= schedule Cost I= schedule Cost Append
— - —

Figure 251 — Schedule Cost Analysis — Schedule Cost

To add in your Project Phases, right mouse click on the Programme and select Add Child.

Work Breakdown Structure

UK Node: UK - Landon Undergro...

Add New Item:
As Child... UK - London Underground
Cannot Edit |

Cannot Remave o1Jan 03:00 06:00 09:00 12:00 15:00 18:00 21:00

Figure 252 — Schedule Analysis panel — adding Phases (step 1)
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The system will prompt you for a ‘Phase Name'.

Work Breakdown Structure x

#h UK - London Underground

UK - London Underground —
01 Jan 03:00 06:00 09:00 12:00 15:00 18:00 21:00

Add New Tree Item x

Name

Type

Add As Child  Cancel

Name/Title Type Notes
UK - London Underground Node

Schedule Lag Type Schedule Lag Value (+/-) Overrun Cost (£) (Per Unit)
Finish-to-Star > 0 0

Figure 253 — Schedule Analysis panel — adding Phases (step 2)

Type in the Phase Name and select Add as Child. You can create as many ‘Phases’ as you wish, as per the
example below:

Work Breakdown Structure x

4 &l UK - London Underground
9 Stage 0 - Strategy
9 Stage 1 - Brief
) Stage 2 - Concept

) Stage 3 -
£ Stage 4 -
) Stage 5 -
) Stage 6 -

Definition

Design

Build & Commission
Handover & Closeout

UK - London Underground —

01 Jan 03:00 06:00 09:00 12:00 15:00 18:00 21:00

Figure 254 — Schedule Analysis panel — adding Phases - example

Once you have built your phases, you can add Tasks to your schedule. In the same way as adding a Phase,
right mouse click on the Phase to which you wish to add your task and create your Task.

Work Breakdown Structure x

4 & UK - London Underground
[ Stage 0 - Strategy
[ Stage 1 - Brief

UK - London Underground —

(9 Stage 2 - Concept
9 Stage 3 - Definition r - - T r r -
(= Stage 4 - Design 01 Jan 03:00 06:00 09:00 12:00 15:00 18:00 21:00
1 Stage 5 - Build & Commission
[ Stage 6 - Handover & Closeout
Add New Tree Item x
Type Task -
Add As Child  Cancel
Name/Title Type Notes
T o T e [ o

Figure 255 —
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In the example below, there are 2 Tasks created for Stage 2 of the Project and a Task and Sub-task created
for Stage of the Project. You can add as many tasks as necessary and as many ‘levels’ of tasks. However, it
is recommended that you remain as high level as possible — just enough to get value add information from
the schedule analysis, but not so much that you end up trying to replicate schedule information that you
probably hold in a specifically designed schedule tool.

Work Breakdown Structure

4 & UK - London Underground
) Stage 0 - Strategy
1 Stage 1 - Brief
4 [ Stage 2 - Concept

S Task 2.1
= Task 2.2
4 [ Stage 3 - Definition
4 ETask 3.1
= Task 3.1.1

9 Stage 4 - Design
™) Stage 5 - Build & Commission
) Stage 6 - Handover & Closeout

Figure 256 — Schedule Analysis panel — adding Tasks (example)

Once you have built your Project Schedule, select Save Changes and the Gantt chart to the right will
automatically build.

The default ‘build’ will assign a 1-day lag to each Phase, until you assign appropriate lag timeframes to each
line item.

Note: The 1-day lag will not show in the field until the record has been saved.
Work Breakdown Structure x

4 & UK - London Underground
) Stage 0 - Strategy

UK - London Underground
) Stage 1 - Brief _
« M Stage 2 - Concept Stage 0 - Strategy
S Task 2.1 Stage 1 - Brief o ——
= Task 2.2 Stage 2 - Concept —
« (9 Stage 3 - Definition Task 2.1 —
4 ETask 3.1 Task 2.2 o ——
S Task 3.1.1 Stage 3 - Definition - E — |
) Stage 4 - Design Task 3.1 —
) Stage 5 - Build & Commission Task 3.1.1 4 [m—
9 Stage 6 - Handover & Closeout Stage 4 - Design P —
Stage 5 - Build & Commission - —
Stage 6 - Handover & Closeout —

T T T T T T
Jan 2016 03 Jan 05 Jan 07 Jan 09 Jan 11 Jan 13 Jan

Figure 257 — Schedule Analysis panel — default Gantt prior to adding Phase Periods
The black bar is the time period for the overall project or programme.
The grey bars denote the individual phases of the project or programme.

The thin red lines denote the lag times for the phase or task.
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The thick dark blue lines denote the associated tasks and their duration.

To assign duration and uncertainty to each Phase and/or task select the Edit button on the bottom left-
hand side of the panel. This will bring up a new window — Quantitative Assessment.

@ Quantitative Assessment x

| Details
Cost Fixed Overrun Cost (Per Unit) Schedule Lag Type
o 0 Finish-to-Start -
Planned Duration Schedule Lag Value (+/-)
0 0
Pre-mitigated Scenario Current Scenario
Cost (£) Cost (£)
Time (d) Time (d)

Target Scenario
Cost (£)

Time (d)

Save Changes Close

Figure 258 — Quantitative Assessment panel

In this panel, you can assign fixed costs to a phase or task, overrun costs, the phase or task time period and
guantitative cost and time uncertainty for the different scenarios.

It is important, if you wish to use the Schedule Risk Analysis (SRA) that you complete the uncertainty, as a
minimum for Time.

Schedule Lag times can be assigned by Finish-to—Start or Start-to-Start.

Finish-to-Start is a logical relationship in which the next activity cannot start until the predecessor activity
has finished.

Start-to-Start is a logical relationship in which the next activity cannot start until the predecessor activity
has started.

e

@ Quantitative Assessment x
|
i Details

Cost Fixed Overrun Cost (Per Unit) Schedule Lag Type

0 0 Finish-to-Start v

Planned Duration
0 Start-to-Start

Figure 259 — Schedule Lag Type - Options
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The Schedule Lag Value allows you to allocate the time delay between 2 phases or tasks.

The lag times are represented in the Gantt chart by a thin red line.

@ Quantitative Assessment x
Details

Cost Fixed Overrun Cost (Per Unit) Schedule Lag Type

0 ] Finish-to-Start v

Planned Duration Schedule Lag Value (+/-)

0 0

Figure 260 — Schedule Lag Value

The Planned Duration (days) should be completed so that each subsequent Phase/Task can be allocated to
a time period. Each time you save the entries, the Gantt chart will rebuild to reflect those entries.

Work Breakdown Structure

4 & UK - London Underground
™ Stage 0 - Strategy

UK - London Underground
) Stage 1 - Brief
Stage 0 - Strategy

4 (M Stage 2 - Concept
= Task 2.1 Stage 1 - Brief o -
=Task 2.2 Stage 2 - Concept | -—
4 9 Stage 3 - Definition Task 2.1 4 —
4 ETask 3.1 Task 2.2 ——
STask 3.1.1 Stage 3 - Definition ~—
) Stage 4 - Design Task 3.1 —
9 Stage 5 - Build & Commission Task 3.1.1 - —
& Stage 6 - Handover & Closeout Stage 4 - Design -
Stage 5 - Build & Commission - ~——
Stage 6 - Handover & Closeout - 4
2016 Feb 2016 ' Mar 2016 ' Apr 2016 ‘ May 2016

Figure 261 — Schedule Analysis panel

Hovering over any of bars in the Gantt chart, will bring up an information panel. In the example below you
can see that Stage 2 — Concept lasts for 16 days, from the 28.01.2016 to 13.02.2016.

UK - London Underground

Stage 2 - Concept - 16 days (Stage
Stage 0 - Strategy 2 - Concept)

Stage 1 - Brief 28.01.16 to 13.02.16

Stage 2 - Concept o
Task 2.1 4 —

Task 2.2 - -

Stage 3 - Definition |

Task 3.1 —

Task 3.1.1 A S —

Stage 4 - Design -
Stage 5 - Build & Commission - ~

Stage 6 - Handover & Closeout - -1

T T T T
2016 Feb 2016 1313 Mar 2016 Apr 2016

Figure 262 — Schedule Analysis panel — hover over information
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If you wish to link your risk information into the Schedule Analysis, you add these into the schedule, in the
same manner as adding Phases or Tasks, except that you select the Risk option when adding a new tree

item.

Work Breakdown Structure

4 #h UK - London Underground
4 Stage O - Strategy

UK - Landon Underg:
(4 Stage 1 - Brief [
- ——
+ £ 5tage 2 - Concept ’g: ”:9"
= Taek 2.1 tage 1 - Brief - -
BTask 2.2 Stage 2 - Concept o —
« £ Stage 3 - Definition Task 2.1 4 —
4 S Task 3.1 Tesk 2.2 ——
SETask 3.1.1 Stage 3 - Definition o -—
[ Stage 4 - Design Task 3.1 o —
4 Stage 5 - Build & Commission — -—
£ Stage 6 - Handover & Closeout Stage | Add New Tree Item * | —
Stage 5 - Build &C  List ~
Stage 6 - Handover  Type Risk - 4
Tosk l Mar 2016 Apr 2016

Name/Title Tune Notes

Figure 263 — Schedule Analysis panel — adding risks
When you select Risk the option to select any of the risks entered for that project are available.

The Risks are relative to the end of the associated Phase or Task, and as such these could have a positive or
negative impact on the end date of that Phase or Task.

Note: A risk can only be selected once. Once that risk has been selected, the next time you add a risk, only
the remaining risks will appear in the drop down.

="TdSKk £.Z
4 [ Stage 3 - Definition
4 BTask 3.1 Task 2.2
=Task 3.1.1 Stage 3 - Definition
() Stage 4 - Design ! Task 3.1
) Stage 5 - Build & Commission -aa
1 Stage 6 - Handover & Closeout ! Add New Tree Item x

Task 2.1

Stage
| Stage 5 - Build & C

List ~

UK LU 0010: There is a risk that Maintenance records may be misaligned between Customer and ourselves.

UK LU 0289: There is a risk that Changes to security state

| uk LU 0290:
Name/Title

Stage 5 - B

There is a risk that Industrial action

UK LU 0326: There is a risk that Terrorist threats and actions may impact smooth running of track

UK LU 0336: There is a risk that Severe weather damage sustained by tracks over 4 months

UK LU 0337: There is a risk that Train damage due to failing copper elements

Schedule L
Finish-to-S{ UK LU 0345:

Unit)
There is a risk that Tracks flooded

UK LU 0346:

J T i i fi i i fe fi
Determi here is a risk that Safety seating becoming unsafe for passengers BV o es

Figure 264 — Schedule Analysis panel — risk selection

You can run the SRA simulation at any time during the building of your schedule so you can see quickly and
easily the potential overrun of your project from the Risk Adjusted Gantt chart.
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5.10.1.5.5. Schedule Cost Append
If you wish to run an SCA without creating a WBS, first select the risks on the main grid that you wish to

include in the SCA.

Then, select the Schedule Cost Append option, from within the Schedule Cost Analysis Section within the
Analysis Monte Carlo Simulation Editor.

SCHEDULE COST ANALYSIS —

=== Schedule Cost

= Schedule Cost Append

Figure 265 — Schedule Cost Analysis — Schedule Cost Append
The following message will appear, select Yes, Save.

Add selected Risks x|

Are you sure you want to add selected
items?

Yes, Save No, Cancel

Figure 266 — Schedule Cost Append — Add selected risks

The list of the selected risks will appear.

S
I 1

Code Name

Damage to Base infrastructure (tunnel) during construction may
result in additional costs.

C0003 Inability to access our warehouse

C0005 Terrorist threats and actions may impact smooth running of track
0133 Delay type risk
0132 the tracks become flooded

Viewing 15 of 5

Figure 267 — Schedule Cost Append — Confirming risk selection

Run the SCA, by selecting the Schedule Cost option.

SCHEDULE COST ANALYSIS —

== Schedule Cost := Schedule Cost Append

Figure 268 — Schedule Cost Analysis — Schedule Cost

Note: At this stage there will be no phases or tasks. You add these later should you wish to do so.
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The risks will be associated with the Project node, as per the screen shot below:

Name/Title
Construction Business

Project Duration(d) (By Dates)

+ g Construction Business

W C0138:there may not be suffici...
e C0122:0ur local systems get sh...
W C0132:the tracks become flood

e C0071:the system gets shut do.

™ C0148:the system gets shut do...
M8 C0033:Concrete pour has to be .
e CO026:we fail to retain our exis

™ C0137:the system gets shut do...
W C0179:We overrun on delivery
¥ CO180:Strategic Definition Risk
i C0042:0utstanding comments

[ CO174:we are unable to attract ..

™ C0028:Train damage due to faili..

™ C0134:issues are discovered du...

W C0135:requirements are not co...

Project Cost [£) (Deterministic)

2101 4000000
Deterministic (Planned) values
Type Value Min
Fixed Cost £4,000,000
Edit

Conssrucrion Business ]
o3z o
T
o071 o
co13s o
coazs o
conss o
o137 o
cooaz o
2008 o
o136 o
co1az o
o139 4

Type Schedule Lag Type Schedule Lag Value (+/-) Overrun Cost{£) (Per Unit)
Project Cost (£) (Per Unit)
1000
Pre-mitigated Values Current Values Target Values
Exp Max Shape Min Exp Max Shape Min Exp Max Shape
02 Feb 2022 Miar 202 a May i e 2022 sep 2 o120 Now20
w22 ! Feb 2022 ! Mar 2022 Apr 2022 May 2022 Jun 2022 Jul 2022 Aug 2022 Sep 2022 O 2022 Now 2022
Toggle Data View Toggle Tree View Save Changes Simulate View Simulations Export Import Close

To remove a risk, right mouse-click on the appropriate risk and select remove item.

Note 1: You must remember to save your changes prior to closing the main WBS panel.

Figure 269 — Schedule Cost Analysis — WBS (risks only)

4 & London Underground

™ C0132:the
™ C0133:Del
[ CO005:Ter
[ CO003:Ina
™ C0043:Da

Risk: C0132:the tracks become flood...

Add New Item:
Before...
After...

Edit Item...

Remove Item...

Figure 270 — Schedule Cost Analysis — Removing a risk from the WBS

Note 2: If you have not included Phases and/or tasks, the risks will be relative to the end of the associated

project.

You can now run your SCA by selecting Simulate option at the bottom of the panel.
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As you add new risks to your register, you may wish to include these within future SCA'’s.

To add risks, select the risk(s) you wish to be added and click on the You can add additional risks by
Schedule Cost Append option.

The following message will appear, select Yes, Save.

Are you sure you want to add selected
items?

Yes, Save No, Cancel

Figure 271 — Schedule Cost Append — Add risk confirmation

The list of the selected risks will appear and will be added to the SCA.

Code Name
C0003 Inability to access our warehouse

5w 1

Close

Figure 272 — Schedule Cost Append — Add risk selection

Note: Only additional risks will appear in this list, therefore if you have accidently selected a risk that
already exists in the SCA, this record will not appear in the displayed list of Simulation Items.

If you have created an SCA using only risks (l.e., you have not created Phases and/or Tasks and wish to do
so). This can be done either by manually adding the risks to the Phase and/or Task (Refer to Section
6.1.10.5.1.1 Adding Project Phases and Tasks) or by selecting the risks on the grid and using the Schedule
Append functionality. If you use the latter functionality, this will add all the risks to the bottom of the WBS
and you will need to drag and drop the risks into the appropriate area of the WBS.
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5.10.1.5.8. Schedule Risk Analysis Simulations

To view the Simulation, click on the Simulate button at the bottom of the panel.

Just as with the Cost Analysis functionality, you can select any combination of scenario and the number of
iterations.

This builds the following report:

The top three graphs show the Fixed Cost information (Cost, Time and combined Cost and Time)
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Figure 273 — Simulation Outputs — Fixed Cost Graphs
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The bottom two graphs show the Schedule Risk Analysis (Time Risk Impacts) and the Joint Cost and
Schedule Risk Analysis (Combined Cost vs Schedule Outcomes).

Schedule Risk Analysis (Time Risk Impacts)

SCurve Likelhood
Frequery Likelihood

Joint Cost and Analysis (Combined Costvs

Figure 274 — Simulation Outputs — Schedule Risk Graphs

As with the CRA, you can select Submit Analysis to generate commentary and/or generate a profile type
tagged as submitted or rejected.

Selecting the Toggle Graphs option, changes the top three graphics to display the data using the adjusted
project (node) value.

Whilst you can select all three scenarios to build the CRA and SRA, to see the detailed scheduled Gantt, Cost
and Time Tornados and Data tables, you need to select a specific scenario at the bottom of the display
page. If you selected only one scenario at the start of the simulation the following additional information
will automatically appear.

Simulation Output (Data Table)

Schedule Gantt

Schedule Results (Data Table)

Time Tornado

Risks Schedule Simulation Outcomes (Data table)
Cost Tornado

O O O O O O

If you wish to view the output as a histogram, select the Toggle Histograms button at the bottom of the
page.
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Simulation Output (Data Table)

Simulation Output

MNode Scenario Mame| Deterministic PO P10 P50 Pas PS50 P100
UK - London Underground Current Scheduls 22/05/2016  23/05/2016  25/05/201¢ 27/05/2016 27/05/2016  28/05/2016
UK - London Underground Current Warizble Cost 407 430 500 536 707 738
UK - London Underground Current Fixed o o 10,305,992 20,070,135 21,661,433 29,245,951

£500,000,000 500,000,407 500,000,450 500,000,600 500,000,686 500,000,707 500,000,758

UK - London Underground Current Adjusted Warizble Co
UK - London Underground Current Adjusted Fixed Cost £500,000,000 500,000,000 500,000,000 510,305,9%2 520,070,135 521,661,432 529,249,951

3w 1

Figure 275 — SRA Report — Simulation Output Data Table

The Simulation Output provides the data information for the selected scenario for each of the graphs at the
PO, P10, P50, P85, P90 and P100.

The Schedule Gantt
Schedule Gantt .
UK - Lengen Undargreung
Stage 0 - Strategy b -——— k<
~— i
~ems—— ¢
—
-
—m—p A
-m— >4
—
-
Stage 4 - Design -Eeeeess—— ¢
Stage 5 - Bulld & Commission red
Stage € - Handover & Closecut -ired
2016 ‘ Feb 2016 ' Mar 2016 ‘ Age 2016 May 2 |

Figure 276 — SRA Report — Schedule Gantt Chart

The data is graphically displayed in the Schedule Gantt. In the example above, the red diamond represents
the P50. For the whole project, the P50 is 25/05/16. (Refer to Figure 188 — SRA Report — Schedule Results
(Data Table)).

As with the Gantt chart in the Schedule Panel, you can hover over the areas in the Gantt to obtain the
schedule details for each item. It will also indicate the impact at P10, P50 and at P90 estimates.

The black arrows indicate the P10 and P90 estimates, whilst the Red arrow indicated the P50 estimate.

By clicking on the arrow in the Project Menu to the left, you can also display the risks. These are denoted
by a green circle.
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Schedule Results (Data Table)

Schedule results

Schedule| Start Date Duration| Cost/Unit| Fixed Cost POO P1 P50 P85 P30 P100

UK - London Underground 01/01/2016 140.0d 0 500000000 22/05/2016 23/05/2016) 25/05/2016 N7/05/2016 27/05/2016 28/05/2016
Stage 0 - Strategy 06/01/2016 20.0d 200 0 28/01/2016 28/01/201 3/01/2016 30/01/2016 30/01/2016
Stage 1 - Brief 27/01/2016 5.0d ] 0 02/02/2016 03/02/2016 04/02/2016 04/02/2016 05/02/2016 05/02/2016
Stage 2 - Concept 02/02/2016 16.0d o 0 20/02/2016 21/02/2016 23/02/2016 25/02/2016 25/02/2016 26/02/2016
Task 2.1 02/02/2016 7.0d o 0 09/02/2016 09/02/2016 12/02/2016 13/02/2016 13/02/2016 14/02/2016

Task 2.2 10/02/2016 e.0d o 0 18/02/2016 18/02/2016 21/02/2016 22/02/2016 22/02/2016 23/02/2016

Stage 3 - Definition 19/02/2016 13.0d o 0 05/02/2016 06/03/2016 08/03/2016 10/03/2016 10/03/2016 11/03/2016
Task 2.1 19/02/2016 13.0d o 0 03/03/2016 03/03/2016 03/03/2016 03/03/2016 03/03/2016 03/03/2016

Task 2.1.1 22/02/2016 10.0d o 0 03/03/2016 03/03/2016 03/03/2016 03/03/2016 03/03/2016 03/03/2016

Stage 4 - Design 04/03/2016 25.0d o 0 21/03/2016 01/04/2016 03/04/2016 05/04/2016 05/04/2016 06/04/2016

]

Figure 277 — SRA Report — Schedule Results (Data Table)

The table above the Schedule Gantt provides information regarding the Schedule, Start Date, Duration, Cost

Unit and Fixed Cost and the schedule variations.

Time Tornado

Time Tornado

Unc Stage O - Strategy > L ] -
UK LU 0345 ¥ B { ] * <
UK LU 0345 Hit -| L ] <

[ 1 2 3 4 s

Figure 278 — Time Tornada Results

This displays the time (at the various P estimates) horizontally and ordered (within each phase)

If you wish to understand the data regarding risk schedule information, refer to the data table Risk

Schedule Simulation Outcomes (data table)

Risks Schedule Simulation Outcomes
View Results Search
Node|  Scenario Code Assessment Prob. Me... |Stat. M... | POO Pi0 P50 PES P30 F100
Unc Stage
Stage 0 - Strategy Current 0- P: 100% T: 2.0d, 3.0d, 4.0d 2 2 2 2 2 3 3 3
Strategy
UK LU
Task 2.1 Current S P: 55% T: 2.0d, 3.0d, 5.0d 1 1 0 (] 3 3 3 4
4 3
5 v « »
Figure 279 — SRA Report — Schedule Risk Data Table
Cost Tornado
Cost Tornado.
UKL 0280 W + ® ® <
UK LU 0280_Hit > L] * <
ukwoss v B [ T3 -
UK LU 0345_tiz »> ® <
o 5,000,000 10,000,000 15,000,000 20,000,000 25,000,000 30,000,000 35,000,000 40,000,000 45,000,000 50,000,000

Figure 280 — SRA Report — Cost Tornado
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The cost tornado displays the costs (at the various P estimates) horizontally and ordered (within each
Phase) so that the highest impact appears at the top of the chart, the second largest appears second from
the top and so on.

The range displayed are from PO to P100. However, by expanding the risk information (by clicking on the
arrow on the risk) you can also see the range excluding PO and P100.

Risk Cost Simulation Outcomes (Data Table)

This table provides the data supporting the Cost Tornado.

Risks Cost Simulation Outcomes

View Results Search
Node Scenario Code Assessment  Prob. Mean Stat. Meanl, P00 P10 P50 P85 P90 P100
Stage 1 - Brief Current UK LU 0290 P: 80% T: £20,000,000, £40,000,000, £45,000,000 ~ 28000000 14227967 0 0 1,887,073 37,562,487 39,371,878 44,696,437
Task 2.1 Current UK LU 0345 P: 55% T: £5,000,000, £15,000,000, £30,000,000 9166666 9176005 0 0 9,669,613 19,948,068 21,650,178 29,171,324
>
5w 1
Commentary Select Scenario View All Scenarios Print Toggle Graphs Close

Figure 281 — SRA Report — Risk Cost Simulation Outcomes (Data Table)
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Refer to Section 6.9.22 for details.

There are occasions where either the Administrators or Users may make major or extensive changes to the
grid view to run targeted reports. Once this work has been completed, you have the option to select
Reverse Sort. This reverts the main grid sorting back to its initial configuration.

Y
-

Figure 282 — The Revert Sort button
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The Risk Summary/Review pane enables users to view a summary of a selected risk, review that risk, edit
changes and sign-off. There is also the option to print a copy of the risk. Select a risk and then select the

button.

Code Created
4 ! ] 1

Title

Description

Username

Updated

Definition

Code
o030

Summary
Paying Emplayees [isk)

Risk
Plajing Emaloyees

m

Causes
- LsaPmyol

« Network Avalability
« Payroll ersannel

Effects
+ 1 Employeessirie
« Sysem feilsto run

Responsibility, Classification & Timeline

o

Loeation

Provimity

Start Date

Hybrid Scoring

Impact

Probatilty
Finance

Schedule

Level (score) Min

Mors than Likely 4)

Pre-mitigsted
B
0%

Max Level (score) Nin
Less than likely (3]

5%

Level fscore)

Less than ficely 3]

(]

Targst
Min Bp Max

Extrene (5)

£20,000

Minar (2)

1000

Minor (2}

£1000

Minor (2)

0.04

Miner (2}

E

Winr (2)

10

Safery

Maderate (3]

Miner (2}

Securty

Major (4]

Moderate (3)

Minor (2}

Environment

Minor (2)

Hloderste (3]

Minar (2)

Opsrational

Moderste 3]

Moderste (3]

Mincr (1]

Legal

Winor (2)

Minor (2}

Winor (2)

Repuation

Maderste (3)

Minor (2}

Winor (2)

Worst Scores

Worst Score

Corporate

Impact

Finanze

Premitigated

Project

Finanze

Impact

Level (score)

Moderate (3}

Impact

Finznce

Target
Level (score)

Wincr (6)

Extreme (20) Finance
Extreme (20) Operstonel

Moderate (3)

Reputation

Winor (6)

Treatment & Actions

Primary Treatment Objective

Primary Type
Reduce

Actions

Code. b Name
A0003 Action L
‘

Apply policy 067 - subcontractor management

Description
Description of Action

Owner
Superuser02

Primary Effectiveness
Effective (>=80% successful)

Qwner Instance

Suprtuserl3  Control

Finish Date

Primary Status
In Progress

ActStatus

(Current Spend Actual Spend
0 bl

Budget

Project Budget (summed)
£200,000

Risk Budget (summed)

0

Project Budget (at node)

£200,000

Risk Budget (at node)

0

Allocation

Total
£50000

From Actions

0

Manual
£50,000

Alloation Available

¢

Allocation Expires
151121

Linked Insurance

This Is
Insureg: Fully covered

Commentary & Information

Clause 7.3 covers this risk for transfer capability

Risk Commentary
Created

19.06.21

1

Title

This is a comment that | am adding on

Description
description

Figure 283 — The Review pane

Username
RMoO1

Updated
19.08.21

< Previous Sign Off. Next > Edit.. Print. Close

The size of the Risk Summary/Review window is adjustable. Select the left side of the review window and

drag to the required width.
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Each section is editable via buttons. This pane is semi-configurable by riskHive support. This enables
sections to be added, re-ordered, or removed, hence the deployed pane may appear differently. The
standard sections are: Review Record, Definition, Cause and Effect, Responsibility, Classifications,
Timeline, Scenarios, Impacts, Treatment, Actions, Budget, Allocation, Insurance and Commentary. In
addition to the standard sections there are: Custom Arrays (if your organisation has made use of this
functionality).

@ The Risk Reviews section is automatically populated if you have selected the ‘Sign Off’ button
at the bottom of the risk review page and records who and when the risk was ‘Signed-Off’. You
can edit the risk reviews if necessary.
5/ The Definition button enables you to update the Risk Title, Causes and Effects.

The Edit Responsibility button enables you to update the risk owner, risk manager and
& stakeholders connected with the risk.

‘) The Edit Classification button enables you to update the Classification, Location, Category, and
custom fields.

The Edit Timeline button enables you to update the Node, Proximity, Start and End Date as well
as other time related fields.

The Edit Qualitative Assessment button enables you to update Pre-Mitigated, Current and
- Target Scenarios.

The Edit Quantitative Assessment button enables you to update Pre-Mitigated, Current and
% Target Scenarios.

The Edit Treatment and Actions button enables you to update the Primary Treatment and
Ic individual actions.

e The Edit Allocation button enables you to update the budget for the risk, the date when the
allocation will be available and expires.

U The Insurance button enables you to update the insurance status and add commentary.

@ The Commentary button enables you to add commentary for your risk reviews and/or edit
previous comments.

ﬁﬁ The Edit Custom Arrays button enables you to update any custom arrays configured for the

& application. This will only appear if your organisation has made use of this functionality.
Each section can be saved individually when making changes.
You can use the Sign-off option to record this risk has been reviewed. The Description section of the Sign-
off panels enables you to add comments which will be later displayed at the top of the Risk
Summary/Review pane.

The Previous and Next options will display the previous or next risk in the list on the main screen.

The Edit option will open the Edit pane where detailed changes to this risk can be made.
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At the top right side of the main screen are the search and filter options.

NOTE: Searches will be conducted on the risks displayed on the screen, therefore it is important to select all
nodes/risks that are to be searched first and display these on the main screen before running the search
functions.

[Fa]
m
=)
e
=
-

Figure 284 — The Search facility

1 ch Allows for a free text search of the risks displayed on screen
which is instant and will show entries matching the search
criteria as they are entered.

L
i)
=]
=]

Multiple criteria can be entered at one time to reduce the
number of results returned e.g., ‘resource hr’ could be entered
to find all risks containing the words ‘resource’ and ‘HR’. The
search will include any such text held in ‘hidden’ fields that could
be assigned to the grid.

2 x Clear All Filters removes any search filters you may have added.
3 The Advanced Search filter allows filtering of on-screen risks by
Y the fields added by the Systems Administrator.
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Users may order the lists of risks in ascending or descending value based on their column selection. For
instance, if a User wants to view risks by Class, by Location or by Owner etc. then they simply need only
click on the column headers. Multiple sorts can be conducted by selecting the first column, holding down
the Shift key and selecting the next column (small arrows will appear to show the direction of the sorting).

Code M... Info ss. Group Mode cation Esc. Level Risk
“ O"E iR ~ I N 1 Levell- There is a risk that current company infrastructure
Cooos ¢ ;'E n Strategic Corporate EE—";“:;; - Corporate is not sufficient for Product X development.
. . North Lyl There is a risk that USA customer is well
cooo2 © 9= i Operational Corporate  America - Corporate established and has a mature ordering system
Chicago which is not aligned to our UK ordering system.
O"F: . Levell- There is a risk that Several core suppliers could
coooy o= Operational Corporate Asia - China Ve struggle to produce key products and meet
= Corporate
3 = P delivery dates.
P

Figure 285 - Selection by column headings

Asmner Cat.

Queen Elizabeth Change

Helen Mirren Change

Helen Mirren =

As you begin creating and editing risks, you will notice symbols appear. Here are the common symbols
(providing these columns are displayed on screen):

Info column Emoticons

=] Quarantined risk (the riskis ¢
not yet approved)

] Active risk (The risk is ©
approved)
Attested risk (The risk has @
been confirmed as true)

Retired (the risk is no &
longer a threat)
| This risk belongs to a Qo

Group Parent
= This risk can display a
Bowtie graph
= This risk has Actions
@  Riskis restricted

Classification: Internal
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Great #  Thisrisk is being
monitored
Good
OK
Bad
Terrible
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On the bottom left of the screen the system will indicate the number of risks being displayed and provide
options on how many the User would like to see per page.

Viewing 1-30 of 40 30 v|

Figure 286 — Risk number

If you wish to increase the font size, click on the single arrow.
To increase the font to its maximum size, click on the double arrow.

To reduce the font size (after you have increased it) click on the A.

Figure 287 — Adjustment of the font size

On the bottom right of the screen are the page navigation buttons to move through the screens.

1123 =

Figure 288 — Page navigation buttons
If All risks are selected for display on the bottom left, the page navigator on the right will become inactive
and default to showing ‘1’ page. The scroll bar on the right-hand side of the screen can be used to move

through the risks.

By selecting the column headings, the data beneath will be re-ordered by prioritising based on the Users
selection.
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If you have previously selected several risks you can decide to apply the same changes to all the risks or,
edit the risks individually.

Panel Multi Select View Mode: Single Merged v

[ Single Merged

Multiple Individual
Figure 289 — The Single or Multiple Changes Options

By selected Single Merged, any changes you make will be applied to all the risks you have selected. So, for
example, if you change the Next Review date, it will apply your changes to all the risks.

Equally, you can decide to edit the risks individually. By selecting Multiple Individual, if you wanted to edit
the qualitative data, you would select Assessment, then Qualitative and a panel will appear showing all the
gualitative assessments of the risks:

Risk C0349 Risk C0334

Threat Threat
Threat level (3D) Exposure Type Threat level (3D) Exposure Type
significant M M M M M M
Qualitative Qualitative
Pre-mitigated Scenario ¢ Current Scenario # Pre-mitigated Scenario s Current Scenario #

= VEHM L N Prob VEH ML N 312 VEH ML N Prob VEH ML N

cestt VEH ML N COst @ viH ML N lcocts “ .HMLN ot "".HMLN

e B+ By "me 54321 fums B : 2y 7me - EREY

performance VBB v Ly Performance Wnmon Performance W MLy Performance @ AR
| reputation VEH M L N Reputation WHMLN Reputation Wiu M LN Reputation o

| Health And VEH M L N Health And VEHM L N Health And ViH M L N Health And VFH M LN
Safety Safety Safety Safety

Save Changes | Close

You can then make your changes, select Save Changes and all the risks will be updated.

To move an individual risk, select the risk and then the Edit button 3 . Select the Position & Timeline
option. Changing the Project Node will move the risk to the selected register.

To move an individual risk, select the risk and then the Edit button ] .

Ensure the option Single Merged is selected at the top of the panel.

Select the Position & Timeline option. Changing the Project Node will move the risks to the selected
register.
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To select an individual risk, click once with the left mouse button on the risk row on the main screen.

To select a range of risks that are in consecutive order, select the first risk, hold down the Shift key then
select the last risk.

To select risks randomly, select the first risk, hold down the Control key the select the next risk. Keep the
control key held down until all risks are selected.

To apply changes to multiple actions, select the actions you wish to multi-edit and select the edit button.

A single Action panel will be displayed. Where information matches across the records selected, this
information will show in those fields.

In the example below, 3 actions were selected. The owner (lan Baker) is showing as he is the named owner

for all those actions. The same is true of the Implemented value, where all three actions were at 0%
implemented.

Action Typa' Appocirtad Dufinsion

Irpleswnti Libiary Ertey In Prirra | rpbesrmnial tn”
Tl

Danerigtion

Artion Traatmens Typs Estienial Owiad Help Ragutied

Start Dute [Bannlice] Firush (e (Baaslne) Effmctiverme’

Figure 291 — Action Editor

You can now edit any of these fields and those changes will be reflected in all three actions.
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Sensitivity checking takes place when using the quantitative and/or hybrid assessment panel. A prompt will
show as a red box around the field that you are being asked to complete. The sensitivity checks apply to
the Shape and the Value fields as demonstrated by the screen shot below.

-
o .

cont (© oy
i e
40,000 | 65,000] | 60,000
N

1,000‘ ‘ 21000‘ ’TVaIuesnaquireaShapE boo‘ |’ PMust be < Maximum ]
Time (d) « = | Triangular ~

Figure 292 — Data Validation Checks

The system will now re-calculate the scores for all the risks you have selected.

To view anything regarding restricted risks a user must have “Restricted” permission. Restricted permission
may only be assigned by administrators.

Restricted risks are not displayed by default on the main grid. This is to avoid the possibility of sensitive
risks showing on an unattended screen. A permitted user must request to see restricted risks from the
“Grid Settings” control.

Display

Scenario

Tree Line Restricted (Direct Family) v
Show | In Progress (Active, Attested) v ‘
:ic:gro\led

2:::&%

Figure 293 — Grid Settings — Restricted Risks Filter

Here the user selects Restricted Risks - “Restricted” or “All” the main grid will then allow such risks to be
listed.

@

Restricted risks can be identified by the icon within the info column.
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LAII z Pre-mitigated i Risks i 05 i = = [E' 2 + § C] |
Code Risk Phase Curre... Mame Values Q... M. Info Watch
7]v]
31 rrr '. ;EE H
Co442 55 ® %?E L)
C0009 Research 50 L) ?;'E "
C0349 50 @ g.i M

Figure 294 — Main Grid showing restricted Risks

To tag a risk as restricted or un-tag, use the “Is restricted” field within the “Audit and Review” panel. Note
this selection field only appears if a user has “Restricted” permission, otherwise it is hidden.

@ Audit & Review - C0011 x|
Last Review Reviewed By Next Review Is Restricted’

| | -] | [ ’]
Approved By Status’ System State’

| - ~| [open R =

Watch Has Happened® Type changed

‘ v‘ | No v‘ 01.11.21

Quality Maturity’ Mood

| | - ]

Figure 295 — Audit and review Tagging risk as “Restricted”

8.8. Plug In Translator

If you wish to have your screen translate your information from one language to another, follow the steps
below:

Go to Google home page: https://www.google.co.uk/

To the right of the address bar, select the Customize and Control Google Chrome button:

From the drop-down list, select Settings.

Select Extensions from the left-hand side.
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https://www.google.co.uk/

Extensions

Settings E Google Docs 0.9 [+ Enabled
Create and edit documents

Details
About
[] Allow in incognita

g: Google Docs Offline 1.4 [+ Enabled
Get things done offline with the Google Docs family of products.

Details

[C] Allow in incognito

£~ Getmore extensions

Chrome Extensions [7] Developer mode

o)

Figure 296 — The Extensions panel in Google

Select Get more extensions.

In the Search bar (top left of screen), type Translate. Translation options should appear.

Google Translate _
offered by translate.google.com | & available for Android Getit»

View translations easily as you browse the web. By the Google Translate team.
Google Translate

Productivity
Fkhkod (26420

Figure 297 — The Google Translate option

Select Add to Chrome. The following panel will appear:

Add "Google Translate"? &

It can:

+ Read and change all your data on the websites you visit

Add extension Cancel

Figure 298 — The Google Translate option

Select Add extension. The following panel will appear:

& Google Translate has been added to
Chrome.

Use this extension by clicking on this icon.

Manage your extensions by clicking Extensions in the
Tools menu.

To get your extensiens on all your computers,
sign in to Chrome,

Figure 299 — The Confirmation notice
Classification: Internal
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The translation plug-in has now been added to Chrome (although it can be added to any browser).

To the right of the address bar, you will see the Google Translate button: &

Select the button and the following panel will appear:

‘ Translate

TRAMSLATE THIS PAGE

© 2015 Google - Extension Options - Google Translate |

Figure 300 — The Translation panel

Select Translate this Page.

Directly underneath the button, another bar will appear:

Google @ Transiated to: English(v] | Show original Options ¥

Figure 301 — The Translation bar

Select the hyperlink English (or the down arrow next to it).

Google @ Translatedto: Engish() | Show original | Options ¥ | []

[ Afkaans >Bengaii iCzech  sFrench JHebrew  Javanese iLao ‘Malayalam JOromo»Scots Gaglie 1Sundanese iTurkmen Zulu |
JRLCC R >Abanian  sBhojpuri »Danish  sFrisian sHindi *Kannada Latin Mattese sPashto  1Sepedi sSwahil iTwi

sAmharic »Bosnian 3Dhivehs »Galician Hmong Kazakh slatwian shaaon sPersian 1Sertuan 1Swedish sUkraiman

rch x| v
»Aabie  >Buigarian Dogi  sGeorgian JHungarian  sKnmer sLingala sMarathi »Polish »Sesatha 1 Tajik sUrdu
@ »Amenian  >Catalan >Dutch »German slcelandic  Kinyarwanda >Lithuanian sheteilon (Manipuri) Porfuguese »Shana »Tamil >Uyghur PE"‘M" Trend (A-.  TopNrisks Calculatec
Consructon. g »Assamese >Cebuano ‘English  :Greek Jigbo sKonkani sLuganda Mlizo *Punjabi  »Sindhi "Tatar sUizbek wr @ Presar/in
06 g »Aymara  >Chichewa ‘Esperanto »Guarani Jocano sKorean sLuxembourgish >Mongolian »Quechua  Sinhala iTelugu  >Vietnamese 1 minent
sAzerbaijani >Chinese (Simpified) Estonian  »Gujarali sindonesian )Krio ‘Macedonian  shyanmar (Burmese) >Romanian Slovak iThai Welsh
corag  Constnuction g | aBambara  sChinese (Tragiion) :Ewe sHaitian Creole irish *Kurdish (Kurmanji) :Maithil Nepali ‘Russian  Slovenian  Tigiya  »Xhosa wn @ Present/in
Business )Basque  :Corsican sFiliping  sHausa sltalian »Kurdish (Sorani)  >Malagasy »Norwegian ;Samoan  »Somali VTsonga +Yiddish | minent
JBelarusian >Croatian JFinnish  Hawaiian »Japanese  Kyrgyz Malay »Odia (Oriya) JSanskit  Spanish  Tukish  Yoruba
[ = oo Present/in
o OIS e aema hent (X Ta09.26  Operational | Finencial | 1ahn Smith (6] TR 0as (@ .
o089 Construction g1 Earthquake 01.09.22 09.0926 Operational  Financial RCLO1 £40,833 110423 . iy
Business. minent
o008 Construction gy Records issues 08.03.23 160725  Operational O Max Verstappen £3,000 04.0423 @ Present/in
Business Management minent

Figure 302 — All languages

Select the language you wish to view and Translate. All the on-screen text and text within panels and drop-
down menus will now show in your new language.
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If you are using dynamic scoring and you change any of the budget fields (Project / Risk Reference / Risk
Budget) having once created risks in that project, they system does not currently automatically ‘update’ the
relative risks scores. The user must carry out a ‘forced’ update to all those records.

You can do the following either on a risk-by-risk basis, or by selecting all the risks in that register. To force

the changes, complete the following steps:

1. Select the risk(s) and use the split screen functionality.

2. Select the Hybrid scoring panel to show on the split screen. Note: If you have selected more than

one risk the values will appear as blanks.
3. Press ‘Save changes’ in the top right-hand side of the panel.

* Quantitative Assessmant - 4 Margad Risks

Prob (%) Prab (3)

Prob 5)

cost €] v cost (¢) v

Qualitative Time (d) v Time (d) v

cost (£) v

Time {d) v

Figure 303 — The Translation bar
The following message will appear:
No updates have been made to any
fields so no save is required.

Additionally, saving might overwrite
changes from ancther user,

| Do you want to save changes anyway?

fes, Save Changes

Figure 304 — The Translation bar

4. Select ‘Yes, Save Changes.

On the top right of most panels is a search option:

To search for a function, type the name i.e., type ‘qualitative’ and the Qualitative options will appear.

Not only will the system try to find an exact match to what is in the filter, but also other words associated
with what you are looking for i.e., type ‘Actions’ and the Treatment panel will appear.
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8.11.Dynamic Search For Roles

Dynamic searching is available on drop downs for all roles and responsibilities. Entering individual
characters or a character string into the selection box down selects to the users that contain those
characters or string. This is particularly helpful if you have a long list of names in any one drop down.

?
Owner’

| de - |

Demo.user

Figure 305 — Dynamic Search

8.12.Tool Tips

Sometimes the Tool Tips can be extensive. Using Tool Tips are a convenient way of reducing information in
work instructions by having these available in the system. By clicking on the hint icon, a new dialogue panel
will appear with the full tool tip text. These are available for all drop down lists.

Full Annotation for Effectiveness

Effective (>=90% successful):
Control manages risk, is formally
documented, in operation and

applied consistently. Control
requires only review and
maonitoring.

Partially effective (60-90% successful): Control
addresses risk. Documentation or operation needs
some improvement.

Improvement required (25-60% successful): Control
partly addresses risk. Further documentation or
operational implementation is neccessary.

Ineffective (0-25% successful): Control may partially
manage risk but is not documented or in operation.

Figure 306 — Tool Tips Dialogue Panel
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Toast messages are temporary message that will appear depending on actions carried out.
Below are some examples. Toasts will include a text message for information purposes.

Green Toast: The green toast message will appear in the bottom RH side of the panel showing you that
Changes have been saved successfully.

Light Blue Toast: The light blue toast indicates that you have messages unread in your ERM message box.

L) You have 3 unread messages

Blue Toast: A blue toast indicates either an activity has been cancelled or the request is processing and you
need to wait until the process is complete before taking further action on the system.

1 Processing request. Please wait...

1 Activity cancelled.

£ Working...

Yellow Toast: A yellow toast is a warning message and will generally show when the server is busy. Server
speed is not generally within the control of riskHive, as this relates to the speed of the internet / browser.

! Request is taking a while, either because it
is complex, long, or the server is very busy.
Please be patient...

% Working...

Red Toast: A red toast indicates an error of some sort. Should this occur, Users should go to System Help
and download the log from both the Event Log and Client Error Log and send these to
support@riskhive.com for investigation.

Black Toast: The black toast indicates that you may be dealing with latency issues and generally relates to

the speed of the internet / browser. This stops users editing additional data until the last edit has been
processed by the server.

<-*Working...
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9. Appendix 1

9.1. 6.1 ERM and the ISO31000 framework

Establishing the context
(5-3)

Risk Assessment (5.4,

Risk identification
(5.4.2)

Alerts
Email

Escalation q A
Risk analysis

(5.4.3)

Risk evaluation
(5.4.4)
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Risk treatment
(5.5)

Risk Portfolio
Objectives
Risk Appetite

Risk, Opportunity, Trend, Notifications (Inc. cause & effects)
Responsibility / Timeline

Risk Segmentation capability e.g. Classification / ISO codes
Benefits

Scenarios: Inherent, Current, Target
Scoring (Quant or Qual, or both)

Cost Analysis / Schedule Analysis / Bow-Tie Analysis / Word
Cloud

Controls (effectiveness and degree implemented)

Risk Appetite
Treatment Responsibilities
Treatment Plan (treatment options)

Action Responsibilities
Actions (effectiveness and degree implemented)
Action effect on impact / likelihood
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Audit & Review: Risks, Controls & Actions
Alerts

Dashboards / Reporting

Scheduled Reporting

Colour Key

3100 clause

riskHive functionality
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9.2. 6.2 ERM and the COSO framework

riskHive"

fﬁf"

Control Environment

“ '

Control Environment

Risk Portfolio

Risk Appetite

Risk, Treatment and Actions Ownership Responsibilities

Risk Assessment

Objectives

Risk, Opportunity, Trend, Notifications (Inc. cause & effects)
Responsibility / Timeline

Risk Segmentation capability e.g. Classification / ISO codes
Benefits

Scenarios: Inherent, Current, Target

Scoring (Quant or Qual, or both)

jtoring Act: vities

COSO Framework

Monitoring Cost Analysis / Schedule Analysis / Bow-Tie Analysis / Word Cloud
Audit & Review: Risks, Controls & Actions
Ale-rts Control Activities
Dashboards / Reporting

Controls (effectiveness and degree implemented)
Treatment Plan (treatment options)

Actions (effectiveness and degree implemented)
Action effect on impact / likelihood

Scheduled Reporting

Information & Communication
Alerts

Email

Escalation
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