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Thank you for purchasing Enterprise Risk Manager from riskHive or one of our red&ievslue your
business as an Enterprise Risk Manager customer, and wesegdo help.

If you need help you can use any of the following options:

Q Call us on +44 1275 54 58 74

an
»

‘ @

.\

Refer to our FAQ, Feedback and Support, which is available to you from the h
F]' menu in the application

Email us asupport@riskhive.com

N/
/N

PASN) 2dzNJ WLyadlyd !''yagSNARQ FTNRY 2dz

riskHive Enterprise Risk Manager

The riskHive ERM is a fully featured, online Enterprise Risk Management and Risk Register Handling
solution. As a welbased tool it is constantly being updated with the latest and best functionality to support
evolving needs of highnd risk managers an@sior executives in large, complex businesses.

The central risk repository is used for collating and storing risk registers with essential risk reports and
quickly and effectively centralises and maintains your risk registers whilst not changing the way you work by
allowing the export of registers bati your native format.

The core system is designed to manage risk treatment information; produce management reports and
information dashboards; manage asset and insurance information; and produce bowtie diagrams and
graphics for better risk articulationThe riskHive ERM is aligned to both the ISO 31000 and COSO
frameworks and is highly configurable by the Ussministrator. The system can be configured to be
multilingual and to display your own risk terminologyultiple currencies can be managed for assessment
and reporting and are Usawitchable.

You can run cost and schedule analysis; manage information security risks in line with ISO 27001; and
manage control assurance information.

This guide covers functionality available in the system for Users, Risk Managers and Adminisina¢oos$.
the many advantages of this system is its configurable natlihks means that each Company can request
different configurable features or even have features removBde to this, this manual may not display
the same functionality as you experience in the toGbntact your administrator for a list of their
configuration changes.

We hope you find Enterprise Risk Manager useful and easy to opaftgeare eager to hear your feedback
- either positive or critical and ideas. Our contact information is provided above.

We hope you have an enjoyable and productive experience!

L Appendix 1¢ ERM functionality link to ISO 31000 & the COSO frameworks
Classification: Internal Page2 of 230


mailto:support@riskhive.com
http://www.riskhive.uservoice.com/

Version Update Notes

In this latest addition of the Help Manual, we have included:

Ref

Dev068
Dew332

Dew375

Dewv400

Dewv286
Dew351

Dew347

Dew+366

Dew370

Dew362

Dew322

N/A

Section

1
5431

5.4.7.1

6.4.10.1

5.6
5.8.1.24

5.9.1.35

5.9.1.6.2

5.10

5.14

8.13

Description Page

Updated Application HostingOperating System Information 14

Nuances for users display when not enabled with tree view permisgion 49
New section to provide more detail around usedection options when

using parent/child register aggregation.

Calculate Headline Quantitative Score 58
New functionality to be able assign individual values for quantitative de

to arrive at a headline score.

Treatment Actions 69
New Field Closed Date

Updated section on Deleting Risks 84
Project Risk Count 135
New dashboard

Bowtie¢ Has Happened 171
New indicator available

Users and Systemctivity 175
Updated to include reference to additional activity logging

Monte-Carlo Analysig new section (now split from tools) plus new 179

functionality:

Cost Profile DefinitiosV Transfer ofAdjusted Risk Values

Section has been rearranged to account for reslitor layout.

Searchesand Fitegw S Y2 @1t 2F Wal yI 3S CAf 217
was not working as users expected. This is beirgomried for a future
release.

bSsg asSOitAzy G2 SELX LAY YSIHyAy3a 228
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The installation of Enterprise Risk Manager varies dependent on whether riskHive or your organisation is to
host the system If your company hosts the webserver and ERM data, then there may be additional
requirements to access the system.

All that is required to use the application is a standard modetarnet browser. The application supports
all platforms (not just Microsoftentric systems) on multiple devices that can run a browser such as PC,
Mac, Smart phone, Tablet, eBook, etc.

All browsers are supported but those we certify to work correctly are MS Edge, Firefox, Chrome, Safari, iOS
Safariand Operabrowsers

The application itself must be delivered to the users using a physical sérdérh & OF'y o6S +y | Of
or a PC or even a laptop configured with some server components.

Recommended minimum system in Bold.
Operating System:

Windows Server 2016 or Windows 10 or later
Microsoft .NET Framework 4.8

11S10 or above

Database:
SQLExpress or SQLServer 2019 or later

Internet browser:
MS Edge, Chrome, Firefox, Safari, Opera

¢tKS a2F06INB AyOfdzZRSa aFFOG2NER aSi¢ Shddpdoywrdists? 38
for riskreporting; however, all presettings can be User adjusted to meet your requirements.

,2dz FNB FROA&ASR (G2 OKSO| @2dzNJ 2NBlIyAalGA2yQa LINRO
appropriate.
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The following are common terms used when carrying out Risk Management. Not all terms are used in the
riskHive ERM but all of them should help the User gain a better understanding of how to identify, collect,
manage, analyse, and report risk. Terms usetiskHive ERM are in bold.

Assumption An assumption is a presumption or supposition with a degree of uncertaintshe
system Assumptions are input items with a high degree ofspigposed dependent
factors that have a degree ahcertainty.

Broad Brush Risk A BroadBrush Risk Assessment (BBRA) is a facilitated risk assessment that endes

Assessment to identify all the significant hazards that may impact upon the organisation, includi

(BBRA) Health and Safety and Environmental aspects, but not necessarily every insfahee «
hazard manifesting itself as a risk

Cause Directly precipitates an event.
Necessity A cause must be necessairg,, without it, the event would not have
happened.
Sufficiency A cause must be sufficiente., sufficient to precipitate the event alone.
Conditions A cause usually has conditions,, other elements which are necessary fc
the adverse event/change of state but not in and of themselves sufficient to cause

Causal Chain Often used legalistically it describes a series of events/events and conditions whict
directly linked to each other,e.,one caused the otherCausal chains are usually
necessary to prove fault.

CCs The Corporate Cost Score shows corporate scores by cost@ntgorate scores are
global scores and are defined in the Global Heatmap.

Consequence Outcome of an event affecting objectives.
Control Measure to modify
CWS The Corporate Worst Scotieg., the worst score of each of the configured impacts (cc

time etc.) NOTECorporate scores are defined in the Global Heatmap whereas Pro
scores are defined by the administration of each project Heatmap.

Effect The set of direct and indirect causal implications from the realisation of the risk.

Event Occurrence or change of a set of circumstances (an event can lead to a range of
)

Exposure Extent to which an organisation is subject tocam

External Context External environment in which the organisation seeks to achieve its objectives.

Financial Impact The direct and immediate financial effdbtiat a business will feel because of the
realisation of a risk.

Frequency Measure of the of an expressed as several events or outcomes per
defined unit of time.

Hazard A source of potential harm to a person, or a situation that has the potential to caus:
damage or loss to the business, its plant and infrastructure or its people.
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Impact

Indicators

Influence

Input Items

Internal Context

Mitigation

Monitoring

Opportunity

Outcome

Parameters

PCS

Probability

PWS

Residuallisk

Resilience

Review

Risk

RiskAcceptance
RiskAggregation

Classification: Internal

The direct and immediate outcome of the risk being realised.

P'aSR Ay (KS 02y i S Hie statd of ahlfeet orNdlatiohship whigh
suggest that something is at risk.

The state/condition of an object or relationship which may influence another object
relationship.

The system manages more than just Risks. For example, it can handle such items
Trends, Assumptions, and Issud$ese things can have different metadata assigned
them and have different workflowsWe refer to these inputs as

Internal environment in which the organisation seeks to achieve its objectlves

A strategy or series of activities which are designed to reduce the impact felt by the
realisation of &

Continual checkingsupervising, critically observing or determining the status in orde
to identify change from the performance level required or expected.

hyS 27T N aut ke@dS Q@Eoskible action that that can be taken that coul
have a positive effect on objectives.

The direct event and set of conditions which result from the realisation of a risk
event/change of state.

Defined within this document as a set of tolerable valueg,,lowest tolerablevalue,
and highest tolerable value.

Project Cost ScoreThe Project scorings for cost only.
Chance of something happening (AKA: Likelihood or Frequency). Measure of the
change of occurrence expressed as a number between 0 and 1, wherafbssibility

and 1 is absolute certainty.

Project Worst ScoreThe worst risk score of each of the configured impacts (cost, til
etc.).

Risk remaining after risk treatments (AKA retained risk). Residual risks can contail
unidentified

Capacity to resist being affected by an

Activity undertaken to determine the suitability, adequacy, and effectiveness of the
subject matter to achieve established objectives (this can be applied tgithe

[ ora
¢CKSNBE INBE aSOSNIt RSTAYAUAZZYAC ﬁ@;mmeWw)
effect on the uncertainty of objectives { 2 YS 2NHI YA &l GA2ya |

Informed decision to take a particular

Process to combine individuatksto obtain a more complete understanding iafk.
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RiskAnalysis
RiskAppetite

RiskAssessment

RiskAttitude
RiskAversion

RiskAvoidance

RiskContext

RiskCriteria

RiskBraluation

RiskAnancing

Risk
Identification

Risk
Management

Risk
Management
Famework
RiskMatrix

RiskOwner

RiskRegister

RiskRetention
RiskSharing

RiskTolerance

RiskTreatment

Threat

Treatment

Classification: Internal

Systematic process to understand the nature of and to determine the level of risk.

Amount and type ofiskan organisation is prepared to pursue to take.

Overall process of risk identification, risk analysis and risk evaluation.
hNBFyAalFidA2yQa | LILINRI OK G2

I OO8ka a

I yF
Attitude to turn away from

Decision not to be involved in, or to withdraw from, an activity based on the level of

The goals, objectives, strategies, scope and parameters aidivty, or part of the
organisation to which the risk management process affects.

/I NAGSNRF F3FAyad oKAOK NRal Aa
policies, goals and objectives and the interests of stakeholders.

S@I t dz

Process of comparing the level of risk against the criteria.

Form of
meet the financial

involving contingent arrangements for the provision of funds
should they occur.

Process of finding and describing sources of risk.
Coordinated activities to direct and control an organisation regarding risk.

Set of components that provide the foundations and organisational arrangements f
designing, reviewing, and continually improving risk management processes throug
the organisation.

Tool for ranking and displayingksby defining ranges for and

Position holder who is delegated the responsibility for ensuring that the mitigation
treatment and associated actions to minimise the impact of the rigkédousiness are
effectively actioned.

A register of assessed business risk which is maintained and reviewed for purpose
reference, assurance, and continual improvement.

Acceptance of the benefit of gain, or burden of loss, from a particidar

Form of involving the agreed distribution of

hNBFyAalF A2y Qa NBafteREyISEE

with other parties.

fomchiev® ItsNbjedtikes.

Process of selection and implementation measures |
existing risk to zero or a lower risk level.

) to eliminate or modify the

Effect of uncertainty on objectives (Alternative to the use of WrdhA a1 Q F 2 D
organisations).

The application of some form of action or behaviour towards a risk or its indicators
impacts Risks can be treated by either reducing the probability that they will occur
by reducing their impact.
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Trigger A trigger is an event or the presence of a set ofgwaditions which gives rise to the
cause of a risk.

Uncertainty State, even patrtial, of deficiency of information related to or understanding or
knowledge of ar , its gor |

Vulnerability Intrinsic properties of something that create susceptibility to a source of risk that ce
lead to a
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General Functions for Users
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As Enterprise Riddanager is a welbased system the only software required to access the system is a web
browser such as Microsoft Edge, Chrome, Firefox, or Safari. To access the system simply open your chosen
web browser and enter the provided web address to access tsiesy

When first connecting to the system, you will be presented with a login dialogYaox.will need to enter
the Usernameand passwordthat have been assigned to you, then présgin This will take you to the
system main screen

Customer Logo

Username |Usemame.” |

Password |Passx-vordm |

User Manual

Login

Figurel - ERMLoginDialogue

If you are using Single Sign On (SSO), you will either be directed to the ERM system via your company
website / intranet, in which case your log in screen may look something more like the log in screen below.

ERM - Live ERM - Dev ERM - Training

Figure2 ¢ Customer Specific SSO Login Dialogue

Alternatively, you may see the ERM screen, but with the option to sign in using SSO. If this is the case, just
select theLogin using SSO Gateway

Customer Logo

Username Username...

Password Password...

User Manual

Login using SSO Gateway

Figure3 - ERM Login Dialogué&sSO
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Once logged into the system you will be taken directly to the main scréka.main screen is split infour
key areas:

Top Navigation Bar This is identified by a Grey Bar and holds$lystem Menu Option, the
Help Button, the Navigator Optiofgsometimes referred to as thieee or
node structure containing thelist of all the project risk registerdlode
Information, Edit Node Data, Alternatiavigator Views, Grid Settings,
Row Selection options and Your Messages.

Upper Grid Control Bar Thissection contains the menu options available for the Grid selected

The Main Grid This part of the screen shows the main risk information related to the
selected risk register.

The Lower Grid Control Bal Provides the information regarding the number of risks visible zagk
navigation buttons

Top Navigation Bar :
/ Upper Grid Control Bar
A EE BEEREAE = ANEd E M

Code Node Info Risk Title Risk Start Date | Risk Finish Date Classification - Risk Owner Pre_Score Curr_Score Prj

Tar_Score LastReviewed  Trend

€0092 Corporate = Third Party Mangement 25.08.21 01.10.21  Operational RCLO1 12 03.01.23 .

02.05.21 260822  Operational an Baker 12 9 15.05.23 .

Main Grid

Lower Grid Control Bar

Figure4 - The ERMUser Interface

At the top left of the screen are the primary buttons which help Risk Managers manage risks, project data

andreports.
1 2 g 4 5 6 7 8 9

Control Type ) E 3 + | r-D [~ l" c a @

Un-controlled Risks

10 11 12 13 14 15 16 17 18 19 20 21
Figure5 ¢ Key main buttons and functions

The functions bar contains most of the buttons esmdections you will require to select functions or
navigate around the system

1 This option helps you log out and access other areas of the
system. Depending on permission this may include
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RCL A

E O E g

10 Control Type View
All Risks any / all available

11

(|
12 E
13 \

(£
14

+

Classification: Internal

administrative aspects, but generally it includes the Dashboar
page.

Help provides Information and support through access to bott
PDF and welbasedUser Guidess well as a searchable
knowledgebase of ERM and the ability to report problems anc
provide recommendations to improve the software to the
Support Team.

Enterprise Project Structure (EPS) or Nodes list enables user:
find where risks are stored.

View Node Overviewprovides a summary of the key features ¢
the project.

Edit Node Datdutton. View and edit the project information.
Includes project rating, budget, state, and ownership. This is
taken from the project node and its subsidiary nodes.

Change Navigator ViewThe EPS is the normal Master view. 1
user can see the project through alternate views/structures
which can be set up. This will usually include Levels of Escal
and might also include the alternate structures of Cost
Breakdown Structure (CBS) amdWork Breakdown Structure
(WBS).

TheChangeGrid Settingsbutton enables you to filter the risks o
screen. This option is also included within @aed Controls
panel (see below).

TheRow Selection Moddutton allows for selection rows or
pages of risks.

TheUser Messagebutton opens the local message inbox for tt
loggedon user. Messages within the inbox are those created
the Monitoring and/or Validation system.

TheControl Type Vievibutton enables the options to select
controlled/uncontrolled risks, th&cenaripDisplayType €.g.,
Risk,Issue Action etc) and a specifidserView. Depgending on
your configuration notll these options will be displayed.
TheNode Onlybutton displays only the risks in the selected EF
the structure. Select to see subsidiary nodes.

TheShow Split Pandbutton switches the application into risk
line items and edit panels.

Once a risk(s) is selected, users can usdttigfeature to make
OKFy3aSa (2 GKS NRa|1Qa RSOl A

TheNew button helps create risks.
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Classification: Internal

Deletea risk. A deleted risk will be removed from the screen ¢
placed in the archive. A Retired risk has been through the risl
management cycle but could still be impacting the live system
(such as the aggregate probabilistic means for its assigned nc
A Retired risk will remain on screen.

TheDuplicatebutton enables the user to copy risks to other
levels within the EPS.

Reporting Parenbutton provides access to the main reporting
systems. These are presented as foldouts {seinus) to the
parent. There are Sub-menus. These are: Dashboards, Excel

Reports, Excel Registers, Report Scheduler, My risks, and My
Actions.

PRI =1IEa0 &) &

Offers severatlashboardstyle reports.

Configurable Exc®eports

Configurable Excel Export and ImpBegisters

Project Reportsaare only available to System Administrators,
providesnode data information as an Excel Report.

Schedulean Excel Report or Excel Output register to occur on
regular basis

My Risksenables you to see the risks which you have been
identified as the risk owner or managing the risk.

My Actionsshows the status of all the actions allocated to you

The Tools button provides the options to run a statistical risk
analysis (Monte Carlo simulation), create Bowties and Groups

When drop down menus, users or information has been chan
by the Administrator, th&Refresh Griawill help show the

changes on screen.

TheReverse Sorbutton reverts the main grid sorting to the
initial configuration.

TheRisk SummarReviewdisplays the details of a risk so that
the risk can be reviewed, edited, and printed.
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The System feature provides access other areas of the system, such as access to Administration or Datasets.
However, this will depend on the user permissions setting.

# Main
Dashboards
Administration
Datasets

& User: manager

= Logout |
Figure6 ¢ TheSystemmenu
{StSOG a5FaKo2FNRa¢ (2 IAPEYERNER AYRAKYZHI NROSAASHE
yourself out of the system.

Within your User Settings you can change your Password, Email Address(es) and Phone Number(s).

Go into theSystemsoption, click on youtJser nameand the following panel will appear:

Primary Email Address
Email Address 2
Phone Number 1

Phone Number 2

Update

Figure7 - TheChange Passworldutton and panel

Type in your new password and click on tyedate button.
& Of A O1Ky@uHané yiotes fisrPassivord creation will appear.

Passwords must obey the following rules:
At least 8 characters long and no longer than 128 characters.

No more than 2 consecutive characters the same.
Meet at least 3 complexity criteria (at least 1 uppercase, 1 lowercase, 1 digit, or 1 special character.
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This feature provides several help options.

Com

wIFAQ, Feedback & Su... o
d | User Manual C
Noc Online Tutorials B
“o Custom URL
Nid
o Event Log de
Nid
s Client Error Log

Figure8 ¢ TheHelpbutton

This can be used to contact riskHive support, give feedback on the system and browse the knowledge base
of frequently askedjuestions.

Send message

Figure9 ¢TheFAQ, Feedback & Suppgranel

To begin searching the current knowledge based, type your search word(s)Nfetisage subject The
search is intuitive and will direct Users to existing online material (orange lightbulb) or documents (piece of
paper). The results will be displayed on the-ledind side of the panel.

Feedback ideas are captured in the bottom tigfind Side of the panel. All users can vote and/or add
comments on these ideas. This information is captured and reviewed by riskHive to help determine future
delivery possibilities.

By selectingContact Supporusers can ask for direct help to a problem. By sele@ing feedbackusers
can offer advice on how to improve the system.

NOTEIf you wish to find out more about the riskHive company, our consultancy and tools please select the
riskHive symbol at the top right of the main screen.
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This provides you with templated riskHive videos on functionality such as creating risks, copying risks etc.

Where a customer has developed their own training videos or reference material, this can be linked to that
customers URL. This link will only appear if this functionality has been used by that customer.

The Error log is log of what happens on the server where ERM is running. It will report such things as
database errors hidden from the outside world. You should run the event log after any error and include
this within any communications teupport@riskhive.com

¢KS /fASylG S@Syd 23 NBLRNIA& LINRofSya 2y GKS a/ A
problems w[:ch the User interface (input, display problems.). You may be asked to run one of these if you
FNBE SELISNASYOAY3I SNNRBNI NBIINRAYy3I GKS WOt ASyildiQo

TheEPJsometimes referred to as thieee or node structure is a list of all the risk registers. When you
select a risk register, the risks within this register will appear.

The path of the node is displayed. When the path is too long, rest the mouse cursor over the node to view
the full path details.

Navigator: |[Shass

Maintainance and Service Contracts
UK - London Underground
USA - Chicago Trams
NZ - Christchurch South West Trains
Australia - Sydney Fast Ferries
@ Australia - Developing the Emergency helic...
Argentina - Buenos Aires Subway
China - Beijing Electric Bicycles
Japan - Tokyo Water Bus
Denmark - Malmo Oresund Bridge Train
Spain - Madrid Metro
Italy - Rome Scooter Express
Ireland - Dublin Trams
1_ . Projects -

FigurelO- TheEPSr Node Structuremenu
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4.5. View Node Overview

This button will provide you with a summary of the main project features.

-USA Chicagn Trams L=}
Mo "USA - Chicage Trarms” details on date: 17.07.20

Rating State

‘E

feode Type Start Date. Project Budget (at node) Project Budget (summed)
Project 100615 525,006,415 525,006,419

spansor Finish Date Risk Budet (st node) Risk Budget (summed)
nene sssigned 010638 4001025 5100028

Manager Dataset Risk Reference (at node} Risk Reference {summed)
nnnnnn red Mairenance Senvce Contracts ) s0

Figurell¢ TheView Node Overviewutton and panel

4.6. Edit Node Data

The Edit Node Data is permissions based, therefore you may or may not have this option.

It is vitally important to understand the journey the project will face and the projects general health, which
in turn will help readers understand the risks better. Huit Node Datapanel helps us define the projects
context.

fons + ‘
g Description Q Objectives & People ﬁ: Custom Fields
-ﬁg Custom Arrays % Project Attachments
TIMELINE DEFINITIONS —
11 Phases ﬁ Milestones
2
]- Assessment t n Sign Off

Figurel2- TheEdit Node Datdutton and panel

Node Description Provides the basic description of the project
Information E with start and finish dates.
Q Objectives Lists the objectives for individual projects.
[ ) People Shows those responsible and stakeholders fo
ab

the project.
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Custom Fields

-t}* Custom
¥+ Arrays/Benefit&Options
% Project Attachments
Timeline 1 Phases
Definitions 1 9
2 Milestones

Review & Audit I- Assessment

Sign Off

Shows custom lists and fields for the project.

Shows custom arrays and fields for the projec
Contact riskHive Technical Support if you wis
to useOptions

Shows attached documents ahgperlinks for
the project.

Shows the various phases of the project.

Shows the various milestones of the project.

DA@®Sa | 3ASYySNrf | aas
health alongwith supporting documentation.
Providing you havelevate permissions, you
Oty aArday 2FF | LINeeS
and comments of the last formal assessment
and approval.

General information on the project is captured such as the start and finish date of the project, the budget
and risk contingency, the phase and geographical region of the project.

&

Title

Notes

Maintain the current trains and stations for the London Underground.

Deliver standard service contract to existing London customers. Risk
maturity is good.

Node Type Node category Current phase’ External Project’

‘ Project V| | v ‘ | v ‘ ‘ Project 1 '|
Start Date Finish date Navigator map region®

‘01.01.20 | |30.06.25 ‘ | Europe hd ‘

Project Budget (at node) Risk Reference (at node)

Risk Budget (at node) Cost per unit (Day)

‘SUU,DDU,OOO | |U ‘

|50,ooo,ooo ‘ ‘o

Save Changes Close

Figurel3- TheDescriptionbutton and panel

TheTitle is the full title of the project.

TheNotessection enables you to describe the project and its context.

Node Typesnables you to indicate if it is a programme or a project.

TheNode Categoryndicates they type of project.

Classification: Internal
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TheCurrent Phaséndicates which phase the project is currently in i.e., manufacturing phase.

TheExternal Projectndicates which project is assigned to the node. This is relevant if you are using the
Linked Task functionality.

The project formal start and end dates are indicated in$hart Dateand Finish Date
The main residency or headquarters of the project can be identified itlNthagator map regiorist.
TheProject Budget (at node)is the Project Budget for the node level.

TheRisk Reference(at node)is where there is a need to have a different value against your project, that is
different to the Project Budget.

TheRisk Budget (at node)is the budget allocated to risks.

The Cost per unit (Day) is the ptetermined value you wish to allocate to time. (This is important if you
are using theschedule Analysiinctionality).

*Refer to additional notes in sectidnl12.6in the How do |? Section

It is vital that the objectives of the project are fully documented so that further analysis can identify if the
risks impact the objectives and therefore the potential success of the project.

2.1

ve company efficieney by incressing company knowledze. 11 Improve communication and general efficiency through staff training

Figurel4d- TheObjectivesbutton and panel
Each objective is numbered and subsidiary objectives Ifigrument Namg is also numbered.

To add an objective to the project seledd:

Figurel5- SelectingObjectives
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Select an objective number and an instrument (sljective) number. The objectives text will appear on
the right, then selecAdd.

The major influential people related to the project are identified in the people section. These people
O2Yy(NROGdzGS (2 GKS 3ISYSNIf KSFHfGK |yR LINRPINBaAa
progression as well. Keeping stakeholdersrimied of major and sudden risks is important as they will
provide support and additional contextual awareness when required. These fields are configurable;
therefore, your screen may look different to the one below.

- Project Manager’ Project Sponsor =

Figurel6 - ThePeoplebutton and panel

The most common types of people are:
TheProject Manageis the person with ultimate responsibility for the project delivery.

TheProject Sponsoidentified the need of the project and the projects definition. Usually someone in
senior management wheesolves issues that are beyond the control of lreject manager.

TheFinancerepresentative of the project reports on the projects budget, spending and financial forecasts.

The person responsible for sales, marketing, contracting, negotiations, finance, and contract law is the
projectsCommerciakontact.

TheRisk Manageensures the risk management process is appropriate and followed.

Please enter as many stakeholders as possible and Sd&etChanges

If you are required to complete additional information regarding the project, then you will h&@estom
Fieldsoption in the Node Information panel. The drop downs will have been configured by your system
administrator in line with your risk management policy requirements.

An example is shown below:

o

Hame of Custom List Custom Field Title’

[ |
Option 1
Option 2

Figurel7- TheCustom Fieldgutton and panel
Classification: Internal Page30of 230
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4.6.5. Project Attachments

Important documents and hyperlinks relating to theject can be attached i.e., Project Overview, Risk
Management Strategy, Project Schedule.

Q

| Uplozd Attachment | Add Hyperlink [| Delete / Remove
Attachment Ti . Creator

hitps:/fwvw.riskhive.net/y5/Main_htm 2019-01-22 18:12:35Z
RIBA Plan of Work 2013 Overview.pdf 2016-02-25 14:59:23Z
EU Guidelines for Business.docx 2016-02-23 15:41:567

http://riskhive.com/ 2016-02-09 17:30:18Z

«
i

manager
manager
manager

manager

.

Figurel8- TheAttachmentsbutton and panel

To attach a document (Microsoft Word, Excel, PowerPoint, Project as well as pdf and notepad text files)
selectUpload Attachment To include a hyperlink selestld Hyperlink

4.6.6. Phases

By listing the many phases of a project, the Risk Manager can identify which risks could impact particular
phases of a project.

1 1 — Phases - RCL x|
9 1
Phase Date i TlNoh:s
Research 10.06.15 100

Assessment 18.09.15
Detailed Design 07.11.15

Manufacture 05.04.16
I

Viewing 1-4 of 4.

Figurel9- ThePhasedutton and panel

To add &hase selectNew and the following panel will appear:

Phase Type’ Order

I +] | |
Duration (days) End Date

\ | |

Notes

Save Close

Figure20 ¢ Adding aPhasedo the project

ThePhase Typehas already been created and is listed.

In the Duration section, identify how many days has been allocated forghase
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TheOrdersection relates to the sort column. The first phase will be 10, the second phase will be 20 and so
on. This is to ensure the list of phases are in the correct order.

TheEnd Datddentifies the ending of the phase.

TheNotessection can be useful to add a fuller description or context.

It is very important to identify the major events in the lifespan of a project. A list of milestones not only
gives the reader a greater context of the project but also allows users to identify which risks may impact
which milestones.

A

New Edit Delete
| Milestone Date T Notes
| End of Concept Stage 04.07.16 Notes to be entered here.
| End of Design Stage 20.09.16 Notes to be entered here,

| 5 v 1

Figure21 - TheMilestonesbutton and panel

Select theNew button and the following panel will appear:

Name

Date

Notes

Figure22 - The Creatdlilestonesbutton and panel

Type the name of the milestone into tidamesection, select the date when the milestone will take place
in the Date section and selecsave

It is always useful to understand the general health of the project which may give greater understanding of
the project risks.

[~

Has risk register Has Assumptions Reglster / MDAL

Has Project Plan Has supporting information

Figure23- TheAssessmenbutton and panel
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TheScoredescribes the general health of the project and options inclddeTargetMinor Weakness
Serious Weaknesar CriticalWeakness

TheRatingsection identifies if the project is considered critical to the business path or not.

TheStateidentifies if the project is Live or Not Live (archived). If you select Not live, the circle next to the
node will turn red once you log out and then log back into the system:

avrstralia Sydiney Fast Fermies

alia - Devaloping Emergancy halicopters

Argentina - Busnos Alres Swbeway

The overalMaturity Levelof the project will help readers understand why a project may have a high level
of risks.

Underneath is ar\udit section which enables you to identify which core documentation the project has.

Once your changes have been made, sebaste Changes

This tab is provided to only those users who have rights to assess and approve the overall risks of the
project (i.e., CEO, Director). The administrator will ensure this person is given the appropriate access (i.e.,
elevated).

When theSign Offbutton is selected, the following panel appears:

Notes

Assessed By
<not currently assessed>

Assessment Date

<not currently assessed>

[] | attest that the information contained in this register is accurate and complete an
that there are no additional known risk exposures or disclosures or other matters |
requiring escalation to Group, which may impact on the integrity of the enterprise |
risk environment or ctherwise prevent the plc Board from making the required

disclosures in respect of principal risks and uncertainties in the Annual Report and
Accounts.

Confirm & Lock Close

Figure24 - TheSign offpanel

TheNotessection gives the person signing off the risks the opportunity to explain some of the context or
why they believe the risks are appropriate to the project.

Select the tick box relating to the attestation statement.
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SelectConfirm & Lock A confirmation panel will appear:

Select Confirm & Lock.

When you or others view this panel, they will see your name and the date when it was assessed.

This will now be a historical statement of the date when the projects risks were assessed and confirmed.
Only the person who originally locked the risks can unlock them. Equally, only an Administrator can reset

| confirm that the information contained
in this register is accurate and complete
and that there are no additional known

risk exposures or disclosures or other

matters requiring escalation to Group,

which may impact on the integrity of the

enterprise risk environment or otherwise prevent the
plc Board from making the required disclosures in
respect of principal risks and uncertainties in the Annual
Report and Accounts.

Note that ence locked, only the current user can unlock
this project to update or remove the sign-off.

Confirm & Lock

Figure25 - A Confirmationpanel

Notes

Management review carried out with Risk Director and Senior Management Team

Assessed By
manager

Assessment Date
17.07.20

| attest that the information contained in this register is accurate and complete an
that there are no additional known risk exposures or disclosures or other matters |
requiring escalation to Group, which may impact on the integrity of the enterprise|
risk environment or otherwise prevent the plc Board from making the required
disclosures in respect of principal risks and uncertainties in the Annual Report and
Accounts

Confirm & Lock Close

Figure26 - A completed SigOff panel

all signoffs (through th&ignOff Reset (Allpption).

Depending on your access, you may have access to Rates/Exchanges.

TheRates/Exchangemdicates how the various impact assessments will be measured. For ex&uogts,
OdzZNNBy Oe = Gostanhd A &

YSIadaNBR GKNRdzZAK | O2dzy i NBQa
Timeare the key measurements for each project.

Classification: Internal
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=

cost” time”

‘ GBP (£) V‘ | Days V|

perfoermance reputation

V‘ | V|

Health and Safety Legal

‘ V‘ | V|

Save Changes Close

Figure27 ¢ TheRates/Exchangebutton and panel

The Navigator View is permissions based, therefore you may or may not have this option.

Select theChange Navigator View button:

EN

Views [ Master v|

Change Close

Figure28- TheChange Navigator Viewutton and panel
Select the node structure you wish to see and then seldenge

The Node structure has changed to the different levels of hierarchy and depending on the node you select.

Levell-Corporate Py

4  Levell-Corporate
4 _ Level2-Strategic
~ ( Level3-Programme

Figure29 ¢ TheEscalation Levelwithin the node structure

If you select the Escalation option, risks could have been automatically escalated through their Heatmap
score or a user could have selected a particular escalation level for a risk. If you select the 2 other view
options, the user would have needed tdest these views for each risk. To return to the normal node,
selectMaster.
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4.8. Grid Controls

This panel enables the user to organise the way they view and select risks on screen.

Open All Sections +

GRID CONTROLS —
ﬁ Grid Settings B Toggle Hierarchy View

COLUMNS & Rows —

m Column Visibility * Row Selection Mode

Figure30¢ TheGrid Controlsbutton and panel

Grid Controls 'ﬁ Grid Settings Filtering the risks on screen.
Toggle Hierarchy View  Displaying either the riskaithin the current
B node or including risks within subsidiary
nodes.
Columns & m Column Visibility Temporarily displaying more columns.
Rows
* Row Selection Mode Selecting rows or pages of risks.

4.8.1. ChangeGrid Settings

TheGrid Settingsare another way for users to view risks through creating their own filters.

Display
Scenario
Hierarchy | Node v ‘
Include Live only v
Tree Line | Restricted (Direct Family) V‘
Show | In Progress (Active, Attested) V‘
e
Risks Al hd
o

Update Close

Figure31¢ Grid Settingsutton and panel
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Grid Settingsallow users to view input items by type. The options available will be dependent on the
options selected by your administrator.

Display
Risks
Opportunities
Issues
Notifications
Audits
Trends
Assumptions
Mobile
Actions
Benefits

Scenario

Hierarchy

Include

Tree Line

Show

Controlled Risks

Restricted Risks

Cost

Time

Classification: Internal

The default view displaying only risks.

Displays only Opportunities.

Displays only Issues.

'Y FTRRAGAZ2YFE 3INARR (2 RAALIELIE 4
records where a user is unsure of the actual record type).

This is a new grid type and is currently under further development.
Trends could indicatemerging risks which are not formally listed as ris
but are showing signs of developing into risks. Equally trends can ind
something which could positively impact risks and their mitigation. Th
displays emerging trends so that very early riskoptunity information
can be monitored as soon as it begins to develop.

Displays only Assumptions.

Gives you a cutlown view optimised for smaller screens such as tablef
and smartphones.

Display all the actions within the current node. You can also view the
they relate to.

Displays the benefits within the current node.

Scenarios represeire-mitigated, current andtarget risk assessments.
Viewrisks allocated to the selected project node or the project node al
the nodes descendants.

View risks from projects which are either live or not.

TheTree Linerelates to the node structure.

Restricted (Direct Familyg Displays risks whose owners are allocated |
the selected node and nodes above.

All Usersg Shows risks owned by all users.

Node and Childrerr Shows the risks of users who have access to the
node and subsidiary nodes.

Views risks in a variety of states.

Displays risks that are controlled or not by their Actions. There are 3 f
types:

All ¢ Display all risks irrespective of their control state.

Un-controlled ¢ Displays only those risks that are not controlled by the
actions.

Controlled¢ Display risk that are controlled.

CKAA 2LIA2Yy Aa 2yf e Res@ictedt LIS NSY Al
CRestricted A YLJ AS&a | dumhit 8IS matkedl agdestBated.
There are 3 filter types:

Standardc Displays standard (not restricted) risks.

Restrictedc5 A a L @ NAaila GKIFG KIFI@S o€
All ¢ Display all risks irrespective of their restriction level.

Enables you to set the cost view to a specific currency which is essen
for geographically dispersed organisations.

Enables you to set the view by time. For instance, certain projects me
view time by days and others by weeks or another uninefsure.
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Toggle between viewingsks within the selected project node or descendant nodes.

=

Figure32 ¢ TheToggle Hierarchy Viewutton

If you select a node, the risks within just that node will appear on screen. If you Setggle Hierarchy
View, the risks within any subsidiary nodes will also appear on screen.

TheColumn Visibilitypanel allows you to select additional temporary columns which will be added to the
main screen but will disappear when you log out of the system.

The options available will be dependent on the options selected by your administrator.

i

Realised
Full title
Risk type
Current Prob
Mitigation
Has Actions
Ctrl

Cause
Effect
Assumption
Status

Cost Mean Formatted

O 0088800000

Figure33 ¢ TheColumn Visibilitybutton and panel

Select the columns you wish to see, seldptlate. The columns will appear on the main screen.

Classification: Internal
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To select an individual row, click with the left mouse button on a row.

Selectionoption to select a variety of rows and pages.

r

Select
None
Page
All
Inverse

Sticky
None
Multi
Group

Select: None Page A nverse

Figure34 ¢ TheRowSelection Modebutton and options

No rows are selected.
Only the rows on the curremiage are selected.
All rows on subsequent pages are selected.

However, you can URewhe

If you have already selected rows, you can use inverse to select all otr
rows e.g., if you want to select all rows on the main screen except 2 ro
select the 2 rows you do not want and then inverse, and all other rows

be selected.

No rows are selected.
Randomly select rows.

Select consecutive rows. Select the first row and the last row and all ri

in between will become selected a=ll.

Remember to turn this feature off when you no longer need it.

k Refer t05.8.4.

[‘] To complement Monitors and Validators (see Administration: Manage Tasks), when a Monitor or
Validator generates an email, tlapplication also stores the email directed at ERM users as local
messages. This provides a basic inbox that alerts users to system med&hgesa user logs in and they

have unread messages, they will see an alert (bottom right). Clicking the alert (you have N new messages)

2NJ aSt SOuAy3

Classification: Internal

i K A dnvolies the2lazildns 4 a1 3 S &€ 0

AO2Y
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|
L B Read | - Delete | ~ Show All J
I
Created | User Name Email Code Node Message Type Unread Title
) UK . . RN )
08.06.18  Risk o . UK - London Action Responsibility 1 Actions within Risks UK LU 0290, have been assigned Management or
: ary.lowe@riskhive.com LU v
15:01 Manager 2 b0 Underground Change Ownership to you
08.06.18  Risk T e U uk-tondon Treatment » 1T within Risks UK LU 0345, have been assigned Management or
15:00 Manager 4 - - 5545 Underground Change ownership to you
08.06.18  Risk e co3s Risk Responsibility ) ‘ ‘ .
R Manager 2 Gary-loweariskhive.com 5% Corporate prishing v 1 Risks have been assigned Management or Ownership to you: C0362
08.06.18  Risk - co3s Risk Responsibility ) i
20 Manager 3 Gary-lowedriskhive.com S Corporate Chonog v 1 Risks have been assigned Management or Ownership to you: C0362
5.v « <2 ]»
Close

PN
U» >
C:\‘<'

[N

Q-
¢ >
Uy S

Figure35¢ TheYour Messagetocal inbox

‘2
Sa

< oy
< N

Classification: Internal
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5. Upper Grid Control Bar

5.1. The Control/Type/View Button

The Control / Typdéutton opens a poqup (below) for the type where you can select the following options:

Control Type View = E # + |

All Risks any / all available

Controlled Risks (Control)

All v
Scenario
Current v

Display (Type)
Risks v

User Views (View)

any / all available

Set & Update Cancel

Figure36 ¢ TheControl / Type / Viewbutton

Control: This gives you the ability to view risk where they esatrolled by its actions. There are 3 states of
action control. Controlled, UGontrolled and All. The selection determines which of the risks are shown in
the grid. The default i8LL, but this can be configured across the application.

Controlled Risks (Control)
|All -
All

Un-controlled

Controlled
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ScenarioThis shows and switches the selected or default scenario in which the risks are displayed. Using
the Scenario selection, risks may switch between the configured scenarios, for examgptatigated,
current and target.

Scenario

‘ Curre nt| -~ ‘
Pre-mitigated

Current

Target

Display (Type)This shows and switches the current main grid view. Using the View/Display selection pop
up (below), risks may switch between the configured views. Depending on configuration, these are
generally Risks, Opportunities, Trends, Assumptions and Actiomsbunclude Notifications, Issues,

Benefits and Audit.

Display (Type)
‘ Risks -
Risks

Opportunities
Issues
Notifications
Audits

Jk Trends

Assumptions

View: Should a user have multiple permissions (for example both Standard and Basic) the user may choose
to work in either configuration. This option will not show if you only have been allocated a single View
Interface.

User Views (View)

any / all available
Standard
Intermediate

Basic
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5.2. Node & Desc

ERM will display the risks relating to the node you have selected within the EPS (node strutiue).
wish to see risks within child nodes, select the Node & Desc button.

i)

Figure37 ¢ TheNode & Desdutton

5.3. Split Panel Mode

ForRisk/Opportunity editing, the application can now split into a line items and editbis allows for
simpler reviewing and editing of risk informatioBased on the standard Panel editors, split screen also
allows risk merge and side by side editing.

B

Figure38 ¢ TheSplit Panebutton

¢233fAy3 GKS a{LX AG t I ySft éSeléctnd é rsk/or ridksPBdpuilagesithelbsttém T 2 f
right editor. The standard set of risk editors are selectable from the bottom left.

To change the side of the Grid Editor Splis S G KS a! Lk 526y ¢ | NNRga ySEG G2

4 System ¥ § Help ¥  Navigator: [ Sty HOEL & Enterprise Risk Manager (RC1) [ ISKHING

Control Type  View
EEEMWED OO0 B Boee 0 & B
Code Node Info Risk Title Risk Start Date ~ Risk Finish Date Classification . Risk Owner Pre_Score Curr_Score Prj Tar_¢ Last Reviewed Trend *
0092 Comorste @IS Third Party Mangement 250821 011021  Operstionsl  RCLDY sz @

— Recruitment, retention and "
co159 Corparate [ 1 reverds 02.05.21 260822  Operational lan Baker 15.05.23 .
Corparate g'ﬁg Company Infrastructure 11.01.22 241028  Operational lan Baker 26.04.23 9
061 Coporste @S Eathwuske2 101023 51023 20 ]
rnaas L —— -~ -
; 0
viewrg 1707 R A~ A [ ]+[>]-]
Responsibili =
- nsibility Qualitative - CO092 ScoringHelp | QuickSet | Save Chang
W Clssifcations Threst fevel {30) Exposure Valacity’
~| Occasional (4] v [Medum @) M

=

== Combined - Custom Editor [ —p— Current Scenaric # Target Scenario #
ASSESSMENT — il
T i — \ P c oEE - -

=% Qualitative Scoring

= © - . ] © 1+ [ - [
=% Qualitative with Scores
==
3
3
3
3

% Quantitative Scoring 4 1 2 3 4 1 2 3 4

% Hybrid Scoring Safety v 1 B

4 1 2 3 a4 1 2 | a1 |4
3 cscnaton Security e 1 2 4 1 2 3 4 1 2 3 4

Environment v
L Treatment - 1 2

Figure39- The Split Panel Usérterface
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TheEditbutton opens a variety of panels which help you manage the risks and acfitresoptions
available will be dependent on the options selected by your administratoecord must be selected

before using this button.

»
t? Open All Sections
&) oeinition

-— n
e
=¥ Qualitative

1 ectation
,c Treatment

@ Audit & Review

Q@ tinked Objectives

% Attachments

2F
L, custom Data

Identification E

Assessment -—
—

1

Classification: Internal

Multi-Select View Mode: Single Merged v] [

- ° )
=S Position & Timeline & Responsibility

—
2= Qualitative with Scores % ouantitative

@ wiocation © emoticons

@ Commen tary B Email

h Linked IS0 Codes U unked insurance
Lo

= sroup Membership 2= Linked Tasks

‘3
Qv Custom Arrays

Q) Classifications

% rivbrid scoring

D) archive

-
THIL Linked Assets

D] Alternate Views

Hgure40 ¢ TheEditbutton and panel

Definition

Position & Timeline

Responsibility

Classifications

Qualitative

Quialitative with Scores

Quantitative

Hybrid Scoring

Escalation

Initial description of risk.

wStFdAy3 G§KS NR aphasé,;
and scope as well as timelines.

Identifying who wilkake varying
responsibility for the risk.

A mix of tags to describe the risk within the
context of the project or organisation.

Shows the basic qualitative assessment of
risk.

Shows the qualitative assessment of a risk
alongside other assessment impadts.(
Probability x Impact (2D), Thredixposure
and Velocity3D) and Project Rating (4D)).

Shows the quantitative assessment.

Allows a mixture of qualitative and
quantitative scoring for different impact
types.

A way of raising awareness of a risk to the 1
hierarchy.
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Treatment C
V. 4
¢

Ny

Review

Metadata

1 —
2 —
3_

Y2 B @aF < ¢ (VO 6 ©

o
o

Classification: Internal

Treatment

Allocation

Emoticons

Audit & review

Commentary

Email

Archive

LinkedObijectives

Linked ISO Standard

Codes

Linked Insurance

Linked Assets

Attachments

Group Membership

Linked Tasks

Alternate Views

Custom Data / Custom

Arrays

AAR Panel

Providing an overview of the mitigation plan
and the detailedactions.

Shows how much money needs to be
allocated to this risk and the cost of the
actions.

Shows a subjective feeling towards the risk.

Review details.

Adding additionatomments.

Providing the system has the correct email
address, you can send a message regardin
risk to a colleagug).

Shows previous versions of the risk.
Previous versions can be reinstated.

Identifying which objectives could be
impacted by the risk.

Identifying whichSO Codemay be impacted
if the risk occurs.

Reviewing if insurance can cover part or all
the riskimpacts.

Identifying the physical or intellectual assets
that could be impacted by the risk.

Attaching documents or hyperlinks for
contextual or additional information.

Creating a Group tmlentify links or
relationships between risks.

Shows which scheduled project tasks could
be impacted by the risk.

Viewing risks in alternate ways.

These are custom fields which arsed when
additional information is required to be
recorded.

To enablecompliance to theSingle Source
PricingRegulations.
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Issues o IssuesPanel

Trends TrendsPanel
v

AAR ':l': AAR Panel
Compliance

Classification: Internal

By selecting the Issues icon, this will allow
you to capture specific information regardini
Issues.

Selecting the Trends Icon, this will allow yol
to capture specificnformation regarding
Trends.

Toenable compliance to the Single Source
Pricing Regulations.
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TheDefinition panel enables a risk to be fully described, not only through a standard statevger 5 dzS
G2 X GKSNB Aa | NR&]l O02NJ 2LIRNIdzyAGe@o X 6KAO

E el

Descriptor

There is arisk v
Name

that Changes to security state

Cause

because of increases in security state

Effect

wihich will result i increased restrictions on warkforce movements/access

Preview

There is a risk that Changes to security state because of increases in security state which will result in increased restrictions on workforce
movements/access.

Full Deseription, Background and Assumptions

[Assumption that there will be changes to the security sate, based on previous experience that this changes relatively often

Figure41 ¢ TheDefinition button and panel
As you fill in thdName Causeand Effectsections, thePreviewsection will begin building a risk statement.
You can view the risk usindB@awtie and make further changes.

Note: The order of the fields is configurable, and so may be diffgpentustomer deployment.

TheProject Nodesection enables you to check if the risk will be stored in the correct plalseProximity,
Start Dateand End Datenformation is very useful for analysis and used in reports.

=]
] !
= Project Node
RCL » Maintainance and Service Contracts a UK - London Underground -
Proximity’ Legacy Code Phase Type’
‘ <90 days v ‘ ‘DK798 ‘ ‘ Manufacture v
Scope Influence’
\ < ‘]
Start Date End Date Proximity
|19.06.19 | [s1210 | Has Expired 6 Months ago
Date Raised Created Updated
[08.01.16 | osonie 07.05.20
Save Changes Close

Figured42 ¢ ThePosition & Timelineébutton and panel
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If existing risks from a previous risk register have been migrated into the ERM system, their original risk id
will be stored in the.egacy Codand ERM will generate a new risk ithis enables easier searching if the
user can remember the old risk id.

Identify which parts of the projed®haseor Scopemay be impacted and the level bffluenceyou have

over the impacting risk.

Proximityis an approximate estimate to when the risk could occur.

TheStart Dateis a more precise measure of when the risk could occur.

TheEnd Datddentifies when the threat of the risk is over.

Where possible, fill in both thBroximity and theStartand End Dates

Complete the necessary information and sel®ave Changes

The Responsibility pankelps identify who was augmented in the initial creation and mitigation of the risk.

- Owning Org.

‘ Design and Manufacturing Contracts V| ‘ Risk Owner 2 ~ ‘ ‘ ‘

Owner’ Shadow Owner

Manager? Source Raised By’

‘ Risk Manager 47 "| ‘manager ‘ ‘ Risk Manager 3 v ‘

Prop. Owner Created By

Save Changes Close

Figure43 ¢ TheResponsibilitybutton and panel

TheOwning Orgdentifies if another organisation should own this risk, but an arrangement has been
agreed whereby your organisation will mitigate the risk.

TheOwneris the person responsible for the mitigation and reporting of the ridlhere owners may not
be permanently present, 8hadow Ownecan be appointed, and they have the same responsibilities as the
Owner.

TheManageris the person who will regularly review if the risk management process is understood and
implemented and support th©&wnerand Shadow Ownemwhere possible.

TheSourceis the person who first identified the potential riskhis person can often provide contextual
information and trigger points causing the risk.

TheRaised Bys the person who is raising the risk at the meeting or within the ERM system.

TheProp Owneris theProposedOwner. When a risk is first created, it has a proposed ownfeprocess of
reviewing and approving the risk should take place, after which the offivigeris identified as well as a
mitigation plan and budget allowance.

The shaded grey fiel@reated byautomatically captures who created the risk in the systém,the person
f233SR 2y AYASNIAYy3d (GKS NRAJOOD ¢tKAA&a YI& 0%heRAT
GONBIFGSR o0é¢ FASEIR YI& 0SS NBLRNISR 2y 2N I RRSR
Classification: Internal Page48of 230

ES
g2



Complete as much as possible and sefate Changes

If a user (User A) has been assigned to a specific parent node and lEendaiven Treeview permissions
when working within a child node then their name cannot be allocated against a record for any of the child
nodes, except in the following instance:

If another user (User B) has Treeview permissions and aggregates all the risks from the parent node level to
which User A has been assigned, then that user B can assign user A to aithiristhat project tree. This
is because the system will show all possible users assignable throughout the project tree.

It is advisable therefore, that if ownership of risks etc need to be changed, this should be done at the
individual node level.

The system logic for permissions is built on the assumption that if a user has permissions for a parent node,
then they should have access to all child nodes.

This paneindicates which parts of the organisation the risk could impdtte fields you will see will
depend on the set up of your system, and what segmentation requirements your organisation has
determined.

)

Classification Location

[ Brexit VI ‘ v |

Category? Sub-Category

| Organisation v ‘ ‘ "|

Organisation Group Organisation Sub-Group
| *J ~]
Cascaded Workstream Cascaded Workstream

| V‘ ‘ v|

Figure44 ¢ TheClassificationdutton and panel

A risk can be identified by whiclassification(Strategic, Operational, Financial or Compliancegation
(especially useful when a project may expand beyond several counCaggory(Key logistics of running
the business.e.,commercial, governance, environmental or safe@jganisational GrougDivisions within
the business) owWorkstreamit may impact.

If you see additional fields, these will have been created by your administrator and will be unique to your
configuration.

Usually, these scoring ranks align to an objective scoring system laid out in corporate governance or a
centralised risk management plaifhere is, however, nothing wrong with scoring projects subjectively.
Subjective scoring by domain specialists allows for the application of expert knowledge.

Classification: Internal Page49of 230



TheQualitative field provides all qualitative scoring agaifsbbability, Cost Time Performance

Reputation Health and SafetyandLegal These are default impacts and can be changed by the
Administrator who can remove as many of these fields as they wish to reduce the burden of data entry in
smaller projects, however this could reduce the richness of reportiuaministrators are advised to keep

as a minimum Probability, Codtime,and Performance, although Probability and Cost are the most
important.

—-a— Threat level (3D) Exposure Velocity?

Probability 1 2 3 4 1 2 3 4 i | 7 3 4

Cost i 1 2 3 4 1 2 3 4 1 2 3 a
Time < 1 2 3 4 1 2 3 4 12 ER |
Safety . 1 2 3 4 1 2 3 4 1 2 3 4
Environment L 1 2 3 4 1 2 3 4 1 2 3 4

Reputation - 1 2 3 4 i 2 3 4 1 2 3 4

Carbon v

Figure45 ¢ TheQualitative button and panel

Normally, a riskémpact is calculated by multiplying Probability x Impact (ZDjis creates a-@imensional
view of the risk assessmenDther aspects that could impact a risks assessment is the impact the threat
could have on the project and the project status (if a project is critical or not).

At the top left of thepanel,you will see a droglown list of Threat Levelsloticeable Significantand
Catastrophic TheThreatLevelrepresents the risks level of impact on the projetheThreat Levehdds
another multiplicationi.e., Probability x Impact x Threat Level, this is known as 3D.

The project status also impacts the risk status by multiplying Probability x Impact (2D) x Threat (3D) x
Project Rating (4D)These impacts are shown on another option calfadhlitative with Scores

The level oExposuremeans how frequently the risk could occur and the user can chooseVfemnRare
to Continuous This enables us to understand how often this risk could occur and decisions may be
different in mitigating a risk which happens very infrequently to a risk that occurs continudbasdyfield
may also be included within the 3D calculation.

TheVelocityfield is an additional parameter which conveys the rate at which a risk can impact an
organisation This field may also be included within the 3D calculation.

As the risk may have many impacts, all at various levels, there may be an occasion where the impact you
are most concerned about but not the highest value needs to be identifieddentify theLead Driver

select the tick next to the impact (in the example above there is a green tick next to Reputation, this means
Reputationis theLead Drive).
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5.4.5.1. Scoring Help

TheScoring Helmption allows users to see the description of all the impact values.

If Scoring Help is selected, the following screen will appear:

Al Impacts Probability Cost Time Safety Environment Reputation
- B+
Impact Type 10 4 Name Description

<10%
Probability 1 Improbable « Improbable; unlikely, should virtually never occur
* Difficult to realise and only in exceptional circumstances
>=10% - <25%
Probability 2 Unlikely * Remote; could occur, can be envisaged, possible but not likely
« Has occurred in similar business in last 5 years
>=25% - <50%
Probability 3 Less than likely * Occasional; occurs some of the time, possible to occur
* Can be envisaged but has not happened in past 5 years in our company
>=50% - <75%
Probability a More than Likely « Probable; likely to happen, can be anticipated
* Has happened in similar business in past year or in our business past 3 years
>=
Proliaeaey 5 Prchalee . Fzzz‘uem; is expected to occur often, almost certain
Cost 1 Negligible <0.5% of project Value
Cost 2 Minor >=0.5% - <2% of project Value
Cost 3 Moderate >=2% - <5% of project Value
Cost 4 Major >=5% - <7% of project Value
Cost 5 Extreme >=7% - 100% of project Value
Time 1 Negligible Up to and including 5 days
Time 2 Minor >=6- <11 days
Time 3 Moderate >=11 - <21 days
Time 4 Major >=21 - <41 days
Time S Extreme More than 40 days
Print Close

Figure46 ¢ TheScoring Helpanel

To reduce thalisplay to only see the Probability or other Impact types, users can click on any of the tabs at
the top of the panel.

Qualitative Scoring Help { x|

Alllmpacts | Probability | Cost | Time | Safety | Environment | Reputation

Search I x | Y I
Impact Type D 1 Name Description
<10%
Probability 1 Improbable « Improbable; unlikely, should virtually never occur
& Difficult to realise and onhin a i

Figure47 ¢ TheScoring Helgpanel¢ tab visibility options

The Assessment levels cangrented. For all impacts to be printed, the All Impacts tab must be selected.
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TheQuick Sebption is configurable and may be switched off in your systéifor example, if you are using
the Hybrid assessment option).

TheQuick Sebption enables you to copy your assessment scores to either other impacts or scenarios in
that risk.

Read Values From: €

Scenario Impact

| ¥ ‘ ‘ h

Quick Set Rules:

Copy To
[Do Not Copy V]

Overwrite Existing Values Copy Empty Values
O O

Set Close

Figure48 ¢ TheQuick Sepanel

Scenario Select the scenario you wish to copy to other places.
Impact Select the impact yowish to copy to other places.
Copy To Dependent upon your selection in Scenario and Impact will depend on wt

options you can choose.

Specified Impact in other Scenarios will copy the impact you have chosen
the Impact section to the same impacts in the other scenarios.

Other Impacts in Specified Scenario copies the impact to all Impacts withi
same scenario.

All Impacts in All Scenarios copies the impact to all impacts within the Pre
mitigated, Current and Target scenarios.

Overwrite Existing Select this option if you wish to overwrite any values in the destination fiel
Values

Copy Empty Values Select this option if you wish to copy empty values into the destination fiel
so empty values will overwrite current values in thestination scenarios anc
impacts.

Classification: Internal Pageb2 of 230



To the right of each scenario heading is a pen symbol:

Figure49 ¢ ThePen symbohext to the scenario headings

Select the pen symbol to operfize text box:

Figureb0 ¢ TheRating Rationaldox

As the feint text implies, a rationale or justification of the assessment needs to be captured to explain the
thinking and assumptions of the person conducting the assessment.

You carresizethe rationale box by selecting tht@ree lines on the bottom RH side of the panel to reay
additional text entered.

You may have the system configured to have individual rationale boxes for spapict types. If this is
the case when you click on the pen icon the specific rationale boxes will appear.

Change the Assessment Rationale as necessary then click 'Set' to update.
Please note that changes will only be saved as part of Save Changes for the associated assessment.

Probability

Cost

Time

Figure51 ¢ Individual impacRating Rationaldox
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You can convert Qualitative assessment to uantitative assessmentlf you have qualitativ€€ostdata
but wish to generate an actual quantitatigostfigure, you can run ®uantitative Conversion

Prob a
. [a] s :
The Conversion

Cost v B 0o 1 2 EI 4

Time = o 1 2 3 El

Performance 0 1 2 3 El

Reputation 0 i 2z 3 4

Health And Safety 0 1 2 3 4

Legal 0o 1 2 3 El

Figureb52 ¢ TheQuantitative Conversioroption

Select theConversiorbutton and the following panel will appear:

Conversion is available.
The quantitative value for Cost is outside the target range for the current qualitative value.

The current qualitative value of Moderate is defined as Uniform >=£40,000,000 <£99,999,999 (deterministic mean of
£69,999,999).

The current quantitative value of Uniform £150,000 £200,000 (deterministic mean of £175,000) is assessed as Negligible.
For comparison, the Project Deterministic value is £2,000,000,000.

Performing conversion will set the quantitative Cost to Uniform £40,000,000 £99,999,999.

Convert Cost Cancel

Figure53 ¢ TheQuantitative Conversiorpanel
TheQuialitative Levels the current Cost assessment.
The administrator will have set up a figure(s) representing each assessmentiigel selecCostasVery
High in the system background will be identified a number to repredé&ry Highwhich is used to

calculate a suggested quantitative figure.

TheCurrent Quantitative Mearis the mean of any figures entered into the quantitative assessment panel
If there are no current figures in th@uantitative assessment, this will be blank.

TheProject Deterministidigure represents the projects budget.
Select theConvertoption. The new figures are entered into tl&osts Quantitativeassessment:

Note:2 KA &G I €f dzASNE 6Att 0S8 FotS G2 OfAO]l 2y (KS Wl
68 GKS lFoAfAGe (G2 OF NNE 2dzi (i GofverORofe@SNEBNF X 3542 F P
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v v v v r

Project Budget (at node) Project Budget Risk Reference (at Risk Reference Risk Budget (at node) Risk Budget Node deterministic

£155,000,000 (summed) node) (summed) £15,000,000 (summed)

£11,396,275,027 £0 £0 £203,845,602

T —

st - rovrn . ros 10 T

ot . <ot e et . e
28,490,687| ‘ 68,377,650‘ ‘ 113,962,750‘ ‘ 28,490,687‘ | 159,547,850‘ ‘ 284,906,875‘ ‘ ‘ ‘ ‘ ‘ ‘

Figureb54 ¢ A successfuuantitative Conversion
5.4.6. Qualitative with Scores

By selectindQualitative with Scoresyou will see not only the normal Qualitative panel but also the impact
of selecting a Threat Leyéixposure and Velocignd Exposure3D) on the risks scores. The basic score
(i.e., 2D) is a multiplication of the Probability x Cost assessnfenyou select the different levels, the 2D
score is multiplied by thealue indicated in brackets.

The default setting only calculatéhe 3D score based on the Threat level selectddwever the system
can be configured to incledall or any of the options for the 3D scoring.

In the scenario below, the threat level Exposure nor Velocity have been selected and as such the 2D, 3D
and 4D scores are all the same (1.e 2).

@ Qualitative Assessment with Scores - C0013 u
Threat level (3D) Exposure Velocity® =
| < < ]
Probability 2 - 2 3 4 5 - 2 3 a4 s C. - 2 3 4 s

2D: 1 3p: 1 4p: 1 0 1 3D: 1 4p: 1 : 1 3D 1 ap: 1

Cost @ 1 2 3 4 5 1 3 4 = 1 - 3 4 5

20: 3D: ap: 20 2 32 4D 2 20: 2 3D: 2 ap: 2

Figure55 ¢ The Qualitative with Scores pareNo options selected

In the next scenario below, the threat level Exposure have been selected (Significant (2)) and therefore the

3D and 4D scores have now increased to 4.

@Qualihﬁummwiﬂlhm-mli u
Threat level (3D) Exposure Velocity’ -
‘ significant (2) v ‘ ‘ v‘ ‘ -
2D: 1 3D: 2 4D: 2 2D: 1 3D: 2 4D: 2 2D: 1 3D: 2 4D: 2
Cost v 1 2 3 4 # 1 - 3 4 5 = 1 - 3 4 5
2D: 3D: 4D: 2D: 2 3D: 4 4D: 4 2D: 2 3D: 4 4D: 4

Figure56 ¢ The Qualitative with Scores pargThreat level selected
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In the next scenario below, the Threat Level AND the Exposure have been selected (Significant (2) and Rare
(2))and therefore the 3D and 4D scores have now increased even furthe.

Threat level (3D) Exposure Velocity’

Significant (2) V‘ | Rare (2) v ‘ ‘ v
2D: 1 3D: 4 4D: 4 ;1 3D: 4 4D: 4 ;1 3D; 4 4D: 4

Cost < 1 2 3 4 5f 1 E 3 4 = 1 El 3 4 5
2D: 3D: ap: : 2 3D: 8 ap: 8 20: 2 3D 8 ap: 38

Figure57 ¢ The Qualitative with Scores pargT hreat & Exposure levels selected

In the next scenario below, the Threat Level Exposure AND the Exposure AND Velocity have been selected
(Significant (2) / Rare (2)/ Very Low (2)) and therefore the 3D and 4D scores have now increased again
16.

Finally, if we assign the node as Critical (within the Edit Node / Assessment Panel) we can see the 4D score
changing to 32 as the 4D score is triggered by the Node and multiples the 3D by 2.

i

|

|

| Threat level (3D) Exposure Velocity®

i |5\gmﬁcant(2) V‘ ‘Rare(z) "‘ |VeryLow(Z) v

|

|

5

|

|

i 2D: 1 3D: 8 4D: 16 TE— o T 2D: 1 3D: 8 4D: 16

|

1

i

|
et < 1 2 3 4 5 1 2 3 4 5 = 1 El 3 4 5
2D: 3D: 4D: 2D: 2 3D: 16 4D: 32 2D: 2 3D: 16 4ap: 32

Figure58 ¢ The Qualitative with Scores pargeThreat, Exposure & Velocity levels selected

Note: If you require your system to be configured to calculate the exposure and or velocity, please contact
riskHive Technical Support
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Where possible try to include actual figures especially for later analysis and repbaQuantitative panel
includes the same assessment impacts asQhualitative panel: Probability, Cost Time. As this is
configurable, other impact types may be shown.

1

v v v v |
Project Budget (at Project Budget Risk Reference Risk Reference Risk Budget (at Risk Budget Node |
node) (summed) (at node) (summed) node) (summed) deterministic ;
£200,000 £830,000 £0 £0 £0 £0 |
E

| |

Probability (%) Probability (%) Probability (%) |
E

cont (0 . Cos 0 . Con 6 . |
’ 1,300‘ ’ 1,5510‘ ’ 1,700‘ ’ 550‘ ’ 750‘ ’ 1,000‘ I |200I ’ 290] I 370| |
i

Time 0 . Time @ . Time @ . |
’ 10.0‘ ’ 15‘0‘ ’ 20.0‘ ’ 2‘0‘ ’ 3.0‘ ’ 4.0‘ ’ 1.0] ’ 2.0] I 4.0] E
|

Quick Set Save Changes Close |

Figure59 ¢ TheQuantitative Panel

In the third column of each scenario is a ciibpwn list This list identifies what type of estimate you are
entering.

Prob (34) - 50

cost @ .

| ss000|| 75,000 | :u::-l::-l:

Figure60 ¢ TheDistribution type

Constant means you are entering a single figulBeta measures the risk against the index/markigniform
means you are providing a minimum and maximum figure to show a rahggngular is the most common
and enables a-point estimatei.e., Worse, Most Likely and Best estimates.

2 KSY | ¢g2NR SyRa gAGK WgK2fSQ3 &2dz Ydzald SYyGdSN gK?2
Select the type first, then add figures directly into the various sections and SsdeetChanges

Note: If there is an absence of any numeric values for fields other @y this is because for this

portfolio the business has not agreed on the rates and units of measure for areas other than cost and time

However, quantitative assessments provide the fundamental underpinning for Monte Carlo simulations.

TheProject BudgetandRisk Budgeshow the summed budgets from the current and subsequent nodes.
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Value at Nodedisplays the Project Budget of only the current node.

Contingency at Nodélisplays the Risk Budget of only the current node.

Users can disaggregate the quantitative assessments into individual elements to support team members to
understand how the headline value was identified.

Within the Quantitative Editor double Click on tWalue field to access the editor to assign the component
values.

Figure61 ¢ TheAssessmentpanel

The following editor will appear.

Impact Scenario Type
Cost Pre Likely

Quantitative Value Calculated Value Calc. Value Difference
£676 £0 £676 less

Figure62 ¢ TheCalculate Quantitative Scorpanel
Impact: This shows you which impact you are working on
ScenarioThis displays which Scenario you are working on
Type:This displays the scoring type, e.g., Minimum, LikeMaximum.

Quantitative Value: If no value has been previously entered in the quantitative assessment editor, this will
be £0.00. If a value has previously been entered, then this is the value that will be displayed.

Calculated ValueThis is the calculated value from the individual line items that can be added in this editor.

Calc. Value DifferenceThis will display the variance between the newly entered individual values and to
that captured in the quantitative assessment panel.

For example, in the screenshot below, there was a previous value of £676 captured in the quantitative
assessment panel. A single line item of 200 has been added, hence the Calc. Value Difference of £476.
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Add ew Vel Colisiote A 2t

Figure63 ¢ TheCalculate Quantitative Score Value Difference

To add new values, click dwld New Value

Calculate Quantitative Score n

Impact Scenario Type

Cost Pre Likely

Quantitative Value Calculated Value Calc. Value Difference

£676 £200 £476 less

|200 ] | Direct Costs | @
Add New Value Calculate & Set Close

Figure64 ¢ TheCalculate Quantitative Score Adding New Values

Type in the value and value description and set@aitulate & Set.

This action will return you to the quantitative assessment editor and will display the calculated value.
Where a calculated value has been generated this is indicated by the calculator icon appearing in the left
hand side of the value field

® Quantitative - C0137 n
v v v v
Project Budget (at Project Budget Risk Reference (at Risk Reference Risk Budget (at Risk Budget Node deterministic
node) (summed) node) (summed) node) (summed) Project Budget At v
£500,000 £500,000 £600,000 £600,000 £4,001,025 £4,001,025
Cost (£) v 3PE v Cost (£) v 3PE ~
285] E 676] i 7,653] i 123] I 465] i 1,000]

Figure65 ¢ TheCalculate Quantitative Score Headline Score

Classification: Internal Pageb9 of 230



To remove a calculated value item, open the Calculate Quantitative Score editor and clickdefetbe
icon (bin icon). This will turn red when selected.

%
Impact Scenario Type
Cost Pre Likely
Quantitative Value Calculated Value Calc. Value Difference
£676 £676 no difference
[200 ] l Direct Costs ] TE Z
[476 ] l Indirect Costs ] @[
Delete Value
Add New Value Calculate & Set Close PE

Figure66 ¢ TheCalculate Quantitative Score Deleting a Value

Once selected, a confirmation message will appear to check if you wish to delete the value.

Are you sure you want to delete this
value?

After Calculate & Set is clicked, this
action cannot be undone.

Yes, Delete No, Cancel

Figure67 ¢ TheCalculate Quantitative Score Confirmation Message
Once deleted, selec@alculate & Seto re-calculate your updated values.
Importing updated headline quantitative values
If the headline quantitative values are exported in an /O register, changed amgloaded, whilst the
headline value will change, the individual Calculated Quantitative Scores will chahged.

Where the updated headline value is different to that of the sum of the individual Calculated Quantitative
Scores, this will be indicated bywarning icon(Red triangle).

Probability (%) | 57|

Cost (£) P v ' 3PE v|

| f A ) 900| | 1,000
v

Figure68 ¢ TheCalculate Quantitative Score Warning lcon
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Left click on the warning icon and update the individual values as appropriate.

Impact Scenario Type
Cost Post Likely

Quantitative Value Calculated Value Cale. Value Difference

£900 £800 £100 less
‘200 ‘ ‘D'\rect Costs | |}
|60d | ‘Indirect Costs | iy

Add New Value Calculate & Set Close

Figure69 ¢ TheHybrid Scoringpanel
Note 1:You do not have to use a calculated value for every entry.

Note 2:The individual calculated values are currently only available via this new editor.

If you haveQuantitative Costmpacts and wish to convert these Qualitative scoringyou follow a very
similar process tQuantitative Conversion

In the following example, we are converting the tar@aiantitative figures toQualitative figures of the
Target scenario, but this is the same process for any scenario:

Probability (%) - 0

fl.

Cost (£) ¥| € | Triangular v

s5jooo| | 85,000| | 25ojooo|

Figure70 ¢ TheQuantitative Cosimpactwithin the Targetscenario

Note:2 KA &G I €f dzASNB 6Att 0S8 FotsS G2 OfAO]l 2y (KS Wl
68 GKS loAfAGe G2 OF NNE 2dzi (i GofverORofe@SNEBNF X KA 2 F P

5SLISYRSYy (G dzLl2y (KS OrdzaystenycS8n\hB @t upliy ljiskedivid Bupny tt éodvertithe
guantitative 3point estimate into a qualitative score using 3 different methods
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Select theConversiorbutton and the following panel will appear:

Conversion is available.

The quantitative value for Cost is outside the range of values
allowed by the current qualitative value.

The current gquantitative value of Triangular £65,000 £85,000
£250,000 (deterministic mean of £133,333) is assessed as
Moderate.

The current qualitative value of Minor is defined as Uniform
>£5,001 <=£50,000 (deterministic mean of £27,500).

For comparison, the Project Deterministic value is £100,000.

Performing conversion will set the qualitative Cost to
Moderate.

Convert Cost Cancel

Figure71 ¢ TheQualitative Conversiompanel
The Current Meanis established by(£65,000 + 85,000 + £50,000) / 3 = £133,333

TheEquivalent Qualitativeuses the preestablished qualitativéevelsin the system background to assess
which qualitative level the current mean relates tim this case the levels are:

Negligible <=£5,000

Low >£5,000<=£50,000

Moderate >£50,008<=£500,000

High >£500,000<=£2,000,000

Very High >£2,000,000

b2GSY ¢KS YSIya FNB F2NJ RA&aLX @ LIdzN.LJ2 2aSazx GKS@& LIN
CAli O2y@SNBRA2Yy¢ o0SAy3a dzASR Ay (KS aeaidsSy 6asSSsS oSt

values or the mean.

The Current Qualitative shows the current qualitative value if there is tfrtbere is no currenQualitative
assessment, this will sayNot Set>.

Project Deterministic shows the project budget.

Select theConvert to Equivalenbption. Moderate will now be placed in the qualitative current cost
section.

Note:2 KAAadG Iff dzaSNER gAft 06S |ofS 2coavérsiodiesullsyoull KS W
be, the ability tocarryout the conversioni® yf &8 L2 84 A 0 f SonveF ScéréRdzLIEINFE 3G K & y@
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Upon customer requestjskHive Supportan apply a PERT Mean conversion:
TheCurrent PERT Meais established by ((£55,000 + (£75,000*4) + £100,000) / 85:883.33

In this case, £5,833.33= Medium.

When converting the quantitative values to the qualitative equivalentRi® ¥ I dzAf G aSGdAy3 A a
(Range). This considers the impact range (Min £55\080£100,000) which in this example covers the
Medium qualitative level.

Upon customer requestjskHive Supportan apply a Mean conversiavhich establishes the most suitable
gualitative level according to the mean outcome.

In some cases, your organisation may use a mixture of qualitative and quantitative scoring for different
impact types.

For example, quantification may be required for cost and time, but only a qualitative assessment is nheeded
for other impacts, such as Performance, Reputation and Health and Safety as those impact types are not
guantifiable.

To support these cases a Hybrid Scoring panel is provided to enforce the scoring methodology across the
organisation.

The combination of qualitative and quantitative assessment methods is configurable in System
Administration and can be set at each node level and inherited / overridden at child nodes.

root . ros - i -

Cost (£) Cost [£) Cost (£) v @ Triangular v

[ 28450887 | [ 28.450,587| | 159,547,850 | 284,906,873

Time (d) v Time {d) Time {d) v @ Triangular v

Srm ® o [ g o 1 @ s e o 1 2 s s
Health And Safety v o A 2[5 ] s 0 1 2 4 0 1 2 a
Legal v o n 2 [3] o : 2[5 ] 4 0 1 2 3] e

Figure72 ¢ TheHybrid Scoringpanel
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When you enter the probability and quantitative values, the system will calculate the qualitative equivalent
against the reference tables when the Save Changes button is clicked.

This means the ability to report using heatmaps and RAG statuses is maintained and eh qualitative scores
automated when quantitative scoring is in use.

The calculation is based on the parameters configured in administration of the node metadata.

There is also the option to calculate the qualification equivalence at Project or Programme level by selecting
0KS WadzYYSRQ OSNBAZ2Y 2F GKS RSYy2YAYyl G2 NW

By clicking orsettingsat the bottom of the panel, this will display the current selected conversion
factor. You can change the qualification assessment by clicking on either:

Project Budget at Node This calculates the RAG status based on the budget at the nc
level that you are working in.

Project Budget Summed This calculates the RAG status based on the budget levels,
summed. l.e.,will include all project budgets below and
including the node you are working in.

Risk Reference at Node This calculates the RAG status based on the alternative Risk
Reference figure to the project budget.

Risk Reference Summed This is the alternative figure, summete.,will include all risk
references below and including the node you are working in.

Project Budget and risk reference numbers are entered in the Node Edit panel.

See sectio.1.5 Edit Node Datéor instructions on how to do this.

Classification: Internal Page64 of 230



We can view risks by selecting a node from the. ERSvever, there is another way of viewing risks
through a function calle&scalation Escalation does not movedit, or delete the risk.Escalation purely
allows us to view risks in a different hierarchical way by giving the risk a hierarchy tag.

j Escalation Level by Heatmap

Level2-Strategic

Escalation Level Override®

a Level1l-Corporate
4 Level2-Strategic
a i Level3-Programme

Close

Figure73 ¢ TheEscalatiorbutton and panel

When a risk is assessed, the Likelihood and Financial Impact is used to provide the risk with a generic
number score This number is then plotted on a Heatmap report which generates an overall score for the
risk. When a risk attains certain scores, it will automatically be raised to the next escalatianHevel
example, if a risk acquires a score of 15, it may automatically be escalated to the next level, moving from
Escalation 3 to Escalation 2.

TheEscalatiorlevels are set up by the administrator.

You can override the automati€scalationby using theEscalation Level Overridgection You select the
Escalation Level and sel&&ave Changes

Once the risk has been described and assessed, we now need to understand how we will intervene and
mitigate the risk. Emphasis is placed on understanding how a risk is being mitigated and the success of that
mitigation.

,C-

Primary Treatment Objective

Understand cause of increased security, impacts on project and how to limit the impact on the project

Summary

Date Raised Owner’ Primary Treatment tvpe?

Risk Manager 4 - Treat ~
Status Effectiveness’ Implemented Review Date
Live v Improvement required (25-61 ~ 75% e
Start Date (Baseline) Finish Date (Baseline) Start Date (Forecast) Finish Date (Forecast)
23.09.15 30.09.21 22.09.20 29.09.20

Figure74 ¢ TheTreatmentbutton and panel
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ThePrimary Treatmeh Objectivedescribes the overall approach to mitigating the rigkis should be a
broad statement showing the key actiond/herea large amount of text has been added to this field, users
can select the&) LJ2 di#iGoR | o | to view the text in a new panel.

TheSummaryis a free text fieldWhere a large amount of text has been added to this field, users can select
the Q LJ2 il Q| @y @02igw the text in a new panel.

ThePrimary Treatment Typdist helps identify if the risk will be tolerated, treated, terminatédnsferred,
or considered residual.

TheOwnerof the risk is identified as the person with overall responsibility for the mitigation and
responsible for reporting progress.

TheEffectivenessaptures the degree to which the plan is effective.
Thelmplementedcaptures the degree to which the plan has been implemented.
TheStatusof the plan is stated aNot Approved Approved Liveor Completed

This panel is critical when it comes to visBalvtie analysis and a key determinant whealibratingrisk
information across the project.

TheStart Date (Baselinepdicates the date when the overall Treatment is planned to start.
TheFinish Date (Baselingjdicates the date when the overall Treatment is planned to finish.
The date when the overall Treatment started is shown inSkeat Date (Forecast).

The date when the overall Treatment finished is shown inRimish Date (Forecast).

At the bottom of the panel shows th&ontrols, Fallbacland Responseactionsin a table format:

Traatment Objective
Further reduce probability of risk occurring by introducing system generated metrics for potential concerns. (metrics to be developed by procurement function) and modify vendor review programme to allow for changes in vendor listing.

Summary

Status’ Ownar’ Effactivenass’ Implemented”
n Progress ~ RCLO1 - 90% - Effective (>=90% successful) 25

Primary Treatment type’ Start Date (Baseline) Finish Date [Foreca: st) Date Raised

Finish Date (Baseline) Start Date (Forecast) Review Date

29.07.22

Figure75¢ TheTreatmentand Actions Table

Youeditthe actionsdza A y3 G KS W@dRckirig @Qn titedritian 2ode. AW wal bring up the actions
panel.
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5.4.10.1.Treatment Actions

To create &ontrol, Fallbackor ResponseselectNew and the following panel will appear:

Action Treatment Type’

\ ]

Action Type’ Associated Definition

\ ) -

Implements Library Entry’ Is Prime Implementation’

Title

Description

Owner’® External Owner Executor’ Help Required
\ - | M| B
Start Date (Baseline) Finish Date (Baseline) Is Working
Start Date (Forecast) Finish Date (Forecast) Is Complete
Status® Implemented® Effectiveness’

\ L <] -

Date Raised Review Date

Date Created Date Updated Closed Date

Commentary / Outcome

Action Commentary

+ New | B Edit | — Delete

Viewing 0-0 of 0

Action Effect Current Spend Actual Spend Notes on Action Effect

\ -] L |

Cost (£/K) | ‘

Save Changes Close

Hgure76- TheTreatment Actiondfields
TheAction Treatment Typdield shows if the approach is to Tolerate, Treat, Terminate, Transfer, or
consider the risk as Residudhen a selection is made implements Library Entryan empty (or default)
Action Treatment Typevill be updated to match the Library Control, but this value can be changed.

TheAction Typeidentifies if the action is &ontrol (addressing £ausé or aResponser Fallback
(addressing akgffecy.

TheAssociated Definitiorshows which Cause or Effect the action is addressing.

Classification: Internal Page67 of 230



Thelmplements Library Entryield allows the user to select a pdefined control. The list of predefined
controls will change according to Action Type seleci@tbte: this field is not visible by default and must be
added to the Actions panel by an administrator.)

ThePrime Implementationfield, when checked, indicates that this Action is the primary implementation of
the Library Control for its associated Cause or EffEbere can only be a single prime implementation of a
given Library Control for a given Cause or Eff@dbte: this feld is not visible by default and must be

added to the Actions panel by an administrator; also, this field requinggements Library Entryo be

visible.) Refer to Section Controls LibrariMested Actions for details when using this check box.

TheTitleis a short phrase to describe the actioWhen a selection is made implements Library Entryan
empty (or default)Title will be updated to match the Library Control, but this value can be overwritten.

TheDescriptionprovides more details about the actioVhen a selection is made implements Library

Entry, an empty (or defaultpescriptionwill be updated to match the Library Control, but this value can be
overwritten.2 KSNB | fF NHS FY2dzyid 2F GSE(G Kl a o0%2% QO o 2K
to view the text in a new panel.

TheOwneris responsible for fulfilling the action and reporting to tRisk Owneon thel O (i As@tysQ &
completion,and effectiveness.

TheExternal Owneiis a free text fieldand can be renamed to capture additional action metadata.

TheExecutoris the person conducting the action (although normally this isfbon Ownel.

TheStatusof the action shows if it is unapproved, approvéde, or completed.

Thelmplementedshows how much of the action has been implemented soTfae. system can now be

configured so that when Users select Action Status to Completed, the Action Implemented will

automatically be set to 100%.

TheEffectivenesss how effective is this action, is it reducing fRrbability or Impactas expected?

Ticking the boXelped Requiredndicates that the Action Owner/Executor required additional assistance.

The checkboxels CompleteandIs Workinghave configurable settings nominally controlled by the

Implemented and Effectivenesettings,respectively ! adzr t t & 'y I OdA2y Aa RSSYSR
reaches 100% implemented, though in some cases this could be!75%%. | OG A2y RSSYSR aAa
Ala STFSOUAGBSySaa A dheseSajuSshde Conhfigurabl® sEcrinyiiokthd Satafsep /&> €
configuration They may for example also include a specific status value (Approved or Live say).

One additional configuration setting is the ability to override the selections for Implemented and

Effectiveness¢ KA & YI & 06S | OKAS@GSR o6& GlF33Aay3a Iy OGAz2y «a
the boxes irrespective of the corresponding drop list valugste that this functionality is usually

configured off but may be enabled by software support.

Identify when the risk was raised by selectibgte Raised

TheReviewDates KSy GKS I OGA2yQa O02YLX SiA2y FyR STFSOUAGBS

TheStart Date (Baselinepdicates the date when the action is planned to start.

TheFinish Date (Baselingjdicates the date when the action is planned to finish.
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The date when the action started is shown in 8tart Date (Forecast).
The date when the action finished is shown in Eirish Date (Forecast).
TheDate Createchnd Date Updatedfields (shaded grey) are system generated fields.

TheClosed Datdield isthe date the action was closed. This can be manually entered, or the system may
be configured so that this date is automaticallydated when the Action Status is set to Completed/Closed.
Note: If, as a user you select the Action Status as Completed/ Closed and then change the status back to
Active, the date will not change, and will have to be manually modifWgtlen selecting the option to
Completed/Closed again, tHld will be updated with the date this status was selected.

This fieldis not usuallydisplayed unlesbElsers are required to manually update this field.

Any comment can be entered in tli@ommentary/Outcomesectioni.e., problems completing the action,

helprequired.2 KSNB | fF NHS FY2dzyd 2F GSEG KIFIa 0&%3 O RRSR
lcon| o | to view the text in a new panel.

Multiple commentscan be createdor a specific action.

Each new entry will have its own Code, Created Date, Title, Description, Username (who created the
comment) and the Date it was updated.

When the commentary is created for the first time, the updated date will be that of the created date.

This information is not able to kdisplayed on the Action grid, however, it can be exported for reporting
purposes.

TheAction Effectdescribes the aim of this actiorisenerally, actions aim to reduce the Probability and/or
Impact.
TheCurrent Spendndicates the money being spent currently.
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TheActual Spendndicates the amount of money so far spent on this action.

TheNotes on Action Effecindicate how effective this action is so far.

TheQuantitative Assessmeris the assessment format of the estimate cost of the action.

Finally, theCostis the estimated cost of the action by identifying the minimum cost, most ldady,and
potential maximum cost of the action.

Once all entries have been completed selgate Changes.

Note: If the Controls Library is in use, users will hilneeoption to selectSync with Library Where the
Title, Description and or Treatment Type varies fromlibeary configurationusers have the option to
select, Sync with Library. Where the Title, Description and or Treatment Type matdbraing
configuration this field will be greyed aut

Sync with Library Save As New Delete Save Changes Close

Figure77 ¢ TheSync with Libraryutton

Once you have selected a control from tingplements Library Entrpptions, you may choose to make this
action thePrime Implementation If this box is checked, the action is identified within the system as a
formal CONTROIn the audit column of the action grid.

Many actions can implement the same Library Control for a specific Cause/Effect, but only one action can
be thePrime Implementation The others are marked as ACTIVITY in the audit column of the action grid
and can be consider as "nested" inside the primary implementation matkeTRQL

For a set of actions that implement the same Library Control for a specific Cause/Effect, where one is set as
the Prime Implementation all will show the action code of the primary implementation in the Prime

column of the action gridThis makes it easy to see the group of actions that contribute to the primary
implementation.

Code Name Descri| ption Owner Instance Finish Date Prog. Act Status Current Spend Actual Spend Associate... Audit St..J, Prime |

g
Supply Chain Process for selecting and approving third parties (includes liabilities, preventive o . successiul 0 0 L1001 ool A0036

A0036 N
Approval Process  insurance levels etc) Supply

Figure78 ¢ TheAction Panek showingCONTROL / PRIME ID
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When aPrime Implementationhas been setreating,or updating an action with the same Library Control
and specific Cause/Effect will show a warning when attempting to make thgriamary implementation
into the primary. If no warning is shown, there is not currently a Prime Implementation for thiadyibr
Control and Cause/Effect combination.

Code Name Description Owner  Instance  Finish Date Prog. Act Status Current Spend  Actual Spend Associate... AuditState Prime &

tings . . ) . . .
Project Manager to set up client review meetings with ABC Contractors SuperuserQ Preventive 75 0 0 nt: L1001 ACTIVITY  ACO36

A0049 with ABC . L . N
nnnnnn thly basis for monitoring supplier performance - as new supplier 2 Supply

Figure79 ¢ The Action Pane] showing ACTIVITY and associated Prime ID

Note: If you are using this functionality, it is suggested that the action grid is sorted by Prime ID then by
Audit State.This will make it easier to see the groups of actions that are associatedamitiols,and
which is the primary implementation.

The allocation is an essential field as it shows the levebotingency fundingequired/allocated to cover
the risk When the User performs Monte Carlo simulations at a later stage the simulation outputs allow for
the User to then automatically radjust theAllocationfield based on the simulation outputs.

¢

Rate Total From Actions

£ 3156 0

Manual Allocation Available Allocation Expires
3156 | [or01.16 | loL0119

Save Changes Close

Figure80 ¢ TheAllocationbutton and panel

The currency of the project is shown by theign underneatiRate The Totalmoney allocated and spent
is listed and the cost dfhe Actionds also shownThe current cost of the actions will automatically be
summed by the system and entered into theom Actiondield when theTreatmentpanel is completed.
The contingency funding is entered into thanual field along with when this funding will be available.

Most of the information we enter into the system will be based on facts or the information we hold has a
certain quality or level which makes us feel secure making decisions. However, sometimes we rely on our
own experienceskills,and gut feel We can tag a risk with @amoticonwhich means we feel a certain way
about a risk This is subjective but can bridge the gap between what is known and our own sense of the risk
e.g.,a risk may appear to being successfully mitigated but as a seasoned professional you may feel the risk
still needs close monitoring, or you feel uneasy about the risk and therefore tdgnia¢éiconof the risk as

Bad
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Save Changes Close

Figure81 ¢ TheEmoticonsbutton and panel

Select the mood you feel towards the risk and tt&awve ChangesThis symbol will be displayed in the
Mood column on the main screen.

Note: Emoticons can be configured with differentits, where those icons can bhdded bysupport in our
software. In the example below, the icons have been configured to indicate the level of risk movement.
This is a manual selection, not logic driven.

CRCRONNY

Reviewing the progress of a riskisdamental and used in many meetings and repoftheAudit and
Review Recorghanel allows Managers to understand how the risks are changing and the review process.

@ Has Happened® Is Restricted’

System State Status’ Mood
Active v ive v Good v
Maturity’ Quality Watch
v A MNo v
Approved By’ Last Review
T
Reviewed By’ MNext Review

Closure Date

Further Actions

Closure Criteria

Outcomes

Save Changes Close

Figure82 ¢ TheAudit and Review Recordutton and panel

Classification: Internal Pager2of 230



TheHas Happeneds used, to indicate that the risk has occurred.

TheSystem Staténdicates whether the risk Quarantined(not approved)Active (approved) Retired(no
longer a threat) oAttested (the risk has beenonfirmed it is trug.

TheStatusgives more detailed status levels suchNesw (the risk is new)l.ive(the risk is live and being
mitigated), Watch (monitor the risk) Approved(risk approved)Retire or Archive(risk no longer a threat),

Risk Occurredrisk developed into an issueYour administrator will edit the Status list to fit with your
company needs.

We can tag a risk with a@moticonwhich means we feel a certain way about a 8si,a risk may appear

to be successfully mitigated but as a seasoned professional you feel the risk still needs close mohitoring
this case, you feel uneasy about the risk and therefore can tag the risk ®ad amoticon

Maturity could represent familiar risks, risks where there is a history and therefore the information, we
hold is mature Equally, in new fields, technologies or industries risks have immature information as there
are lots of unknowns and as information is gathered the risk matures.

The quality of the information you hold on the riskhere may be gaps in information or the information is
inconsistent GoodQuiality information is reliable, pooQuality information is vulnerable.

Like arEmoticon useWatchwhen you wish to monitor a risks progression.

Approved Byindicates the person who confirmed this was a true risk and would go through an assessment
process?

Last Reviewshows the date when the risk was last reviewed.

Reviewed Byshows the person who conducted the last review.

Next Reviewindicates the date of the next review.

Closure Dateshows the date when the risk was clos@dote: depending on the configuration of your
Instance, this field may enay not be automatically populate when users select the risk state of closed).

AnyFurther Actiongthat should be taken after the closure of this rigk, transfer information to another
department, collect knowledge management records.

Closure Criterishows the basis or criteria that meant this risk could be closed.

Outcomesshows any further events/results after the risk is closed.
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TheCommentarypanel is useful for adding general commen@omments could relate to the changing
context of a risk, the mitigation success, key information that develops during the life of the risk or the
schedule which may be impacted by the ri€komments can relate to anything but should provide the
reader with additional useful knowledge.

¢

New Edit Delete

Created Title Description Username Updated
22.07.20 Commentary 1 Commentary 1 Notes Risk Manager 10 22.07.20

Figure83 ¢ TheCommentarybutton and panel

To create a new comment, selédew and a panel will appear:

Title
[

Description

Updated

Figure84 ¢ TheCommentpanel

Give the comment ditle. Write the comment in théescriptionsection (which will be shown on the
Commentspage) and sele®ave

A risk can be selected and then emailed to a colleague or a number of colleagues (using the CTRL key to
select multiple names) providing the colleagues email details have previously been entered into the system
by the administrator.
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Email To

Risk Manager 10 =

Risk Manager 12
Risk Manager 3
Risk Manager 4
Risk Manager 47

Risk Manager 5 -

Subject
Message From: Risk Manager 10, Regarding Risks: C0970:
Message

Apply Close

Figure85 ¢ TheEmailbutton and panel

Identify who you wish to send the risk to, give the em&iudjectand Messageand then selecBave &
Send The email recipient will receive an email containing your message, not a copy of the risk.

When in edit mode, the system will automatically capture the risk code, however the subject field can be
edited as appropriate.

5.4.16 Archive

TheArchivepanel maintains a record of all risk chang@dl.records can be opened and all the information
about the risk at that point in time is saved in the format of tew Riskdialogue. Any of the captured
records can be restored by returning the risk back to a specific point in time by selRestgye

Note: If a risk is restored from certain poittie retrieval will also include the Treatment, Actions and
Action Commentary from that time stamp.

The information Users can see will depend on the display configuration completed by the System
Administrator.

D

Revision Change Notes Update Notes Archived

; g;;onﬁn;;;enrzw Updated Commentary 22 July 22 July 2020 11:07:02
Risk Manager 10 Updated Risk 22 July 2020
10:36:48
Risk Manager 10 Updated Risk 22 July 2020
10:32:48

Risk Manager 10 Updated Risk 22 July 2020
10:32:14

Qualitative Conversion 22 July 2020 10:17:54
Qualitative Conversion 22 July 2020 10:17:21
Qualitative Conversion 22 July 2020 10:15:32

6 22 July 2020 10:36:48
22 July 2020 10:32:48

22 July 2020 10:32:15

(PRI

Figure86 - TheArchivebutton and panel
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5.4.17 Linked Objectives

The RislManager will need to enter the objectives into the system before they can be selected but once
inputted the user can identify which objectives the risk may impatiis is important when measuring risk
against corporate strategy as well as the strategic objectives of the various divisions.

@ Objectives - M&S Contracts 0868 n

Obje... > Objective Name Instr... T Instrument Name

1 Develop new markets in space travel 1.1

Identify new space travel markets

. . - . Work with current customers to address
2 Maintain or improve customer relationships 2.1 . L
problems and improve communication.

| |

Close

Figure87 ¢ TheLinkedObjectivesbutton and panel

SelectAdd and select aObjectivefrom the list. EachObjectivemay have a subbjective (nstrument) list
underneath After each selection, selef&dd.

Select Objective to Add |
Objective’

| M |

Instrument

‘ M |

Add Cancel

Figure88 ¢ TheObjectives and Instrumenpanel

5.4.18Linked ISO Codes

As with theObjectives the ISO Standard Codesill need to be added to the system first, but once added
you can identify which codes the risk relates to.

l I I (@) 150 Codes - M&S Contracts 0317 [ x|
1SO Standard Code qp
A.6.1.2 Segregation of duties
A.7.3 Termination and change of employment
« ,

Close

Figure89 ¢ ThelSO Standard Coddmitton and panel
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SelectAdd and the following panel will appear:

1SO Standard Code

Add Cancel

Figure90 ¢ ThelSO Standard Coddist panel

Select a code from the list, then seléadd. Repeat until all the codes relating to the risk are selected.

It is useful to understand if all or part of the risk is covered by insurance which could reduce the number of
actions taken and the allocation made.

U

This is Commentary & Information
Insured: Fully covered VI Notes to be entered here

Policy Ref.’ Policy Details
CY9287D V‘ Provider: ABC Ltd, Broker: A. Smith

, Type: Cyber Insruance Policy

Save Changes Close

Figure91 ¢ Thelnsurancebutton and panel

This provides a list with varying levels of insurance coVbePolicy Reprovides the reference details
Commentary & Informatiorallows you to describe the elements of the risk which are covered by
insurance.At present, insurance details are to be provided to riskHive Ltd who will ensure the details are
entered into the system.

TheAttachmentstab allows you to uploadocuments as well as attach hyperlinks relating to the righis
is incredibly powerful where teams are relying on certain business artefagtgisk management plan,
financial models, schedules etc.

!

Upload Attachment | Add Hyperlink § Delete / Remove

Attachment Timestamp J Creator

5 v 1

Figure92 - TheAttachmentsbutton and panel
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To attach a document (Microsoft Word, Excel, PowerPoint, Project as well as PDF and notepad text files)
selectUpload Attachment To include a hyperlink seledtddd Hyperlink

TheGroup Membershipoption can analyse data across many risk registers to identify potential links or
relationships which may need to be monitoreflo manage potential relationships, risks can belong to
groups. The risks will not be moved out of their currdePS nodgethey simply belong to a group which can
be recalled whenever necessary.

TheGroupcolumn on the main page will indicate which risks relate to wlobups(by showing theGroup
Ids):
All B Current § Risks | O B 4 + ] e [~ ~ C @
Control Type ) E + ]ﬁl rr \i I" c

Un-controlled Risks

9

@ c. Level Risk Owner

=TT TT=T

ME&S

Bi= . d E - Levelz- There is a risk that Operational risk t
Contracts i@ Yes Q.E-’_ Yes "‘ Operational Operatiofal an. ureps sve . STe s arisk that Dperatonal risks are no Admin User 2
0868 % ervice London Strategic managed properly
ontracts
M&S aintainanc
an . . and Europe - Level2- There is a risk that Commissioning of Facility may Risk Manager
Contracts No No Strategic Technicall . . X
0317 ® o .E " B ervice London Strategic be withheld 26
ontracts
M&S End User aintainanc
Contracts @ Yes O;E o Financial and anE:i LeveIZ-. Thelre is al riskt.hat Maintenance contracts may not Risk Owner 9
0332 3 Custome ervice Strategic be financially viable.
Agreemefits ontracts
M&S aintainanc
Contracts Yes Q 'EéE No Brexit Suppor_l 1 0538 anEi Europe - Level3- There is a risk that Suppliers move their Risk Manager
0443 b Operatiofs ervice London Programme headquarters out of the UK two
ontracts
aintainanc
M&S and
L
Contracts Yes ° l'E§= No ) There is a risk that electrocution
ervice
0042
ontracts
aintainanc
NER d E There i isk that fi Risk M
== ) . an urope - ere is a risk that programmes may face isk Manager
Contracts ) No (v] 'E No [} Financial Governarfpe C0538 ) > : A J =
0320 ervice London additional tax costs 10
ontracts

Figure93 ¢ TheGroupcolumn

In the above example, several risks belong to GI6GH38 To view this group, select one of the risks,
selectEditand thenGroup Membership

The following panel will appear showing tGeoup Codeas C638:

=

Add to Group Remove from Group | delete
Code Name Project Notes
0538 Group of Brexit risks not in Brexit node Corporate
»
5w 1

Close

Figure94 ¢ TheGroup Membershigbutton and panel

It is very helpful understanding if a risk impacts an action on a sche@hkschedule activities must first
be loaded into the system but after this it is a simple case of selecting abiishity the risk could impact.
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External Project Set from pre-defined task...

null | v‘

Task Id Name

Notes

Save Changes Close

Figure95 ¢ TheTaskbutton and panel

The specific MS Project is added fréhimin Datasetsand thenProjects This functionality is vital when
assigning risks to a WBS structubdtérnate Structurg so that teams can see where schedule risks are.

Select from the list underneat8et from predefined taskand theTask Idand Namewill automatically
populate. Additional comments can be added to tN®tessection describing how the risk could impact
the task.

Select Save Changes.

TheAdministrator can set up different ways of looking at a projethe default approach is by showing the
risk registers that exist within each projedtowever, there are alternative views such as a Work
Breakdown Structure or a Cost Breakdown Structdree Alternative Views will be decided by your
organisation.

Alternate View 2 Alternate View 3
Global Account x A Functional Area x A
Global Account " Functional Area
Invesco Infosec
UK/EU Invesco Finance

USA Invesco
Account B

Save Changes Close

Figure96 ¢ TheAlternate Viewsbutton and panel
Alternate Viewsenables risks to be viewed in different context%hen these are assigned to a risk it

provides a powerful alternate view of risks and provides an insightful means of correlating risks against
costs and tasks.
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The Administrator can add additional lists in which to describe the risk. If you are required to add in
additional data, these fields will be available to you and will be specific to your organisational requirements.

o

Cascaded Workstream Cascaded Workstream

vl v

Test

Close

Figure97 ¢ TheCustom Dateutton and panel

Lists could include workstreams or different departmentéie ability for the administrator to add your
own lists will help to understand the impact the risk could have on the wider busimess or disciplines.

Complete as much as possible and sefate Changes

You can create aissuedirectly in the system, by selectiigsuesin the descriptor options.

2 KSy @&2dz aSft SO0 wLAaadzSQ (GKS LaadzS 9RAG AO02y @At

Open All Sections + Multi-Select View Mode: | Single Merged v ‘ ‘

a Definition == Position & Timeline - Responsibility ‘ Classifications

o Issue
Figure98 ¢ Thelssueedit button
By selecting the Issues icon, this will allow you to capture specific information regarding Issues.

When you change a risk or opportunity to a risk, the system captures the date this occurred. This is
displayed in théBecame issue ofield.

The fields to captur&tatus Priority, Scope ChangandEscalatiorare provided as standard, however
there are 4 additional custom drop lists available.

The content and name of these lists are customisable with help from riskHive Technical Support.
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Issue Escalation

Escalation Comment

System State Became issue on

[ Active v]  2sa110 ]

Issue Status Issue Priority Issue Scope Changed

| o | “ | ‘
Issue extl Issue ext2 Issue ext3

| o o] | ]
Issue extd

‘ Save Changes

‘ Close

5.4.26Trends

Trend information regarding a risk can be captured.

Figure99 ¢ Thelssuepanel

Title

ITitIe of the trend information

Viewing 1-1 of 1

WBS Start Date Period
I Whs 2 VI |01.01.22 ] I Yearly VI
Funding Source Specific day Day of Week
I Funding 1 VI I Second V] I Monday VI
I + New | B Edit | = Delete
Period ']‘|Month ‘Date Acknowledged |Unsubstantia... Out Scope Ite... Explanation
R f
1 May 04.05.22 2000 5000 2000 cason for
movement

Save Changes

Close
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If you need to comply with AAR Compliance requiremgotsare able to seledt the risk isappropriate,
attributable and/orreasonable Users can also providgjustification for each of these elements.

The Administrator can add additionaptionslists. If you are required to add in additional data, these fields
will be available to you and will be specific to your organisational requirements

This functionality is switched off lefault butcan be enabled by your system administrator.

o

There is @ risk that Terrorist threats and actions may impact smoath running of track because The country is on @ higher alert of terorist threats to public transport which will result in Trains
delayed

Full Description, Background and Assumptions.

There has been increasing warnings of terrorist threats by Government officials.

Compliance Justification

Attributable

Figurel01¢ The AAR panéSingle Source Pricing Regulation Compliance)

The results (against each risk) might appear on the grid as follows.

controlied Rieks : * . e
N Y N
Y Y N
Figurel02¢ The AAResults

Note: One current limitation of Question Array sets (SSPR) is that they may only be repdpates
cannot be imported (10 register).
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TheCreate Newpanel uses a combination Bfefinition, Qualitative, Quantitative, Hybrid, Treatment,
Responsibility Proximity and Classificationsat the top of the panel. The order in which they appear, will
have been set up during configuration in accordawith your risk management policy.

When creating a new risk, the user has the potential to provide a lot of key information and the risk will be
created in quarantined form (it is not yet approved)sers should not feel they must enter data into all

fields but rather (i) only enter data where they have precise information, and (ii) only enter the amount of
data necessary to perform the requisite analysditowever, sufficient quality and quantity of data enables
better and broader analysis and reportingll the functionality and suppothe system offers is rarely used
but Risk Managers and other riblased executivesanincrease the value they add and the risk intelligence
of the organisation by using ERM to ask the difficult and uncomfortable questions which arise from good
risk analysis.

+ Definition % f L4 Ly L4 tive >

Project Node

Summary

Figurel03¢ TheCreate New Riskutton andDefinition section
TheProject Nodeoption lists the EPS to ensure the risk is stored in the most suitable place.
TheSummarytext box enables you to provide a concise statement describing the risk.

TheDescriptorensures the event is appropriate described as a risk, opportunity, issue, notification,
assumption, trend, action, or benefits. What you will see, will depend on the configuration of your system.

TheNameis the full name of the risk.
TheCausas the reason why the risk is occurring.
TheEffectis the consequence or result if the risk occurred.

ThePreviewshows theName Causeand Effectwithin a statement which helps focus the mind as to the
description of the risk.

SelectNextto move to thenext panel.
¢2 O2YLX SGS GKS LINPOS&aasx NBFSNI G2 (GKS LIySta |a
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Adeletedrisk will be removed from the screen and placed in the archieel can select 1 risk or several
risks for deletion.

@ Are you sure you want to Delete the
selected risk?

Yes, Delete

Figurel04 ¢ TheDeletebutton and panel

Once the button Delete is selected, the system checks and asks if you still want to proceed with the
deletion. SelectYes, Delete

Should a user wish to see deleted risk and permissions are provided, these cam bg skanging the grid
view to show Archived (Deleted) risks). No edits can be made from this view. Only System Administrators
candelete a record permanently (purge) or restore deleted risks.

A risk(s) can be copied to the current or any other node.

[ ...~ USA - Chicago Trams

- RCL
Craig's area
Maintainance and Service Cont...

UK - London Underground
USA - Chicago Trams
NZ - Christchurch South West Tr...
Australia - Sydney Fast Ferries

@ Australia - Developing the Emer...
Argentina - Buenos Aires Subway

~ ( China - Beijing Electric Bicycles

Japan - Tokyo Water Bus
Denmark - Malmo Oresund Bri...
Spain - Madrid Metro

Select Close

Figurel05¢ TheCopy Rislutton and panel

Select theCopy Riskutton, select the risk register where the risk should be located, then chBekext
Another panel will open checking you wish to continue and copy this risk:
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Are you sure you want to Copy the
selected risk?

Yes, Copy No, Cancel

Figurel06 ¢ TheConfirmationpanel for copying risks
SelectYes, Copwnd the risk will be generated and displayed in the main screen.

Note: If there are many risks to copy, ask your administrator to help as the administrator can move multiple
risks from one node to another.
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TheDashboardoption provides a variety of reports and graphs to view how your risks are performing or
impacting a project.They are the fundamental reason why we take so much care and attention in inputting
risk data. When configuring and generating standard or customised risk reports the need and utility of all
GKS &deaidsSyqQa 0O2YLX SMihHoit éntedn &l thy dhta, the Udedlwbiilyial ldave the
same level of visibility and insight into project complexi®yoject reports enable the User to display risk

data and risk analyses in a variety of ways which help executive managers bridge the gap from risk to
action. More importantly, good risk reporting uncovers dependencies and implications which are only
visible through deep analysis and by correlating disparate and seemingly unrelated data sets.

There are 2 entry points into the Dashboards system

1: Main page Dashboards Panel
2: Independent Dashboards page.

Both offer access to the same set of dashboards as described individually Gdewnain page panel

reports immediately on the node/risks/actions you are viewifighe independent dashboard page provides
a browse and report view of the systeriihe Dashboards page may be bookmarked and used as the main
entry point into the system for those users who are interested in the state of the system rather than
managing content.

The Dashboards page is accessed from the main navigator.

i Help +
A Main

Dashboards

& User: Risk Manager 10
[ Logout

Figurel07¢ Main navigator drop down list

On entry to the page a dashboard is loaded by defalifte default dashboard can be changed (per
deployment) as well as its default configuratieng.,Node & descendants, just active risks etc.).

Risk Status Set

Active Only All Present (exc Deleted) Draft Only Retired Only More...

Figure108 ¢ Dashboardonfiguration panel
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There are 2 main controls once in the dashboards page.

¢2L) EtSTOIT G2 a/2yFAITdzNBE 201 GA2Yy

# System v 1 Help v ¥ Configure

Figure1l09¢ Configure Dashboard

And top right, toselect configureand print a dashboard.

Enterprise Risk Manager (RCL) riskHive

Print Configure Dashboards

Figurel10¢ Configure DashboargPrintlink

YR NA &

Q)¢

(0p))

(V)]
O
[N

¢CKS YIFAY &/ 2y FAITdz2NBE Ay F2He §ou dak Sangenddes?pibjecysAs wélla@ A 3 |

select and filter on specific risks.

(_ Craig's area
4 (_ Maintainance and Service Cont...
(_ UK-London Underground
(_ USA - Chicago Trams

Please select a dashboard configuration.
Project
4 RCL

Select

=] o] -]
Code Info Node Name

c1024 @ RCL .

C0981 Q'.‘ RCL AAAA Grupo de Brexit ndo arrisca no né Brexit nnn

€0985 (v} RCL x

0922 o= RCL chinese

C1001 (] 3 RCL

4 »

Close

Figurelll¢ Configure DashboardPrint

¢2 OKIy3S RIakKoz2lNRaz &St S s inuokes thekstaddardNdashisoard listRsy
available from the maipage ¢ KS &/ 2 y T A 3 dzNB ¢ -crfitjuvatbyof tkeSeldsted  f 2 g &

dashboarde.g.,Node & Descendant, Quarantined risks.
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The dashboards page and panel have as default the following set of reports.

I_‘ Open All Sections +

il periodic Risk Report il stratesic risk il Risk Landscape alil ric/roC Performance
-

| A2 Exposure Profile @M Project Value/Exposure == Risk Radar Gantt Radial Risk Proximity

Radial Risk Qualitative Probab... Radial Risk Quantitative Proba... Radial Project

il Management summary il Management summary (Histo... il Project Risk summary il catesory summary

EB single Risk summary B mop ' Risks @ Risk On A Page il Riskprofiie

il Risk Data Complete il Risk Data Missing A7 Action Performance BB Project Risk Counts
. .

B Project Appatite Dashboard B Scenario Overview 888 Global Current 258 Global Historical

ass ass e e

S22 Global Changed 222 Global Unchanged S22 Project Current S22 Project Historical

ass ass e

S22 Project Changed S22 Project Unchanged %2 2C PID (Quantitative)

EB risks/opportunities BB actions B control Library Usage

Figurel12 ¢ TheDashboardoutton and panel

When you select any of the dashboards a configuration screen will ap@esnmon for all dashboards are
the options aroundJser Risks FronRisk Status SeindRestricted Risks

The default is to report on the Grid filter. If you select any other option an additional suite of selections
within the Risk Status Sedppears.

Use Risks From

Use Risks From o ) )
Grid Filter Current Node & Descendants  Grid Selection

Current Project Node Current Node & Descendants
Risk Status Set
Active Only Al Present (exc Deletec \ctive, Attestec DraftOnly | Retired Only = More.
Restricted Risks
Restricted A P
Restricted Al
|ITIPEI:t? Scenario
Pre-mitigated Target
time performance reputation Health and Safety More...
Cost’
Show Impact Boundaries (zero/not scored) GBP(£) | USD($) | NZD($)
No Time’
fours | Days | Weeks | Months | More..
e DT Clasz Generate Report | Close
Default reporting configuration screen Additional options when selecting outside

of the Grid Filter
Figurel13¢ TheConfiguration panel

Each dashboard will include additional configuration options depending on the report selected. For
example, the Monthly Risk Report will require data around reporting periods, and Heat Map Dashboards
will require configuration regarding scenarios.

Where there are more options than can be displayed on the screen, there wilMzegeabutton, which
when selected will display all the options available.
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This dashboard provides a current and historical overview of a selected project and descendants. It lists
counts of risks created, closed and quarantined within each of the reporting periods as well as giving a
breakdown of the heatmap scoring such as Critical, Major risks.

Configure the report to use risks at the current node and/or descendants. The reporting periods can be
days, weeks, months or quartetsumber of periodsdefines how many reporting periods, whereas
Number of periods in detail tablespecifies how many risk and actions lists are produced in the report,
generally this is the latest set (default=1).

] | 3
|II_I Movement in Risks A

Date 1 New Active Closed Quarantined Sum Active Sum Closed Sum Quaranti... Risk Count

03.09.2018 5 3 6 2 180 126 9 315

06.08.2018 8 12 8 0 183 120 7 310

02,07.2018 21 25 2 1 179 112 8 299

04.06.2018 6 2 0 4 160 110 12 282

07.05.2018 0 0 0 0 158 110 8 276
Trend in number of Active Risks ( Retired and Q

s s ® ®
0% oY oY oY
7105 oa100 Pl oel0e!
Dates
I vinor significant I viajor . severe
Risk Rating Count
Date 4 Minor Significant Major Severe
03/00/2018 10
06/08/2018 9
02/07/2018 9
04/06/2018
07/05/2018
l New Risks
l Within Period: 31/10/2018
Created 1 Node Code Name Status Severity
Design and
31.10.18 Manufacturing  C0810 Clarity in adherence of fire standards Quarantined Unacceptable risk
Contracts
Closed Risks
Within Period: 31/10/2018
Closed 1 Node Code Name Status Severity
Movement in Actions
Date 1 New In Progress Overdue Closed Action Count
31.10.18 ) 0 24 4 39
30.09.18 0 0 0 0 12
31.08.18 0 0 0 0 12
31.07.18 o 0 0 0 12
30.06.18 0 0 2 0 12
31.05.18 0 0 10 0 10
New Actions (Date Raised)
Within Period: 31/10/2018
Created 1|Risk Code Node Action Code  Name owner raised
Closed Actions (Is Complete)
Within Period: 31/10/2018
Closed L |Risk code Node Action Code Name owner raised
Space . . y
31.10.18 €003 Exploration and A0004 Review rest and historical data on composite g7, jqrin
el material
Space . .
31.10.18 cooo3 Exploration and A0D08 Puldprodur Qe ilde bl patg Buzz Aldrin
Travel strength composite.
Space Conduct a resource profile for the project.
31.10.18 cooes Exploration and A0D12 Compare resource profile against current David Bowie |
Travel resourcing and identify gaps. |
Space
31.10.18 co005 Exploration and ADD15 Move resources from manufacturing into design. Neil Armstrong |
Travel |
|
. |
Overdue Actions |
Within Period: 31/10/2018 |
overdue 1|Risk code Node Action Code  Name owner raised |
|

Figurell4¢ ThePeriodic Risk Repottutton and dashboard
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As the report provides a high volume of information in the tables, below is a detailed explaination of the
data tables and graphics.

Movement in Risks Columns

The Movement in risks columns provides the count of risks created (new) and the count of risks assigned
the status of either Quarantined,Active or Closed during a given period.

The counts of these columns are independent of each other.

Movement in Risks

Date 1 New Active Closed Quarantined
P1 | 02.00.2018 | 5 3 6 2
06.08.2018 8 12 8
02.07.2018 21 25 2 1
P2 04.06.2018 6 2 0 4
07.05.2018 0 0 0 0

Figurel15¢ Time duration with he Movement in Risks Report

Date: The count of the risks is dependent on the period ranges and calcuated as follows:

Period 1: 06.08.201803.09.2018- the system is counting risks from midnight on the 06.08.2018 up to the
time you ran the report on the 03.09.2018.

Period 2: 02.07.2018 06.08.2018 the system is couting risks from midnight on the 02.07.2018 up to
midnight of the 06.08.2018.

New risks These are the risks that have bemratedin the system, irrespective of the start/end date of
the risk.

Active, Closed and Quarantined risk¥his is the count of risks that have the status of Quarantined, Active
and Closed at the time of running the report for that period.

Risk Sum Columns

The second series of columns is the sum of all risks (dependent on the reporting configuration), and as with
the movement counts, these too are independant of each other.

Date Sum Active Sum Closed Sum Quaranti... Risk Count
03.00.2018 | 180 126 9 315
06.08.2018 183 120 7 310
02.07.2018 179 112 8 299
04.06.2018 160 110 12. 282
07.05.2018 158 110 8 276

Figurel16 ¢ Summed risks withinhie Movement in Risks Report
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Sum Active, Closed and Quarantinethis is the number of risks that had the status of Quarantined, Active
and Closed during thesporting periods.

Risk CountThis is the sum only of the Sum Quarantined, Sum Active and Sum Closed.

Note:L¥FX 2y @&2dzNJ NBLR2 NI GKS adzy R2Sa yz2i jdz £ GKS 2
dzaAy3d GKS adliddza 2LXA2Yy 2F W GGSEAGSRQ YR (KS NBL

Trend Graph

Trend in number of Active Risks (excludes Retired and Quarantined)
i - - - - -

-]
o

Value

P winor Significant I +ajor I severe

Risk Rating Count

Date 1 Minor Significant Major Severe
03/09/2018 69 10
06/08/2018 69 9
02/07/2018 64 9
04/06/2018 66 4
07/05/2018 66 4

Figurell7¢ TheTrend Graph Report
TheTrend Graptprovides a bar graph of counts of risks over each of the periods (dependent on the
configuration of the report. l.e. if you selected only Draft Risks only Draft risks would appear in the graph).

The correspondin®isk Rating Courdummarises this information in a table.

Movement in Actions

Movement in Actionsprovides the count of actionsew (date raised)n-progress Overdueand Closed
during the reporting period. It also provides a summation of such actions.

Action Count:This is the total of actions in the system during that period.

Movement in Actions

Date 1 New In Progress Overdue Closed Action Count
31.10.18 0 0 24 4 39
30.09.18 0 0 0 0 12
31.08.18 0 0 0 0 12
31.07.18 0 0 1] 0 12
30.06.18 0 0 2 0 12
31.05.18 0 0 10 0 10

Figurel18¢ Actions with he Trend Graph Report
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This dashboard provides adEmensionalhightlevelview of risks and their pre, current and target
gualitative assessment scores.

If there aremore than two scenarigg/ou will seawo types of lines between the scenarioghe first line is

solid and the seconi dotted. This is for visualization purposes only and has no relation to the status of
actions etc.

I x
| I II Strategic Risk

Risk Severity Assessment [P = Pre-mitigated, C = Current, T = Target)

ritieal | plan to reduce risk exposure as a Level 2
Risk priority.

30 | 25 24 20 18 16 15

ME&S Contracts Commissianing of Facility may be N m
fos o Risk Manager 26 Risk Manager 25
M&S Contracts Maintenance contracts may not be P i e+
0332
MAS Contracts programmes may face additional tax ) E
Sy p Risk Manager 10 Risk Manager 11
MBS COMIRCLS (4 ractor Failure Risk Risk Owner 11
1025
MBS Contracts Suppliers move their headquarters out
U Risk Manager two Aisk Manager 6

Figurel19¢ TheStrategic Risk Repotiutton and dashboard
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This dashboard downloads each projects data such as status, score, budget, risk budget, minimum, most
likely and maximum assessment impacts. The report is split into 3 giaj#ksYalues as a precentage of
Project ValuesRisk Values on top of Project Valuead Risk Percentage pgaroject as a percentage of

Total Risk

| lIII Risk Landscape for Corporate ‘

S Defauit unsorted ]|
Risk Values as a percentage of Project Values

Project Value Risk P-Mean Risk Min Risk Expected Risk Max Risk Likely

334 - Tokyo Water Bus
Manufacture
Dublin Trams

Risk Values on top of Project Values
£15,000,000,000 -

£ 10,000,000,000

Value

£ 5,000,000,000

P F o & E T S & 5 B
Qo‘e & a‘\‘ & +Q\9' \)o“" & & .\(”é\ S 1\@6\ VG e & oe,‘} £ &
S LI T T TS F ST E e e
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G & &g & & o O gk \;‘S‘ ) & gF aF Q}o
& & S & T & o o § g
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Ay 5 &8 & & o @ &
Risk Percentage per project as a percentage of Total Risk
Project Value Risk P-Mean Risk Min Risk Expected Risk Max Risk Likely
T p— )
Spain - Madnd Metro. |
Space Exploration and Travel |
Denmark - Malmo Oresund Bridge Train
]
|
| —
|
\ |
] ]
. on o I w100 0% o o0 0% o

Figurel20¢ TheRisk Landscape Repdrtutton and dashboard

TheRisk Values as a precentage of Project Valsestion shows how much risk each project node is
carrying.

Risk Values as a percentage of Node Values

Project Value Risk P-Mean Risk Min Risk Expected Risk Max Risk Likely

Maintainance and Service Contracts |
Spain - Madrid Metro -|

Denmark - Malmo Oresund Bridge Train -|
In-Service -

Ttaly - Rome Scooter Express -|
Argentina - Buenos Aires Subway |
UK - London Underground - | ]

USA - Chicago Trams |

Japan - Tokyo Water Bus -| [ ] | ] | ] | ]
Manufacture -|

Dublin Trams

NZ - Christchurch South West Trains |
Australia - Sydney Fast Ferries -
China - Beijing Electric Bicycles |
Design |

Manual Project Team -|

1 T 1 T 1 T 1 T 1 T
0% 100% 0% 50% 100% 0% 50% 100% 0% 50% 100% 0% 50% 100% 0% 50%

Figurel21¢ TheRisk Values as a percentage of Node Valsestion
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In the above example, the top nodeNmintenance and Service Contract$he red bar next to the node
represents all the node budgets underneath summed together making a total budget of BEy0Pésting
the mouse orlJK¢ London Undergroundt shows the figure 14.73 which means thaK- London
Undergroundhas a project budget of 14.75% of the total summed budget across all projects.

TheRisk Mincolumn shows the amount of risk per projedthe UK London Underground projedhas a
project budget of £320,000,000f all the quantitative current cost minimum values of every risk within this
project are summed for every risk the total minimum risk impact is £22,510,000 which is 7.05% of the
projects total budget.

TheRisk Values on top of Node Valussction shows you how much cost impact each node is carrying.
Risk Values on top of Node Values

£ 3,000,000,000

£ 2,000,000,000

o
=
L]
Z £1,000,000,000
. — | | —-b | . — N ... |
& o o 4 & ey & & @ & el o G ] &
e S S 5 & & 2 o3 & & Sl &
& 3 . & & 8 §$ & ¢ & & o & o &
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& $
{_\.\(\,‘b\ {g.' ~ i o ¥ e
& @ o
S < <&
)
Project
-Value Risk

Figurel22¢ TheRisk Values on top of Node Valussction

Each orange column displays the project budget of each n@Qutetop of each column in yellow is
indicating the Cost mean (minimum, most likely and maximum cost impacts summed together and then
divided by 3) for each risk within that nod# a node does not contain risks, it is not shown on the graph.

TheRisk Percentage per project as a percentage of Total Reskionshows the total value of risk of all
nodes and the percentage of risk each node is carryidgthe quantitative minimum cost impacts across
all projects are summed togethef hen the amount of summed minimum cost impact within each node is
shown as a percentage of all the projects minimum cost impacts.

Risk Percentage per project as a percentage of Total Risk

Project Value Risk P-Mean Risk Min Risk Expected Risk Max Risk Likely

Maintainance and Service Contracts -|IN [ ]
Spain - Madrid Metro -|

Denmark - Malmo Oresund Bridge Train
In-Service -|

Italy - Rome Scooter Express -|
Argentina - Buenos Aires Subway -|
UK - London Underground - ]

USA - Chicago Trams -

Japan - Tekyo Water Bus -| | | ]
Manufacture -

Dublin Trams

NZ - Christchurch South West Trains -|
Australia - Sydney Fast Ferries -|
China - Beijing Electric Bicycles -
Design -|

Manual Project Team -|

0% 100% 0% 50% 100% 0% 50% 100% 0% 50% 100% 0% 50% 100% 0% 50%

Figurel23¢ The Risk Percentage per project as a percentage of Total Risk section
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TheSortoption enables you to sort the graph by different columns: Project Value, RidaR Value, Risk
Min Value, Risk Expected Value, Risk Max Value, Risk Likely ValuavieaskFercentage, Risk Min
Percentage, Risk Expected Percentage, Risk Max PerceRiagé.ikely Percentage.

Field Where located
Project Value Edit Node Data / Description / Project Budget
Current Probability Edit / Quantitative / Current Scenario / Prob (%)

Minimum, Most Likely andMaximum  Edit / Quantitative / Current Scenario / Cost (£) for
cost values Minimum, Most Likely and Maximum

Classification: Internal Paged5 of 230



TheRIC/ROC Provisidndicates the amount of budget required to cover high level risks (RIC), risks which
do not need funding at this time (ROC).

The report includes the options around the Project Value that you can select.

The Project Value list:

Probabilistic Mean Sums all the Probabilistic Mean values of the risks on screen.

Expected Sums all the Expected values of the risks on screen.

Maximum Sums all the Maximum values of the risks on screen.

Minimum Sums all the Minimum values of the risks on screen.

Likely (> 50%) Sums all the values of the risks with a Probability of 50% or over on scree
Risk Allocation Sums up the risk allocations of all risks on screen.

Action Allocation Sums up the&Current Spenaf all actions related to the risks on screen.
Total Allocation Sums theRisk Allocatiorand Action Allocationof risks on screen.

No matter what you selected from theroject Valudist, the top section provides the Praitigated,

Current and Target pie charts showing tihenberof risks which have been identified B$C ROCLPH]

Void or Unassigned RICrepresents Risk Inside Cogthese are risks that have a high Probability and

Impact and therefore must have funding put asidROCepresents risks with a lower Probability and

Impact and are not deemed to need funding at this moment in titn@Hkepresents risk with a Low

Prabability but High ImpactAlthough funding will not be available in the same way as RIC risks, these risks
still need regular monitoringVoid means that these risks have been assessed but the impacts have been
deemed norexistent. Unassignedneans these risks have not been assessed yet.

The bottom graph shows each provisional type againsfPitababilisticMean (selected from th@roject
Valuelist).

Again, the risks are categorised into RIC, ROC, LPHI, Void and Unassigmedision Cosaxis shows Pre
mitigated, Current and Target lines representing the aggregated values of the risks.

TheProvision Coslines are showing the provision for each category.

For the following exampld2robabilistic Meanwas selected.

Classification: Internal Paged6 of 230



Exposure Pre-mitigated

Unassigned
RIC
RrOC

W ric 7 H ric
M roc 8 M roc
1 et 0 [ ehr

void o Void

Unassigned 1

12 -

g

3

8

E 3

A

o

Unassigned

Total 16 risks (Project ‘Corporate’) Date

Exposure Current

1

Exposure per Provision

2 05.04.17

Exposure Target

Unassigned RIC

LPHI

RIC ROC

1 pre-mitigated Risk Count
| current Risk Count

|| Target Risk Count

Provision
Pre-mitigated Provision Cost

~—#— Current Provision Cost

—4— Target Provision Cost

H ric 2
M roc )
[ Lerr 4
Void o
Unassigned 1
- £20,000,000
- £18,000,000
|- £16,000,000
|- £14,000,000
|- £12,000,000 g
]
- £10,000,000 .8
- £8,000,000 £
|- £6,000,000
- £4,000,000
- £2,000,000
....._ Lo
Unassigned

Print Edit Close

Figurel24¢ TheRIC/ROC Provisiagraph

Fields required for this report

Qualitative Current Probability impact

Qualitative Current Cosimpact (Minimum, Most Likely

and Maximum)
Risk Allocation

Action Cost

Classification: Internal

Where to locate the fields
Edit / Qualitative / Current Scenario

Edit / Qualitative / Current Scenario

Edit / Allocation / Manual

Edit / Treatment / Edit / Current Spend
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This dashboard shows the financial impactigks or budget allocations over a period of time (past or

future).

|~

Value

£ 65,000,000 ~

£60,000,000

£ 55,000,000

£50,000,000 o

£ 45,000,000

£ 40,000,000 o

£ 35,000,000 o

£ 30,000,000 +

£ 25,000,000

£ 20,000,000

£ 15,000,000 +

£ 10,000,000 4

£ 5,000,000

/

Total Node Values from 17.05.16 to 17.05.17

Node Values

Futifa >

£0 -

17.05.16

17.06.16

17.07.16

—+— Corporate - Current - Expected

Figurel25¢ TheExposure Profildutton and report

17.08.16

17.09.16  17.10.16

Corporate - Current - Maximum

17.11.16

171216 17.0L.17  17.02.17

Corporate - Current - Minimum

Before the chart can be created, the system asks a few initial questions:

Use Risks From

Risk Status Set

Active Only

Restricted Risks

Restricted

Select Periods

Daily | Weekly

Multi-Select Project Values

Current Node & Descendants

Al

All Present (exc Deleted)

Quarterly

Probabilistic Mean
Expected

Maximum

Likely (>50%)
Risk Allocation
Action Allocation
Total Allocation

Select Report Start Date

|lZ.Dl 20

Select Report Finish Date

[22.0121

Multi-Select Scenarios

Pre-mitigated
Current
Target

Figurel26 ¢ TheExposure Profildutton and report

Node & Next leve

Draft Only

Next level only

Node & Next 2 levels

Retired Only | More.

Generate Report

17.03.17  17.04.17  17.05.17

More...

Close

TheUse Risks Frorsection enables you to identify which risks will be used in the repbiieGrid Filter
option relates to the risks currently showing on the main scre®@ther options include the risks within the
current or subsidiary nodes.

Classification: Internal

Paged8of 230



TheRisk Status Setlates to the status of risks you want to report on.

TheRestricted Risk& a
selected.

2yt @

GAraArot S A FandvdlldepdttiordréstridteN Bsksif NA OG SR Q

TheSelect Graph Period®lates to how you would like the graph to display change over a period of time

i.e.,weekly, monthly, quarterly.

TheMulti Select Project Valuebst will be used to generate the graplou can select many options (by
holding down theShiftkey on your keyboard).g.,showing the minimum, most likely or maximum cost

levels over a period of time.

TheSelect Report Start Datand Select Report Finish Dateoth indicate the time period you would like to

see in the report.

TheMulti-Selected Scenarisection is asking if you wish the report to show the-pritigated, current or

target state of the risks.

Fields required for this report

Risk Start Date

Risk Finish Date

Quantitative PreMitigated Probability
Quantitative Current Probability
Quantitative PostMitigated Probability

Quantitative PreMitigated Cost assessment impacts

Quantitative Current Cost assessment impacts

Quantitative PostMitigated Cost assessment impacts

Risk Allocation Start Date
RiskAllocation Finish Date
Risk Allocation

Action Allocation

Classification: Internal

Where to locate the fields

Edit / Position & Timeline / Start Date
Edit / Position & Timeline / End Date

Edit / Quantitative / PreMitigated / Prob (%)
Edit / Quantitative / Current / Prob (%)
Edit / Quantitative / Target / Prob (%)

Edit / Quantitative / PréMitigated / Cost (£)
/ Minimum, Most Likely and Maximum

Edit / Quantitative / Current / Cost (£) /
Minimum, Most Likely and Maximum

Edit / Quantitative / Target / Cost (£) /
Minimum, Most Likely and Maximum

Edit / Allocation / Allocation Available
Edit / Allocation / Allocation Expires
Edit / Allocation / Manual

Edit / Treatment / Select an Action / Edit /
Current Spend

Paged9 of 230



5.8.1.6. ProjectValue/Exposure

This report shows the amount of rislach project is managing.
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Classification: Internal

Figurel27 ¢ TheValue/Exposurebutton and report
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The report contains 3 sections:

Project Value vs Project Risk as % Shows the project budget, how marigks the project
contains and the percentage of risk (using the Quantitative
Current Cost Most Likely impact divided by the project
budget).

Risk Value vs Project Risk as % Shows the risk budget, how many risks the project has and
percentage of risk (using the Current Cost Most Likely imps
divided by the project budget).

Risk Value Project Risk shows how much percentage of risk each proj
carries.

Project Value is the Project Budget.

Risk Value shows the summed current cost impacts of the
within each project.

If you rest your mouse cursor on any of the circles, a short summary will appear.

If a project has less than 5% risk, it will not show on the graph. If a project has more than 5% risk but very
few risks, the graph will shothe name of the project without a circle.

If a project is critical to the business, it will be displayed as a red circle. If a project is not critically, it will be
displayed as a green circle. If the rating assessment has not been conducted on a project, the circle will be
grey.Note: The colours are configuratitewever the legend will provide the appropriate indicators.

The size of the circle relates to the number of risks within a project. The projects with the highest number
of risks (in comparison with the other projects on the graph) will attain large circles and the projects with
relatively low number of risks witlave the smaller circles.

Fields required for this report Where to locate the fields

Project Value for each project EditNode Data / Description

Risk Budget for each project Edit Node Data / Description

Project Rating (is the project critical or not to the Edit Node Data / Assessment / Rating
business)

Quantitative Current Cost Most Likely impact for each ri¢ Edit, Quantitative
within the project

Classification: Internal Pagel01of 230



This dashboard shows the timeline of active risks and their actions, along with the allocation start and
expiry dates.

Assessel

Figurel28¢ TheRisk Gantt Charbutton and report

The panel has red and green background colours. Any risks within the red shaded area are historical (l.e.,
LINA2NJ G2 (2RI &8Q&a RIGSO® lye Nxala FyR FOGA2ya 4A

The lefthand column shows the risks as the left margin and their relative actions indented.
Risks in black text do not have any actions. Risks in red text have actions.

Actions which are black indicate the action start date is before the risk start date. Actions in red mean the
start date of the action is on/after the start date of the risk.

In the middle of the screen are the risks and actions durations represented by bars.
The colour of the risk bars indicates the qualitative cost impact shown on the Heatmap for each risk (e.g., if
a risk has a Heatmap score of 16, it will display as a red bar). A grey risk bar means the qualitative

assessment has not been conducted yet.

Actions are also colour coded and the various colours are based ésmghementedand Effectivenesof
the actions.

Green bar If an action is 100% complete and considered fffective

Amber bar The action is considered still in progress unless it is 100% complete
(even if theEffectivenesss 100%).

Red Bar If an action is 100% implemented but not fully effective.

At either end of a bar there should be a triangle which represents the alloc&tamhand Expirydates
which are also colour coded.

Green Start symbol No actions start before the allocati@tart Date

Classification: Internal Pagel02of 230



Amber Start symbol Either there are no actions, or 1 or more actions start before the
allocationStart Date

Red Start symbol TheAllocation Start DatgAllocation Availablgé does not commence
until after an action finishes.

Green Finish symbol The risk and actions finish before tB&piry Date
Amber Finish symbol Allocation expires before the risksnish Date
Red Finish symbol Allocation expires before the actiofsnish Date

The start and finish times of each risk and action is displayed. The veldickline represents today.

At the top of the graph is a slider bar, which enables you to zoom in and out. This allows your data to be
displayed in years or months as appropriate.

You can edit the data direct from this dashboard. For example, by clicking on the coloured bar allows you
to edit the start and end date of the risk. By clicking on the arrows, this enables you to edit the start or end
of the risk allocation.

Fields required for this report Where to locate the fields

Risk Name Edit / Definition / Name

Action Description Edit / Treatment / Action Description

Quantitative Proximity of each risk Edit / Position & Timeline / Start Date

Risk End Date Edit / Position & Timeline / End Date

Duration of each action Edit / Treatment / Select an Action / Edit /
Start Date (Baseline) and Finish Date
(Baseline)

Allocation Edit / Allocation / Manual

Allocation availability Edit / Allocation / Allocation

Available and Allocation Expires

Action Start Date Edit / Treatment / Edit / Start Date (Baselin
or Forecast)

Action End Date Edit / Treatment / Edit / Finish Date
(Baseline or Forecast)

Classification: Internal Pagel03of 230



Eachradial graph reviews risks fromd#ferent views

TheRadial Risk Fximity showsthe various levels of proximity and then by option selected from the
Segmentist.

TheRadial by Qualitative Probabilityshows the qualitative probability of the riskad then the segments
you choose from th&egments List

TheRadial by Quantitative Probabilitghows quantitative probability of the risks and then the segments
you choose from th&egments List

By Secondary Nodes

Classification
Severity
Criticality
Phasetype
Maturity
Dataquality
Risk Status
Risk Category
Risk State
Exposure
Calculationmethod
Organisation
Objectives

Figurel29¢ TheSegmentList

The options you can choose from are:

By Secondary Nodes

Classification
Severity
Criticality
Phase type
Maturity

Data Quality
Risk Status
Risk Category
Risk State
Exposure

Calculation method

Classification: Internal

The key nodewiithin the portfolio (secondary level nodes underneath the ver
top node).

The bullseye segments are the different classifications of the risks.

The bullseye segments are the different levels of impact on the project.
Obsolete option.Please do not use.

The bullseye segments show risks in different phases.

The bullseye segments show the various maturity levels of the risks.

The bullseye segments show the quality of information the risks are based L
The risks status.

The category a risk may impact.

The status of each risk.

How often will the company be exposed to a risk?

How the qualitative assessment be used.

Pagel04of 230



Organisation The organisation with overall responsibility for the risk.

Objectives Objectives which could be impacted by a rigkis will be updated later to shov
the objective nameselating to each segment.

You carfurther refine the databy Restricted Risk§cenarioand Impact.

The colours of the dots are the colour of the risk from the heatmap, for the selected impact. Clicking on
any of the dots enables you to edit that specific risk.

The information table below the graphic will provide either the worst impact where All impacts have been
selected or the specific impact where a singular impact has been selected. The risk ID, Summary/Title and
Proximity will also be listed. A start aadd date must have been captured for the calculated proximity to

be displayed.

Construction Business : Impacting

2 (C0003 (Proximity = -167): Warehouse unavailable
8 C0077 (impact: Environment) (Proximity = -411): Severe weather damage
23 C0028 (impact: Environment) (Proximity = -411): Severe weather damage

27 C0033 (impact: Environment) (Proximity = -44): Concreate pour is delayed due to extreme heat

Figurel30¢ TheRadial Graphics Information Table

5.8.1.9. Radial Risk Proximity

TheRadial by Proximitygraph will always show thearious levels of proximity as the red, orange, and
green circles and your selection from tBegment Lisas segments within the bullseye.

For example, if you choo$&lassificatiorthe following graph will appear:

[ :

Risk Proximity Radar 13/03/2017 by 22 Filtered Risks: Scenario: Current

Figurel31¢ TheRadial by Proximityith Classificatiorsegments
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5.8.1.10.Radial Risk Qualitative Probability

TheRadial by Qualitative Probabilitis very similar to the Radial Risk by proximity dashboahds time
the bullseye circles are split by the qualitative probability of the risks and then the segments you choose
from the Segments ListHere is an example:

Radial by Project u
~

Risk Qualitative Radar 13/03/2017 by 22 Filtered Risks: Scenario: Current I

Figurel32¢ TheRadial by Qualitative Probabilityith Classificatiorsegments
In the above graph, the inner circles represent each risk qualitative probability:

Zone 1: 6 Certainty (C)

Zone 2: 5 Very High (Very Highver 70%)
Zone 3: 4 High (HigiBetween 56%69%)

Zone 4: 3 Medium (MediumBetween 31%55%)
Zone 5: 2 Low (LowBetween 11%30%)

Zone 6: 1 Negligible (NegligiblBelow 10%)
Zone 7: 0 Zero (is zero, will not happen)

The segments represent the classifications.

Classification: Internal Pagel060f 230



5.8.1.11.Radial by Quantitative Probability

TheRadial by Quantitative Probabilitys very similar to the previous dashboards. The bullseye circles are
split by the quantitative probability of the risks and then the segments you choose fro®etip@ents List
Here is an example:

(wgamyroes @
Risk Quantitative Radar 13/03/2017 by 22 Filtered Risks: Scenario: Current I

Figurel33¢ TheRadial by Quantitative Probabilityvith Classificatiorsegments

Ly GKS F02@3S RIFIaKo2FNRX GKS AyySNI OANDf Sa NBLINBaS
Zone 1: >80% to 100%

Zone 2: >60% to 80%

Zone 3: >40% to 60%

Zone 4: >20% to 40%

Zone 5: >0% to 20%

Zone 6: 0/ Not scored

The segments represent the classifications.

The object colours relate the Heatmap colour of the risks. White objects mean the risk has not been
assigned the search information. Diamasithped risks indicate more risks to view.

Classification: Internal Pagel07of 230



Fields required for tiis dashboard Where to locate the fields

Probability Edit / Quantitative / Quantitative Current
Probability
A risks quantitative proximity Edit / Position & Timeline / Start Date
Arisks classification Edit / Classifications / Classification
Risks severity Edit / Qualitative / Treat Level
Project Phases Edit Node Data / Phases
and

Edit / Position & Timeline / Phase Type
Risks maturity Edit / Review Record / Maturity
Thequality of the information the risk is based on Edit / Review Record / Quality

The category which could be impacted by a risk Edit / Classifications / Category

Risks status Edit / Review Record / Status
Risk state Edit / Review Record / State
Risks exposure level Edit / Qualitative / Exposure

Risk calculation method Edit / Qualitative / Type

Owning Organisation Edit / Responsibility / Owning Org
Objectives Edit / Linked Objectives
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This dashboard useshallseye chart to show the critical and naoritical projects within a node.

Programme Radar Radial 14/11/2016
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Key
Zone 1: Critical (score=2)
Zone 2: Not Critical (score=1)
Zone 3: [none] (score=0)
Segment 1: Corporate
Segment 2: Brexit
Segment 3: Design and Manufacturing Contracts
Segment 4: Maintainance and Service Contracts
Segment 5: Research Blue Sky Travel
Segment 6: Specialist Functions

Corporate : Critical

1 Corporate
Corporate : Not Critical
No results.
Corporate : [none]

No results.

Brexit : Critical

Figurel34 ¢ TheRadial by Projecbutton and report

In the example above, Corporate is the parent nedeéch has 5 child nodes (i.e., Brexit, Design and
Manufacturing Contracts, Maintenance and Service Contracts, Research Blue Sky Travel and Specialist
Functions). Each of the child nodes has a segment of the bullseye. Within each segment shows further
chid nodes. In the example above the Brexit segment shows number 63, 35 and 64. 63 represents a child
node of Brexit that has been assessed as critical to the business. 35 represents a child node that is not
considered critical to the business and 64 ¢had node of Brexit which has not been assessed. The inner
red circle relates to projects which are considered critical, the middle green circle represents projects which
are not considered critical, and the outer grey circle means these projects hayetrizeen assessed.
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Each child project is represented by a circle or a star. The circle represents projects, and the star represents
programmes.

If a project is represented by a red object, the project has been assessed as having critical weaknesses. An
orange object represents serious weaknesses, a yellow object represents minor weaknesses, and a green
object means the project is considered omget.

Fields required for this dashboard Where to locate the fields

Project Rating (is the project critical or not to the Edit Node Data / Assessment / Rating
business)

Project Score Edit Node Data / Assessment / Score
Project Type Edit Node Data / Assessment / Node Type
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This report displays the number of risks®tatus, Level and Categoriegether with the probabilistic
mean.

g8 8 B B B B

—

casgor

I

B ooy o -
Figurel35¢ TheManagement Summargashboard
Fields required for this dashboard Where to locate the fields
Risk Status Edit / Review RecordS3tatus
Project Score Edit Node Data / Assessment / Score

Quantitative Current Cost assessment impacts for each Edit / Quantitative / Current / Cost (£) /
risk Minimum, Most Likely and Maximum

Qualitative Current Cost assessment impact for eaitk  Edit / Qualitative / Current / Cost

Category that could be impacted by a risk Edit / Classifications / Category
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This report displays theame information as the Management Summary Report, howdwethis report
you can select a Report Start Date which will provide you a dashboard of the risk information for that date.

Use Risks From

Grid Filter Current Node & Descendants Grid Selection

Risk Status Set

(%]
m

: Active Only n Progress (inc Quarantined Only Retired Only Mar

L}
it
K

Restricted Risks

\
| Restricted A

Select Report Start Date
09.04.22

|  Scenario’

Pre-mitigated Target

Generate Report Clase

Figurel36 ¢ TheManagement Summary Historical Configuratigranel

Fields required for this dashboard Where tolocate the fields
Risk Status Edit / Review Record / Status
Project Score Edit Node Data / Assessment / Score

Quantitative Current Cost assessment impacts for each Edit / Quantitative / Current / Cost (£) /
risk Minimum, Most Likely and Maximum

Qualitative Current Cost assessment impact for each ris Edit / Qualitative / Current / Cost

Category that could be impacted by a risk Edit / Classifications / Category
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As the name suggests, this dashboard provides an overview of the risks against the project value of the
node and subsidiary nodes. It gives several graphics showing the risk impacts and categories plus list of the
top financial (by probabilistic mean) anidks with closest quantitative proximity. Finally, it breaks down

this risk into each categorisation and list the top N according to probabilistic mean.

The report works with the current risks but can be asked to provide output at a given date.

Use Risks From

Grid Filter Current Node & Descendants Grid Selection

Risk Status Set

Active Only In Progress (Active, Attested) Draft Only Retired Only More...

Top N (risks)
E |

Select Report Start Date
122.07.20 |

Scenario

Pre-mitigated Target

Generate Report Close

Figurel37¢ TheProject Risk Summargonfigurationpanel
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Total 27 risks (Project 'Design and Manufacturing Contracts') Date: 31.10.18

Project
Design and Manufacturing Contracts

Manager Sponsor Data Set Total Risks
Master 27
Summed Node Budgets Node Budget Allocated Risk Budget Unallocated Risk Budget
£85,125,840 £15,000,000 £2,745,146 -£2,595,146
Summed Risk Budgets Node Risk Budget (contingency)
£2,575,168 £150,000

Risks against Aggregate Project Value

Min' Risk (%) Exp’ Risk (%) Max' Risk (%) Likely (%) Prob’ Mean (%)
4 11 20 6 6
£3,892,998 £9,683,165 £17,182,999 £5,550,000 £5,803,474

Risks against Project Value

Min' Risk (%) Exp’ Risk (%) Max' Risk (%) Likely (%) Prob’ Mean (%)
4 11 20 6 6
£3,892,008 £0,683,165 £17,182,999 £5,550,000 £5,803,474

Mumber of Risks by State Number of Risks by Status

Unassigned

Quarantined

New
Live
Active
@ active 20 @ quarantined 7 ® Live 15 @ New 5 () Unassigned 4
~
Number of Risks by Level
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7
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6
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Top Financially Rated Risks (by Probabi

Code Project Title Mitigation Prox. Cost Score Prob Mean Alloc.
Understand and address
where technical and market

Space Exploration and There is  risk that There is a severe lack knowledge is weak, how to

0005 Travel of specialist resource in space scientists. improve that knowledge and £1,875,000  £300,000
conduct the necessary
communication
Identify if previous testing
c0334 High Speed Train There_ is a risk that Flight path results are was sufficient, |de_ntlfv what _as2 £1,416,666 £53,146
v2020 unreliable has changed and if new
testing is required.
. o . Identify and address
Space Exploration and There is a risk that Composite technology .
C0003 Travel may not have required strength strength weaknesses in new -913 £1,400,000 £150,000
composite product.
Hioh Speed Trai There is a risk that Communication e e e e
Co004 ‘2%20"“ Lelld receiver (which shares data with other ~ © “.;“-?Et <l % “"3 "“t‘”d -750 £416,666 £100,000
K space equipment) dees not work. (PROINEE Gl L8 Gl e OOF
source alternative product
Design and . . " B
o310 Manﬂfm“rmg There is a risk that Tenderers decline  Understand the gaps in the o, = 227,500 £100,000
bidding current tender and rewrite it.
Contracts
5[v] «|<[2]>]»
Risks with Closest Proximity
Code Project Title Mitigation Prox. Cost Score Prob Mean Alloc.
Design and o . .
c0310 Manufacturing There is a risk that Tenderers decline Understand the gapsin the o, 35 £227,500 £100,000
Contracts bidding current tender and rewrite it.

Asbestos registers provided
to the contractor for Hangar
8. Contractor to undertake

High Speed Train e a Type 3 survey during design
Cc0297 v2020 There is a risk that Discovery of asbestos period. This intrusive survey -491 10 £7,583 £5,000
cant be dene pruior to
contract as building needs to
be unoccuopied.
Design and There is a risk that Strengthening of Identify the extra weight of
co291 Manufacturing structure required to support new the flues and the stress -568 £758 £500,000
Contracts external flues limits of the hangar.
Operations are often not
Sl
Co304 Manufacturing There is a risk that Operational exercises ey 3 -568 £14,083 £250,000
maintained with Base to
Contracts q
ensure that adequate notice
is obtained if possible.
Design and There is a risk that Strengthening of Identify the extra weight of
coa14 Manufacturing structure required to support new the flues and the stress -568 £758 £500,000
Contracts external flues limits of the hangar.
5 « <1 »
Risk Categories
Safety
Code Project Title Mitigation Prox. Cost Score Prob Mean Alloc.
Identify if previous testing
0334 High Speed Train There is a risk that Flight path results are was sufficient, identify what g, £1,416,666 £53,146
v2020 unreliable has changed and if new
testing is required.
Asbestos registers provided
to the contractor for Hangar
8. Contractor to undertake
0297 (I Spe=d] Thats There is a risk that Discovery of asbestos 1YPe 3 survey during design g, 10 £7,583 £5,000
V2020 period. This intrusive survey
cant be done pruior to
contract as building needs to
be unoccuopied.
DE Tech 10, references
relevant documentation. UFC
details all the relevant
sections of the NFPA, ETL 02-
Design and P - 15 references the relevant
C0303 Manufacturing There s a risk that Clarity in adherence american standards. All fire -700 10 £5,016 £7,000
of fire standards . :
Contracts engineering sub-contractors
to be LPC approved. If crown
fiore standards are more
stringent, then these are to
be utilised.
Acquisition Project Management
Code Project Title Mitigation Prox. Cost Score Prob Mean Alloc.
Design and p " .
: There is a risk that Tenderers decline  Understand the gaps in the
C0310 Manufacturing bidding current tender and rewrite it. -281 35 £227,500 £100,000
Contracts
Technical
Code Project Title Mitigation Prox. Cost Score Prob Mean Alloc.
. P . Identify and address
Space Exploration and There is a risk that Composite technology :
C0003 Travel may not have required strength Strellglf’ weaknesses in new -913 £1,400,000 £150,000
composite product.
P [ understand how product has
- . There is a risk that Communication
High Speed Train & B 5 changed and how new
C0004 v2020 receiver (\frhlch :;h:res dat: W|tl'||( other product can be adapted or -790 £416,666 £100,000
EZCEREIU DIERAU GO RN O source alternative product
Keep abreast of personal
- technology use by customers
: . There is a risk that Customer technology ; f
High Speed Train ¢ V' and review how technical
€0323 v2020 ir:i)"]i‘\]te more advanced by the time train improvements can be made -668 35 £38,666 £15,000
during the life of the
manufacture
Review the current weight
Design and There is a risk that Strengthening of limits, test the stress points
0298 Manufacturing structure required to support overhead  and identify what options -700 £17,333 £275,000
Contracts gantry. there are to strengthening
the gantry. v
Nacian and Thara ic a rick that Shranathaning f Tdantify the avies wainht of

Figurel38¢ TheProject Summanrputton and report
The top section provides information about the project such as who the manager is, how manlyaisks

project holds, the project value, the risk contingency budget and how much of the risk budget has been
allocated so far.
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The Risks against Aggregate Project Value section is showing:

aAyQ wAa Thisis the current minimum-Boint estimate of every risk within the project and
subsidiary projects summed together.

9ELIQ WwA

a This is the current most likelyint estimate of every risk within the project and
subsidiary projects summed together.
al EQ wA & Thisis the current maximumyint estimate of every risk within the project and
subsidiary projects summed together.
Likely (%) This is the PMean of every risk within the project which has a probability of 50 or

higher.

t N2 0 Q a S Thisisthe minimum, most likely anteximum 3point estimates summed together
and divided by 3 for each risk and then the result of each risk summed together f
the project and any subsidiary projects.

TheRisks against Project Valisection shows the following:

aAyQ wa

Q)¢

This is the current minimum-Boint estimate of every risk within the project summe
together.

9 ELJQ wA & Thisis the current most likely@int estimate of every risk within the project
summed together.

al EQ wA & Thisis the current maximupoint estimate of every risk within the project summe
together.

Likely (%) This is the PMean of every risk within the project which has a probability of 50 or
higher.

t NB 0 Q a S Thisisthe minimum, most likely and maximurgpdnt estimates summed together
and divided by 3 for each risk and then the result of each risk summed together.

TheNumber of Risks by Statgraph is showing in percentages the number of riskSystem State
System states are generally Quarantir':L Active™ and Close (retired).

TheNumber of Risks by Statugraph is showing in percentages the number of riskRisi Status The
values are generally client specific and may be subsets of the system state Active.

TheNumber of Risks by Levglaph is displaying risks against the qualitative assessment level e.g., 7 risks
have been qualitatively assessed as havihtighncost impact. This graph also shows a black line which is
the summative probability mean of the risks within the highst impact assessment column.

TheNumber of Risks by Categogyaph is displaying the number Ghtegoriesand the black line
represents the summed probability mean of the risks within each category.

The Top Financially Rat&isks (by Probabilistic Mean) section is showing the risks with the highest Current
Probability Mean. The Current Probability Mean column is sorted.
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TheRisks with Closest Proximityraph is displaying the risks with the closest quantitative proximity to
today. This means the system reviews the current date ag8iast Dateof the risk. Théroximity

column is sorted.

Fields required for this report
Project Manager
Project Sponsor

Dataset used for this project

Project Value for every project

Risk Contingency for every project

Quantitative Current Probability

Quantitative Current Cost assessment impacts for each

risk
Risk Status

Qualitative Current Probability

Qualitative Current Cost assessment impact for each ris

Category that could be impacted by a risk
Risk Title

Mitigation

Quantitative Proximity

Allocation

Classification: Internal

Where to locate the fields

Edit Node Data / People / Risk Manager
Edit Node Data / People / Project Sponsor
Only administrators will have this option:

Edit Node Data / Formats & Settings /
Dataset

Edit Node Data / Description / Nodeidget

Edit Node Data / Description /Node Risk
Budget (Contingency)

Edit / Quantitative / Current / Prob (%)

Edit /Quantitative / Current / Cost (£) /
Minimum, Most Likely and Maximum

Edit / Review Record / Status

Edit / Qualitative / Current / Prob

Edit / Qualitative / Current / Cost

Edit / Classifications / Category

Edit / Definition / Name

Edit / Treatment / Primary Treatment
Edit / Position & Timeline / Start Date

Edit / Allocation / Manual

Pagell7of 230



5.8.1.16.CategorySummary

This dashboard shows you thember of risk by Category together with thprobabilisticmeandetails of
the riskswhich you have selected on the main screen.

Management Category Summary Dashboard u

Total 11 risks (Project 'Tall Building Project') Date: 28 November 2023 15:20:00

Number of Risks by Category

[ £ 250,000
217.1K

I- £ 200,000

- £ 150,000

pMean

[~ £100,000

Category Count

[~ £50,000

-£0

I cstezory count —&— pMean
Configure Close
Figurel39¢ TheCategory Summarpanel
Fields required for this dashboard Where to locate the fields

Quantitative Current Cost assessment impacts for each Edit /Quantitative / Current / Cost (£) /
risk Minimum, Most Likely and Maximum

Category that could be impacted by a risk Edit / Classifications / Category

Note: By clicking on the Pmean key you can remove the line graph information.
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5.8.1.17.Single Risk Summary

This dashboard shows you the details of a risk which you have selected on the main screen.

Risk Dashboard

Definition
Code Summary
UK LU 0336
Project Owner Category Classification
UK - London Underground Risk Owner 3 Safety Operational
Allocation Proximity Comments
£4,868,339 -9 manager Updated Risk 23 April 2020 14:36:42
Risk
Severe weather damage sustained by tracks over 4 months
Causes - why could it happen? Effects - what could happen?
« Electric boxes and tracks damaged due to lightning, frost and extremely low temperatures « Trains may need to be adapted for future severe weather
* Ballast issues
Scenarios & Impacts
Pre-mitigated Scenario Current Scenario
Probability Level Probability Probability Level Probability
Very High 75% High 65%
Pre-mitigated Impact Levels Current Impact Levels
Id Impact Exp Max Exp Max
cost Medium 6500000 8000000 0 cost 5000000 6000000
1 time Very High 100 150 1 time 45 70
2 performance [NEGHILY 15000 20000 2 performance
3 reputation Medium 3 reputation
4 Health and Medium 2 Health and
Safety Safety
5 Legal
Target Scenario
Probability Level Probability
Medium 50%
Target Impact Levels
Id  Impact Level Min Exp Max
0 cost 2000000 5000000
1 time 30 60
2 performance
3 reputation
Health and
4
Safety
Treatment & Actions
Primary Treatment Objective
Develop new processes or to safe guard
Type Owner
Control Risk Manager 6
Actions
Code Name Description Owner Instance  Finish Da... Progress Act Status  Current ...
Not-
A0768 Redisign trains Redisign trains Response 17.01.20 0 Approved 0
: Overdue
Not-
H ly of Risk
A0338 Ve 8 SUppTY © > Fallback  04.0220 © Approved 0
ballast Owner 9
: Overdue
Agree way Work with customer to understand the findings and how the current oo lves
A0096 forward with maintenance contract can cope. If not, how the contract can be Control 100220 75 §
Manager 5 Overdue
Customer updated to address extra costs.
gather Identify critical or single point parts that may be damaged. - ve :
ADDg5  MMOrMENONONyy derctand the suppliers, lead times, costs and potential delaysto Control 50 Partially 0
replacement Manager 6 X
e current trains if there parts were not procured. effective
Edit Risk Bowtie Print Configure Close

Figurel40¢ TheSelected Riskanel

TheSelected RiskRlF a8 Ko 2 NR a

LINEGARSA Yy SRAGIOES 20SNIBIASSH

assessment, mitigation plan and actions. This is the same &igkéashboard

Classification: Internal
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Fields required for this report
Risk Summary

Project

Risk Owner

Category

Classification

Allocation
Quantitative Proximity
Comments

Risk Title

Cause

Effect

Quantitative Premitigated Probability
Quantitative Premitigated Cost assessment
Quantitative Current Probability

Quantitative Current Cost assessment

Quantitative Target Probability

Quantitative Target Cost assessment

Mitigation

Type

Owner

Action Name
Action Description

Action Owner

Classification: Internal

Where to locate thefields

Edit / Definition / Summary

Edit / Position & Timeline / Project Node
Edit / Position & Timeline / Owner

Edit / Position & Timeline / Classifications /
Category

Edit / Position & Timeline / Classifications /
Classification

Edit / Allocation / Manual
Edit / Position & Timeline / Start Date
Edit / Commentary

Edit / Definition / Name

Edit / Definition / Cause

Edit / Definition / Effect

Edit / Quantitative / Pramitigated / Prob (%)
Edit / Quantitative / Premitigated / Cost (£)
Edit / Quantitative / Current / Prob (%)

Edit / Quantitative / Current / Cost (£) / Minimum
Most Likely and Maximum

Edit / Quantitative /Target / Prob (%)

Edit / Quantitative / Premitigated / Cost (£) /
Minimum, Most Likely and Maximum

Edit / Treatment / Primary Treatment Objective
Edit / Treatment / Primary Treatment Type
Edit / Treatment / Owner

Edit / Treatment / Edit / Title

Edit / Treatment / Edit / Description

Edit / Treatment / Edit / Owner

Pagel200f 230



Instance Edit / Treatment / Edit / Action Type

Finish Date Edit / Treatment / Edit / Finish Date
(Baseline) or Finish Date (Forecast)

Progress Edit / Treatment / Edit / Implemented
Action Status Edit / Treatment / Edit / Effectiveness
Current Spend Edit / Treatment / Edit / Current Spend (£)

Classification: Internal Pagel21of 230



58.1.18¢ 2 LJ WYy Q wAala

This dashboard is designed to show the most cost impacting or proximity impacting risks across a single
node, or the portfolio and you dictate whether you want the top 5, 10 or whatever number.

% x

Top Financially Rated Risks (by Probabilistic Mean)

Code |Project Title Mitigation Prox. Cost Score Prob Mean Allac.
co43s Corperate There is a risk that Tensions between Fr... Reinforce the strong relatio... 109 £5,466,566 £7,000
co43s Corperate There is a risk that several currently dev... Establish a team to spedific.. 109 £2,583,333 £10,000
coa40 Corporate There is a risk that financial service cont... At present, wait until the Br... -109 £2,475,000 £25,000
co4da Corporate There is a risk that we reduce or even c... Although our power to influ_. -109 £2,200,000 £50,000
co3s2 Corporate There is a risk that stakeholders may wi.. Need to understand the und... -71 £1,200,000 £0

Risks with Closest Proximity

Code Project Title Mitigation Prox. Cost Score Prob Mean Alloc.
c0349 Corporate There is a risk that New trading laws ma... Understand the impact on o... -40 £195,833 £671,691
c0362 Corporate There is a risk that stakeholders may wi... Need to understand the und... -71 £1,200,000 £0
c0350 Corporate There is a risk that Political tensions are.. Understand the Chinese gri_. 83 £24,000 £413,348
c0443 Corporate There is a risk that Suppliers move their... If we are a key customer =_. -109 £293,333 £10,000
c0441 Corporate There is a risk that Experts seeking exp_. Even though we have litle . -109 £533,333 £800,000

Top Qualitative Rated Risks

Code Project Title Mitigation Prox. Cost Score Prob Mean Alloc.
co438 Corporate There is a risk that several currently dev... Establish a team to specific.. -109 £2,583,333 £10,000
coaaz Corporate There is a risk that UK have less/no infl We are unable to react until -109 £795,666 £5,000
co3s1 Corporate There is an opportunity that Chinese Go_ Understand the timing, bud 205 -£2,083,334  £301,153
coaag Corporate There is a risk that financial service cont... At present, wait until the Br... -109 £2,475,000 £25,000
coooz Corporate There is a risk that USA customer is well__ Understand the alignment d_ -377 £5,833 £8,955

Close

Figurel41c Thet 2 LJ Wyr€port (1 SY &

When running this report, you are able to select either a specific impact or all impacts.

N.Bthe list of impacts shown in the figure below may be different as these are configurable.

Configure Report - Top Risks

Use Risks From
"
Grid Filter Current Project Node Current Node & Descenjda

Schedule
Restricted Risks
Safety
Standard Restricted All
Security
Top N (risks) Environment
5
Operational
i 02
Scenario Legal
Pre-mitigated Current Target Reputation
Impact’ All Impacts
Finance Schedule Safety Security Environment \ Finance v

Generate Report Close

Figurel42¢ Selection of Impacts
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The selection oAll Impactswill provide you with théVorst Score.

Figurel43¢ Thet¢ 2 LJ W yr€portcisrst Bcore

The dashboard shows 3 sections.

Top Financially Rated Risks (by Probabilistic Medthis section shows the risks with the highest Current
Probability Mean.

Risks with Closest Proximitythis section shows the risks with the closest quantitative proximity to today.
This means the system reviews the current date aga&testt Dateof the risk.

Top Qualitative Rated Risk3his section shows the risks with the highest Current Qualitative Cost impact.
TheCost Scoreolumn relates to the Heatmap score generated by the risk.

TheProbability Meancolumn shows the PMean of each risk. A PMean is the quantitative current cost
scores (minimum, most likely and maximum values summed together) multiplied by its probability.

TheAllocation column shows how much money has been manually requested for each risk.
Fields required for this report Where to locate the fields
Quantitative Current Probability Edit / Quantitative / Current / Prob (%)

Quantitative Current Cost assessment impacts for each Edit / Quantitative / Current / Cost (£) /
risk Minimum, Most Likely and Maximum

Qualitative Current Probability Edit / Qualitative / Current / Prob
Classification: Internal Pagel23of 230




































































































































































































































































































































